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Introduction

The cloud, automation, and artificial intelligence are all buzzwords
for the direction of where technology and data are headed. The
interesting thing about these areas is that data still plays a very
important role in all of them. Obviously, this is good for database
administrators and any other guardians of data.

With these new environments and Oracle’s Autonomous Database in
the cloud, the question is being asked if DBAs are needed. In fact,
that question has been raised for the past 15 or so years. The self-
driving, tuning, and provisioning of databases is the future of the
environment. However, there are still tasks that DBAs are going to
be performing; they are also the go-to people for migrations to the
cloud and for data management.



Why write a book about Oracle 23¢ database administration? I asked
this same question with the previous edition of this book. This is still
easy to answer: tasks are changing, but understanding the database is
still critical. Even with processes being automated, issues might
need troubleshooting, and automations need to be put into place.
Applications need database objects designed, created and
maintained, and tuned for performance.

Also, 23c provides some really cool ways to look at data. It is not
just about relational tables and objects, but new data types and
shapes of data are extremely important for application development,
machine learning, and data connections. Data strategies are critical
skills to have. This book is not just about the transitioning role of the
DBA but about the administration skills that are still relevant in the
database environment.

Understanding how the database works internally helps with all of
these areas.

Data is being integrated, migrated, and maintained in several
databases. The structures of these environments are what it takes to
create consistent, reliable, and always-accessible data. Database
design, development, and administration skills are needed for these
systems and support applications.

This book provides details about the tasks that are needed to create
Oracle 23¢ databases on-premises and in the cloud and also provide
administration for the environment. It provides an inside look at the
Oracle database, hardware, storage and servers that are required to
run Oracle. Some of the tasks that are presented should be done
through automated processes, but DBAs need to be able to work
through issues and troubleshoot any problems.
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InTroduCTlIon

There was careful consideration for including the content in this
book to make sure it was providing the right topics to give DBAs the
tools they need to be successful.

Many of these topics are the same if the database is on-premises or
in the cloud.

Understanding the difference and how the DBAs can support
migrations to the cloud are included as well. Databases in the cloud
serve many purposes in the enterprise, and DBAs are the perfect



resource to assist in migrations and make sure the data is secure and
integrated from the cloud environment.

There are many examples, tips, and notes to provide any DBA of
Oracle databases the tools they need to design, implement, and
administer Oracle 23c database environments. We also cover the
tools that come with Oracle 23c and ways to leverage data and gain
valuable insights that the business is looking for through the
information.

In writing this book, although I am employed by Oracle, the views
expressed do not represent those of my employer. These are the
thoughts and experiences that [ have gained using the Oracle
database over the years of industry experience. The opinions are
mine, and they will allow you to use this technology in awesome
ways at your company.

—Michelle Malcher
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CHAPTER 1
Installing the
Oracle Binaries

When you install an application on your laptop or computer, you
plan to use it yourself.

Even if you are just playing around with some development, you
might do a quick installation of a tool or database to check things out
and learn something about the application. However, that is not the
case when you install enterprise-level database systems. These are
normally used by an entire company or actually run the business, so
there is quite a bit of planning and consistency that needs to happen
for reliable installations of the Oracle Database.

It is the job of the database administrator (DBA) to plan and perform
these installations and make it so that the management of the
environment is consistent across the enterprise for a team of DBAs.
If the binaries were installed differently each time or didn’t follow
the same directories or parameters, it would be a difficult
environment to support and maintain. Some of the database
environments and standards stem from earlier versions of the Oracle
Database. These standards need to be taken into consideration, but
with a new major release of the Oracle Database, there are
opportunities to update and simplify the environment and
installations.



The DBA needs to review the prerequisites, configurations, and
options as part of the plan for installation. Installation is a task that
every DBA should understand and be proficient at, even with more
automation available in Oracle 23c. The plan needs to include
existing environments and include a repeatable process for large
environments.

The DBA needs to set up the installs to be able to provision
databases on demand and consistently.

DBA tasks are changing, and in cloud environments, the DBA tasks
might be

preparing self-service databases or not even needing to install the
Oracle binaries. It might be another team member’s responsibility to
make sure the database 1s installed, 1
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but patching and maintenance are required, so the DBA needs to
understand the installation. This chapter dives into the options and
configurations of past and current versions so you can gain the
needed knowledge for the database environment.

The Oracle Universal Installer (OUI) is a typical way to install the
software and database. However, it doesn’t lend itself to
repeatability and automation. Running the graphical installer is a
manual process during which you are presented with options to
choose from on multiple screens. Even if you know which options to
select, you may still inadvertently click an undesired choice. The
good news with Oracle 23c is that it is easy to clean up the
installation and start over, but the bad news is that you must start
over.

Once you get the installation through this manual process, you can
save the response file, which is a text file that assigns the values to
variables for a repeatable process and consistent installation of the
software on other servers.

Tip This chapter covers only installing the Oracle software. Chapter
2 covers

creating a database. Using Oracle on the cloud will be discussed
later in this chapter and in Chapter 2.
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Understanding the OFA

There are several prerequisites for the server, users, groups, and
parameters that need to be set up for the installation, and a big
decision that needs to be made is where the data is going to be
persisted. The disks can be configured with file systems or with raw
disks and with Automatic Storage Management (ASM). If you are
working in an environment with several older Oracle databases, they
are probably configured using the Optimal Flexible Architecture
(OFA) standard. This is not just for the data files but also for the
software files and is a standard that is widely employed for
specifying consistent directory structures and file-naming
conventions when installing and creating Oracle databases.

The OFA is a standard that is almost always in some manner
customized by the DBA to fit the unique requirements of their
environment. For example, a directory of /u01

might be the standard, but the base directory might be configured
based on /oracle01

or some other naming convention that the server and storage teams
might implement.

Even though the directory names might be customized, the overall
structure needs to be consistent with the environment, and the OFA
standard is available for that.

2
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The OFA standard provides ways to understand where log files are
available on a consistent basis. If standards are followed, then
security, migrations, and automations are going to be easier to
implement because of the consistency across the environments.

The consistent locations of the log files allow for the files be used by
other tools as well as being secure. The ORACLE BASE directory
in 23¢ provides a way to have the ORACLE HOME

directories be read-only directories and have the writable files in the
ORACLE_ BASE. Readonly ORACLE HOME directories separate
the installation and configuration, which is important for the cloud
and securing the environment. Different OS users and groups will
own the different directories. Also, GRID HOME is the software for
Real Application Clusters (RAC) and Automatic Storage
Management (ASM), which would be in a different directory from
the Oracle Database software. Depending how big the enterprise is,



each of these can be owned and maintained by other groups, once
again providing a secure environment starting with the software and
configuration. This simplifies patching as one image can be used for
a mass rollout and can distribute a patch to many servers, which
reduces downtime for patching and updating the Oracle software.

Because most shops implement a form of the OFA standard,
understanding this structure is critical. This structure also supports
multiple ORACLE _HOME:s for different versions, patching, and
other isolation. You can always query the database in a SQL*Plus
session for the log destination files so you can see the structure with
show parameter dump_dest. Figure 1-1 shows the directory and
filenames used with the OFA standard.

Not all the directories and files found in an Oracle environment
appear in this figure (there is not enough room). However, the
critical and most frequently used directories and files are displayed.
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Figure 1-1. OFA standard

The OFA standard includes several directories that you should be
familiar with:

* Oracle inventory directory (oralnventory)
* Oracle base directory (ORACLE BASE)



* Oracle home directory (ORACLE_HOME)

* Oracle grid directory (GRID_HOME)

* Oracle network files directory (TNS ADMIN)
* Fast Recovery Area (FRA)

Whether using file systems or ASM, these structures exist,
especially for the software directories. These directories are where
the database files are found and are discussed in the following
sections.
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Oracle Inventory Directory

The Oracle inventory directory stores the inventory of Oracle
software installed on the server. This directory is required and is
shared among all installations of the Oracle software on a server.
When you first install Oracle, the installer checks to see whether
there is an existing OFA directory structure in the format /u[01-
09]/app. If such a directory exists, then the installer creates an
Oracle inventory directory, such as the following:

/u01/app/oralnventory



Figure 1-2 shows in the GUI installation screen where you give the
directory for the Oracle inventory.

Figure 1-2. Oracle inventory directory for installation
5
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If the ORACLE_BASE variable is defined for the Oracle operating
system (OS) user, then the installer creates the directory for the

location of the Oracle inventory, as follows:
ORACLE BASE/../oralnventory

For example, if ORACLE BASE is defined as /ora01/app/oracle,
then the installer defines the location of the Oracle inventory as
follows:

/ora01/app/oralnventory
Oracle Base Directory

The Oracle base directory is the topmost directory for the Oracle
software installation.

You can install one or more versions of the Oracle software beneath
this directory. The OFA standard for the Oracle base directory is as
follows:

/<mount_point>/app/<software owner>

Typical names for the mount point include /u01, /ora01, /oracle, and
/oracleO1.

You can name the mount point according to whatever your standard
is for your environment. A short recognizable mount-point name
such as /ora0l is preferred. The software owner is typically named
oracle or grid. This is the OS user you use to install the Oracle
software (binaries). The following is an example of a fully formed
Oracle base directory path:

/ora01/app/oracle
Oracle Home and Grid Directories

The Oracle home directory defines the installation location of
software for a particular product, such as Oracle Database 23c or
Oracle Database 19¢. You must install different products or different
releases of a product in separate Oracle homes. The recommended
OFA-compliant Oracle home directory is as follows:

ORACLE_ BASE/app/<version>/<install name>



In the previous line of code, possible versions include 23.1.0.1 and
19.1.0.1. Possible install name values include db23c 01, db01,
devdbl, test2, and prod1. Here is an example of an Oracle home
name for a 23c database:

/u01/app/oracle/23.1.0.1/db01
6
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The Oracle grid home is the installation location of the grid software
for the listener (Oracle network files), RAC, and ASM. Where you
can have multiple Oracle homes for the database on a server, there
can be only one grid home per server. Here is an example of the
Oracle grid home:

/u01/app/grid/23.1.0.1

Note some DBas dislike the dbl string on the end of the
ORACLE_HOME and see no need for it. It is not required for the
installation and can be kept as simple as

/u01/app/oracle/ora23c or /u01/app/oracle/23.1.0.1.
Oracle Network Files Directory

Some Oracle utilities use the value TNS ADMIN to locate network
configuration files. This directory is defined as
ORACLE_HOME/metwork/admin. It typically contains tnsnames.

ora, listener.ora, and sqlnet.ora Oracle Net files. The listener.ora files
are now typically with the Oracle grid installation and not in the
database home. The listeners are normally maintained by the system
that manages the grid, cluster, and ASM software.

The tnsnames provide ways to connect to other databases, so these
files are part of the centralized directory or part of the database
network files.

Fast Recovery Area Directory

Backup and recovery are important to any data you have in your
enterprise, and they are important tasks for a DBA. We will spend
plenty of time on recovery and backup procedures later in the book,
but the initial plan of backup and recovery should be included here
as part of your installation and database creation. The Fast Recovery
Area (FRA) is set up to have the control files, backup files, archive
log files, image copies, and flashback. The FRA can be just a
directory on your server or a diskgroup in ASM but is a critical
directory to have for secure backups to recover from. Figure 1-3



shows this directory as part of the installation screen and is found in
the parameter db_recovery

file dest for the database.
7
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Figure 1-3. Oracle Fast Recovery Area directory

More on OFA is included in the appendix of the Oracle Database
Installation Guide, and as you can see, the directories are part of the
initial installation and planning. Other subdirectories are created by
the Oracle installation, and the values can be found in the database
parameters.

Installing Oracle

Suppose you are new on the job and your manager asks you how
long it will take to install a new set of Oracle Database 23¢ software
on a server. You reply that it will take less than an hour. Your boss is
incredulous and states that previous DBAs always estimated at least
a day to install the Oracle binaries on a new server. The installation
process has been greatly simplified over the years, and even
removing and cleaning up installations is easier in case something
goes wrong. Most of the time is spent setting up 8
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the users and groups and planning the installation. Even the
prerequisites can be fixed as part of the installation process. You also
do not need to do a manual GUI installation.

You can run the RPM version of the binaries to get them installed
and use the assistants to create a database after the binaries are
installed.

When you are handed a new server and are given the task of
installing the Oracle binaries, this usually refers to the process of
downloading and installing the software required before you can
create an Oracle database. This process involves several steps.

1. Create the appropriate OS groups. In Oracle Database 23c, there
are several OS groups that you can form and use to manage the
level of granularity of the SYSDBA permissions. Minimally, you
will need to create an OS dba group and the OS oracle user. Also
recommended is an oinstall group for the binary directories and

a grid user for the Oracle grid installation since this is maintained
separately from the database.

2. Ensure that the OS is configured adequately for an Oracle
database. There is a prerequisite checklist that is part of the
installation for parameters and space, and these are listed as part
of the installation guide.

3. Obtain the database installation software from Oracle. Or you can
simply do a yum install of the rpm on the Linux server (yum -y
install oracle-database-ee-23c).

4. Unzip the grid software in the Oracle grid home, and unzip the
database installation software in the Oracle database home.

5. Install the grid software first by running ./gridSetup.sh.

6. Install the database software by running ./runlnstaller.

7. Save the response file to perform other installations and run the
Oracle silent installer.

8. Troubleshoot any issues.



9. Apply any additional patches.
9
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Note Oracle Database software can be freely downloaded from the
website (oracle.com/downloads). however, patch downloads require
a purchased

license and a My Oracle support (MOs) account.
Step 1: Create the OS Groups and Users

If you work in a company with a system administrator (SA), then
steps 1 and 2 are usually performed by the SA. If you don’t have a
SA, then you have to perform these steps yourself (this is often the
case in small companies, where you may be required to perform
many different job functions). Even if you have root access, you
should not install Oracle as root. The grid software should be
installed and owned by the grid user and the database software as
oracle. You will need root to create the users oracle and grid and to
create the groups as needed.

In the old days, a typical Oracle installation would contain one OS
group (dba) and one OS user (oracle). You can still install the Oracle
software using this minimalistic approach. If there is just one DBA
in your company and you don’t need a more granular division of
privileges among team members, then this method works well, with
one user and one group.

However, there are multiple OS groups that Oracle recommends you
create, and you can add different OS users and assign them to groups
on an as-needed basis depending on their job function. When an OS
user is assigned to a group, that assignment provides the user with
specific database privileges. Table 1-1 shows the OS groups and
how each group maps to corresponding database privileges. For
example, if you have a user who is responsible only for monitoring a
database and that only needs privileges to start up and shut down the
database, then that user would be assigned the oper group (which
ensures that subsequent connections to the database can be done
with sysoper privileges).

10
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Table 1-1. Mapping of OS Groups to Privileges
OS Group Database



System Authorized Operations Where Referenced
Privilege

oinstall

none

Os privileges to install and

inst_group variable in oralnst.loc
upgrade Oracle binaries

file, also in the response file

dba

sysdba

all database privileges: start

DBA_ GROUP variable in response file
up, shut down, alter database, or when prompted by OUI graphical
create and drop database,

installer

toggle archivelog mode, backup

and recover database

oper

sysoper

start up, shut down, alter
OPER_GROUP variable in response file
database, toggle archivelog

or when prompted by OUI graphical
mode

installer

racdba

sysdba for

real application Cluster
RACDBA_GROUP in response file or
raC



administrator

when prompted by OUI graphical
installer

asmdba

sysdba for

administrative privileges to
OSASM_GROUP in response file or when
asm

Oracle automatic storage

prompted by OUI graphical installer
Management (asM) instances
asmoper

sysoper for start up and shut down of
prompted by OUI graphical installer
asm

Oracle asM instance

asmadmin sysasm

Mounting and dismounting of
prompted by OUI graphical installer
disk groups and other storage
administration

backupdba sysbackup

privilege allowing user to start BACKUPDBA GROUP in response
file

up, shut down and perform all

or when prompted by OUI graphical
backup and recovery operations installer
dgdba

sysdg

privileges related to managing DGDBA_ GROUP variable in
response file



Data guard environments

or when prompted by OUI graphical
kmdba

syskm

privileged related to encryption KMDBA GROUP variable in
response

and key management

file or when prompted by OUI graphical
installer

11
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Table 1-1 contains recommended group names. You don’t have to
use the exact names of the groups listed, and you can adjust per your
requirements. You might have a group of development DBAs, so
you can have dbadev group for the Oracle binaries in the
development databases. Each group would have permissions to
manipulate only its set of binaries.

Once you decide which groups you need, then you need access to
the root user to run the groupadd command or request the users be
added to the created groups depending on your user security
policies. As root, add the OS groups that you need as in the
following examples:

$ groupadd oinstall
$ groupadd dba
$ groupadd oper

If you don’t have access to the root account, then you need to get
your SA to run the commands, but you can verify that each group
was added successfully by inspecting the contents of the /etc/group
file. Here are typical entries created in the /etc/group file: $ cat
/etc/group

oinstall:x:500:
dba:x:501:
oper:x:502:

Now, create the oracle OS user. The following example explicitly
sets the group ID to 500, establishes the primary group as oinstall,



and assigns the dba groups to the newly created oracle user:
$ useradd -u 500 -g oinstall -G dba,oper oracle

Note: Depending on your OEL release, OEL 9 will have higher
UIDs in the 1000 to 60000 range.

You can verify the user account information by viewing the
/etc/passwd file: $ cat /etc/passwd

oracle:x:500:500::/home/oracle/:/bin/bash

12
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Step 2: Ensure That the OS Is Adequately Configured

The tasks associated with this step vary somewhat for each database
release and OS. You must refer to the Oracle installation manual for
the database release and OS

vendor to get the exact requirements. Another excellent tool here is
the pre-installation checklist and the installer itself, as it does a
verification and helps fix issues as part of the installation.

Another reason why this step varies is because depending on your
environment, greater values and more memory in the parameters
might be needed. These are only the minimum values to be able to
install and run Oracle databases. For example, for the minimum
RAM, you need 1GB for the database and 8 GB for the Oracle Grid
Infrastructure, but you might have a much larger database that will
require more.

For Oracle 23¢, Linux 8.4 is required, and there is a preinstallation
RPM for Oracle Linux that will configure the operating system for
the Oracle Database and grid installations. Oracle 23¢ binaries
require at least 4.2 GB for Grid Infrastructure and at least 8.3 GB for
database installations. It is recommended to disable Transparent
HugePages and use standard HugePages for enhanced performance.

Here are some typical OS components to verify:
* Memory and swap space

* System architecture

* Free disk space

* Operating system version and kernel

* Operating system software (required packages and patches); run



oracle-database-preinstall-23c to install all required packages



Run the following command to confirm the memory size on a Linux
server:

$ grep MemTotal /proc/meminfo

To verify the amount of memory and swap space, run the following:
$ free -t

13
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Verify the amount of space in the /tmp directory:

$ df -h /tmp

Display the amount of free disk space:

$ df -h

Verify the OS version:

$ cat /proc/version

Verify the kernel information:

$ uname -r

Determine whether the required packages are installed:
$ rpm -q <package name>

You should always double-check the server requirements by OS and
database

version in the documentation and by using the pre-installation
packages provided for Oracle Linux.

If you are running the OUI installer, you will see a list of
deficiencies; some can be fixed here, and some of the warnings can
be ignored if doing a test installation for a development or test
system, as shown in Figure 1-4.

14
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Figure 1-4. Oracle installation requirement checks
Step 3: Obtain the Oracle Installation Software

Usually, the easiest way to obtain the Oracle software is to download
it from the Oracle website (oracle.com/downloads). Make sure you
download the correct versions for the OS you want to install it on. If
you are working with Linux systems, you can just install with yum
and the RPM package.

$ yum -y install oracle-database-server-preinstall-23¢
$ yum -y install oracle-database-ee-23c

15
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Step 4: Unzip the Files

For previous versions, it was recommended to unzip the files in a
standard directory where you wanted the installation media. Starting
with Oracle 18c, you should extract the binaries in the directory
ORACLE _HOME or GRID HOME. The zip file can be placed in a
temporary location but extracted to ORACLE _HOME and

GRID_ HOME, respectively.



Of course, if you want to skip this step, you can just use the RPM
image, as shown in step 3.

Installing Remotely with the Graphical Installer

Before we run the installer, we need to remotely install with the
graphical interface. For the installation you need to have the
graphical output displayed on your local computer or have a virtual
type of desktop running on the virtual machine that you can remote
into. Normally in any type of environments, you need to connect
remotely or over a bastion host without direct connection to the
server you are installing the database software on. This remote
connection is typical with virtual network computing (VNC)
software or X Windows System emulation on your local computer.

Listed next are the steps for setting up your environment to display
graphical screens on your local computer while remotely running the
Oracle installer:

1. Install software on the local computer that allows for X Window
System emulation and secure networking. There are several free

tools that are available such as Cygwin (http://x.cygwin.com) for a
PC or XQuartz (https://www.xquartz.org)_for Mac. Your company
might have licensed software that you should use and

install according to their policies. These will run commands such
as ssh (secure shell) and scp (secure copy) and provide the X
emulation utilities.

2. Start an X session on the local computer using the software
installed in step 1 and issue the startx command or the

command needed for an X session based on your tool.

3. Log in to the remote computer from an X terminal. Use the ssh
utility to log in.

$ ssh -Y -1 oracle <hostname>
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4. Ensure that the DISPLAY variable is set correctly on the remote
computer.

$ echo $DISPLAY


http://x.cygwin.com/
https://www.xquartz.org/

If your DISPLAY is set to localhost, you will need to determine the
I[P address of your local computer. Use the ping or arp utility to
determine the IP address. (If this step isn’t successful, there might
be VPN connections that would require a different IP address
setting.)

$ export DISPLAY=129.151.31.147:0.0

If DISPLAY and the connection are all configured properly, you will
be able to walk through the graphical installer steps.

Step 5: Run the Installer for Grid

The Oracle Grid Infrastructure needs to be installed before the
database software to use ASM for the database. The file system can
be used for the database without using ASM, but there are several
advantages to using ASM, and you need to just present raw disks
such as /dev/sdx for the installation. The disk groups are handled by
the installation.

As the grid user in the Oracle grid home, you run the following:

# cd /u01/grid23c
# ./gridSetup.sh

This is the graphical mode of OUI and will require an X Windows
System software or a VNC connection. With the Oracle Cloud
environment, you can easily configure a Linux Desktop interface to
run the installation on a compute node in Oracle Cloud
Infrastructure. You’ll learn more about this later in the book. If you
do not have X Windows for the graphical interface, you can run in
silent mode with a response file. I prefer the silent install after [ have
gone through the graphical version at least once for the latest version
of the database to understand the changes and new features of the
installation.

The response file is located in ORACLE _HOME (where you
unzipped the file) in the install/response directories. You will need to
edit this file to provide it with the values for the variables. Here is
the grid home:

$ cd /u01/grid23c/install/response

$ vi gridsetup.rsp

17
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Here is an example of the values to provide for the following
variables:

INVENTORY LOCATION=/u01/app/oralnventory

oracle.install.option=HA CONFIG (Configure Grid Infrastructure
for stand

alone server)

ORACLE BASE=/u01/app/

Groups for

oracle.install.asm.OSDBA=asmdba
oracle.install.asm.OSPER=asmoper
oracle.install.asm.OSASM=asmadmin
oracle.install.asm.SYSASMPassword==»*#*#x*
oracle.install.asm.diskGroup.name=DATA
oracle.install.asm.diskGroup.redundancy=EXTERNAL
oracle.install.asm.diskGroup.diskDiscoveryString=/dev/sdx
oracle.install.asm.monitorPassword="=>*## 4
oracle.install.crs.rootconfig.configMethod=SUDO

As you can see with the newest version of the software, it might be
beneficial to run through the graphical installation once manually
and save the response file for assistance with the variables for future
installations.

Also, a few commands require root permissions. It is typical that an
SA will grant sudo to be able for the oracle or grid user to run these
commands. Using sudo will allow for the installation to continue
without bugging your SA or having to log into another window to
run the commands. This is the variable oracle.install.crs.

rootconfigMethod=SUDO in the response file.

Here are some of the steps for the graphical installation. Figure 1-5
shows the configuration options for the Oracle Grid Infrastructure
installation.
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Figure 1-5. Oracle Grid Infrastructure installation options
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Figure 1-6 shows the ASM disk groups and the discovery path of the
raw devices.

Figure 1-6. Oracle Grid installation ASM disks

After a few more steps of entering passwords and OS groups, you
have the directories of the Oracle base and software location. The
values in Figure 1-7 have been provided by default based on where
the run installation script was executed from.
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Figure 1-7. Oracle installation directory and Oracle base

The next step of the Grid Infrastructure installation is the root script
execution configuration, as shown in Figure 1-8.
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Figure 1-8. Root script execution
Step 6: Run the Installer for Database

For the database installation, the ./runlnstaller command is executed
and provides similar screens to walk through with groups and
configurations. The database response file can be found and edited
as shown in the example.

Here is the database home:
$ cd /u01/db23c/install/response
$ vi db_install.rsp

Here is an example of the values to provide for the following
variables:

oracle.install.option=INSTALL DB SWONLY
UNIX GROUP_NAME=oinstall

INVENTORY LOCATION=/u01/app/oralnventory
22
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ORACLE_HOME=/u01/app/oracle/db23c
oracle.install.db.InstallEdition=EE

##Groups — can all be dba if not needed for the environment
oracle.install.db.OSDBA GROUP=dba
oracle.install.db.OSOPER GROUP=oper
oracle.install.db.OSBACKUPDBA GROUP=backupdba
oracle.install.db.OSDGDBA GROUP=dgdba
oracle.install.db.OSKMDBA GROUP=kmdba
oracle.install.db.OSRACDBA_ GROUP=racdba
oracle.install.db.rootconfig.configMethod=SUDO

Just as with the grid installation, it might be beneficial to run
through the graphical installation for the database once manually and
save the response file for assistance with the variables for future
installations.

If you are just installing the software, there are just a few more
screens with prerequisite checks and the same root script execution,
as shown in Figure 1-8.

Figure 1-9 shows the choice to create and configure a single
database instance, which is also beneficial to run through once to
keep the response file handy for the silent installation. With just the
software-only installation, the database creation assistant is used to
create the database, and we will cover that in a later chapter.
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Figure 1-9. Oracle Database installation step 1
Step 7: Save the Response File for Additional Installations

The last step before the installation starts using the GUI installer is
to save the response file. The arrow in Figure 1-10 points to the
button to save the response file. After reviewing everything that was
configured by walking through the installation screens, click this
button before clicking the Install button.
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Figure 1-10. Saving the response file
Step 8: Troubleshoot Any Issues

If you encounter an error, using a response file, 90 percent of the
time it’s due to an issue with how you set the variables in the file.
Inspect those variables carefully and ensure that they’re set correctly.
Also, if you don’t fully specify the command-line path to the
response file, you receive errors such as this:

OUI-10203: The specified response file ... is not found.

Here is another common error when the path or name of the
response file is incorrectly specified:

OUI-10202: No response file is specified for this session.
25
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Also, be sure to provide the correct command-line syntax when
running a response file. If you incorrectly specify or misspell an
option, you may receive a misleading error message, such as
DISPLAY not set. When using a response file, you don’t need to
have your DISPLAY variable set. This message is confusing



because, in this scenario, the error is caused by an incorrectly
specified command-line option and has nothing to do with the
DISPLAY variable. Check all options entered from the command
line and ensure that you haven’t misspelled an option.

Problems can also occur when you specify an ORACLE HOME and
the silent installation

“thinks” the given home already exists:
Check complete: Failed <<<<

Recommendation: Choose a new Oracle Home for installing this
product.

Check your inventory.xml file (in the oralnventory/Contents XML
directory), and make sure there isn’t a conflict with an already
existing Oracle home name.

There are log files that are generated with the installation, along with
the files that are part of the inventory. The /tmp directory is going to
have log files based on the timestamp of when the installation was
performed. Make sure that all log files are examined when trying to
troubleshoot; even system logs are useful if there were processes or
memory issues hit during the installation. When you’re
troubleshooting issues with Oracle installations, remember that the
installer uses two key files to keep track of what software has been
installed: oralnst.loc and inventory.xml.

Other typical errors are permissions and proper configuration of the
OS groups.

There might even been a prerequisite that was a warning that caused
a failure. With the graphical interface you can even proceed if there
is a failure of a prerequisite, which will prevent those types of
failures and troubleshooting.

Step 9: Apply Any Additional Patches

As already stated, before the first step, the Oracle software is
available in the base releases. However, if there are additional
releases, patch sets, and security patches available, they should all be
applied before rolling out a new set of Oracle binaries.

Installations should be the same as the other environments with
patches and with a possible exception of security patching.
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Patching is not necessarily part of the installation. Knowing the
details of applying patches is important to get to the latest version of
the software before releasing it for use. Right after installing the
binaries is a good time to make sure everything has been updated
and is ready for the database to be created.

Installing in the Cloud

Oracle 18c was the first database released in the Oracle Cloud
Infrastructure (OCI), and the server on-premises version became
available several months later. Of course, you can use the supported
versions of the Oracle Database back to 12¢ depending on the virtual
machine shape that is chosen. Oracle provides a couple of different
options for databases in the cloud, one of which I already mentioned
when installing on a compute instance in the OCI environment. In
your OCI tenancy, you create a compute instance, upload the
software to your virtual machine, set up a VNC connection to install
the software, and run through the same steps. Now, this is an over-
simplification because there are additional storage and network
configurations that are needed, but you would need to do that with a
virtual machine in your data center as well to make it available for
your use.

Besides the virtual machine, you can install a database in your
tenancy using the database cloud service, now called Oracle Base
Database. You create the DB system by choosing a virtual machine
shape, storage, virtual cloud network, version of the database,
database name, and administrator password. The service then will
create the virtual machine, install the database software, create the
database, and even configure backups. If you are asking what the
DBA needs to do at this point, well, there is plenty!

This is just about getting a database up and running as quickly and
easily as possible.

After that, there are plenty of tasks that DBA needs to do to manage
the environment and most importantly manage the data!

Figure 1-11 shows the first screen for the Oracle Base Database. DB
systems are created on virtual machines, but you can also have
dedicated infrastructure in OCI using the Oracle Exadata Database
Service on Dedicated Infrastructure. With that comes some more
responsibility to manage the dedicated infrastructure similar to
Exadata being in your environment. The Oracle Base Database is on
shared infrastructure in OCI.
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Figure I-11. Using the Oracle Base Database service in Oracle
Cloud Infrastructure

As you can see, the steps of software installation are handled for
most of the OCI Oracle Database services. In Figure 1-12, you see
other possible database creations including Autonomous Database,
dedicated infrastructure, Oracle Base Database (either on virtual
machines or on bare-metal machines), and Exadata options.

Figure 1-12. Oracle Database on OCI

In your company, there might be a database as a service based in
your data center.

Once you install the Oracle Database, you can configure the
database to do a silent installation and set up the database creation.
This is what the Oracle Cloud environment 28
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1s providing you, but instead of it being in your data center, the
servers and services are on the Oracle Cloud infrastructure. Even in



the cloud environments there is more than enough for a DBA to
manage the database environment, making sure that the data is being
managed correctly and that the application development is available.
Later chapters will get more into these details including more on the
Oracle Cloud, but now that you understand what is behind the
software installation, you can understand what is being
accomplished by the cloud environment or the database service.

Oracle databases are available in other clouds as well. AWS and
Microsoft Azure provide Oracle database services to install the
different versions of the Oracle Database.

There are reasons to have a database in multiple cloud environments,
and there are connections that are available between the cloud
environments and even to your on-premises database to utilize the
data.

As an Oracle DBA, it is becoming increasingly important to
understand cloud options for the database. You can get a trial cloud
account at all the major cloud vendors to give it a try and set up a
compute instance with a database. In Oracle’s cloud, OCI, you can
try Oracle Autonomous Database and explore how easy it has
become to get a database installed and running. Besides a trial
account in OCI, you can get an Always Free Autonomous Database.
It is a great option to have your own database in the cloud and try
out the features of Autonomous Database, test statements, and even
write applications with Oracle’s low-code APEX. It is after it is
running that is the fun part, and diving into other aspects of
administration and data management will keep you busy as a DBA.
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CHAPTER 2
Creating a Database

The Oracle Database can be created when installing the Oracle
software; however, we discussed in Chapter_1 how to just install the
Oracle software first. This makes sense when configuring new
environments and setting up new versions of the database. Even if
you created a starter database with the installation of the software,
chances are you will be creating more databases in the same Oracle
home and will need to understand the different ways to create a
database.

Here are few standard ways you can create Oracle databases:

* Use the Database Configuration Assistant (DBCA) utility


https://doi.org/10.1007/978-1-4842-9899-2_1

* Run a CREATE DATABASE statement from SQL*Plus
* Clone a database from an existing database

Oracle provides creation and upgrade assistants in the assistants
directory of ORACLE HOME. These are used to create, configure,
and upgrade databases. The database creation utility is DBCA, and it
has an intuitive interface similar to the installation software. The
DBCA utility also allows you to create a database in silent mode.
You will update the response file with the correct variables, and the
response file in silent mode is an efficient way to create the
databases in a consistent and repeatable manner. As we described in
Chapter 1, DBCA depends on X software and the appropriate setting
for the OS DISPLAY variable, just like the Oracle software
installation.

The SQL*Plus approach is simple and inherently scriptable.
However, it will not allow for the new features to be adopted quickly
in the databases being created as you are probably using a standard
script from a previous version. With the new 23c¢ database release,
you should run through the DBCA utility first, as it will create the
response file and create a database script for you to use the new
features and implement new 23c databases quickly in other
environments with a SQL*Plus

approach or the silent installer.

31

© Michelle Malcher and Darl Kuhn 2024

M. Malcher and D. Kuhn, Pro Oracle Database 23c¢ Administration,
https://doi.org/10.1007/978-1-4842-9899-2 2



https://doi.org/10.1007/978-1-4842-9899-2_1
https://doi.org/10.1007/978-1-4842-9899-2_2#DOI

Database Configuration Assistant - Create a database - Step 2 of 14 %

Select Database Creation Mode Z C ORACLE
Database
y Ralabsys Ogperation £} Iynical configuration
« Cication Mode Global database name mimdalcon 3¢ oracleven com
Oeployment Tuoae
 WERETING LRl Sterage type Autematic Starage Management (ASM) -
Database fies locaban +DATAMDE UNIOUE NAME} Bromse
Fast Recovery Area (FRA) +DATA Browse
Datsbass charstter sat ALIZUTFS - Unicode UTF-8 Universal character sat -
Adminjstratye password
Confirm pasaword
Pluggable database name  mm2 Yopdb
Adyanced configuration
Help = Back Mot > Cancel

e

Chapter 2 Creating a Database
Using the Database Configuration Assistant

If you are running DBCA utility right after the Oracle software
installation, many of the environment variables will already be set,
and the prerequisite steps will already be completed. But if you
decide to take lunch or a coffee break first, validate the ORACLE _

HOME and DISPLAY variables and then run the configuration
assistant.

$ echo SORACLE HOME
$ echo $DISPLAY
$ dbca

There are two creation modes for creating a database in DBCA. One
is the typical configuration, and the second option is advanced
configurations. As you might already guess, the typical
configuration does not require much information. You need to
provide a database name, storage, and password, as shown in Figure
2-1.

Figure 2-1. DBCA creation mode



In the typical configuration mode, the next screen summarizes the
database that is going to be created. In Oracle 23c, it will create a
container database (CDB), and you need to provide a pluggable
database (PDB) name. The container and pluggable 32
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databases are multitenant databases, which is different than in
previous releases. In 19¢ and prior releases, you could still create a
non-CDB database, but this option is no longer available in 23¢ and
has been removed since 21c. This slightly changes how DBAs
manage the databases and can even break up the tasks into system
DBAs and application DBAs more than done previously. We will
cover this in later chapters, but for now it is important to know for
database creation that you are creating a CDB with a PDB. The CDB
will be the root database for most system functions, and the PDB
will contain application and user schemas and objects. This might
seem like a big shift in managing the database, but it does separate
the system and application parts of the database. The shared
resources and processes will be part of the CDB, and the PDB

will have users, tablespaces, and objects. There is also a separation
of duties with permissions and settings at the PDB level instead of
just at the CDB level. Again, we will get into more details of how to
start and stop the databases, backup and recovery, and the



differences for these tasks at the CDB and PDB levels. Figure 2-2
shows the summary of the database creation. Don’t forget to create a
response file here to make sure you can use it later in other database
creations.

Figure 2-2. DBCA summary
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The advanced creation mode allows for the configuration of
templates and

parameters. You can then save a new template to use for future
database creations with DBCA. After looking at the templates, as
shown in Figure 2-3, the database name needs to be entered, and
here you can create more than one pluggable database (PDB) as well
as decide if you want a local UNDO tablespace for the PDBs instead
of a shared one in the CDB.

Figure 2-3. DBCA advanced creation mode

The storage options will depend on if you installed the grid
infrastructure and created an ASM instance. This is similar to the
database LISTENER, because the grid infrastructure will create one
listener for the server, but you can create a new listener as part of the



database creation. However, | recommend creating the listener in the
grid infrastructure, so when you have multiple ORACLE _HOME:s,
you are not tracking down which listener is running where, and it is
all managed in the grid home, even if you have multiple listeners.
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Another important option to consider with the database for security
is the Database Vault option. This will set up a Database Vault owner
and manager. This will allow for the security of users to be
provisioned by other users such as a security administrator instead of
the DBA with SYSDBA privileges. This will also allow for realms
to be configured to allow DBAs to do their normal work in the
database but not have access to sensitive data. The Database Vault
can be enabled later and is an additional option to the database, even
though it is available as part of the installation. There are several
considerations of how to manage the administration with Oracle
Database Vault, and a team of security and database administrators
would be a reason for enabling. If you are the only database
administrator, it will not provide a separation of duties and will
actually make for more steps to do database administration. Oracle is
configured with security in mind, and there are additional options
that are available for another level of security. If you are in the
Oracle cloud, many of these security options would be included with
the database services.

Just as you can install in the database using the DBCA utility in
silent mode with a response file, you can do that when creating
databases. To create a database using DBCA in silent mode, perform
the following steps. The response file is going to be in the
$ORACLE HOME/assistants/dbca directory, and it will be a
dbca.rsp file.

1. Locate the dbca.rsp file.

2. Make a copy of the dbca.rsp file.

3. Modify the copy of the dbca.rsp file for your environment.
4. Run the dbca utility in silent mode.

First, navigate to the location in which you copied the Oracle
Database installation software, and use the find command to locate
dbca.rsp (you can also use a wildcard to see all of the response files,

*.1sp).
$ cd SORACLE HOME



$ find . -name dbca.rsp
.Jassistants/dbca/dbca.rsp

Copy the file so that you’re not modifying the original (in this way,
you’ll always have a good, original file):

$ ¢p dbca.rsp mydb.rsp
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Now, edit the mydb.rsp file. Minimally, you need to modify the
following parameters, as shown in the example:

[CREATEDATABASE]
gdbName=db23c.oraclevcn.com

sid=db23c¢

templateName=ENERAL PURPOSE
sysPassword=PassFunwith23c
systemPassword=PassFunwith23c
datafileDestination=/u01/app/oracle/oradata
storageType=FS

Before you create the database, make sure you generate database
creation scripts and save them as a database template. This allows
you to use these scripts to build another database just like it after
modifying the database name. The scripts are in the admin directory
of the database name and instead of going through all of the screen
shots of the graphical installer, we are going to look at the variables
and creation scripts to provide more details on options and allow for
you to see how you can use these files to automate and consistently
create new databases.

Next, run the dbca utility in silent mode, using a response file:

$ dbca -silent -createDatabase -responseFile
/u01/db23c/assistants/dbca/

mydb.rsp

$ cd SORACLE BASE/admin/mmfalcon23c/scripts
$1s

cloneDBCreation.sql

CloneRmanRestore.sql



init.ora
initmmfalcon23cTempOMF.ora
initmmfalcon23cTemp.ora
lockAccount.sql

mkDir.sql

mmfalcon23c.sh
mmfalcon23c.sql
PDBCreation.sql

plug mm23cpdb.sql
postDBCreation.sql
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postPDBCreation mm23cpdb.sql
postScripts.sql
rmanRestoreDatafiles.sql
tempControl.ctl

Setting OS Variables

Now that we have created the database, let’s take a look at some of
the environment variables and parameters that have been set and
also how to set ORACLE_HOME when managing the database.

The OS variables or environment variables get set to make sure the
correct path is set for the binaries that are used for the database.
Since the listener and ASM are in the grid home and you can have
more than one Oracle home, these environment variables are even
more important to be set as part of managing the database and
processes on the database server or using SQL*Plus with a direct
connection to the database from the server. You can of course
remotely connect through the client tools and other management
tools to the server that are not on the database server. Then this
would not be as important, but if you wanted to create another
database, this is where to start, and automating processes on other
servers is also where you should start.

Here are the OS variables:

* ORACLE HOME



« ORACLE SID

- ASM_HOME

- LD LIBRARY PATH
« PATH

The ORACLE HOME variable defines the starting point directory
for the default location for the initialization file, which is
$ORACLE_HOME/dbs. The ORACLE HOME variable is also
important because it defines the starting point directory for locating

the Oracle binary files such as sqlplus, dbca, netca, rman, and so on
because they are in the ORACLE _HOME/

bin directory.

The ORACLE_SID variable defines the default name of the
database that you have created or the new one you are attempting to
create. ORACLE_SID is also used as the default name for the
parameter file, which is init(ORACLE_SID>.ora or
spfile(ORACLE _

SID>.ora.
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The ASM_HOME or grid home has the listener and the disk groups
defined.

The LD _LIBRARY PATH variable is important because it specifies
where to search for libraries on Linux/Unix boxes. The value of this
variable is typically set to include ORACLE _HOME/lib.

The PATH variable specifies which directories are looked in by
default when you type a command from the OS prompt. In almost all
situations, ORACLE_HOME/bin (the location of the Oracle
binaries) must be included in your PATH variable.

You can take several different approaches to setting the prior
variables. You can do a manual hard-coded approach and export the
variable; the value is always an option but not the most practical and
can’t be repeated easily. Think about how many times you might
have to log in to the database. Another way to set these variables is
by placing the export or setenv command into a Linux/Unix startup
file, such as .bash profile,

.bashrc, or .profile. However, there could be multiple databases and
home directories on the server. You would have a default value



always set up, but switching between would be manual and not very
maintainable.

A much better method for setting OS variables is a script that uses a
file that contains the names of all Oracle databases on a server and
their associated Oracle homes. This approach is flexible and
maintainable and can be used across all database servers. For
instance, if a database’s ORACLE_HOME changes, like after an
upgrade, you have to modify only one file on the server and not hunt
down where the ORACLE HOME variable may be hard-coded into
scripts.

Understanding oratab
Oracle’s approach relies on two files: oratab and oraenv.

You can think of the entries in the oratab file as a registry of what
databases are installed on a box and their corresponding Oracle
home directories. The oratab file is automatically created for you
when you install the Oracle software. On a Linux box, oratab is
usually placed in the /etc/ directory. On Solaris servers, the oratab
file is placed in the /var/opt/oracle directory. The oratab file is
automatically created with the installation of the Oracle software and
is automatically updated by the assistants such as DBCA. If it
doesn’t get updated, it can get manually changed and updated.

The oratab file is used for the following purposes:

* Automating the sourcing of required OS variables

» Automating the start and stop of Oracle databases on the server
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The oratab file has three columns with this format:

<database sid>:<oracle home dir>:Y|N

The Y or N indicates whether you want to restart automatically on
reboot of the box; Y indicates yes, and N indicates no. Automating
the startup and shutdown of your database is covered in detail in
Chapter 20. Oracle srvctl also has management policies that are set
for automatic restart of the databases that don’t use oratab.

Comments in the oratab file start with a pound sign (#). Here is a
typical oratab file entry:

+ASM:/u01/grid23¢c:N
db23c:/u01/db23c:N
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The name of the database is db23c with the ASM instance being

+ASM. The path of each database’s ORACLE HOME directory is
next on the line separated from the database name by a colon [:].
Several Oracle-supplied utilities use the oratab file:

* oraenv uses oratab to set the OS variables.

* dbstart uses it to start the database automatically on server
reboots if Y.

* dbshut uses it to stop the database automatically on server
reboots if Y.

The oraenv tool is discussed in the following section.
Using oraenv

If you don’t properly set the required OS variables for an Oracle
environment, then utilities such as SQL*Plus, Oracle Recovery
Manager (RMAN), and Data Pump will not work correctly. The
oraenv script automates the setting of required variables such as
ORACLE_HOME and ORACLE_SID on an Oracle database server.
(If you are in a C shell environment, there is a corresponding
coraenv utility).

The oraenv utility is located in the ORACLE HOME/bin directory,
and you run it manually:

$ . oraenv
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Note that the syntax to run this from the command line requires a
space between the dot (.) and the oraenv tool. You are prompted for
ORACLE_SID, and if the ORACLE_SID is not in the oratab file, it
will prompt for the ORACLE HOME values:

ORACLE _SID = [orcl] ?
ORACLE HOME = [/u01/db23c] ?
Taking Another Approach to oraenv

Many DBAs use other scripts similar to oraenv and based on the
oratab file.

Here is an example of a script named oraset that reads the oratab
file, sets the OS

variables, and presents a menu of choices:



#!/bin/bash

# Sets Oracle environment variables.

# Setup: 1. Put oraset file in /etc (Linux), in /var/opt/oracle (Solaris)
# 2. Ensure /etc or /var/opt/oracle is in $PATH

# Usage: batch mode: . oraset <SID>

# menu mode: . oraset

4
17

if [ -f /etc/oratab ]; then

OTAB=/etc/oratab

elif [ -f /var/opt/oracle/oratab ]; then
OTAB=/var/opt/oracle/oratab

else

echo ‘oratab file not found.’

exit

fi

#

if [ -z $1 ]; then

SIDLIST=S$(egrep -v ‘#\** ${OTAB} | cut -fl -d:)
# PS3 indicates the prompt to be used for the Bash select command.
PS3=*SID? ¢

select sid in ${SIDLIST}; do

if [ -n $sid ]; then

HOLD_SID=$sid
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break

fi

done

else

if egrep -v ‘#\*’ ${OTAB} | grep -w “${1}:”>/dev/null; then



HOLD SID=$1

else

echo “SID: $1 not found in SOTAB”
fi

shift

fi

#

export ORACLE SID=$HOLD_ SID

export ORACLE_HOME=S$(egrep -v ‘#\** $OTAB|grep -w
$ORACLE_SID:

|cut -f2 -d:)

export ORACLE BASE=${ORACLE HOME%%/product*}
export TNS  ADMIN=$ORACLE HOME/network/admin
export ADR_BASE=$ORACLE BASE/diag

export
PATH=$ORACLE_HOME/bin:/usr/ccs/bin:/opt/SENSsshc/bin/\

:/bin:/usr/bin:.:/var/opt/oracle:/usr/sbin
export LD LIBRARY PATH=/usr/lib:$ORACLE HOME/lib

You can run the oraset script either from the command line or from a
start file such as .profile, .bash_profile, or .bashrc. To run oraset
from the command line, place the oraset file in a standard location
such as /etc and run it as follows: $ . /etc/oraset

Note that the syntax to run this from the command line requires a
space between the dot (.) and the rest of the command. The script
returns a menu like this:

1) db23c
2) mm23cdb
SID?

In this example you can now enter 1 or 2 to set the OS variables
required for whichever database you want to use. This allows you to
set up OS variables interactively, regardless of the number of
database installations on the server.
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Creating a Database

We are going to look at how to create a database from a script. As
recommended, we can use the scripts that were created from the
DBCA installation as a model for creating new databases and
configuring the scripts for the new version of the database. Using the
scripts from 23c are the best way to use the latest and greatest
version, eliminate deprecated parameters, and implement new
features.

We need to set the environment variables as discussed in the
previous section. Even if the database server does not have a
database yet installed, ORACLE HOME and GRID

HOME need to be set as the software has already been installed as
we did in Chapter 1 for

this information.

Looking at the script file that is found in
$ORACLE BASE/admin/$ORACLE SID/

scripts, we see the .sh script. This script orchestrates the creation of
the database include the making of the needed directories for the
database.

$ ¢cd SORACLE BASE/admin/$ORACLE_SID/scripts

$ cat mmfalcon23c.sh

#!/bin/sh

DB_HOME=SORACLE_HOME
ASM_HOME=/u01/grid23c
ORACLE_HOME=$ASM_HOME; export ORACLE_HOME
ORACLE_SID=+ASM; export ORACLE_ SID

PERLSLIB=SORACLE HOME/rdbms/admin:SPERLSLIB; export
PERSLIB

/u01/grid23c¢/bin/sqlplus /nolog
@/u01/apporacle/admin/mmfalcon23c/scripts/

mkDir.sql
ORACLE HOME=$DB_HOME; export ORACLE HOME
OLD UMASK=umaskumask 0027
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mkdir -p /u01/app/oracle

mkdir -p /u01/app/oracle/admin/mmfalcon23c/adump
mkdir -p /u01/app/oracle/admin/mmfalcon23c/dpdump
mkdir -p /u01/app/oracle/admin/mmfalcon23c/pfile
mkdir -p /u01/app/oracle/admin/mmfalcon23c/scripts
mkdir -p /u01/app/oracle/audit

umask ${OLD UMASK}

PERLSLIB=$ORACLE_HOME/rdbms/admin:$PERLSLIB; export
PERLSLIB
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ORACLE_SID=mmfalcon23c; export ORACLE_SID

PATH=$SORACLE HOME/bin:$ORACLE_HOME/perl/bin:$PATH;
export PATH

Echo You should Add this entry in the /etc/oratab:
mmfalcon23c:/u01/db23c:Y

/u01/db23/bin/sqlplus /nolog
@/u01/app/oracle/admin/mmfalcon23c/scripts/

mmfalcon23c.sql

To use this script for the new database, you would replace the
database name mmfalcon23c¢ with the new database, and that must
be done throughout all of the scripts.

Ideally in a large environment you can set up variables to pass in and
create the scripts for new databases. This can be part of process to
provide a way to create and provision databases on demand. But we
should first understand what the scripts are doing to make sure the
environment can be configured and set up properly for the databases.

Because we are using ASM to manage the database files,
ORACLE_SID is first set up to log in to the +ASM instance and
verify that it is available. Directories are then created for the alert
log and other logs, Data Pump, init.ora and spfile files, and then
scripts that we are looking at.

Then ORACLE_HOME is switched to the database home to log into
SQL*Plus and run through the SQL statements to create the
database. Notice before the SQL statements run, when running these



scripts manually, the database name and home directory need to be
manually added to /etc/oratab.

$ cat mmfalcon23c.sql
set verify off

ACCEPT sysPassword CHAR PROMPT ‘Enter new password for
SYS: ¢ HIDE

ACCEPT systemPassword CHAR PROMPT ‘Enter new password
for SYSTEM: ° HIDE

ACCEPT pdbAdminPassword CHAR PROMPT ‘Enter new
password for

PDBADMIN: ‘ HIDE

host /u01/db23c¢/bin/srvctl add database -d mmfalcon23c -o
/u01/db23¢c -n

mmfalcon -m oracleven.com -a “DATA”
host /u01/db23c/bin/srvctl disable database -d mmfalcon23c¢

host /u01/db23c/bin/orapwd
file=/u01/db23c/dbs/orapwmmfalcon23c force=y

format=12

host /u01/grid23/bin/setasmgidwrap o=/u01/db23c/bin/oracle
@/u01/app/oracle/admin/mmfalcon23¢/scripts/CloneRmanRestore.s
ql
@/u01/app/oracle/admin/mmfalcon23c/scripts/cloneDBCreation.sql
@/u01/app/oracle/admin/mmfalcon23c/scripts/postScripts.sql
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@/u01/app/oracle/admin/mmfalcon23c/scripts/lock Account.sql
@/u01/app/oracle/admin/mmfalcon23c/scripts/postDBCreation.sql
@/u01/app/oracle/admin/mmfalcon23c/scripts/plug_ mm23cpdb.sql

@/u01/app/oracle/admin/mmfalcon23c/scripts/postPDBCreation m
m23cpdb.sql

As you can start to see, there are quite a few steps behind the
creation of the database: creating directories, setting up initialization
parameter files, running the create database script and post scripts



that take care of the catalog, and setting up the environment so that
the database can be started and used.

This script starts off asking for passwords for the SYSDBA,
SYSTEM, and PDBADMIN that are needed for the administration
of this environment. There is a password file that is set up based on
these passwords, which as the OS user on the database will allow for
connection as sysdba to the database. Again, looking back to the OS
groups and roles that were created and privileges granted for the
groups to perform different tasks in the environment.

The srvctl utility will allow you to add, modify, and delete databases
and listeners with the commands. The command is part of the
scripted creation of databases, so this task becomes part of the steps
and not a manual task that is done afterward.

The SQL statement to create the database is not enough as you can
see with all of the pre-creation steps and the post-creation steps.
However, many of these steps would need the ORACLE_SID
variable set to make sure it applies to the new databases. The main
details and configuration of the database are part of DBCreate.sql.

Creating a Database Using a SQL Statement

Before we look at the SQL statement to create the database,
remember all of the scripts and processes that were done as part of
the DBCA. So, there are steps to follow to create the database
manually using a SQL statement. These of course can be made into a
script based on the scripts that were provided. Before running the
CREATE DATABASE statement, work through these steps:

1. Set the OS variables.

2. Configure the initialization file.
3. Create the required directories.
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4. Create the database.

5. Create a data dictionary.

The sample init.ora file from the software installation should be the
starting point for the new release of the database. There are
parameters that are deprecated and parameters that might not need to
be set or have default values that have improved, so you should start
with the sample init.ora file for that release. Later we will look at



managing parameters so many of these values change over time with
the database.

Here is an init.ora example:
db_name=“mmdb23c”

db domain=*oraclevcn.com”
db_block size=8192
compatible=23.0.0

enable pluggable database=true
sga target=8192m

pga aggregate target=1572m
processes=320

control_files=
(/u01/app/oracle/oradata/mmdb23c/control01.ctl,/u02/app/

oracle/oradata/mmdb23c/control02.ctl)
open_cursors=500

undo tablespace=UNDOTBS1

remote login passwordfile=EXCLUSIVE

The file needs to be named properly init<SID>.ora (pfile), and
before we run the create database, it should be used to create an
spfile, spfile<SID>.ora. The spfile is used to modify the contents
with an ALTER SYSTEM statement, and more dynamic parameters
can be set without downtime.

Set the environment variables, create the init.ora file, and create the
directories for the data files and log files. Verify that the correct
group and user own these directories.

$ mkdir -p /u01/app/oracle/oradata/mmdb23c¢c
$ mkdir -p /u02/app/oracle/oradata/mmdb23c
$ mkdir -p /u01/logs/mmdb23c¢c

$ mkdir -p /u02/logs/mmdb23c

$ chown -R oracle:dba /u01

$ chown -R oracle:dba /u02
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Now we are ready to run the CREATE DATABASE statement. The
STARTUP NOMOUNT

statement reads the initialization file and instantiates the background
processes and memory areas used by Oracle. At this point you have
an Oracle instance, but not yet a database.

Here is an example:

$ ORACLE_SID=mmdb23c

$ export ORACLE_SID

$ sqlplus /nolog

SQL> CONNECT SYS AS SYSDBA
Connected to an idle instance.

SQL> CREATE SPFILE FROM PFILE;
SQL> STARTUP NOMOUNT

SQL> CREATE DATABASE mmdb23c
USER SYS IDENTIFIED BY sys password
USER SYTEM IDENTIFIED BY system password

LOGFILE GROUP 1’(“/u01/logs/mmdb3c/redo0O1a.log’,
‘/u02/1ogs/mmdb23c¢/

redoO1b.log’ SIZE 200M BLOCKSIZE 512,

GROUP 2 (‘/u01/logs/mmdb23c/redo02a.log’,
‘/u02/1ogs/mmdb23c/redo02b.log’

SIZE 200M BLOCKSIZE 512,

GROUP 3 (‘/u01/logs/mmdb23c/redo03a.log’,
‘/u02/logs/mmdb23c/redo03b.log’

SIZE 200M BLOCKSIZE 512,
MAXLOGHISTORY 1

MAXLOGFILES 16

MAXLOGMEMBERS 3

MAXDATAFILES 1024

CHARACTER SET AL32UTF8

NATIONAL CHARACTER SET AL16UTF16
EXTENT MANAGEMENT LOCAL



DATAFILE ‘/u01/app/oracle/oradata/mmdb23c/systemO1.dbf” SIZE
700M REUSE

AUTOEXTEND ON NEXT 10240K MAXSIZE UNLIMITED

SYSAUX DATAFILE
‘/u01/app/oracle/oradata/mmdb23c/sysaux01.dbf” SIZE 550M

REUSE AUTOEXTEND ON NEXT 10240K MAXSIZE
UNLIMITED

DEFAULT TABLESPACE deftbs
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DATAFILE ‘/u01/app/oracle/oradata/mmdb23c/deftbs01.dbf” SIZE
500M REUSE

AUTOEXTEND ON MAXSIZE UNLIMITED
DEFAULT TEMPORARY TABLESPACE templ

TEMPFILE ‘/u01/app/oracle/oradata/mmdb23c/temp01.dbf* SIZE
20M REUSE

AUTOEXTEND ON NEXT 640K MASIZE UNLIMITED
UNDO TABLESPACE undotbs1

DATAFILE ‘/u01/app/oracle/oradata/mmdb23c/undotbs01.dbf”
SIZE 200M REUSE

AUTOEXTEND ON NEXT 5120K MAXSIZE UNLIMITED
ENABLE PLUGGABLE DATABASE
SEED

FILE NAME CONVERT = (‘/u01/app/oracle/oradata/mmdb23c/’,
‘/u01/app/oracle/

oradata/pdbseed/’)

SYSTEM DATAFILES SIZE 125M AUTOEXTEND ON NEXT
10M MAXSIZE UNLIMITED

SYSAUX DATAFILES SIZE 100M
USER DATA TABLESPACE userl

DATAFILE ¢/u01/app/oracle/oradata/pdbseed/user01.dbf” SIZE
200M REUSE

AUTOEXTEND ON MAXSIZE UNLIMITED



LOCAL UNDO ON;

You can also use ASM with a CREATE DATABASE statement
instead of file system directories. This would just require that you
have the +ASM instance running and available. The database files
will be created in the ASM diskgroup, and the naming is simplified
because you don’t have to create the directories and include them
specifically in the statements. You can also use Oracle Managed
Files so that the Oracle Database manages where the files are created
based on a destination parameter. This also simplifies the statements
and reduces errors in typing or passing in the full paths of the
directories. To use Oracle Managed Files, set

DB _CREATE FILE DEST to the directory for the data files in the
init.ora file. This can be used for both ASM and file system
directories.

Set the parameter in init.ora:

DB _CREATE FILE DEST=’/u0l/app/oracle/orada’a’
or using Oracle ASM:

DB CREATE FILE DEST= +data
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The CREATE DATABASE script would then be simplified to the
following:

CREATE DATABASE mmdb23c

USER SYS INDETIFIED BY sys password

USER SYSTEM IDENTIFIED BY system_password
EXTENT MANAGEMENT LOCAL

DEFAULT TABLESPACE users

DEFAULT TEMPORY TABLESPACE temp

UNDO TABLESPACE undotbs1

ENABLE PLUGGABLE DATABASE

SEED

SYSTEM DATAFILES SIZE 125M AUTOEXTEND ON NEXT
10M MAXSIZE UNLIMITED

SYSAUX DATAFILES SIZE 100M;



So, why didn’t we use the simplified example? Well, there is now
the understanding of what is happening on the back end when
defining where the files are being placed and where all of the pieces
fit for the database. Oracle Managed Files also provides an easier
way to meet the standard by setting the parameter to tell the database
the standard to use and keep it consistent.

If there were any issues creating the database, they will be tracked in
the alert log.

SQL> show parameter dump_dest
background dump dest /u01/mmdb23c/rdbms/log

After the database is created in SQL*Plus, you can instantiate the
data dictionary by running scripts that were created when you install
the Oracle binaries. These scripts must be run as SYS and run in the
container database (CDB). The question mark (?) is a SQL*Plus
variable for ORACLE HOME.

SQL> show user
USER is “SYS”
SQL> @?/rdbms/admin/catcdb.sql

You will be prompted for parameter 1, which is the temporary log
file directory, and parameter 2, which is the log filename for the
output of these scripts.

Enter value for 1: /tmp

Enter value for 2: create cdb.log
48

Chapter 2 Creating a Database

The database has now been created and the data dictionary
implemented. The log file should be reviewed for any issues or
failures. If there are any issues, the best place for researching it and
troubleshooting would be MyOracleSupport (MOS) as these are
scripts coming directly from Oracle for this release. Issues such as
running out of space or faulty permissions are ones that you should
address, but if the planning and pre-steps were completed ahead of
creation, these types of issues should not be showing up here.

Database vs. Instance

Although DBAs often use the terms database and instance
synonymously, these two terms refer to very different architectural
components. In Oracle, the term database denotes the physical files



that make up a database: the data files, online redo log files, and
control files. The term instance denotes the background processes
and memory structures.

For example, you can create an instance without having a database
present. We saw this when opening SQL*Plus and executing startup
nomount. This created an instance without having a database
present. In this state, you have background processes and memory
structures without any associated data files, online redo logs, or
control files.

The database files are not created until you issue the CREATE
DATABASE statement.

Another important point to remember is that an instance can be
associated with only one database, whereas a database can be
associated with many different instances (as with Oracle Real
Application Clusters [RAC]). An instance can mount and open a
database one time only. Each time you stop and start a database, a
new instance is associated with it. Previously created background
processes and memory structures are never associated with a
database.

To demonstrate this concept, close a database with the ALTER
DATABASE CLOSE

statement (it’s best to use the database we just created since it is not
production yet): SQL> alter database close;

If you attempt to restart the database, you receive an error:
SQL> alter database open,;

ERROR at line 1:

ORA-16196: database has been previously opened and closed

This is because an instance can only ever mount and open one
database. You must stop and start a new instance before you can
mount and open the database.
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Stopping and Starting the Database

After clarifying the terms database versus instance, it makes sense
to talk about starting and stopping databases. In a 24/7 environment
this is not something that DBAs do often, but there are steps when



configuring and setting up the databases in the beginning, along with
some maintenance that might be necessary.

We discussed enough the importance of setting the environment
variables for the OS user to perform these steps. You also need
access to either a privileged OS account in the correct OS group or a
privileged database user account. Connecting as a privileged user
allows you to perform administrative tasks, such as starting,
stopping, and creating databases. You can use either OS
authentication or a password file to connect to your database as a
privileged user.

Understanding OS Authentication

OS authentication means that if you can log in to a database server
via an authorized OS account, you’re allowed to connect to your
database without the requirement of an additional password. A
simple example demonstrates this concept. First, the id command is
used to display the OS groups to which the oracle user belongs: § id
uid=500(oracle) gid=506(oinstall)
groups=506(oinstall),507(dba),508(oper)

Next, a connection to the database 1s made with SYSDBA
privileges, purposely using a bad (invalid) username and password:

$ sqlplus bad/notgood as sysdba

Connected to:

Oracle Database 23c Enterprise Edition Release 23.0.0.0

I can now verify that the connection as SYS was established:
SQL> show user

USER is “SYS”

How is it possible to connect to the database with an incorrect
username and password? Actually, it is not a bad thing (as you might
initially think). The prior connection works because Oracle ignores
the username/password provided, as the user 50
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was first verified via OS authentication. In that example, the oracle
OS user belongs to the dba OS group and is therefore allowed to
make a local connection to the database with SYSDBA privileges
without having to provide a correct username and password.

See Table 1-1, in Chapter 1, for a complete description of OS groups
and the mapping to corresponding database privileges. Typical
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groups include dba and oper; these groups correspond to sysdba and
sysoper database privileges, respectively. The sysdba and sysoper
privileges allow you to perform administrative tasks, such as starting
and stopping your database.

Starting the Database

Starting and stopping your database are tasks that you perform
frequently. To start/stop your database, connect with a sysdba- or
sysoper-privileged user account, and issue the startup and shutdown
statements. The following example uses OS authentication to
connect to the database:

$ sqlplus / as sysdba

After you connect as a privileged account, you can start your
database, as follows: SQL> startup;

For the prior command to work, you need either an spfile or init.ora
file in the ORACLE_HOME/dbs directory. You can also start up
with a different spfile by providing a parameter with pfile= and the
filename.

Note stopping and restarting the database in quick succession is
known colloquially in the Dba world as bouncing your database.

When your instance starts successfully, you should see messages
from Oracle indicating that the system global area (SGA) has been
allocated. The database is mounted and then opened:

ORACLE instance started.

Total System Global Area 313159680 bytes
Fixed Size 2259912 bytes

Variable Size 230687800 bytes
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Database Buffers 75497472 bytes
Redo Buffers 4714496 bytes
Database mounted.

Database opened.

From the prior output, the database startup operation goes through
three distinct phases in opening an Oracle database:

» Starting the instance
* Mounting the database
* Opening the database

You can step through these one at a time when you start your
database. First, start the Oracle instance (background processes and
memory structures):

SQL> startup nomount;

Next, mount the database. At this point, Oracle reads the control
files:

SQL> alter database mount;

Finally, open the data files and online redo log files:
SQL> alter database open,;

Figure 2-4 show the startup process.

Figure 2-4. Database startup process
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When you start up a database without any parameters, Oracle
automatically steps through the three startup phases (nomount,
mount open). In most cases, you will issue a STARTUP statement
with no parameters to start your database. Table 2-1 describes the
meanings of parameters that you can use with the database
STARTUP statement.

Table 2-1. Startup Parameters
Parameter

Meaning
FORCE



Forces the instance to start after a startup or shutdown problem
RESTRICT

Only allows users with the RESTRICTED SESSION privilege to
connect to

the database
PFILE

specifies the client parameter file to be used when starting the
instance

QUIET
suppresses the display of sga information when starting the instance

NOMOUNT

stars background processes and allocates memory; doesn’t read
control files MOUNT

starts background processes, allocates memory, reads control files
OPEN

starts background processes, allocates memory, reads control files,
and

opens online redo logs and data files

OPEN RECOVER

attempts media recovery before opening the database
OPEN READ ONLY

Opens the database in read-only mode

UPGRADE

Used when upgrading a database

DOWNGRADE

Used when downgrading a database

We discussed using restart with the database and the srvctl utility. If
restart is being used, then parameters are still valid but under the
startoption of the command as follows:

$ srvctl start database -db db_unique name -startoption
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Stopping the Database

Normally, you use the SHUTDOWN IMMEDIATE statement to
stop a database. The IMMEDIATE

parameter instructs Oracle to halt database activity and roll back any
open transactions.

Without the IMMEDIATE, the shutdown process will wait for any
open and active sessions to log out before shutting down, which
could take a very long time, and chances are there are reasons for
needing the database to be brought down sooner.

SQL> shutdown immediate;
Database closed.

Database dismounted.
ORACLE instance shut down.

Table 2-2 defines the parameters available with the SHUTDOWN
statement. In most cases, SHUTDOWN IMMEDIATE is an
acceptable method of shutting down your database.

If you issue the SHUTDOWN command with no parameters, it is
equivalent to issuing SHUTDOWN NORMAL.

Table 2-2. Shutdown Parameters

Parameter

Meaning

NORMAL

Wait for users to log out of active sessions before shutting down.
TRANSACTIONAL

Wait for transactions to finish, and then terminate the session.
TRANSACTIONAL LOCAL

perform a transactional shutdown for local instance only.
IMMEDIATE

terminate active sessions immediately. Open transactions are
rolled back.

ABORT

terminate the instance immediately. transactions are terminated

and are not rolled back. Used in last resort situation.



You should rarely need to use the SHUTDOWN ABORT statement.
Usually, SHUTDOWN

IMMEDIATE is sufficient. If other methods are not working, then
use SHUTDOWN ABORT, but remember on startup after an
ABORT command, the database is going to need to recover media

files and might take a significant amount of time to run through the
files.

Again, the srvctl utility is used when the restart is being used.

$ srvctl stop database -db db_unique name -stopoption immediate
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Before stopping any database, confirm that ORACLE_SID is set
correctly, and when logged into SQL*Plus, you can verify the
database with a quick query before stopping the wrong database.

SQL> select name from v$database; Also, when this is a container
database, this will close the pluggable databases.

Tip if you experience any issues with starting or stopping your
database, look in the alert log for details. the alert log usually has a
pertinent message regarding any problems.

Configuring the Listener

When installing the grid infrastructure, the ASM instance and
listener were installed and configured. When you use the tools, such
as the DBCA, the database is registered with the listener. Why is the
listener important? Because you need to make the database
accessible to remote client connections. You do this by configuring
the Oracle listener.

Appropriately named, the listener is the process on the database
server that “listens”

for connection requests from remote clients. If you don’t have a
listener started on the database server, then you can’t connect from a
remote client.

The listener can be included as part of the database home or part of
the grid home.

It makes sense to include the listener in the grid home since there is
normally only one home for the grid infrastructure and there can be
multiple database homes. This is one place to manage and maintain
the listener. It also allows for patching with the grid environment.



There are a couple of methods for setting up the listener. One is with
the grid infrastructure or database installation. This will set up the
directories and files needed for the listener. Another way is using the
Oracle Net Configuration Assistant (netca). You can also manually
modify the listener.ora file or copy one from another server and
modify it for the correct databases, but this might cause some
frustration if something is not perfectly typed as needed and the
listener fails to start.
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Using the Net Configuration Assistant

The netca utility assists you with all aspects of implementing a
listener. You can run the netca tool in either graphical or silent mode
(sound familiar?). Using netca in graphical mode is easy and
intuitive. To use the netca in graphical mode, ensure the proper X

software is installed, so this is useful for installations and the
assistant tools. Check that your DISPLAY variable is set and that
you have the GRID HOME set.

$ xhost +

$ echo

$ DISPLAY :0.0

You can now run the netca utility:
$ netca

Next you will be guided through several screens from which you can
choose options such as name of the listener, desired port, and so on.
You can configure more than one listener on server for listening on
different ports.

You can also run the netca utility in silent mode with a response file.
Again, this gives you a mode to script the process and ensure
repeatability when creating and implementing listeners. First, find
the default listener response file within the directory structure that
contains the Oracle install media:

$ find . -name “netca.rsp”
.Jassistants/netca/netca.rsp

The main variables here are listener name, which is fine to keep the
default LISTENER



and LISTENER PROTOCOLS values, but you can change the port
if needed.

You can start the listener background process with the Isnrctl utility:
$ Isnretl start
You should see informational messages such as the following:

Listening Endpoints Summary...

(DESCRIPTION=(ADDRESS=(PROTOCOL=tcp)
(HOST=mmfalcon)(PORT=1521)))

Services Summary...

Service “mmdb23¢” has 1 instance(s).
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You can verify the services for which a listener is listening via this:
$ Isnrctl services

You can check the status of the listener with the following query:

$ Isnrctl status

For a complete listing of listener commands, issue this command:
$ Isnrctl help

Tip Use the Linux/Unix ps -ef | grep tns command to view any
listener processes running on a server.

Connecting to a Database Through the Network

Once the listener has been configured and started, you can test
remote connectivity from a SQL*Plus client, as follows:

$ sqlplus user/pass@‘server:port/service name’

In the next line of code, the user and password are
system/PassFun23c, connecting the mmfalcon server, port 1521, to a
database named mmdb23c:

$ sqlplus system/PassFun23c@ ‘mmfalcon:1521/mmdb23¢’

This example demonstrates what is known as the easy connect
naming method of connecting to a database. It’s easy because it
doesn’t rely on any setup files or utilities.

The only information you need to know is username, password,
server, port, and service name (SID).



Another common connection method is local naming. This method
relies on

connection information in the

ORACLE HOME/metwork/admin/tnsnames.ora file. In this
example, the tnsnames.ora file is edited, and the following
Transparent Network Substrate (TNS) (Oracle’s network
architecture) entry is added:

mmdb23c =
(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP)(HOST = mmfalcon)(PORT =
1521))

(CONNECT_DATA = (SERVICE_NAME = mmdb23c)))
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Now, from the OS command line, you establish a connection by
referencing the mmdb23¢c TNS information that was placed in the
tnsnames.ora file:

$ sqlplus system/PassFun23c@mmdb23c

This connection method is local because it relies on a local client
copy of the tnsnames.ora file to determine the Oracle Net connection
details. By default, SQL*Plus inspects the directory defined by the
TNS ADMIN variable for a file named tnsnames.ora.

If not found, then the directory defined by
ORACLE_HOME/network/admin is searched.

If the tnsnames.ora file is found, and if it contains the alias specified
in the SQL*Plus connection string (in this example, mmdb23c), then

the connection details are derived from the entry in the tnsnames.ora
file.

Tip You can use the netca utility to create a tnsnames.ora file. start
the utility and choose the Local net service name Configuration
option. You will be prompted for input, such as the siD, hostname,
and port.

Creating a Password File

Creating a password file is optional. There are some good reasons
for requiring a password file:

* You want to assign non-sys users sys* privileges (sysdba, sysoper,



sysbackup, and so on).
* You want to connect remotely to your database via Oracle Net with
sys™* privileges.

* You want to set up Oracle Data Guard need the password files on
the

standby servers.

* An Oracle feature or utility requires the use of a password file.
Perform the following steps to implement a password file:

1. Create the password file with the orapwd utility.

2. Set the initialization parameter
REMOTE LOGIN PASSWORDFILE to

EXCLUSIVE.
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3. In a Linux/Unix environment, use the orapwd utility to create a
password file, as follows:

$ cd SORACLE _HOME/dbs

$ orapwd file=orapw<ORACLE_SID> password=<sys password>

In a Linux/Unix environment, the password file is usually stored in
ORACLE HOME/

dbs; in Windows, it’s typically placed in the
ORACLE _HOME\database directory.



The format of the filename that you specify in the previous
command may vary by OS. For instance, in Windows the format is
PWD<ORACLE_SID>.ora.

To enable the use of the password file, set the initialization
parameter REMOTE _

LOGIN PASSWORDFILE to EXCLUSIVE (this is the default
value). If the parameter is not set to EXCLUSIVE, then you’ll have
to modify your parameter file:

SQL> alter system set remote login_passwordfile="EXCLUSIVE’
scope=spfile; You need to stop and start the instance to instantiate
the prior setting.

You can add users to the password file via the GRANT <any SYS
privilege> statement. You want to be careful with these privileges
and the use of the password file for secure configurations. Only the
accounts that need these privileges should be granted along with
access to the password file. The following example grants SYSDBA
privileges to the mmalcher user (and thus adds mmalcher to the
password file):

SQL> grant sysdba to mmalcher;
Grant succeeded.

Enabling a password file also allows you to connect to your database
remotely with SYS*-level privileges via an Oracle Net connection.
This example shows the syntax for a remote connection with
SYSDBA-Ievel privileges:

$ sqlplus <username>/<password>@<database connection string>
as sysdba This allows you to do remote maintenance with sys*
privileges (sysdba, sysoper, sysbackup, and so on) that would
otherwise require you logging in to the database server physically.
You can verify which users have sys* privileges by querying the
V$PWFILE

USERS view:

SQL> select * from v§pwfile users;
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Here is some sample output:

USERNAME SYSDB SYSOP SYSAS SYSBA SYSDG SYSKM
CON _ID



SYS TRUE TRUE FALSE FALSE FALSE FALSE 0

The concept of a privileged user is also important to RMAN backup
and recovery.

Like SQL*Plus, RMAN uses OS authentication and password files
to allow privileged users to connect to the database. Only a
privileged account is allowed to back up, restore, and recover a
database.

How Many Database Instances on One Server?

When planning the environment and creating new databases, how
many databases should you put on one server?

There is not a simple answer to this question because it is more than
just allocating storage and memory. The correct answer is it depends,
and workloads and applications do influence this. One extreme is to
have only one database instance running on each database server.
Since you can have multiple Oracle homes and even more than one
database can share a home, you can have a couple of database
instances running on a server, if there is enough memory and CPUs
to divide up the resources for the multiple instances. However, this is
the advantage of the multitenant database. This technology allows
you to house several pluggable databases within one container
database. The pluggable databases share the instance, background
processes, undo, and Oracle binaries but function as completely
separate databases. Each pluggable database has its own set of
tablespaces (including SYSTEM) that are not visible to any other
pluggable database within the container database. This allows you to
securely implement an isolated database that shares resources with
other databases. Figure 2-5 depicts this architecture and shows one
CDB on the server. You can also have multiple container databases
created on one server.
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Figure 2-5. One container database with multiple pluggable
databases Planning database workloads and understanding the
resources available on the server will allow for one or more
databases to be created.

Understanding Oracle Architecture

This chapter introduced concepts such as database (data files, online
redo log files, control files), instance (background processes and
memory structures), parameter file, and listener. Now is a good time
to present an Oracle architecture diagram that shows the various
files and processes that constitute a database and instance. Some of
the concepts depicted in Figure 2-6 have already been covered in
detail, for example, database versus instance. Other aspects of
Figure 2-6 will be covered in future chapters.

However, it is appropriate to include a high-level diagram such as
this to represent visually the concepts already discussed and created
with the database creation to lay the foundation for understanding
upcoming topics.
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Figure 2-6. Oracle database architecture

There are several aspects to note about Figure 2-6. Communication
with the database is initiated through a sqlplus user process.
Typically, the user process connects to the database over the
network. This requires that you configure and start a listener
process. The listener process hands off incoming connection
requests to an Oracle server process, which handles all subsequent
communication with the client process. If a remote connection is
initiated as a sys user, then a password file is required. A password
file is also required for local sys connections that do not use OS

authentication.

The instance consists of memory structures and background
processes. When the instance starts, it reads the parameter file,
which helps establish the size of the memory processes and other
characteristics of the instance. When starting a database, the instance
goes through three phases: nomount (instance started), mount
(control files opened), and open (data files and online redo logs
opened).

The number of background processes varies by database version.
You can view the names and descriptions of the processes via this

query:
SQL> select name, description from v§bgprocess;
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This returns a long list of processes including multiple database and
log writer processes. Here are a few of the major processes:

* DBWn: The database writer writes blocks from the database buffer
cache to the data files.

* CKPT: The checkpoint process writes checkpoint information to
the

control files and data file headers.

* LGWR: The log writer writes redo information from the log buffer
to the online redo logs.

* ARCn: The archiver copies the contents of online redo logs to
archive

redo log files.

* RVWR: The recovery writer maintains before images of blocks in
the

fast recovery area.
* MMON: The manageability monitor process gathers automatic
workload repository statistics.

* MMNL: The manageability monitor lite process writes statistics
from

the active session history buffer to disk.

* SMON: The system monitor performs system-level cleanup
operations,

including instance recovery in the event of a failed instance,
coalescing free space, and cleaning up temporary space.

* PMON: The process monitor cleans up abnormally terminated
database connections and also automatically registers a database
instance with the listener process.

* RECO: The recoverer process automatically resolves failed
distributed

transactions.

The structure of the System Global Area (SGA) varies by Oracle
release. It is the major memory structures and can be automatically



managed. You can view details for each component using this query:
SQL> select pool, name from v§sgastat;
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The major SGA memory structures include the following:

* SGA: The SGA is the main read/write memory area and is
composed

of several buffers, such as the database buffer cache, redo log buffer,
shared pool, large pool, Java pool, and steams pool.

* Buffer cache: The buffer cache stores copies of blocks read from
data files.

* Log buffer: The log buffer stores changes to modified data blocks.

* Shared pool: The shared pool contains library cache information
regarding recently executed SQL and PL/SQL code. The shared pool

also houses the data dictionary cache, which contains structural
information about the database, objects and users.

Finally, the program global area (PGA) is a memory area separate
from the SGA.

The PGA is a process-specific memory area that contains session-
variable information.

PGA is the work are used for sorting, grouping, and hashing.
Dropping a Database

Yes, we did just create a database, but there are a few good reasons
to drop a database and clean up the database and software from the
server. This was not always an easy process but has been simplified
with the installer and the assistants. If you created a test database or
after installation realized another option would be better, you can
remove what was just created. Another reason would be
decommissioning the server or database.

So, if you have an unused database that you need to drop, you can
use the DROP

DATABASE statement to accomplish this. Doing so removes all
data files, control files, and online redo logs associated with the
database. Before you drop a database, ensure that you are on the
correct server and are connected to the correct database.



To verify the server name, use this:

$ uname -a

To verify the database name, use this:
SQL> select name from v$database;
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After you have verified that you are in the correct database
environment, issue the following SQL commands from a SYSDBA-
privileged account:

SQL> shutdown immediate;

SQL> startup mount exclusive restrict;
SQL> drop database;

Exercising Caution

Obviously, you should be careful when dropping a database. You are
not prompted when dropping the database, and there is no undo
command except for recovering the database from the last backup.
Use extreme caution when dropping a database, because this
operation removes data files, control files, and online redo log files.
This is also why after creating a database, I create another user for
myself to minimize the times I have to log in with sys as sysdba.

The DROP DATABASE command is useful when you have a
database that needs to be removed. It may be a test database or an
old database that is no longer used. The DROP DATABASE
command doesn’t remove old archive redo log files. You must
manually remove those files with an OS command such as rm. You
can also instruct RMAN to remove archive redo log files.

You can also use the DBCA utility to delete a database. Here you
will get a choice of databases to delete and a couple more screens for
confirmation verifying you really want to delete the database. Figure
2-7 shows the options you have with databases from managing to
configuring to deleting.
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Figure 2-7. DBCA delete database

Figure 2-8 shows the warning you will get when using DBCA. Just
be a little extra cautious.
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Figure 2-8. Delete database confirmation

If there are no more databases and you are cleaning up the old
versions of the software and binaries, you can remove those as well.
Just like there is runlnstaller, there is a deinstall. This is found in the
Oracle home directory in the deinstall folder, and there is a
command deinstall that will remove the software and Oracle home
directories. This will give you a list of databases and allow you to
confirm this process.

Creating the Database in the Cloud

In the previous chapter, we discussed what is needed to install the
Oracle Base Database in the Oracle Cloud (OCI). This will create
the virtual machine, compute instance, install the database software,
and create the database. Once this is accomplished, you can connect
to the database server and create additional databases as well. We
will look at how to manage and maintain the Oracle Base Database
on OCI in later chapters too.
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However, there is an additional option to create the database in OCI,
and that is just to create an Autonomous Database. The Oracle
Autonomous Database can be created on a shared or a dedicated
environment. There are different management tasks that are needed
for each of these options.

Autonomous Shared/Serverless

The Autonomous Database in a shared environment needs a couple
pieces of

information and then in less than five minutes the database is up and
available.

Figure 2-9 shows the basic setup for the database. A name is needed,
and you have a few option types based on workload, data
warehouse, transactional, JSON, or APEX for low-code
applications.

Figure 2-9. Create Autonomous Database

The next information that is needed is an admin password and
license type. There are options on autoscaling and version of the
database, but default values normally work well here.

After all we have discussed, this seems too easy. But the
provisioning of the Autonomous Database in the cloud takes care of
the back end, and you have a database that is easily provisioned and
ready to use. Even as a DBA there are things that will need to be
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done after creation, and we will take a look at them in the upcoming
chapters.
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Autonomous Dedicated

Your company might require having their own dedicated Exadata
machines in their Oracle cloud environment. With a dedicated
Autonomous Database there is a little more work to be done to
provide the dedicated Exadata infrastructure. Also, the DBAs can
then become fleet administrators, which means additional tasks in
the dedicated infrastructure to set up the deployment of the
autonomous databases.

The fleet administrators are the owners of the container databases
and the Exadata infrastructure. This should sound familiar to what
we just configured with the container database set up on a database
server.

These are the steps:

1. Prepare private network for OCI.

2. Provision a cloud Exadata infrastructure.

3. Provision an autonomous container database.

4. Configure VPN connectivity in your Exadata network.

We will go into some detail on OCI later, but just as we had groups
and users set up for a server, OCI has users, groups, and policies that
are configured so that only the privileged users can set up and
manage the databases.

The network is set up with virtual cloud networks (VCNSs). There are
specific security policies and rules that are configured to be able to
connect to the database servers and instances.



Figure 2-10 shows how to create the container databases. It is easy
to navigate to this step through the Oracle Database menu from the
home page. This will provision the container database.

Figure 2-10. Container database in OCI
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The last step of this database creation is to provision a VPN
connection. There is no public IP address assigned to the dedicated
infrastructure, so to gain connectivity to the database, the best
practice is to use a VPN connection. The VPN server is installed on
another compute node, and this will allow for the host name
connection to the database with the tools.

Summary

In this chapter, we created the database and looked at different
options and configurations you can use when doing this. We looked
at the architecture that was installed and the processes running on
the database server. The idea was to provide the steps to create
databases efficiently through repeatable methods. The next step is to
configure the environment so that you can navigate, operate, and
monitor the database.
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Configuring an
Efficient Environment

Now that the Oracle binaries and database have been created, we are
going to take a small detour to set up and configure the environment
to enable you to operate efficiently. Remember, we just covered a
couple of commands that can destroy the database, and it is
extremely important to be in the correct environment. These couple
of steps will assist with exactly that. Regardless of the functionality
of graphical database administration tools, DBAs still need to
perform many tasks from the OS command line and manually
execute SQL statements. A DBA who takes advantage of the OS and
SQL

has a clear advantage over a DBA who doesn’t.

In any database environment (Oracle, MySQL, and so on), an
effective DBA uses advanced OS features to allow you to quickly
navigate the directory, locate files, repeat commands, display system



bottlenecks, and so forth. To achieve this efficiency, you must be
knowledgeable about the OS that houses the database.

In addition to being proficient with the OS, you must also be skillful
with the SQL

interface to the database. Although you can glean much diagnostic
information from graphical interfaces, SQL enables you to take a
deeper dive into the internals to do advanced troubleshooting and
derive database intelligence.

This chapter lays the foundation for efficient use of the OS and SQL
to manage your databases. You can use the following OS and
database features to configure your environment for effectiveness:

* OS variables

* Shell aliases

* Shell functions

* Shell scripts

* SQL scripts
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Chapter 3 COnflgurlng an effIClent envirOnment

When you’re in a stressful situation, it’s paramount to have an
environment in which you can quickly discern where you are and
what accounts you’re using and to have tools that help you quickly
identify problems. The techniques described in this chapter are like
levers: they provide leverage for doing large amounts of work fast.
These tools let you focus on the issues you may be facing instead of
verifying your location or worrying about command syntax.

This chapter begins by detailing OS techniques for enabling
maximum efficiency.

Later sections show how you can use these tools to display
environment details automatically, navigate the file system, monitor
the database proactively, and perform triage.

Tip Consistently use one OS shell when working on your database
servers. | recommend that you use the Bash shell; it contains all the
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most useful features from the other shells (Korn and C), plus it has
additional features that add to its ease of use.

Customizing Your OS Command Prompt

Typically, DBAs work with multiple servers and multiple databases.
In these situations, you may have numerous terminals’ sessions open
on your screen. You can run the following types of commands to
identify your current working environment:

$ hostname -a

$id

$ whoami

$ echo SORACLE_SID
$ pwd

To avoid confusion about which server you’re working on, it’s often
desirable to configure your command prompt to display information
regarding its environment, such as the machine name and database
SID. In this example, the command prompt name is customized to
include the hostname, user, and Oracle SID:

$ PS1="[\h:\u:${ORACLE SID}]$ *
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The \h specifies the hostname. The \u specifies the current OS user.
$ORACLE _SID

contains the current setting for your Oracle instance identifier. Here
is the command prompt for this example:

[oracle23c:oracle:db23c]$

The command prompt contains three pieces of important
information about the environment: server name, OS username, and
database name. When you’re navigating among multiple
environments, setting the command prompt can be an invaluable
tool for keeping track of where you are and what environment
you’re in.

If you want the OS prompt automatically configured when you log
in, then you need to set it in a startup file. In a Bash shell
environment, you typically use the .bashrc file.

This file is normally located in your HOME directory. Place the
following line of code in



.bashrec:
PS1="[\h:\u:${ORACLE SID}]S$ °

When you place this line of code in the startup file, then any time
you log in to the server, your OS prompt is set automatically for you.
In other shells, such as the Korn shell, the .profile file is the startup
file.

Depending on your personal preference, you may want to modify the
command

prompt for your particular needs. For example, many DBAs like the
current working directory displayed in the command prompt. To
display the current working directory information, add the \w
variable:

$ PS1="[\h:\u:\'w:${ORACLE SID}]$ °

As you can imagine, a wide variety of options are available for the
information shown in the command prompt. Here is another popular
format:

$ PS1="[\u@$ {ORACLE_SID}@h:\W]$ *

Table 3-1 lists a few useful Bash shell variables you can use to
customize the OS

command prompt.
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Table 3-1. Bash Shell Backslash-Escaped Variables for Command
Prompt Variable

Description

\d

Date in “weekday month day-of-month” format
\h

hostname

\'s

name of shell

\'t

time in 24-hour hh:mm:SS format

\u



Current shell

\'w

Current working directory
\W

Base name of the current working directory (not the full path)

\'$

If the effective user identifier (ulD) is 0, then displays #, otherwise,
displays $

The variables available for use with your command prompt vary
somewhat by OS

and shell. For example, in a Korn shell environment, the hostname
variable displays the server name in the OS prompt:

$ export PS1="["hostname]$ ”

If you want to include the ORACLE_SID variable within that string,
then set it as follows:

$ export PS1=["hostnamé’:”’$ {ORACLE_SID}”]$

Try not to go overboard in terms of how much information you
display in the OS

prompt. Too much information limits your ability to type in and
view commands on one line. As a rule of thumb, minimally you
should include the server name and database name displayed in the
OS prompt. Having that information readily available will save you
from making the mistake of thinking that you’re in one environment
when you’re really in another.

74
Chapter 3 COnflgurlng an effIClent envirOnment
Customizing Your SQL Prompt

DBAs frequently use SQL*Plus to perform daily administrative
tasks. Often, you’ll work on servers that contain multiple databases.
Obviously, each database contains multiple user accounts. When
connected to a database, you can run the following commands to
verify information such as your username, database connection, and
hostname: SQL> show user;

SQL> select name from v$database;



This is useful to verify development versus production accounts to
keep them separate. Using a SQLPROMPT for a quick visual
besides querying the database will make sure the right environment
1s being used for any queries, changes, etc.

A more efficient way to determine your username and SID is to set
your SQL prompt to display that information; for example,

SQL> SET SQLPROMPT ¢ USER.@_CONNECT IDENTIFIER.>

An even more efficient way to configure your SQL prompt is to
have it automatically run the SET SQLPROMPT command when
you log in to SQL*Plus.

Edit SORACLE _HOME/sqlplus/admin/glogin.sql and add the
previous SET

SQLPROMPT command to glogin.sql.
Now, log in to SQL. Here is an example of the SQL*Plus prompt:
SYS@devdb23c>

If you connect to a different user, this should be reflected in the
prompt: SQL> conn system/FunwithDB23c

The SQL*Plus prompt now displays the following:
SYSTEM@devdb23c

Setting your SQL prompt is an easy way to remind yourself which
environment and user you’re currently connected as. This will help
prevent you from accidentally running a SQL statement in the wrong
environment. The last thing you want is to think you’re in a
development environment and then discover that you’ve run a script
to delete objects or stop a database while connected in a production
environment.
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Creating Shortcuts for Frequently Used Commands

In Linux/Unix environments, you can use two common methods to
create shortcuts to other commands: create aliases for often repeated
commands and use functions to form shortcuts for groups of
commands. The following sections describe ways in which you can
deploy these two techniques.

Using Aliases



An alias 1s a simple mechanism for creating a short piece of text that
will execute other shell commands. Here is the general syntax:

$ alias <alias name>=’<shell command>’

For instance, when faced with database problems, it’s often useful to
create an alias that runs a cd command that places you in the
directory containing the database alert log. This example creates an
alias (named bdump) that changes the current working directory to
where the alert log is located:

$ alias bdump=*cd /u01/app/oracle/diag/rdbms/db23c/db23c/trace’

Now, instead of having to type the cd command, along with a
lengthy (and easily forgettable) directory path, you can simply type
in bdump, and they are placed in the specified directory:

$ bdump
$ pwd
/u01/app/oracle/diag/rdbms/db23c/db23c/trace

The prior technique allows you to navigate to the directory of
interest efficiently and accurately. This is especially handy when you
manage many different databases on different servers. You simply
have to set up a standard set of aliases that allow you to navigate and
work more efficiently.

To show all aliases that have been defined, use the alias command,
with no arguments:

$ alias
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Listed next are some common examples of alias definitions you can
use:

alias 1.=‘1s -d .*’
alias 11="Is -I’
alias 1sd="‘Is -altr | grep "d’

alias sqlp="‘sqlplus *“/ as sysdba

If you want to remove an alias definition from your current
environment, use the unalias command. The following example
removes the alias for Isd:

$ unalias Isd



Locating the Alert Log
The alert log directory path usually has this structure:

ORACLE BASE/diag/rdbms/LOWER(<db unique name>)/<instan
ce_name>/trace Usually (but not always) the db_unique name is the
same as the instance_name.

In Data Guard environments the db_unique name will often not be
the same as the instance name. You can verify the directory path
with this query:

SQL> select value from v$§diag info where name = ‘Diag Trace’;
The name of the alert log follows this format:
alert <ORACLE_ SID>.log

You can also locate the alert log from the OS (whether the database
1s started or not) via these OS commands:

$ cd SORACLE BASE
$ find . -name alert <ORACLE SID>.log

In the prior find command, you’ll need to replace the
<ORACLE_SID> value with the name of your database.
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Using a Function

Much like an alias, you can also use a function to form command
shortcuts. A function is defined with this general syntax:

$ function <function name> {
shell commands

}

For example, the following line of code creates a simple function
(named bdump) that allows you to change the current working
directory, dependent on the name of the database passed in:

function bdump {

if [ “$1” = “engdev” ]; then

cd /orahome/app/oracle/diag/rdbms/engdev/ENGDEV/trace
elif [ “$1” = “stage” ]; then

cd /orahome/app/oracle/diag/rdbms/stage/STAGE/trace



fi

echo “Changing directories to $1 Diag Trace directory”
pwd

h

You can now type bdump, followed by a database name at the
command line, to change your working directory to the Oracle
background dump directory:

$ bdump db23c¢
Changing directories to stage Diag Trace directory
/orahome/app/oracle/diag/rdbms/db23¢/db23c/trace

Using functions is usually preferable to using aliases. Functions are
more powerful than aliases because of features such as the ability to
operate on parameters passed in on the command line and allowing
for multiple lines of code and therefore more complex coding.

DBAs commonly establish functions by setting them in the
HOME/.bashrc file. A better way to manage functions is to create a
file that stores only function code and call that file from the .bashrc
file. It’s also better to store special-purpose files in directories 78
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that you’ve created for these files. For instance, create a directory
named bin under HOME. Then, in the bin directory, create a file
named dba_fcns, and place in it your function code. Now, call the
dba_fens file from the .bashrc file. Here is an example of an entry in
a .bashre file:

. SHOME/bin/dba_fcns

Listed next is a small sample of some of the types of functions you
can use:

# show environment variables in sorted list
function envs {

if test -z “$1”

then /bin/env | /bin/sort

else /bin/env | /bin/sort | /bin/grep -i $1

fi

} #envs



H H
T+ T+

# find largest files below this point

function fIf {

find . -Is | sort -nrk7 | head -10
§

# #

# find largest directories consuming space below this point
function fld {

du -S . | sort -nr | head -10

b

#

e

I+

function bdump {

if [ SORACLE_SID = “db23c¢” ]; then

cd /u01/app/oracle/diag/rdbms/db23c/db23c/trace
elif [ SORACLE_SID = “+ASM” ]; then

cd /u01/app/oracle/diag/asm/+asm/+ASM/trace
elif [ SORACLE_SID = “rcat” |; then

cd /u01/app/oracle/diag/rdbms/rcat/rcat/trace

fi

pwd

} # bdump
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If you ever wonder whether a shortcut is an alias or a function, use
the type command to verify a command’s origin. This example
verifies that bdump is a function: $ type bdump

Rerunning Commands Quickly

When there are problems with a database server, you need to be able
to quickly run commands from the OS prompt. You may be having
some sort of performance issue and want to run commands that
navigate you to directories that contain log files, or you may want to
display the top-consuming processes from time to time. In these



situations, you don’t want to waste time having to retype command
sequences.

One time-saving feature of the Bash shell is that it has several
methods for editing and rerunning previously executed commands.
The following list highlights several options available for
manipulating previously typed commands:

* Scrolling with the up (1) and down (|) arrow keys
* Using Ctrl+P and Ctrl+N

* Listing the command history

* Searching in reverse

* Setting the command editor

Each of these techniques is described briefly in the following
sections.

Scrolling with the Up and Down Arrow Keys

You can use the up arrow to scroll up through your recent command
history. As you scroll through previously run commands, you can
rerun a desired command by pressing the Enter or Return key.

If you want to edit a command, use the Backspace key to erase
characters, or use the left arrow to navigate to the desired location in
the command text. After you’ve scrolled up through the command
stack, use the down arrow to scroll back down through previously
viewed commands.
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Note If you’re familiar with Windows, scrolling through the
command stack is similar to using the DOSKEY utility.

Using Ctrl+P and Ctrl+N

The Ctrl+P keystroke (pressing the Ctrl and P keys at the same time)
displays your previously entered command. If you’ve pressed Ctrl+P
several times, you can scroll back down the command stack by
pressing Ctrl+N (pressing the Ctrl and N keys at the same time).

Listing the Command History

You can use the history command to display commands that the user
previously entered:

$ history



Depending on how many commands have previously been executed,
you may see a lengthy stack. You can limit the output to the last n
number of commands by providing a number with the command.
For example, the following query lists the last five commands that
were run:

$ history 5

Here is some sample output:

273 cd -

274 grep -1 ora alert.log

275 ssh -Y -l oracle 65.217.177.98
276 pwd

277 history 5

To run a previously listed command in the output, use an
exclamation point (!) (sometimes called the hang) followed by the
history number. In this example, to run the pwd command on line
276, use !, as follows:

$ 1276
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To run the last command you ran, use !!, as shown here:
$!!

Searching in Reverse

Press Ctrl+R, and you’re presented with the Bash shell reverse-
search utility: $ (reverse-i-search)’:

From the reverse-i-search prompt, as you type each letter, the tool
automatically searches through previously run commands that have
text similar to the string you entered. As soon as you’re presented
with the desired command match, you can rerun the command by
pressing the Enter or Return key. To view all commands that match a
string, press Ctrl+R repeatedly. To exit the reverse search, press
Ctrl+C.

Setting the Command Editor

You can use the set - o command to make your command-line editor
be either vi or emacs. This example sets the command-line editor to
be vi:



$ set -0 vi

Now, when you press Esc+K, you’re placed in a mode in which you
can use vi commands to search through the stack of previously
entered commands.

For example, if you want to scroll up the command stack, you can
use the K key; similarly, you can scroll down using the J key. When
in this mode, you can use the slash (/) key and then type a string to
be searched for in the entire command stack.

Tip Before you attempt to use the command editor feature, be sure
you’re thoroughly familiar with either the vi or emacs editor.

A short example will illustrate the power of this feature. Say you
know that you ran the Is -altr command about an hour ago. You want
to run it again, but this time without the r (reverse-sort) option. To
enter the command stack, press Esct+K: $ Esc+K
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You should now see the last command you executed. To search the
command stack for the Is command, type /Is, and then press Enter or
Return:

$ /ls

The most recently executed Is command appears at the prompt:
$ 1s -altr

To remove the r option, use the right arrow key to place the prompt
over the r on the screen, and press X to remove the r from the end of
the command. After you’ve edited the command, press the Enter or
Return key to execute it.

Developing Standard Scripts

If the Oracle Database environment has been around for long time,
there are probably database administration teams that have
developed hundreds of scripts and utilities to help manage an
environment. Many of the scripts are now available in tools and
other DBA utilities even if they were developed in house. Having
too many scripts and utilities pulls you away from other important
data management tasks and does not simplify the environment as the
new versions of the database is available. To take advantage of the
new database features and simplify the administration utilities, it is
better to use a small set of focused scripts, with each script usually



less than 50 lines long. You can also look at the new database tools
that are also released with the various versions of the database.

If you develop a script that another DBA can’t understand or
maintain, then it loses its effectiveness. Also, if you have to execute
a command more than a couple of times, a script should be created
to execute it. If it is something that is now a standard, regular check,
or job, the script can be used to automate the process.

These scripts are handy to put into jobs that will be automatically
run or during a time of troubleshooting since it needs to be
completed quickly. There are other tools that also maintain databases
and provide proactive alerts and monitoring of multiple databases
instead of a script being run against one database at a time.

This section contains several short shell functions, shell scripts, and
SQL scripts that can help you manage a database environment. This
is by no means a complete list of scripts—rather, it provides a
starting point from which you can build. Each subsection heading is
the name of a script.
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Note Before you attempt to run a shell script, ensure that it’s
executable. use the chmod command to achieve this: chmod 750
<script> or chmod u+x

<script>.
dba_setup

Usually, you will establish a common set of OS variables and aliases
in the same manner for every database server. When navigating
among servers, you should set these variables and aliases in a
consistent and repeatable manner. Doing so helps you (or your team)
operate efficiently in every environment. For example, it’s extremely
useful to have the OS prompt set in a consistent way when you work
with dozens of different servers.

This helps you quickly identify what box you’re on, which OS user
you’re logged in as, and so on.

One technique is to store these standard settings in a script and then
have that script executed automatically when you log in to a server. I
usually create a script named dba_setup to set these OS variables
and aliases. You can place this script in a directory such as
HOME/bin and automatically execute the script via a startup script



(see the section “Organizing Scripts” later in this chapter). Here are
the contents of a typical dba_setup script:

# set prompt

PS1="[\h:\u:${ORACLE SID}]$ °

#

export EDITOR=vi

export VISUAL=$EDITOR

export SQLPATH=$HOME/scripts

set -0 vi

#

# list directories only

alias 1sd="Is -p | grep /”

# show top cpu consuming processes

alias topc="ps -¢ -0 pcpu,pid,user,tty,args | sort -n -k 1 -r | head”

# show top memory consuming processes
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alias topm="ps -e -0 pmem,pid,user,tty,args | sort -n -k 1 -r | head”
#

alias sqlp=‘sqlplus ““/ as sysdba’’
conn.bsh

You need to be alerted if there are issues with connecting to
databases. This script checks to see if a connection can be
established to the database. If a connection can’t be established, an
e-mail is sent. Place this script in a directory such as HOME/bin.
Make sure you modify the script to contain the correct username,
password, and e-mail address for your environment.

You also need to establish the required OS variables, such as
ORACLE_SID and ORACLE _HOME. You can either hard-code
those variables into the script or call a script that sources the
variables for you. Like the previous script, this script calls a script
(named oraset) that sets the OS variables (see Chapter 2).

The script requires that the ORACLE_SID be passed to it; for
example,


https://doi.org/10.1007/978-1-4842-9899-2_2

$ conn.bsh DB23CPRD

If the script can establish a connection to the database, the following
message is displayed:

success

db ok

Here are the contents of the conn.bsh script:

#!/bin/bash

if [ $# -ne 1 ]; then

echo “Usage: $0 SID”

exit 1

fi

# either hard code OS variables or source them from a script.
# see Chapter 2 for details on oraset script to source OS variables
. letc/oraset $1

#

echo “select ‘success’, sysdate;” | sqlplus -s
dbmonitor/Monitor23cPass@$1

| grep success
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if [[ $? -ne 0 ]]; then

echo “problem with $1” | mailx -s “db problem” dbdgrp@gmail.com
else

echo “db ok”
fi

#

exit 0

This script 1s usually automated via a utility such as cron. Here is a
typical cron entry:

# Check to connect to db.

23 * * ** /home/oracle/bin/conn.bsh db23cprod
1>/home/oracle/bin/log/



conn.log 2>&1

This cron entry runs the script once per hour. Depending on your
availability requirements, you may want to run a script such as this
on a more frequent basis.

filesp.bsh

Use the following script to check for an operating mount point that
is filling up. Keep in mind that with larger file systems thresholds
are going to be lower, and this depends on some trending of the
workloads. The idea is not to create noise because a 10TB file
system still has 1TB free, but it gives you enough time to react and
resize file systems and add disk as needed. Place the script in a
directory such as HOME/bin. You need to modify the script so that
the mntlist variable contains a list of mount points that exist on your
database server. Because this script isn’t running any Oracle utilities,
there 1s no reason to set the Oracle-related OS variables (as with the
previous shell scripts):

#!/bin/bash

mntlist="/u01 /u02 /ora01 /ora02 /ora03”

for ml in $mntlist

do

echo $ml

usedSpc=$(df -h $ml | awk {print $5}° | grep -v capacity | cut -d
“%” -f1 -)

BOX=$(uname -a | awk “{print $2}”)

#
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case $usedSpc in

[0-9])

arcStat="relax, lots of disk space: $usedSpc”
[1-7][0-9])

arcStat="disk space okay: $usedSpc”

2



[81[0-91)

arcStat="space getting low: $usedSpc”

echo $arcStat | mailx -s “space on: $BOX” dbagrp@gmail.com
[9110-91)

arcStat="warning, running out of space: $usedSpc”

echo $arcStat | mailx -s “space on: $BOX” dbagrp@gmail.com
[11[0][0])

arcStat="update resume, no space left: $usedSpc”

echo $arcStat | mailx -s “space on: $BOX” dbagrp@gmail.com
:)

arcStat="huh?: $usedSpc”

esac

#

BOX=$(uname -a | awk {print $2}”)

echo $arcStat

#

done

#

exit 0

You can run this script manually from the command line, like this:
$ filesp.bsh
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Here is the output for this database server:

/01

disk space okay: 79

/02



disk space okay: 64
/ora01

space getting low: 84
/ora02

disk space okay: 41
/ora03

relax, lots of disk space: 9

This is the type of script you should run on an automated basis from
a scheduling utility such as cron. Here is a typical cron entry:

# Filesystem check

7 * * ** Jorahome/bin/filesp.bsh 1>/orahome/bin/log/filesp.log
2>&1

Keep in mind that the shell script used in this section (filesp.bsh)
may require modification for your environment. The shell script is
dependent on the output of the df -h command, which does vary by
OS and version. For instance, on a Solaris box, the output of df -h
appears as follows:

$ df -h

Filesystem size used avail capacity Mounted on
/ora01 50G 42G 8.2G 84% /ora01

/ora02 50G 20G 30G 41% /ora02

/ora03 50G 4.5G 46G 9% /ora03

/u01 30G 24G 6.5G 79% /u01

/02 30G 19G 11G 64% /u02

This line in the shell script selectively reports on the “capacity” in
the output of the df -h command:

usedSpc=3$(df -h $ml | awk * {print $5}” | grep -v capacity |
cut -d “%” -f1 -)
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For your environment, you’ll have to modify the prior line to
correctly extract the information related to disk space remaining per
mount point. For example, say you’re on a Linux box and issue a df



-h command, and you observe the following output: Filesystem Size
Used Avail Use% Mounted on

/dev/mapper/VolGroup00-LogVol00 222G 162G 49G 77% /

There’s only one mount point, and the disk space percentage is
associated with the

“Use%” column. Therefore, to extract the pertinent information,
you’ll need to modify the code associated with usedSpc within the
shell script; for example,

df -h /| grep % | grep -v Use | awk “ {print $4} | cut -d “%” -f1 -

The shell script will thus need to have the following lines modified,
as shown: mntlist="/"’

for ml in $mntlist

do

echo $ml

usedSpc=$(df -h / | grep % | grep -v Use | awk * {print $4}" |
cut -d “%” -f1 -)

top.sql

The following script lists the top CPU-consuming SQL processes.
It’s useful for identifying problem SQL statements. Place this script
in a directory such as HOME/scripts: select * from(

select

sql_text

,buffer gets

,disk reads

,sorts

,cpu_time/1000000 cpu_sec
,executions
,;ows_processed

,5ql 1d
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from v$sqlstats



order by cpu_time DESC)

fetch first 10 rows only;

This is how you execute this script:
SQL> @top

Here is a snippet of the output, showing a SQL statement that is
consuming a large amount of database resources:

INSERT INTO “REP_MV”.“GEM_COMPANY MV”

SELECT CASE
GROUPING_ID(trim(upper(nvl(ad.organization name,u.company))

)
WHEN 0 THEN

trim(upper(nvl(ad.organization name,u.company)))
11004839 20937562 136 21823.59 17 12926019 6zd4xujra2ke
lock.sql

This script displays sessions that have locks on tables that are
preventing other sessions from completing work. The script shows
details about the blocking and waiting sessions.

You should place this script in a directory such as HOME/scripts.
Here are the contents of lock.sql:

SET LINES 83 PAGES 30

COL blkg user FORM al0
COL blkg machine FORM al0
COL blkg sid FORM 99999999
COL wait_user FORM al0
COL wait_machine FORM al0
COL wait_sid FORM 9999999
COL obj own FORM al0

COL obj name FORM al0
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SELECT



sl.username blkg user
,s1.machine blkg machine
,s1.sid blkg sid

,s1.serial# blkg serialnum
,sl.sid || ¢, || s1.serial# kill string
,s2.username wait_user
,s2.machine wait_machine
,s2.s1d wait_sid

,s2.serial# wait_serialnum
,Jo.object _id blkd obj id
,do.owner obj own
,do.object name obj name
FROM vS$lock 11
,v$session sl

,vSlock 12

,v$session s2
,v$locked object lo

,dba objects do

WHERE sl.sid =11.sid
AND s2.sid = 12.sid

AND I1.id1 =12.id1

AND sl.sid = lo.session_id
AND lo.object id = do.object id
AND lI1.block =1

AND 12.request > 0;

The lock.sql script is useful for determining what session has a lock
on an object and also for showing the blocked session. You can run
this script from SQL*Plus, as follows:

SQL> @lock.sql
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Here is a partial listing of the output (truncated so that it fits on one
page): BLKG _USER BLKG MACHI BLKG_SID
BLKG SERIALNUM

KILL STRING

WAIT _USER WAIT MACHI WAIT SID WAIT SERIALNUM
BLKD OBJ ID OBJ OWN OBJ NAME

MV_MAINT speed 24 11
24,11
MV_MAINT speed 87 7 19095 MV_MAINT INV

When running lock.sql from the root container, you’ll need to
change DBA OBJECTS

to CDB_OBJECTS for the script to properly report locks throughout
the entire database.

You should also consider adding the NAME and CON_ID to the
query so that you can view the container in which the lock is
occurring. Here’s a snippet of the modified query (you’ll need to
replace the ... with columns you want to report on):

SELECT
u.con_id
u.name

,sl.username blkg user

,do.object name obj name
FROM vS$lock 11
,v$session sl

,vSlock 12

,v¥session s2
,v$locked object lo
,cdb_objects do

,v$containers u



WHERE sl.sid =11.sid

AND s2.sid = 12.sid

AND I1.id1 =12.id1

AND sl1.sid = lo.session_id

AND lo.object id = do.object id
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AND I1.block =1

AND 12.request > 0
AND do.con_id =u.con _id;
users.sql

This script displays information about when users were created and
whether their account is locked. The script is useful when you’re
troubleshooting connectivity issues.

Place the script in a directory such as HOME/scripts. Here is a
typical users.sql script for displaying user account information:

SELECT

username

,account_status

Jock date

,created

FROM dba_users

ORDER BY username;

You can execute this script from SQL*Plus, as follows:
SQL> @users.sql

Here is some sample output:

USERNAME ACCOUNT_ST LOCK _DATE CREATED

SYS OPEN 23-OCT-22
SYSBACKUP OPEN 23-OCT-22
SYSDG OPEN 23-OCT-22



Now with 23c you will need to update users.sql for the multitenant
database environment to get the users in the container and pluggable
databases and run from the root container. Change DBA USERS to

CDB_USERS and add the NAME and CON_ID columns to report
on all users in all pluggable databases.

SELECT

c.name

,u.username
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,u.account_status

,u.lock date

,u.created

FROM cdb_users u

,v$containers ¢

WHERE u.con _id =c.con_id
ORDER BY c.name, u.username;
Organizing Scripts

When you have a set of scripts and utilities, you should organize
them such that they’re consistently implemented for each database
server. They should become part of your steps after you install the
Oracle binaries. These scripts will not only be able to be consistently
deployed as part of this process but can also be used to test the
installation and setup of databases. Follow these steps to implement
the preceding DBA utilities for each database server in your
environment:

1. Create OS directories in which to store the scripts.

2. Copy your scripts and utilities to the directories created in step 1.
3. Configure your startup file to initialize the environment.

4. These steps are detailed in the following sections.

Step 1: Create Directories

Create a standard set of directories on each database server to store
your custom scripts.



A directory beneath the HOME directory of the oracle user is
usually a good location. I generally create the following three
directories:

* HOME/bin: Standard location for shell scripts that are run in an
automated fashion (such as from cron)

* HOME/bin/log: Standard location for log files generated from the
scheduled shell scripts

* HOME/scripts: Standard location for storing SQL scripts
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You can use the mkdir command to create the previous directories,
as follows: $ mkdir -p $SHOME/bin/log

$ mkdir SHOME/scripts

It doesn’t matter where you place the scripts or what you name the
directories; as long as you have a standard location so that when you
navigate from server to server, you always find the same files in the
same locations. In other words, it doesn’t matter what the standard
is, only that you have a standard.

Step 2: Copy Files to Directories

Place your utilities and scripts in the appropriate directories. Copy
the following files to the HOME/bin directory:

dba_setup

dba_fcns

conn.bsh

filesp.bsh

Place the following SQL scripts in the HOME/scripts directory:
login.sql

top.sql

lock.sql

users.sql

Step 3: Configure the Startup File

Place the following code in the .bashrc file or the equivalent startup
file for the shell you use (.profile for the Korn shell). Here is an



example of how to configure the
.bashrc file:

# Source global definitions

if [ -f /etc/bashre ]; then

. /etc/bashre

fi

#
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# source oracle OS variables

. /etc/oraset <default database>

#

# User specific aliases and functions
. SHOME/bin/dba_setup

. SHOME/bin/dba_fcns

Now, each time you log in to an environment, you have full access
to all the OS

variables, aliases, and functions established in the dba setup and
dba fcns files. If you don’t want to log oft and back in, then run the
file manually, using the dot (.) command.

This command executes the lines contained within a file. The
following example runs the .bashrc file:

$ . SHOME/.bashrc

The dot instructs the shell to source the script. Sourcing tells the
shell process to which you’re currently logged in to inherit any
variables set with an export command in an executed script. If you
don’t use the dot notation, then the variables set within the script are
visible only in the context of the subshell that is spawned when the
script is executed.

Note In the Bash shell, the source command is equivalent to the dot
(.) command.

Automating Scripts

Having these scripts in your arsenal allows for quickly resolving
issues and performing tasks. It also provides a standard process for



running these things against the database instead of having different
SQL or tasks running. It is a first step to automating the work
against the database.

The objective is to have a database that can provide information and
perform the needed tasks to address these issues. It might seem that
talking about these scripts in this chapter does not make any sense
now; however, having these scripts can provide the basis for the
automation. Understanding what needs to be monitored assists in
setting up an environment that is proactive and does not require a
DBA to be running scripts manually at all hours of the day and
night.
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Most of these scripts fit nicely with an Oracle Enterprise
Management tool as they can be inserted into scheduled jobs and run
at different level of permissions. The scripts are also good to deploy
for the initial testing of the database environments when they are
provisioned by a more automated response file or cloud control.
These tests can validate that the creation steps are still properly set
up and working with each version. Scripts can be scheduled and
standardized for who gets alerted, track alerts, and enable and
disable blackouts for patching and maintenance windows. Definitely
a tool to explore and use to assist in managing the environment.

Automation makes it easier to manage a very large database
environment.

Standardizing the scripts and environment setup is going to allow for
a team of DBAs to work together to manage the enterprise database
systems. These are just a few of the scripts for some quick checks;
there are other checks and monitoring that can be automated, even
for the performance and scaling of the database. We will take a look
at that later with Autonomous Database but also look how to
leverage what Autonomous Database does to script and do the same
with the on-premises databases.

That was our little detour to configure an efficient environment. This
is especially important for DBAs who manage multiple databases on
multiple servers. Regular maintenance and troubleshooting activities
require you to log in directly to the database server. To promote
efficiency and sanity, you should develop a standard set of OS tools
and SQL scripts that help you maintain multiple environments. You
can use standard features of the OS to assist with navigating,



repeating commands, showing system bottlenecks, quickly finding
critical files, and so on.

With just a small amount of setup, you can make certain that your
OS prompt always shows information such as the host and database.
Anything that needs to be run against the database a few times is a
perfect candidate for automation. Now we are ready to dive into
other database administration tasks.
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Tablespaces and Data Files

Tablespaces are not just for tables. A tablespace is a logical
container that allows you to manage groups of data files, the
physical files on disk that consume space. Once a tablespace is
created, you can then create database objects (tables and indexes)
within tablespaces, which results in space allocated on disk in the
associated data files.

A tablespace is logical in the sense that it is visible only through data
dictionary views, such as DBA TABLESPACES. You manage
tablespaces through SQL*Plus or graphical tools such as SQL
Developer or Enterprise Manager. Both types of tools are useful in
managing the tablespaces and data files. Tablespaces exist only
while the database is up and running while data files are persisted on
storage systems.

Data files can also be viewed through data dictionary views, such as
DBA DATA FILES, and have a physical presence as they can be
viewed outside of the database through OS

utilities such as the command Is to list the files. As already
mentioned, the data files are persisted and are visible whether the
database is open or closed.

Oracle databases typically contain several tablespaces. A tablespace
can have one or more data files associated with it, but a data file can
be associated with only one tablespace. In other words, a data file
can’t be shared between two (or more) tablespaces.

Objects like tables and indexes are owned by users and created
within tablespaces.

An object is logically instantiated as a segment. A segment consists
of extents of space within the tablespace. An extent consists of a set
of database blocks. It is important to know that you can get to a



block for recovery, but you don’t have to recover a complete
database; you can recover at the block level, which allows for higher
availability and recoverability of databases.

Figure 4-1 shows the relationship between these logical and physical
constructs used to manage space within an Oracle database. With
Oracle 23c, there is less of a focus on segment, extent, and block
management as advancements in storage and how Oracle manages
files does not require the extent management that they did in years
past, but it is important to understand these relationships and logical
storage structures.
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Figure 4-1. Relationship of logical storage objects and physical
storage As you saw when we created the database in Chapter 2,
typically five tablespaces are created when you execute the
CREATE DATABASE statement:

* SYSTEM
* SYSAUX
« UNDO

s TEMP

* USERS
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These tablespaces are created in the container database and
pluggable database.

Since Oracle 23c is created only with a container database, you can
decide if you want the UNDO tablespace created in the pluggable
databases or just use the CDB UNDO

tablespace. We will discuss this later in the chapter, but it’s good to
know that these tablespaces are created in both the CDB and PDB.

These five tablespaces are the minimal set of storage containers you
need to operate a database. The USERS tablespace, of course, can
have a different name and is needed to keep user-owned objects
separate from the SYSTEM objects. DATA is the name for the user
objects in Autonomous Databases. The only required names for
tablespaces are SYSTEM and SYSAUX. Even the UNDO and
TEMP tablespaces can also be named differently, normally with a
number or maybe an application or PDB prefix. PDBs have the user
and 100
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data tablespaces associated with them, and optionally PDBs can
have their own UNDO

and TEMP tablespaces. Choosing separate UNDO and TEMP
tablespaces for each PDB is part of the configuration and creation of
the PDB. As you open a database for use, you should create
additional tablespaces for storing application data. This chapter
discusses the purpose of the standard set of tablespaces, the need for
additional tablespaces, and how to manage these critical database
storage containers. The chapter focuses on the most common and
critical tasks associated with creating and maintaining tablespaces
and data files, progressing to more advanced topics such as moving
and renaming data files.

Understanding the First Five

The SYSTEM tablespace provides storage for the Oracle data
dictionary objects. This tablespace is where all objects owned by the
SYS user are stored. There should not be any user-defined objects in
the SYSTEM tablespace; this is reserved for SYS and a couple of
other Oracle data dictionary owners.

The SYSAUX (system auxiliary) tablespace is created when you
create the database.

This is an auxiliary tablespace used as a data repository for Oracle
Database tools such as SQL Plan Management, Enterprise Manager,



Automatic Workload Repository, Logical Standby, and so on. Audit
logs are collected in the SYSAUX tablespace by default but should
be configured to use another tablespace created for audit records.
Even some of these other tools can be configured to use additional
tablespaces depending on retention and separation rules and keep the
data outside of the default system tablespaces.

The UNDO tablespace stores the information required to undo the
effects of a transaction (insert, update, delete, or merge). This
information is required in the event a transaction is purposely rolled
back (via a ROLLBACK statement). The undo information is also
used by Oracle to recover from unexpected instance crashes and to
provide read consistency for SQL statements. Additionally, some
database features, such as Flashback Query, use the undo
information. With all of this information in the UNDO tablespace,
you can see why it would make sense to separate the undo
information into each PDB. The CDB has an UNDO tablespace, and
each PDB should have an UNDO tablespace for all of the
application transactions in the PDB.

Some Oracle SQL statements require a sort area, either in memory
or on disk. For example, the results of a query may need to be sorted
before being returned to the user. Oracle first uses memory to sort
the query results, and when there is no longer sufficient memory, the
TEMP tablespace is used. Extra temporary storage may also be 101
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required when creating or rebuilding indexes. In a later chapter we
discuss large object processing, which also needs extra temporary
storage along with hash operations. The space is used only for
transient data for the session, and no permanent objects can be
stored in a TEMP tablespace. If temporary objects are needed for a
process outside of one session, the object should be stored in a
permanent user tablespace. When you create a database, typically
you create the TEMP tablespace and specify it to be the default
temporary tablespace for any users you created. There can be
multiple temporary tablespaces, with different names, that can be
assigned to different groups of users or applications to avoid
conflicts between temp space usage or one application stealing all of
the temp space for their use.

The USERS tablespace is not absolutely required but is often used as
a default permanent tablespace for table and index data for users. As
shown in Chapter 2, you create a default permanent tablespace for
users when you create your database. This means that when a user
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attempts to create a table or index, if no tablespace is specified
during object creation, by default the object is created in the default
permanent tablespace.

Need for More Tablespaces

Although you could put every database user’s data in the USERS
tablespace, for logical separation, backup and recovery additional
tablespaces should be created for the applications and ad hoc users
or developers.

DBAs used to separate table and index data for performance reasons
and

management of the data files. The thinking was that separating table
data from index data on different files possibly different disks, and
this would reduce input/output (I/O) contention. This is because the
data files for each tablespace could be placed on different disks with
separate controllers.

With modern storage configurations, which have multiple layers of
abstraction between the application and the underlying physical
storage devices, it is debatable whether you can realize any
performance gains by creating multiple separate tablespaces. Also
with ASM, hot spot areas on disk with I/O contention can be
rebalanced and shifted around to reduce the contention.
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There are still valid reasons for creating multiple tablespaces for
table and index data:

 Backup and recovery requirements may be different for the tables
and indexes.

* The indexes may have storage requirements different from those of
the table data.

 Simplify management of objects by logically grouping tables and
indexes separately.

In addition to separate tablespaces, you can sometimes create
separate tablespaces for objects of different sizes. For instance, if an
application has very large tables, you can create an

APP_DATA LARGE tablespaces that has a large extent size and a
separate APP_ DATA SMALL tablespace that has a smaller extent
size. This concept also extends to binary large object (LOB) data



types. You may want to separate a LOB column in its own
tablespace because you want to manage the LOB tablespace storage
characteristics differently from those of the regular table tablespaces.

Partitions are another possibility for different types of storage for
archiving type of storage versus current information in the new
partitions. Remember, I mentioned that segments and extents were
managed more closely for performance in previous versions, but
with Automatic Segment Space Management (ASSM) extent size
will be allocated and based on information of the objects stored.
Even if not setting the large and smaller extents manually and using
ASSM, the grouping of the objects in this way will assist in the
management of the objects as well as the automated space
management.

Default storage settings make sense and really help simplify the
storage

management. Unless you are willing to continually help choose the
right tablespace and modify objects to adjust settings, default values
will be the way to go. Make a plan easy to follow with a minimal
amount of tablespace and space management. If needed, there are
configurations you can adjust for extreme performance issues.

Container Tablespaces

Now with 23c it might make even more sense to create tablespaces
by applications that are in the PDBs. You have already most of the
system information in the SYSTEM and SYSAUX tablespaces in
the CDB, and with current storage technologies, the separation of
data files by the application might make the most sense to reduce the
management of 103
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additional tablespaces; the application can use the PDB application
containers for this separation of tablespaces. Figure 4-2 shows the
different tablespaces in CDBs and PDBs.

Figure 4-2. Tablespaces in CDBs and PDBs

We already mentioned briefly CDBs and PDBs; an application
container is a

pluggable container designed for grouping application objects. It is
optional but can store data and metadata for one or more
applications. This allows the PDBs part of the application container
to easily share data in central tables. Think of an application
container functioning like a CDB within a CDB for grouping
common objects for the applications.

In Figure 4-2 you see the separation of the HR PDB and the
Inventory PDB, each with a tablespace for those applications, named
HRData and INVData. This is instead of separating them by object



types, tables, and indexes. Even if there is only one PDB, you can
separate the application data using HRData and INVData in one
PDB. Here are 104
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some reasons to consider creating separate tablespaces for each
application using the database:

* Applications may have different availability requirements.
Separate

tablespaces let you take tablespaces offline for one application
without affecting another application.

* Applications may have different backup and recovery
requirements.

Separate tablespaces let tablespaces be backed up and recovered
independently. Separate PDBs could be the solution for this instead
of more tablespaces.

* You may have some data that is purely read-only. Separate
tablespaces let you put a tablespace that contains only read-only data
into read-only mode.

* You may have security settings such as encryption of the
tablespace

and other tablespaces without encryption.
Creating Tablespaces

You use the CREATE TABLESPACE statement to create
tablespaces. In most scenarios you need to use only a few of the
features available, namely, locally managed extent allocation and
automatic segment space management. The following code snippet
demonstrates how to create a tablespace that employs the most
common features: SQL> create tablespace tools

datafile ‘/u01/oradata/mmdb23c/toolsO1.dbf’
size 100M

autoextend on next 100M maxsize unlimited
extent management local

uniform size 128K

segment space management auto;



You need to modify this script for your environment. For example,
the directory path or ASM, data file size, and uniform extent size
should be changed per environment requirements. In previous
releases, there were quite a few storage parameters such as 105
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NEXT, PCTINCREASE, MINEXTENTS, MAXEXTENTS, and
DEFAULT. These parameters needed to be set until locally managed
tablespaces with EXTENT MANAGEMENT LOCAL, which uses a
bitmap in the data file to efficiently determine whether an extent is
in use.

A locally managed tablespace with uniform extents must be
minimally sized for at least five database blocks per extent. As you
add data to objects in tablespaces, Oracle automatically allocates
more extents to an associated tablespace data file as needed to

accommodate the growth. You can give it a size, or you can specify
an AUTOALLOCATE

clause, especially when you think objects in one tablespace will be
varying sizes. Again, this removes the need to have the different
tablespaces LARGE, SMALL, and so on.

The SEGMENT SPACE MANAGEMENT AUTO clause instructs
Oracle to manage the space within the block. When you use this
clause, there is no need to specify parameters. Using AUTO vastly
reduces the number of parameters you need to configure and
manage.

When a data file fills up, you can instruct Oracle to increase the size
of the data file automatically, with the AUTOEXTEND feature.
Using AUTOEXTEND allows for processes to run without needing
DBA intervention when getting close to running out of space.

MAXSIZE is optional, but it will not allow the tablespace to grow
beyond that size so that the mount point disk doesn’t fill up.

However, you must monitor tablespace growth and plan for
additional storage space. This includes watching for processes that
might load a large amount of data.

Manually adding space might limit having a runaway SQL process
that accidentally grows a tablespace until it has consumed all the
space on a mount point, but a load process that is large one month
over another might be rolled back if it fails on additional space
requirements. Using the parameter RESUMABLE TIMEOUT in the
database, you will be allowed to set a time to be able to respond to



tablespace issues. If you inadvertently fill up a mount point that
contains a control file of the Oracle binaries, you can hang or freeze
your database so no other transactions can occur. Using Automatic
Storage Management (ASM) will also help here to be able to add
another disk to the diskgroup to avoid filling up a mount point, and
when used with RESUMABLE TIMEOUT, it provides the time to
manage. Monitoring and planning for storage and growth are still the
best methods for managing tablespaces sizing to be able to
proactively add the needed space.

In using ASM, the CREATE TABLESPACE command becomes
even easier, allowing

DBAs to plan on overall growth and additional storage space
monitoring. It takes the defaults of the disk group and parameters
that are set to use ASM. We will discuss ASM

administration in a later chapter, but here is a quick example:
SQL> create tablespace HRDATA;
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For security, tablespaces can be transparently encrypted. Transparent
means that the application does not need to change to use the
encrypted tablespaces. This will allow for data at rest in the data
files to be encrypted, and when the database is open, the tablespaces
are decrypted using the encryption key in the database wallet to be
able to see the data through queries. Using encryption makes it so
that the data files cannot be viewed in plain text, which is the same
for backups of the data files. As already stated, there are many
options for creating tablespaces, and this security option does
require management of the encryption key, which can be centrally
located or locally with the database. The create tablespace command
is simple enough:

SQL> create tablespace HRDATA encryption using ‘AES256’
default storage (encrypt);

If you ever need to verify the SQL required to re-create an existing
tablespace, you can do so with the DBMS METADATA package.
First, set the LONG variable to a large value: SQL> set long
1000000

Next, use the DBMS METADATA package to display the CREATE
TABLESPACE data



definition language (DDL) for all tablespaces within the database:

SQL> select
dbms metadata.get ddI(‘TABLESPACE’ tablespace name)

from dba_tablespaces;

Tip You can also use data pump to extract the ddl from database
objects. see Chapter 13 for details.

Creating a Bigfile Tablespace

The bigfile feature allows you to create a tablespace with a very
large data file assigned to it. The advantage of using the bigfile
feature is this potential to create very large files.

With an 8KB block size, you can create a data file as large as 32TB.
With a 32KB block size, you can create a data file up to 128TB.

Use the BIGFILE clause to create a bigfile tablespace:
SQL> create bigfile tablespace inv_big data

datafile ‘/u01/dbfile/db23c/inv_big dataOl.dbf”
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size 10g

autoextend on next 100M maxsize unlimited

extent management local

uniform size 128k

segment space management auto;

As long as you have plenty of space associated with the filesystem
supporting the bigfile tablespace data file, you can store massive
amounts of data in a tablespace.

One potential disadvantage of using a bigfile tablespace is that if, for
any reason, you run out of space on a filesystem that supports the
data file associated with the bigfile, you can’t expand the size of the
tablespace (unless you can add space to the filesystem).

You can’t add more data files to a bigfile tablespace if they’re placed
on separate mount points. A bigfile tablespace allows only one data
file to be associated with it.

You can make the bigfile tablespace the default type of tablespace
for a database, using the ALTER DATABASE SET DEFAULT
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BIGFILE TABLESPACE statement. However, it is not
recommended that you do that. You could potentially create a
tablespace, not knowing it was a bigfile tablespace, and when you
discovered that you needed more space, you would not know that
you could not add another data file on a different mount point for

this tablespace. Using ASM is less of an issue because a new disk
can be dynamically added to a DISKGROUP for this tablespace.

Renaming a Tablespace

Sometimes you need to rename a tablespace. You may want to do
this because a tablespace was initially erroneously named, or you
may want the tablespace name to better conform to your database
naming standards. Use the ALTER TABLESPACE

statement to rename a tablespace. This example renames a
tablespace from TOOLS to TOOLS DEV:

SQL> alter tablespace tools rename to tools dev;

When you rename a tablespace, Oracle updates the name of the
tablespace in the data dictionary, control files, and data file headers.
Keep in mind that renaming a tablespace doesn’t rename any
associated data files.

Note You can’t rename the SYSTEM tablespace or the SYSAUX
tablespace.
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Changing the Write Mode

In environments such as data warehouses, you may need to load data
into tables and then never modify the data again. To enforce that no
objects in a tablespace can be modified, you can alter the tablespace
to be read-only. To do this, use the ALTER

TABLESPACE statement:
SQL> alter tablespace inv._mgmt_rep read only;

One advantage of a read-only tablespace is that you have to back it
up only once. You should be able to restore the data files from a
read-only tablespace no matter how long ago the backup was made.

If you need to modify the tablespace out of read-only mode, you do
so as follows: SQL> alter tablespace inv._mgmt_rep read write;

Make sure you re-enable backups of a tablespace after you place it
in read/



write mode.

Note You can’t make a tablespace that contains active rollback
segments readonly. For this reason, the SYSTEM tablespace can’t be
made read-only because it contains the SYSTEM rollback segment.

Be aware that individual tables can be modified to be read-only. This
allows you to control the read-only at a much more granular level
(than at the tablespace level); for example,

SQL> alter table my_tab read only;

While in read-only mode, you can’t issue any insert, update, or
delete statements against the table. Making individual tables
read/write can be advantageous when you’re doing maintenance
(such as a data migration) and you want to ensure that users don’t
update the data.

This example modifies a table back to read/write mode:
SQL> alter table my tab read write;
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Dropping a Tablespace

If you have a tablespace that is unused, it is best to drop it so it does
not clutter your database, consume unnecessary resources, and
potentially confuse DBAs who are not familiar with the database.
Before dropping a tablespace, it is a good practice to first take it
offline: SQL> alter tablespace inv_data offline;

You may want to wait to see if anybody screams that an application
is broken because it can no longer write to a table or index in the
tablespace to be dropped.

Depending on the reason for dropping a tablespace, objects can be
moved to another tablespace first before dropping. When you are
sure the tablespace is not required, drop it, and delete its data files:

SQL> drop tablespace inv_data including contents and datafiles;

Tip You can drop a tablespace whether it is online or offline. the
exception to this is the SYSTEM and SYSAUX tablespaces, which
cannot be dropped. it’s always a good idea to take a tablespace
offline before you drop it. by doing so, you can better determine
whether an application is using any objects in the tablespace.

if you attempt to query a table in an offline tablespace, you receive
this error: ORA-00376: file can’t be read at this time.



Dropping a tablespace using INCLUDING CONTENTS AND
DATAFILES permanently

removes the tablespace and any of its data files. Make certain the
tablespace does not contain any data you want to keep before you
drop it.

If you attempt to drop a tablespace that contains a primary key that
is referenced by a foreign key associated with a table in a tablespace
different from the one you are trying to drop, you receive this error:

ORA-02449: unique/primary keys in table referenced by foreign
keys

Run this query first to determine whether any foreign key constraints
will be affected: SQL> select p.owner,

p.table name,

p.constraint_name,
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f.table name referencing table,
f.constraint_name foreign key name,

f.status fk_status

from dba_constraints p,

dba_constraints f,

dba tables t

where p.constraint name = f.r_constraint_name
and f.constraint_type = ‘R’

and p.table name = t.table name

and t.tablespace name = UPPER(‘&tablespace name’)
order by 1,2,3.4,5;

If there are referenced constraints, you need to first drop the
constraints or use the CASCADE CONSTRAINTS clause of the
DROP TABLESPACE statement. This statement uses CASCADE
CONSTRAINTS to drop any affected constraints automatically:

SQL> drop tablespace inv_data including contents and datafiles
cascade

constraints;



This statement drops any referential integrity constraints from tables
outside the tablespace being dropped that reference tables within the
dropped tablespace.

If you drop a tablespace that has required objects in a production
system, the results can be catastrophic. You must perform some sort
of recovery to get the tablespace and its objects back. Needless to
say, be careful when dropping a tablespace.

Using Oracle Managed Files

The Oracle Managed File (OMF) feature automates many aspects of
tablespace management, such as file placement, naming, and sizing.
This simplifies the level of file management and the CREATE

TABLESPACE commands. You control OMF by setting the
following initialization parameters:

DB _CREATE FILE DEST

DB _CREATE ONLINE LOG DEST N
DB RECOVERY FILE DEST
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If you set these parameters before you create the database, Oracle
uses them for the placement of the data files, control files, and
online redo logs. You can also enable OMF after your database has
been created. Oracle uses the values of the initialization parameters
for the locations of any newly added files. Oracle also determines
the name of the newly added file. These parameters are set as input
into DBCA for the creation of a database.

The advantage of using OMF is that creating tablespaces is
simplified. For example, the CREATE TABLESPACE statement
does not need to specify anything other than the tablespace name.
First, enable the OMF feature by setting the

DB CREATE FILE DEST

parameter:

SQL> alter system set db_create file dest="/u01’;
Now, issue the CREATE TABLESPACE statement:
SQL> create tablespace invl;

This statement creates a tablespace named INV 1, with a default data
file



size of 100MB. Keep in mind that you can override the default size
of 100MB by specifying a size:

SQL> create tablespace inv2 datafile size 20m;

To view the details of the associated data files, query the
V$DATAFILE view, and note that Oracle has created subdirectories
beneath the /u01 directory and named the file with the OMF format:

SQL> select name from v$datafile where name like ‘%inv%’;

NAME

/u01/mmdb32c/datafile/ol mf invl 8b5163q6 .dbf
/u01/mmdb23c/datafile/ol _mf inv2 8bSlflfc .dbf

One limitation of OMF is that you’re limited to one directory for the
placement of data files. If you want to add data files to a different
directory, you can alter the location dynamically:

SQL> alter system set db_create file dest="/u02’;
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Displaying the Tablespace Size

DBAs often use monitoring scripts to alert them when they need to
increase the space allocated to a tablespace. Remember you have to
check tablespace in both the CDB and all of the PDBs, keeping in
mind that the PDBs each need to be monitored as they will be more
dynamic and growing. The following script displays the percentage
of free space left in a tablespace and data file:

SET PAGESIZE 100 LINES 132 ECHO OFF VERIFY OFF
FEEDB OFF SPACE 1 TRIMSP ON

COMPUTE SUM OF a_bytt byt f byt ON REPORT

BREAK ON REPORT ON tablespace_name ON pf

COL tablespace_name FOR A17 TRU HEAD °‘Tablespace|Name’
COL file name FOR A40 TRU HEAD °‘Filename’

COL a_ byt FOR 9,990.999 HEAD ‘Allocated|GB’

COL t byt FOR 9,990.999 HEAD ‘Current|Used GB’

COL f byt FOR 9,990.999 HEAD ‘Current|Free GB’

COL pct_free FOR 990.0 HEAD ‘File %|Free’



COL pf FOR 990.0 HEAD ‘Tbsp %|Free’
COL seq NOPRINT
DEFINE b_div=1073741824

SELECT 1 seq, b.tablespace name, nvl(x.fs,0)/y.ap*100 pf,
b.file_ name

file name,

b.bytes/&&b div a_byt, NVL((b.bytes-
SUM(f.bytes))/&&b_div,b.bytes/&&b _div) t byt,

NVL(SUM(f.bytes)/&&b_div,0) f byt,
NVL(SUM(f.bytes)/b.bytes*100,0) pct free FROM dba free space
f, dba data files b

,(SELECT y.tablespace name, SUM(y.bytes) fs

FROM dba_free space y GROUP BY y.tablespace name) x
,(SELECT x.tablespace name, SUM(x.bytes) ap

FROM dba_data files x GROUP BY x.tablespace name) y
WHERE f file id(+) = b.file id

AND x.tablespace name(+) = y.tablespace name

and y.tablespace name = b.tablespace name

AND f.tablespace name(+) = b.tablespace name

GROUP BY b.tablespace name, nvl(x.fs,0)/y.ap*100, b.file name,
b.bytes
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UNION ALL

SELECT 2 seq, tablespace name,

1.bf/k.bb*100 pf, b.name file name, b.bytes/&&b div a_byt,
a.bytes used/&&b_div t byt, a.bytes free/&&b div f byt,
a.bytes_free/b.bytes*100 pct_free

FROM v$temp space header a, v§tempfile b

,SELECT SUM(bytes_free) bf FROM v$temp space header) j
,SELECT SUM(bytes) bb FROM v$tempfile) k



WHERE a.file id = b.file#
ORDER BY 1,2,4,3;

UNION ALL will return all of the rows from the queries and will
not marry the two sets from the queries. They are independent of
each other.

If you don’t have any monitoring in place, you are alerted via the
SQL statement that is attempting to perform an insert or update
operation that the tablespace requires more space but isn’t able to
allocate more. At that point, an ORA-01653 error is thrown,
indicating the object can’t extend.

After you determine that a tablespace needs more space, you need to
either increase the size of a data file or add a data file to the
tablespace. After you run into a space problem, you may need to
increase the maximum size of the data files or add data files to the
tablespace. If you don’t have any space available for new data files,
you need to add more storage to the server or add more disk groups
to ASM. Scripts help give you an idea about space being used, and
to monitor the environment, it is useful to have tools such as Oracle
Enterprise Manager and get alerts.

Displaying Oracle Error Messages and Actions

You can use the oerr utility to quickly display the cause of an error
and simple instructions on what actions to take; for example,

$ oerr ora 01653
Here is the output for this example:

01653, 00000, “unable to extend table %s.%s by %s in tablespace
%S”

// *Cause: Failed to allocate an extent of the required number of
blocks for
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// a table segment in the tablespace indicated.

// *Action: Use ALTER TABLESPACE ADD DATAFILE statement
to add one or more

// files to the tablespace indicated.

The oerr utility’s output gives you a fast and easy way to triage
problems. If the information provided isn’t enough, then Google is a



good second option.
Altering Tablespace Size

When not using AUTOEXTEND and determining which data file
you want to resize, first make sure you have enough disk space to
increase the size of the data file on the mount point on which the
data file exists:

$ df -h | sort

Use the ALTER DATABASE DATAFILE ... RESIZE command to
increase the data file’s size. This example resizes the data file to
100GB:

SQL> alter database datafile ‘/u01/oradata/db23c/users01.dbf’ resize
100g; If you don’t have space on an existing mount point to increase
the size of a data file, then you must add a data file. To add a data
file to an existing tablespace, use the ALTER

TABLESPACE ... ADD DATAFILE statement:
SQL> alter tablespace users
add datafile ‘/u02/oradata/db18c/users02.dbf” size 100m:;

With bigfile tablespaces, you have the option of using the ALTER
TABLESPACE

statement to resize the data file. This works because only one data
file can be associated with a bigfile tablespace:

SQL> alter tablespace inv_big_data resize 1P;

To add space to a temporary tablespace, first query the V
$TEMPFILE view to verify the current size and location of
temporary data files:

SQL> select name, bytes from v$tempfile;

Then, use the TEMPFILE option of the ALTER DATABASE
statement:

SQL> alter database tempfile ‘/u01/oradata/db23c/temp01.dbf”
resize 500m; 115
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You can also add a file to a temporary tablespace via the ALTER
TABLESPACE

statement:



SQL> alter tablespace temp add tempfile
‘/u01/oradata/db23c/temp02.dbf’

size 5000m;
Additional Data File Operations

Occasionally you may need to move or rename a data file. For
example, you may need to move data files because of changes in the
storage devices or because the files were created in the wrong
location or with a nonstandard name.

The ALTER DATBASE MOVE DATAFILE command allows you
to rename or move data

files without any downtime. Here is an example:
SQL> alter database move datafile
‘/u01/oradata/db23c/hrdata01.dbf” to
‘/u02/oradata/db23c/hrdata01.dbf’;

You can also specify the data file number from v$datafile when
renaming or moving a data file:

SQL> alter database move datafile 2 to
‘/u02/oradata/db23c/sysaux.dbf’; If you are moving a data file and
want to keep a copy of the original file, you can use the KEEP
option:

SQL> alter database move datafile 4 to ‘/u02/oradata/db23c/users0O1.
dbf” keep;

You can specify the REUSE clause to overwrite an existing file.
Oracle will not allow you to overwrite or reuse a data file that is
currently being used by the database, which of course is a good
thing.

SQL> alter database move datafile 4 to ‘/u01/oradata/db23c/usersO1.
dbf’ reuse;
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Move SYSTEM and UNDO

To move the SYSTEM tablespace, you need to take the tablespace
offline, and because it is SYSTEM, you can take it offline only
while the database is closed and not open.



SQL> conn / as sysdba
SQL> shutdown immediate;
SQL> startup mount;

Because the database is in mount mode, the data files are not open
for use, and therefore the data files do not need to be taken offline.
The next step is to physically move the files via the Linux mv
command:

$ mv /u01/oradata/db23c/system01.dbf
/u02/oradata/db23c/system01.dbf

$ mv /u01/oradata/db23c/undotbs01.dbf
/u02/oradata/db23c/undotbs01.dbf

You must move the files before you update the control file. The
ALTER DATABASE

RENAME FILE command expects the file to be in the renamed
location. If the file 1s not there, an error is thrown: ORA-27037:
unable to obtain file status.

Now you can update the control file to be aware of the new
filename:

SQL> alter database rename file ‘/u01/oradata/db23c¢/systemO1.dbf”,
‘a01/

oradata/db23c/undotbs01.dbf’

to

‘/u02/oradata/db23c/system01.dbf”,
‘/u02/oradata/db23c/undotbs01.dbf”;

Next is to open the database:
SQL> alter database open,;
Using ASM for Tablespaces

Using ASM to manage the physical disk and storage allocation
simplifies the management of the tablespaces and data files. Adding
storage means adding disks to a disk group and allows for additional
space to be dynamically available to the tablespaces.

With storage hardware advances, there are also ways to add disks to
mount points. It just depends how the databases and environments
are being managed and configured if ASM is part of the
environment.
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There are plenty of advantages for using ASM, including shared
storage, ease of disk management, data file repairs, and verifications
specific to the database. As part of the grid infrastructure, the +ASM
instance is created and provides a way to share storage for several
databases, rebalances workloads, and provides higher availability for
the database storage.

The parameters for using a default storage space have already been
discussed, and instead of naming mount points that can change as
databases grow or move, the database using +ASM can use a disk
group without having to worry about names for mount points. A disk
group called oradata is created to be used for the database storage.

The parameters for file destinations are set using the following
command:

SQL> alter system set DB CREATE FILE DEST = ‘“+oradata’;
To create the tablespace, use the following command:
SQL> create tablespace hrdata;

This will create a tablespace named HRDATA on the oradata
diskgroup. The filenames are generated by +ASM, and to create
aliases by default, a template for the filenames in

+AS is used. If a template 1s used, the DB_ CREATE FILE DEST
parameter will point to that template along with the disk group.

SQL> alter system set DB CREATE FILE DEST =
‘+oradata(datatemplate)’;

The data files and tablespace views are still available to see what
tablespaces are created and the data files that are part of the
database. The view v$datafile and dba data files will show the files
starting with the disk group +oradata. The dba_tablespaces view will
still show the HRDATA tablespace as with non-ASM databases.

There are also additional views that will show the files in the disk
groups. To see the ASM

disks in the disk group view, v$asm_disk should be queried. The
files in the disk group are seen in the v§asm_file and v§asm_alias
views.

From v$asm_file, the number, type, and space information are
available, and v§asm_alias brings in the data filename:



SQL> select asmfile.file number, aliasfile.name, asmfile.type
from v§asm_file asmfile, vSasm_alias aliasfile

where asnfile.group number=aliasfile.group number and
asmfile.file

number=aliasfile.file_number;
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The Oracle cloud uses the ASM and ASM Cluster File System
(ACFS) to present the storage. It simplifies and automates storage
management. There is no need for another volume or file manager
tool. Again, there are advantages to using the storage management
tools that come with the Oracle Database. There are plenty of
reference materials to show how to create disk groups, add or drop
disks, perform maintenance, and manage the ASM storage and file
systems.

ASM is becoming a standard installation for the Oracle Base
Database Service in the Oracle Cloud, and the overhead of managing
an ASM instance simplifies adding storage and creating tablespaces.
There are benefits to having the disk configured for Oracle
databases, and throughout the rest of the book, you will see
examples for both managing ASM and diskgroups and filesystems.

As a DBA, you must be proficient in managing tablespaces and data
files. In any type of environment, you have to add, rename, relocate,
and drop these storage containers.

These are ideal tests that can be done when first creating a database
or in a test environment to practice the commands and restore data
files. The commands, errors, and issues can be logged for future
reference to use in a high-pressure situation for data file corruption
and recovery.

Oracle requires three types of files for a database to operate: data
files, control files, and online redo log files. Data files are in both
CDBs and PDBs. Control files and online redo files are part of the
CDB and managed there, which we will discuss in the next chapter.
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Managing Control Files,
Online Redo Logs,



and Archivelogs

The Oracle Database consists of three types of mandatory files: data
files, control files, and online redo logs. In Chapter 4 the focus was
on tablespaces and data files.

This chapter looks at managing control files and online redo logs
and implementing archivelogs. The first part of the chapter discusses
typical control file maintenance tasks, such as adding, moving, and
removing control files. Next we will examine the DBA activities
related to online redo log files, such as renaming, adding, dropping,
and relocating these critical files. Finally, the architecture aspects of
enabling and implementing archiving are covered.

Managing Control Files

A control file is a small binary file that stores the following types of
information:

* Database name

» Names and locations of data files

* Names and locations of online redo log files

* Current online redo log sequence number

* Checkpoint information

* Names and locations of RMAN backup files
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arChivelogs You can query much of the information stored in the
control file from data dictionary views. This example displays the
types of information stored in the control file querying
v$controlfile record section:

SQL> select distinct type from v$controlfile record section;
Here is a partial listing of the output:
TYPE

FILENAME
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TABLESPACE

RMAN CONFIGURATION
BACKUP CORRUPTION

PROXY COPY

FLASHBACK LOG
REMOVABLE RECOVERY FILES
AUXILIARY DATAFILE COPY
DATAFILE

You can view database-related information stored in the control file
via the v$database view. The v$ views are based on x$ tables or
views, and the v§database is based on an x$ tables, which is just a
read of the control file:

SQL> select name, open_mode, created, current scn from
v$database;

Here is the output for this example:
NAME OPEN_MODE CREATED CURRENT _SCN

db23c READ WRITE 28-SEP-12 2573820

Every Oracle database must have at least one control file. When you
start your database in nomount mode, the instance is aware of the
location of the control files from the CONTROL FILES
initialization parameter in the spfile or init.ora file. When you issue a
STARTUP NOMOUNT command, Oracle reads the parameter file
and starts the background processes and allocates memory
structures:

— locations of control files are known to the instance
SQL> startup nomount;
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arChivelogs At this point, the control files have not been touched by
any processes. When you alter your database into mount mode, the
control files are read and opened for use:

— control files opened

SQL> alter database mount;



If any of the control files listed in the CONTROL_FILES
initialization parameter are not available, then you cannot mount
your database.

When you successfully mount your database, the instance is aware
of the locations of the data files and online redo logs but has not yet
opened them. After you change your database to open mode, the
data files and online redo logs are opened:

— datafiles and online redo logs opened
SQL> alter database open,;

Note Keep in mind that when you issue the STARTUP command
(with no options), the previously described three phases are
automatically performed in this order: nomount, mount, open. When
you issue a SHUTDOWN command, the phases are reversed: close
the database, unmount the control file, stop the instance.

The control file is created when the database is created. You should
create at least two control files when you create your database (to
avoid a single point of failure).

Control files keep track of important pieces of information for the
database, such as detailed data files and online redo logs, log
sequence numbers, and checkpoint information. Losing a control file
will require you to recover the control file for the database, and not
having a control file as well as not having a backup will make it
difficult to recover. Previously, you should have multiple control
files stored on separate storage devices controlled by separate
controllers, but because of storage devices, it might be difficult to
know if it is a separate device, so it is important to have fault-
tolerant devices with mirroring. The control file is an important part
of the database and needs to be available or quickly restored if
needed.

Control files can also be on ASM disk groups. This allows for one
control file in the

+ORADATA disk group and another file in +FRA disk group.
Managing the control files and details inside remain the same as on
the file system except that the control files are just using ASM disk
groups.

123

Chapter 5 Managing Control Files, online redo logs, and
arChivelogs After the database has been opened, Oracle will
frequently write information to the control files, such as when you



make any physical modifications (e.g., creating a tablespace,
adding/removing/resizing a data file). Oracle writes to all control
files specified by the CONTROL_FILES initialization parameter. If
Oracle cannot write to one of the control files, an error is thrown:

ORA-00210: cannot open the specified control file

If one of your control files becomes unavailable, shut down your
database, and resolve the issue before restarting. In Chapter 13 we
will dive into using RMAN and how to use RMAN to restore a
control file. Fixing the problem may mean resolving a storage-
device failure or modifying the CONTROL FILES initialization
parameter to remove the control file entry for the control file that is
not available.

Displaying the Contents of a Control File

You can use the ALTER SESSION statement to display the physical
contents of the control file; for example,

SQL> oradebug setmypid

SQL> oradebug unlimit

SQL> alter session set events ‘immediate trace name controlf level
9’;

SQL> oradebug tracefile name

The prior line of code displays the following name of the trace file:

/u01/app/oracle/diag/rdbms/mmfalcon23c¢/mmfalcon23c/trace/mmfa
lcon23¢

ora_313212.trc

The trace file is written to the SADR__HOME/trace directory. You
can also view the trace directory name via this query:

SQL> select value from v$§diag info where name=‘Diag Trace’;

The command works in both CDBs and PDBs, but it displays the file
for the

CDB. Control files are part of the CDB, and they are for each PDB.

Figure 5-1 shows a partial listing of the contents of the trace file.
You can inspect the contents of the control file when troubleshooting
or when trying to gain a better understanding of Oracle internals.
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Figure 5-1. Partial contents of control file
Viewing Names and Locations of Control Files

If your database is in a nomount state, a mounted state, or an open
state, you can view the names and locations of the control files, as
follows:

SQL> show parameter control_files

You can also view control file locations and name information by
querying the VSCONTROLFILE view. This query works while your
database is mounted or open: SQL> select name from v$controlfile;
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arChivelogs If there is some reason that you cannot start your
database and you need to know the names and locations of the
control files, you can inspect the contents of the initialization



parameter file to see where they are located. If you are using an
spfile, even though it is a binary file, you can still open it with a text
editor. The safest approach is to make a copy of the spfile and then
inspect its contents with an OS editor to get the values even when
the database is not available:

$ cp SORACLE HOME/dbs/spfilemmfalcon23c.ora
$ORACLE _HOME/dbs/

spfilemmfalcon23c.copy

You can also use the strings command to search for values in binary
files: $ strings spfilemmfalcon23c.ora | grep -i control files

If you are using a text-based initialization file, you can view the file
directly, with an OS editor, or use the grep command:

$ grep -i control_files SORACLE HOME/dbs/initmmfalcon23c.ora
Adding a Control File

Adding a control file means copying an existing control file and
making your database aware of the copy by modifying your
CONTROL FILES parameter. This task must be done while your
database is shut down. This procedure works only when you have a
good existing control file that can be copied. Adding a control file
isn’t the same thing as creating or restoring a control file. Since this
requires downtime, it is best to make sure you have two or three
copies available of the control file for redundancy on highly
available storage.

If your database uses only one control file and that control file
becomes damaged, you need to either restore a control file from a
backup and perform a recovery or re-create the control file. If you
are using two or more control files and one becomes damaged, you
can use the remaining good control file(s) to quickly get your
database into an operating state.

If a database is using only one control file, the basic procedure for
adding a control file is as follows:

1. Alter the initialization file’s CONTROL FILES parameter to
include

the new location and name of the control file.
2. Shut down your database.
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arChivelogs 3. Use an OS command to copy an existing control file
to the new

location and name.
4. Restart your database.

Depending on whether you use an spfile or an init.ora file, the
previous steps vary slightly. Since you can easily edit the init.ora
file, we are going to look at the spfile change.

Note i normally use the spfile file because of the dynamic
parameters and use the init.ora file only as a backup. if i make
changes to the spfile or using a scheduled job, 1 copy the spfile file
to an init.ora file for backup.

SQL> create pfile from spfile;
or you can specify the filename like so:
SQL> create pfile="/tmp/initdb23c.ora’ from spfile;

You can quickly determine whether you are using an spfile with the
following SQL

statement:
SQL> show parameter spfile
NAME TYPE VALUE

spfile string
+DATA/MMFALCON23C/PARAMETERFILE/spfile.297.11247116
01

When you have determined that you are using an spfile, use the
following steps to add a control file:

1. Determine the CONTROL_FILES parameter’s current value:
SQL> show parameter control_files
NAME TYPE VALUE

control _files string +DATA/MMFALCON23C/CONTROLFILE/
current.287.1124711513
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arChivelogs 2. Alter your CONTROL FILES parameter to include
the new control

file that you want to add, but limit the scope of the operation to
the spfile because this is cannot be modified in memory. Make
sure you include any control files listed in step 1:

SQL> alter system set control_files= ‘+DATA/MMFALCON23C/

CONTROLFILE/current.287.1124711513°,
‘+FRA/MMALCON23C/

CONTROLFILE/current.287.1124711513’ scope=spfile;

3. Shut down your database:

SQL> shutdown immediate;

4. Copy an existing control file to the new location with the

same name. In this example, a new control file named
current.287.1124711513 is created using cp in ASM to copy from
one disk group to another disk group.

asmcmd> cp
+DATA/MMFALCON23C/CONTROLFILE/current.287.112471151
3

+FRA/MMFALCON23C/CONTROLFILE

If using the file system, again a simple OS cp command will allow
you to copy the control file to another directory.

5. Start up your database:

SQL> startup;

You can verify that the new control file is being used by displaying
the

CONTROL_FILES parameter:

SQL> show parameter control files

NAME TYPE VALUE

control_files string +DATA/MMFALCON23C/CONTROLFILE/



current.287.1124711513,
+FRA/MMFALCON23C/CONTROLFILE/

current.287.1124711513
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arChivelogs Moving a Control File

You may occasionally need to move a control file from one location
to another. For example, if new storage is added to the database
server, you may want to move an existing control file to a newly
available location. Of course, this is a great reason to be using ASM
and saves you some of the downtime and management of storage.

The procedure for moving a control file is similar to adding a control
file. The only difference is that instead of copying one of the
existing files, you rename the control file and move it. This example
shows how to move a control file when you are using an spfile: 1.
Determine the CONTROL _FILES parameter’s current value:

SQL> show parameter control_files
NAME TYPE VALUE

control_files string /u01/oradata/mmdb23c/control01.ctl,
/u02/oradata/mmdb23c/control02.ctl

2. Alter your CONTROL FILES parameter to reflect that you are
moving a

control file from /u02 to /u03 and leave the control file in /u01 as is.
Alter the spfile to reflect the new location for the control file.

You have to specify SCOPE=SPFILE because the
CONTROL FILES

parameter cannot be modified in memory:

SQL> alter system set control files="/u01/oradata/mmdb23c/
controlO1.ctl’, ‘/u03/oradata/mmdb23c/control02.ctl’
scope=spfile;

3. Shut down your database:

SQL> shutdown immediate;

4. At the OS prompt, move the control file to the new location. This



example uses the OS mv command:

$ mv /u02/oradata/mmdb23c/control02.ctl /u03/oradata/
mmdb23c/control02.ctl
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SQL> startup;

You can verify that the new control file being used by the displaying
the

CONTROL _FILES parameter:
SQL> show parameter control_files
NAME TYPE VALUE

control _files string /u01/oradata/mmdb23c/control01.ctl,
/u03/oradata/mmdb23c/control02.ctl
Removing a Control File

You may run into a situation in which you experience a media
failure with a storage device that contains one of your multiplexed
control files:

ORA-00205: error in identifying control file, check alert log for
more info In this scenario, you still have at least one good control
file. To remove a control file, follow these steps:

1. Identify which control file has experienced a media failure by
inspecting the alert.log for information: ORA-00210: cannot
open the specified control file ORA-00202: control file: ‘/u01/
oradata/mmdb23/control02.ctl’.

2. Remove the unavailable control file name from the
CONTROL FILES

parameter using scope=spfile as we did with adding and moving
a control file.
3. If this leaves only one control file, you should also add another

control file as in the section “Adding a Control File,” earlier in this



chapter.

4. Stop and start your database:
SQL> shutdown immediate;
SQL> startup;
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Online redo logs store a record of transactions that have occurred in
your database.

These logs serve the following purposes:

* Provide a mechanism for recording changes to the database so that
in the event of a media failure, you have a method of recovering
transactions.

» Ensure that in the event of total instance failure, committed
transactions can be recovered (crash recovery) even if committed
data changes have not yet been written to the data files.

 Allow administrators to inspect historical database transactions.

* Allow other Oracle tools such as GoldenGate or Data Guard to
replicate data.

You are required to have at least two online redo log groups in your
database. Each online redo log group must contain at least one
online redo log member. The member is the physical file that exists
on disk. You can create multiple members in each redo log group,
which is known as multiplexing your online redo log group.

Tip Just like the control files are multiplexed, the online redo log
groups should be as well and either be taking advantage of highly
available storage or be on separate physical devices with separate
controllers. Flash is another option for redo logs and can improve
performance.

The log-writer log buffer (in the SGA) writes to online redo log files
(on disk). The redo record has a system change number (SCN)
assigned to it to identify the transaction redo information. There are
committed and uncommitted records written to the redo logs. The
log writer flushes the contents of the redo log buffer when any of the
following are true:



*+ A COMMIT is issued.

* A log switch occurs.

* Three seconds go by.

* The redo buffer is one-third full.
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(CDB) will manage the redo logs. PDBs do not have their own redo
logs, which also means that planning for space and sizing the redo
logs is at the CDB level and includes all of the PDB transactions.

The online redo log group that the log writer is actively writing to is
the current online redo log group. The log writer writes
simultaneously to all members of a redo log group. The log writer
needs to successfully write to only one member for the database to
continue operating. The database ceases operating if the log writer
cannot write successfully to at least one member of the current
group.

When the current online redo log group fills up, a log switch occurs,
and the log write starts writing to the next online redo log group. A
log sequence number is assigned to each redo log when a switch
occurs to be used for archiving. The log writer writes to the online
redo log groups in a round-robin fashion. Because you have a finite
number of online redo log groups, eventually the contents of each
online redo log group are overwritten. To save the history of the
transaction information for recovery purposes, you must place the
database in archivelog mode.

When your database is in archivelog mode, after every log switch
the archiver background process copies the contents of the online
redo log file to an archived redo log file. In the event of a failure, the
archived redo log files allow you to restore the complete history of
transactions that have occurred since your last database backup.

Figure 5-2 displays a typical setup for the online redo log files. This
figure shows three online redo log groups, each containing two
members. The database is in archivelog mode. In the figure, group 2
has recently been filled with transactions, a log switch has occurred,
and the log writer is now writing to group 3. The archiver process is
copying the contents of group 2 to an archived redo log file. When
group 3 fills up, another log switch will occur, and the log writer will
begin writing to group 1. At the same time, the archive process will



copy the contents of group 3 to archive log sequence 3 (and so
forth).
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Figure 5-2. Online redo log configuration

The online redo log files are not intended to be backed up. These
files contain only the most recent redo transaction information
generated by the database. When you enable archiving, the archived
redo log files are the mechanism for protecting your database
transaction history.

The contents of the current online redo log files are not archived
until a log switch occurs. This means if you lose all members of the
current online redo log file, you lose transactions. Listed next are
serval mechanisms of log files:

» Multiplex the groups.

* Consider setting the ARCHIVE LAG TARGET initialization
parameter to

ensure that the online redo logs are switched at regular intervals.

* If possible, never allow two members of the same group to share
the

same physical disk.



* Ensure that OS file permissions are set appropriately (restrictive,
that only the owner of the Oracle binaries has permissions to write
and read).
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* Use physical storage devices that are redundant.

* Appropriately size the log files, so that they switch and are
archived at regular intervals and not waiting for archive processing.

Since the logs are written out to archivelogs and require fast writes,
flash drives are a way to improve the performance of redo logs. If
flash is not available, the options are to place redo logs on physical
disks and based on the previous list to minimize failures.

Hard drive disks might not provide faster writes, which does not
make them the ideal choice for redo logs.

The online redo logs are not the files that are being backed up. They
write to the archive logs, and these files are backed up by RMAN. If
you did back up the online redo log files, it would be meaningless to
restore them. The online redo log files contain the latest redo
generated by the database. You would not want to overwrite them
from a backup with old redo information. The redo log files along
with other data files should be excluded from other system backup
(nondatabase).

Displaying Online Redo Log Information

Use the VSLOG and VSLOGFILE views to display information
about the online redo log groups and corresponding members:

COL group# FORM 99999
COL thread# FORM 99999
COL grp status FORM al0
COL member FORM a30
COL mem_status FORM al0
COL mbytes FORM 999999

SELECT



a.group#

,a.thread#

,a.status grp status
,b.member member
,b.status mem_status
,a.bytes/1024/1024 mbytes
FROM v$log a,
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WHERE a.group# = b.group#
ORDER BY a.group#, b.member;
Here is some sample output:

GROUP# THREAD# GRP_STATUS MEMBER MEM_STATUS
MBYTES

1 1 INACTIVE /u01/redo/db23c/redoO1a.rdo 500
1 1 INACTIVE /u02/redo/db23c/redo01b.rdo 500
2 1 CURRENT /u01/redo/db23c/redo02a.rdo 500
2 1 CURRENT /u02/redo/db23c/redo02b.rdo 500

When you are diagnosing online redo log issues, the VSLOG and
VSLOGFILE views are particularly helpful. You can query these
views while the database is mounted or open.

The STATUS column of the VSLOG view is especially useful when
you are working with online redo log groups.

* CURRENT. This is the log group currently being written to by the
log writer.

* ACTIVE: This log group is required for crash recovery and may or
may

not have been archived.

* CLEARING: This log group is being cleared out by an ALTER
DATABASE



CLEAR LOGFILE command.

* CLEARING CURRENT: This current log group is being cleared
ofa

closed thread.

* INACTIVE: This log group is not required for crash recovery and
may

or may not have been archived.

* UNUSED: This log group has never been written to; it was
recently

created.

The STATUS in VSLOG refers to the log group, and VSLOGFILE
reports on the status of the physical online redo log file member.
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The redo logs need to write out to the archive logs for backup and
recovery purposes, so switching redo logs is important. The object is
to try to size the online redo logs so that they switch anywhere from
two to six times per hour, and also make sure there are not waits on
the writing out the archive logs. The VSLOG_ HISTORY contains a
history of how frequently the online redo logs have switched.
Execute this query to view the number of log switches per hour:

SQL> select count(*), to_char(first time, ‘YYYY:MM:DD:HH24")
first_time From v$log history

group by first time

order by 2;

Note the

group by clause in using an alias is a 23¢ new feature in sQI.
Here is part of the output:

COUNT(*) FIRST TIME

1 2023:01:16:23

32023:01:17:03

282023:01:17:04



23 2023:01:17:05
68 2023:01:17:06
84 2023:01:17:07
152023:01:17:08

From the previous output, you can see that a great deal of log switch
activity occurred from approximately 4 a.m. to 7 a.m. This could be
because of a nightly batch job or users in different time zones
updating data. For this database, the size of the online redo logs
should be increased. You should try to size the online redo logs to
accommodate peak traction loads on the database.

As stated, a general rule of thumb is that you should size your online
redo log files so that they switch approximately two to six times per
hour. You do not want them switching too often because there is
overhead with the log switch; however, leaving 136
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archiving will create issues with recovery. If a disaster causes a
media failure in your current online redo log, you can lose those
transactions that haven’t been archived. If a disaster causes a media
failure in your current online redo log, you can lose those
transactions that haven’t been archived.

Oracle initiates a checkpoint as part of a log switch. During a
checkpoint, the database- writer background process writes modified
(also called dirty) blocks to disk, which is resource intensive.
Checkpoint messages in the alert log will also be a way of looking at
how fast logs are switching or if there are waits associated with
archiving.

Tip Use the ARCHIVE LAG_TARGET initialization parameter to
set a maximum amount of time (in seconds) between log switches. a
typical setting for this parameter is 1,800 seconds (30 minutes). a
value of 0 (default) disables this feature. this parameter is commonly
used in oracle data guard environments to force log switches after
the specified amount of time elapses.

You can also query the OPTIMAL LOGFILE SIZE column from
the VSINSTANCE _

RECOVERY view to determine whether your online redo log files
have been sized correctly: SQL> select optimal logfile size from
v§instance recovery;



OPTIMAL LOGFILE SIZE

842

The column reports the redo log file size (in megabytes) that is
considered optimal, based on the initialization parameter setting of
FAST START MTTR TARGET. Oracle recommends that you
configure all online redo logs to be at least the value of

OPTIMAL LOGFILE SIZE. However, when sizing your online
redo logs, you must take into consideration information about your
environment (such as the frequency of the switches).

Determining the Optimal Number of Redo Log Groups

Oracle requires at least two redo log groups to function. But, having
just two groups sometimes isn’t enough. To understand why this is
so, remember that every time a log switch occurs, it initiates a
checkpoint. As part of a checkpoint the database writer writes all
modified (dirty) blocks from the SGA to the data files on disk. Also
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the online redo logs are written to in a round-robin fashion and that
eventually the information in a given log is overwritten. Before the
log writer can begin to overwrite information in an online redo log,
all modified blocks in the SGA associated with the redo log must
first be written to a data file. If not all modified blocks have been
written to the data files, you see this message in the alert.log file:

Thread 1 cannot allocate new log, sequence <sequence number>
Checkpoint not complete

Another way to explain this issue is that Oracle needs to store in the
online redo logs any information that would be required to perform a
crash recovery. To help you visualize this, see Figure 5-3.

Figure 5-3. Redo protected until the modified (dirty) buffer is
written to disk At time 1, Block A 1s read from Data File AA into the
buffer cache and modified. At time 2, the redo-change vector
information (how the block changed) is written to the log buffer. At
time 3, the log-writer process writes the Block A change-vector
information to online redo log 1. At time 4, a log switch occurs, and
online redo log 2 becomes the current online redo log.
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another log switch occurs, at which point the log-writer attempts to
write to online redo log 1. The log writer isn’t allowed to overwrite
information in online redo log 1 until the database writer writes
Block A to Data File AA. Until Block A 1s written to Data File AA,
Oracle needs information in the online redo logs to recover this
block in the event of a power failure or shutdown abort. Before
Oracle overwrites information in the online redo logs, it ensures that
blocks protected by redo have been written to disk. If these modified
blocks haven’t been written to disk, Oracle temporarily suspends
processing until this occurs. There are a few ways to resolve this
issue:

* Add more redo log groups.

* Lower the value of FAST START MTTR TARGET. Doing so
causes the

database-writer process to write older modified blocks to disk in a
shorter time frame.

* Tune the database-writer process (modify
DB_WRITER PROCESSES).



If you notice that the “Checkpoint not complete” message is
occurring often, several times a day, it is recommended that you add
one or more log groups to resolve the issue.

Adding an extra redo log gives the database writer more time to
write modified blocks in the database buffer cache to the data files
before the associated redo with a block is overwritten. There is little
downside to adding more redo log groups. The main concern is that
you could bump up against the MAXLOGFILES value that was
used when you created the database. If you need to add more groups
and have exceeded the value of MAXLOGFILES, then you must re-
create your control file and specify a higher value for this parameter.

If adding more redo log groups doesn’t resolve the issue, you should
carefully consider lowering the value of

FAST START MTTR TARGET. When you lower this value, you
can potentially see more I/O because the database-writer process is
more actively writing modified blocks to data files. Ideally, it would
be nice to verify the impact of modifying

FAST START MTTR TARGET in a test environment before
making the change in production. You can modify this parameter
while your instance is up; this means you can quickly modify it back
to its original setting if there are unforeseen side effects.

Finally, consider increasing the value of the
DB_WRITER PROCESSES parameter.

Carefully analyze the impact of modifying this parameter in a test
environment before you apply it to production. This value requires
that you stop and start your database; therefore, if there are adverse
effects, downtime is required to change this value back to the
original setting. If the waits are on the archiving process,
LOG_ARCHIVE MAX

PROCESSES can also be increased.
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If you determine that you need to add an online redo log group, use
the ADD LOGFILE

GROUP statement. In this example, the database already contains
two online redo log groups that are sized at 200M each. An
additional log group is added that has two members and is sized at
200MB:



SQL> alter database add logfile group 4
(‘/u0l/oraredo/db23c/redo04a.rdo’,
‘/u02/oraredo/db23c/redo04b.rdo’) size 200M;

With ASM, the command is just to add a group, and it will create the
two files for the group on the disk group:

SQL> alter database add logfile group 4;

In this scenario, it is recommended that the log group you add be the
same size and have the same number of members as the existing
online redo logs. If the newly added group doesn’t have the same
physical characteristics as the existing groups, it is harder to
accurately determine performance issues. If a larger size is preferred,
the new group can be added at the larger size; then the other groups
can be dropped and re-created with the larger size value to keep the
size of the redo logs the same.

Resizing and Dropping Online Redo Log Groups

If you have two log groups sized at 200MB and you add a new log
group sized at S00MB, this is likely to produce the “Checkpoint not
complete” issue described in the previous section. This is because
flushing all modified blocks from the SGA that are protected by the
redo in a 500MB log file can potentially take much longer than
flushing modified blocks from the SGA that are protected by a
200MB log file.

So, let’s take a look at how to change the size, because you cannot
directly modify the size of an existing online redo log as you would
a data file. To resize an online redo log, you have to first add online
redo log groups that are the size you want and then drop the online
redo logs that are the old size.
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500MB, using the ADD LOGFILE

GROUP statement. After you have added the log files with the new
size, you can drop the old online redo logs. A log group must have
an INACTIVE status before you can drop it.

You can check the status of the log group, as shown here:

SQL> select group#, status, archived thread#, sequence# from
v$log;



You can drop an inactive log group with the ALTER DATABASE
DROP LOGFILE GROUP

statement:
SQL> alter database drop logfile group <group #>;

If you attempt to drop the current online log group, Oracle returns an
ORA-01623

errot, stating that you cannot drop the current group. Use the ALTER
SYSTEM SWITCH

LOGFILE statement to switch the logs and make the next group the
current group: SQL> alter system switch logfile;

After a log switch, the log group that was previously the current
group retains an active status as long as it contains the redo that
Oracle requires to perform crash recovery. If you attempt to drop a
log group with an active status, Oracle throws an ORA-01624 error,
indicating that the log group is required for crash recovery. Issue an
ALTER SYSTEM CHECKPOINT command to make the log group
inactive:

SQL> alter system checkpoint;

Additionally, you cannot drop an online redo log group if doing so
leaves your database with only one log group. This will throw an
ORA-01567 error and informs you that dropping the log group is not
permitted because it would leave you with fewer than two log
groups for your database.

When using ASM, the cleanup of the redo files happens
automatically. However, using file systems, dropping an online redo
log group does not remove the log files from the OS. You have to
use an OS command to do this. Before you remove a file from the
OS, ensure that it is not in use and that you do not remove a live
online redo log file.

For every database on the server, issue this query to view which
online redo log files are in use:

SQL> select member from v§logfile;
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online redo logs enough times that all online redo log groups have
recently been switched; doing so causes the OS to write to the file



and thus give it a new timestamp. For example, if you have three
groups, make sure you perform at least three log switches:

SQL> alter system switch logfile;
SQL>/
SQL>/

Tip: Practice these steps of adding and removing redo logs before
turning over a new database to production.

Controlling the Generation of Redo

For some types of applications, you may know beforehand that you
can easily re-create the data. An example might be a data warehouse
environment in which you perform direct path inserts or use
SQL*Loader to load data. In these scenarios you can turn off the
generation of redo for direct path loading. You use the
NOLOGGING clause to do this: SQL> create tablespace

inv._mgmt data

datafile ‘/u01/oradata/db23c/inv._ mgmt data01.dbf” size 100M
extent management local

segment space management auto

nologging;

If you have an existing tablespace and want to alter its logging
mode, use the ALTER

TABLESPACE statement:
SQL> alter tablespace inv._mgmt data nologging;

You can confirm the tablespace logging mode by querying the
DBA

TABLESPACES view:
SQL> select tablespace name, logging from dba_tablespaces;

The generation of redo logging cannot be suppressed for regular
INSERT, UPDATE, and DELETE statements. For regular data
manipulation language (DML) statements, the NOLOGGING clause
is ignored. The NOLOGGING clause does apply, however, to the
following types of DML.:
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* Direct path INSERT statements
* Direct path SQL*Loader

The NOLOGGING clause also applies to the following types of
DDL statements:

* CREATE TABLE ... AS SELECT (NOLOGGING affects only the
initial

create, not subsequent regular DML statements against the table)

* ALTER TABLE ... MOVE

* ALTER TABLE ... ADD/MERGE/SPLIT/MOVE/MODIFY
PARTITION

* CREATE INDEX

« ALTER INDEX ... REBUILD

* CREATE MATERIALIZED VIEW

* ALTER MATERIALIZED VIEW ... MOVE

* CREATE MATERIALIZE VIEW LOG

* ALTER MATERIALIZED VIEW LOG ... MOVE

Be aware that if the redo is not logged for a table or index and you
have a media failure before the object is backed up, then you cannot
recover the data; you receive an ORA-01578 error, indicating that
there is logical corruption of the data.

Note You can also override the tablespace level of logging at the
object level. For example, even if a tablespace is specified as
NOLOGGING, you can create a table with the LOGGING clause.

Implementing Archivelog Mode

Recall from the discussions earlier in this chapter that archive redo
logs are created only if your database is in archivelog mode. If you
want to preserve your database transaction history to facilitate point-
in-time and other types of recovery, you need to enable that mode.
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arChivelogs In normal operation, changes to your data generate
entries in the database redo log files. As each online redo log group
fills up, a log switch is initiated. When a log switch occurs, the log-
writer process stops writing to the most recently filled online redo
log group and starts writing to a new online redo log group. The



online redo log groups are written to in a round-robin fashion,
meaning the contents of any given online redo log group will
eventually be overwritten. Archivelog mode preserves redo data for
the long term by employing an archiver background process to copy
the contents of a filled online redo log to what is termed an archive
redo log file. The trail of archive redo log files is crucial to your
ability to recover the database with all the changes intact, right up to
the precise point of failure.

Marking Architectural Decisions

When you implement archivelog mode, you also need a strategy for
managing the archived log files. The archive redo logs consume disk
space. If left unattended, these files will eventually use up all the
space allocated for them. If this happens, the archiver cannot write a
new archive redo log file to disk, and your database will stop
processing transactions. At that point, you have a hung database.
You then need to intervene manually by creating space for the
archiver to resume work. For these reasons, there are several
architectural decisions you must carefully consider before you
enable archiving:

* Where to place the archive redo logs and whether to use the fast
recovery area to store them

* How to name the archive redo logs

* How much space to allocate to the archive redo log location

* How often to back up the archive redo logs

* When it is okay to permanently remove archive redo logs from
disk

* How to remove archive redo logs using RMAN based on a
retention policy

* Whether multiple archive redo log locations should be enabled
* When to schedule the small amount of downtime that is required
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space in your primary archive redo location to hold at least a day’s
worth of archive redo logs. This lets you back them up on a daily
basis and then remove them from disk after they have been backed

up.



If you decide to use a fast recovery area (FRA) for your archive redo
log locations, you must ensure that it contains sufficient space to
hold the number of archive redo logs generated between backups.
Keep in mind that the FRA typically contains other types of files,
such as RMAN backup files, flashback logs, and so on. If you use an
FRA, be aware that the generation of other types of files can
potentially impact the space required by the archive redo log files.
There are parameters that can be set to manage the FRA and provide
a way to resize the space for recovery in order for the database to
continue instead of having to increase space on the file system.

The parameters DB_ RECOVERY FILE DEST and
DB RECOVERY FILE DEST SIZE set

the file location for the FRA and the size of the space to be used by
the database. These can also prevent one database filling up the
space for other databases that might be on the same server. The
ASM diskgroup FRA can be created to manage the space using
ASM. DB_RECOVERY_FILE DEST =+FRA will allow the
database to use the FRA disk group.

Again, there are advantages of managing space behind the scenes in
a scenario that fills up space. Using these parameters along with
ASM removes specific file systems and allows for more options to
quickly address issues with archive logs and use the recovery areas.
FRA is recommended for this since the parameters are dynamic and
allow for changes to occur to prevent the database from hanging.
This should be included in the planning and architecting of the
archive mode of the database.

You need a strategy for automating the backup and removal of
archive redo log files.

RMAN automates the backup and removal of archive redo log files.
In later chapters we will provide details on RMAN backups and
recovery.

Setting the Archive Redo File Locations

Before you set your database mode to archiving, you should
specifically instruct Oracle where you want the archive redo logs to
be placed. You can set the archive redo log file destination with the
following techniques:

* Set the LOG_ARCHIVE DEST N database initialization
parameter.

* Implement FRA.



These two approaches are discussed in detail in the following
sections.
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arChivelogs Tip if you do not specifically set the archive redo log
location via an initialization parameter or by enabling the Fra, then
the archive redo logs are written to a default location. For production
systems, the location should be specified and not use the default
location.

The initialization parameters should be set for both
LOG ARCHIVE DEST N and LOG

ARCHIVE FORMAT. LOG ARCHIVE FORMAT includes a
format with information about the thread, sequence number, and
database ID.

This is the typical format:
log_archive format=‘db23c %t %s %r.arc’

You can set the several different locations for the archive redo log
file destination. For most production systems, one archive redo log
destination location is usually sufficient.

You can view the value of the LOG_ARCHIVE DEST N parameter
by running the following: SQL> show parameter log_archive dest

Besides the parameter, there is a view that you can query for details
of the archive redo log locations and details:

SQL> select dest name

,destination

,Status

,binding

from v$archive dest;

Using the FRA for Archive Log Files

The FRA i1s an area on disk, defined in the database initialization
parameters, that can be used to store files, such as archive redo logs,
RMAN backup files, flashback logs, and multiplexed control files
and online redo logs. To enable the use of FRA, you must set two
initialization parameters:

« DB RECOVERY _FILE DEST SIZE specifies the maximum
space to be



used for all files that are stored in the FRA for a database.

« DB RECOVERY _ FILE DEST specifies the base directory for the
FRA.
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arChivelogs When you create an FRA, you are not really creating
anything, but just telling the Oracle Database which directory to use
when storing files that go in the FRA. For example, say 200GB of
space is reserved on a mount point, and you want the base directory
for the FRA to be /u01/fra. To enable the FRA, first set

DB _RECOVERY FILE

DES_SIZE:

SQL> alter system set db_recovery file dest size=1000G
scope=both;

Next, set the DB RECOVERY FILE DEST parameter:

SQL> alter system set db_recovery file dest="/u01/fra’ scope=both;
Using ASM, you set the destination to one of the disk groups:

SQL> alter system set db_recovery file dest=tFRA scope=both;

If you have set the LOG_ARCHIVE DEST N parameter to be a
location on disk, archive redo logs will be written to
LOG_ARCHIVE DEST and not written to the FRA.

You can verify that the archive location is using FRA:SQL> archive
log list; with this:

Database log mode Archive Mode

Automatic archival Enabled

Archive destination USE DB RECOVERY FILE DEST
Oldest online log sequence 73

Next log sequence to archive 75

Current log sequence 75

The files and directories are managed by these parameters, and you
can actually use both the FRA and a non-FRA location by setting
log _archive dest 1 and 2 as follows: SQL> alter system set
log_archive dest 1=‘location=/u01/oraarch/db23c’; SQL> alter
system set log_archive dest 2=‘location=USE DB RECOVERY

FILE DEST’;
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arChivelogs Enabling Archivelog Mode

After you have set the location for your archive redo log files, you
can enable it as SYS

with the following:



SQL> shutdown immediate;

SQL> startup mount;

SQL> alter database archivelog;

SQL> alter database open;

You can confirm archivelog mode with this query:
SQL> archive log list;

You can also confirm it as follows:
SQL> select log_ mode from v$database;
LOG MODE

ARCHIVELOG

Disabling Archivelog Mode

Usually, you don’t disable archivelog mode for a production
database. However, there might be a reason for disabling it,
and if you can afford the downtime, you should at least know
how to turn off archivelog mode. If you do this, be sure you
make a backup as soon as possible after re-enabling archiving.

To disable archiving, do the following as SYS:
SQL> shutdown immediate;

SQL> startup mount;

SQL> alter database noarchivelog;

SQL> alter database open;

You can confirm archivelog mode with either one of these
queries:

SQL> archive log list;

SQL> select log mode from v§database;
LOG _MODE

NOARCHIVELOG
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arChivelogs Reacting to Lack of Disk Space for Archive



Logs
The archiver background process writes archive redo logs to a
location that you specify.

If, for any reason, the archiver process cannot write to the
archive location, your database hangs. Any users attempting to
connect receive this error:

ORA-00257: archiver error. Connect internal only, until freed.

As a production-support DBA, you never want to let your
database get into that state.

Sometimes, unpredictable events happen and you have to deal
with unforeseen issues, quickly.

Note: DBAs who support production databases have a mindset
completely different from that of architect DBAs. Getting new
ideas or learning about new technologies is a perfect time to
work together and communicate what might work or not work
in your environment. Set up time outside of troubleshooting
with production DBAs and architects to plan and set strategies
for the environment.

In this situation with the archiver error, your database is as
good as down and completely unavailable. To fix the issue,
you have to act quickly:

» If using the FRA, increase the space allocation for
DB _RECOVERY

FILE DEST SIZE.

« [f using the FRA, change the destination to a different
location in the parameter DB. RECOVERY FILE DEST.

* Use RMAN to back up and delete the archive log files.
* Remove expired files from the directory using RMAN.

* Move files to a different location as a temporary solution,
which will

require cleanup afterward.

» Compress old files in the archive redo log location.



The quickest and safest way to resolve the archiver error is to
increase the allocation or change the directory with the

DB _RECOVERY_FILE DEST parameters. Moving files is
another quick way to resolve the archiver error with an OS
utility such as mv; however, for restore and recovery
processes, you will have to let the recovery process know
about the new locations of these files. You also have to be
careful not to move an archive redo log that is currently being
written to. You can use the VSARCHIVED LOG view to
verify if the file appears there; this means it has been
completely archived.
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arChivelogs Using the FRA with ASM will also allow you to
either move the location or quickly add an additional disk to
the FRA disk group.

When the archive redo log files destination is full, you have to
scramble to resolve it.

This is why a good deal of thought should be done about the
architecture of the system for 24/7 production database. This
includes monitoring the workload and properly sizing the
disks and redo logs.

For most databases, writing the archive redo logs to one
location is sufficient.

However, if you have any type of disaster recovery or high
availability requirements, then you should write to multiple
locations. Sometimes, DBAs set up a job to back up the
archive redo logs every hour and copy them to an alternate
location or even to an alternate server.

Backing Up Archive Redo Log Files

Depending on your business requirements, you may need a
strategy for backing up archive redo log files. Minimally, you
should back up any archive redo logs generated during a
backup of a database in archivelog mode. Additional strategies
may include the following:



* Periodically copying archive redo logs to an alternate
location and

then removing them from the primary destination

 Copying the archive redo logs to tape or backup storage and
then

deleting them from disk
« Using two archive redo log locations
 Using Data Guard for a robust disaster recovery solution

Keep in mind that you need all archive redo logs generated
since the begin time of the last good backup to ensure that you
can completely recover your database. Only after you are sure
you have a good backup of your database should you consider
removing archive redo logs that were generated prior to the
backup.You can use RMAN to back up the archive redo logs.
Additionally, you should specify an RMAN retention policy
for these files and have RMAN remove the archive redo logs

only after the retention policy requirements are met (see
Chapter 18 for details on using RMAN).
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arChivelogs Summary

This chapter described how to configure and manage control
files and online redo log files and enable archiving. Control
files and online redo logs are critical database files; a normally
operating database cannot function without them. These files
are all managed by the container database (CDB) where the
PDB has additional data files.

Up to this point we have covered tasks such as installing the
Oracle software; creating databases; managing tablespaces,
data files, control files, and online redo log files; and
archiving. The next several chapters concentrate on how to
configure a database for application use and include topics
such as creating users and database objects.
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Users and Basic Security

Security and access to the database are important. There needs
to be users in the database to perform the varying tasks of the
administrator, developer, applications, and users. When you
create a database, there are a few default accounts that are
created.

In 23c, the accounts are just schemas, so they are not available
to log in. making the database more secure and limiting the
exposure of gaining access to the database through a default
account.

As applications and users need access to the database, you will
need to create and manage new accounts. This includes
choosing an appropriate authentication method, implementing
password security, and allocating privileges to users.

Note Prior to Oracle 23c, default accounts were installed with
passwords but locked by default. The recommendation was to
make sure that the accounts were locked. Now these accounts
are just schema accounts and not configured by

default to be able to log into the database.
Types of Users

There are a few types of users for the Oracle Database. We
have already mentioned a few of them that were needed to
install the software and create the database.

Depending on the size of the environment and how many
people are available to manage the environment, there might
be the same person in each of these roles.

However, for security policies and separation of duties for
large enterprises, tasks and access are divided up into different
roles to manage the security and tasks of the databases.
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Here is a list of typical Oracle Database users:
* Database administrators

* Security officers

* Network administrators

* Application developers

* Application administrators

» Database users

Database administration is typically performed by a group of
database

administrators (DBAs), and they have the responsibility of
installing and upgrading the Oracle Database server and tools.
DBAs manage the storage and storage structures for the
database based on application designs. Backup and recovery
operations are in the hands of the DBAs along with creating
and managing objects. These are typical tasks for system
DBAs, and there can be shared responsibilities of DBAs and
application administrators or applications DBAs.

Security officers add users and access to the database. They
are responsible for managing and monitoring access to the
database and maintaining the system’s security.

There are security policies that can be implemented so that the
creation of users 1s performed by the security team and not the
DBA:s.

Network administrators for the database manage the Oracle
networking products such as database listeners and Oracle Net
Services. This is not a typical network administrator, but here
they manage the encryption in transit with sqlnet.ora settings
and listener.ora values, and they verify that new databases are
added to listeners and tnsnames.ora files. This is typically
done by DBAs, but it is possible to separate this role.

Application developers design and implement database
applications. They design the database objects and tune the
application during development. As they work in the database,



they work with the DBAs to ensure the database
configurations are designed for the applications and that
storage and other resources are available. With 23c, there is
even a new role called DB DEVELOPER ROLE to provide
the needed access for database developers.

Application administrators might be more responsible for the
design and resources for the application than actually coding
and developing the application. This role can even be
described more as an application DBA, who helps manage all
of the resources of the database, creates objects, and verifies
performance and configurations.

154
ChaPTer 6 Users aNd BasiC seCUriTy

Database users interact with the database through applications
or database tools.

Direct access to the database is not necessarily typical.
However, there are reasons to have database access and users
for tables and data that is available. There are tools to load
data and perform analytics and queries on data that database
users would use.

Other typical ways of getting to the data are to use APIs or
database applications.

Most of these types of users have database accounts to log into
the database, but they don’t need to execute operating system
commands. OS-level accounts for Oracle are used as the
database software is installed and the database created, and
normally they are limited to these administrators. Different
operating system accounts can be used, but the correct access
to the database files and database storage is needed to perform
administration tasks. Users accessing the database do not need
operating system access.

Managing Default Users

When you create a database, there are default users such as
SYS and SYSTEM, and the passwords are set when the
database is created. The passwords can be changed and
managed with security policies.



Here is the list of the administrative user accounts:
*SYS

 SYSTEM

* SYSBACKUP

* SYSDG

* SYSKM

* SYSRAC

Administrative accounts have special permissions required to
administer different areas of the database. These accounts also
have privileges of CREATE ANY TABLE or ALTER

SESSION and EXECUTE privileges on SYS schema. It is
recommended to create a different account and grant the
proper roles and privileges for daily tasks and the
administrator so that the SYS and SYSTEM accounts are not
used.

SYSBACKUP is for Oracle Recovery Manager (RMAN)
backup and recovery operations.

SYSDG is for Data Guard operations with the Data Guard
Broker or DGMGRL. SYSKM

performs the keystore operations for Transparent Data
Encryption. SYSRAC manages 155

ChaPTer 6 Users aNd BasiC seCUriTy

Oracle Real Application Clusters, connecting the database to
the clusterware using SRVCTL. SYSRAC is not available to
grant to a database user and is only for the Oracle agent.

The DBA role is automatically created with the database. This
role should be granted only to database administrators. In 23c,
the DB DEVELOPER ROLE role is the new role also created
with the database to grant the permissions for a developer to
connect and create objects in the application schema.

Default Accounts as Schema-Only

There are several predefined schema accounts that are created
automatically when the database is created. Most of these



accounts in 23¢ are now defined as schema-only accounts,
except for the sample accounts. The accounts are locked and
expired during the installation, and it is recommended to keep
these accounts as schema-only accounts. Schema-only
accounts cannot log into the database. They can have objects
and be granted system privileges to create objects such as
tables and procedures. These schemas can be configured to be
used as client users in proxy authentication. To see if an
account is schema-only, query the DBA USERS view, and
AUTHENTICATION_TYPE will show NONE if the account
is schema only.

SYS vs. SYSTEM

Oracle novices sometimes ask, “What’s the difference between
the SYS and SYSTEM

schemas?” The SYS schema is the superuser of the database,
owns all internal data dictionary objects, and is used for tasks
such as creating a database, starting or stopping the instance,
backing up and recovering, and adding or moving data files.
These types of tasks typically require the SYSDBA or
SYSOPER role. Security for these roles is often controlled
through access to the OS account owner of the Oracle
software. Additionally, security for these roles can be
administered via a password file, which allows remote
client/server access. The SYS account can be locked, which
prevents unauthorized access from the server and another OS
account, but the SYSDBA role will need to be granted to an
authorized user first. Even though locking the SYS account
will prevent a shared default account from being used, there
are some options or systems that might require SYS to remain
unlocked. The password should be managed appropriately and
locked down, as with other highly privileged accounts.
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In contrast, the SYSTEM account is not very special. It is just
an account that has been granted the DBA role. Many
companies lock the SYSTEM schema after database creation



and never use it because it 1s often the first schema a hacker
will try to access when attempting to break into a database.

Rather than risking an easily guessable entry point to the
database, privileged users should be granted the role directly
or as part of their security group. Another account might be
used for automated jobs and granted the DBA role for
administrative tasks.

Tasks such as creating users, changing passwords, and
granting database privileges are available through other APIs
to manage privileges instead of having these highly privileged
accounts in the database. It is normally a requirement that
auditing shows which DBA logged on and when and then
creates a separate privileged account for each DBA on the
team (and, in turn, on database auditing). I have normally had
one account for regular use and a separate privileged account
that was granted the privileges needed to perform tasks as the
DBA.

Passwords

In 23c, passwords have to be a minimum of 12 bytes and can
be up to 1,024 bytes.

Password complexity is also required by default, and
additional policies can be implemented based on your
company policies.

Passwords are set with the installation for SYS and SYSTEM
and should be modified regularly with ALTER USER. When
creating a new user, you create the user with the identified

clause to set the password, or you can modify the password
with an ALTER

USER command.
SQL> alter user HSOLO identified by “W3lcomeH3r3123”;

You can also interactively change the password so that it is not
shown on the screen: SQL> passw HSOLO

Changing password for HSOLO
New password:

Retype new password:



Password changed
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When you are creating a user, you need to consider the
following factors:

* Username and authentication method

* Basic privileges

* Default permanent tablespace and space quotas

* Default temporary tablespace

« Common and local users

Choosing a Username and Authentication Method

A username can be used that matches your company’s security
policies or standards for application names. Schema accounts
should be meaningful and help identify the purpose of a user.

Authentication 1s the method used to confirm that the user is
who they say they are.

Oracle supports a robust set of authentication methods:
 Database authentication (username and password stored in
database)

* OS authentication

* Network authentication

* Global user authentication and authorization

 External service authentication

A simple, easy, and reliable form of authentication is through
the database. In this form of authentication, the username and
password are stored within the database.

The password is not stored in plain text; it is stored in a secure,
hashed format. When connecting to the database, the user
provides a username and password. The database checks the
entered username and password against information stored in



the database, and if there is a match, the user 1s allowed to
connect to the database with the privileges associated with the
account.

Another commonly implemented authentication method is
through the OS. OS

authentication means that if you can successfully log in to a
server, then it is possible to 158
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establish a connection to a local database without providing
username and password details. In other words, you can
associate database privileges with an OS account or an
associated OS group, or both. Since 19¢ you can centrally
manage your users in Active Directory and integrate as users
or global users in the database.

Examples of database and OS authentication and global users
are discussed in the next two sections. If you have more
sophisticated authentication requirements, then you should
investigate network, global, or external service authentication.
See the Oracle Database Security Guide, which 1s available as
part of the Oracle Database documentation, for more details
regarding these methods.

Creating a User with Database Authentication

Database authentication is established with the CREATE
USER SQL statement. Creating users as a DBA, your account
must have the CREATE USER system privilege. This example
creates a user named HSOLO with the password
W3lcomeHere123 and assigns the default permanent
tablespace USERS, default temporary tablespace TEMP, and
unlimited space quota on the USERS tablespace:

SQL> create user hsolo identified by W3lcomeHere123
default tablespace users

temporary tablespace temp

quota unlimited on users;

This creates a bare-bones schema that has no privileges to do
anything in the database. To make the user useful, you must



minimally grant it the CREATE SESSION
system privilege:
SQL> grant create session to hsolo;

If the new schema needs to be able to create tables, you need
to grant it additional privileges, such as CREATE TABLE:

SQL> grant create table to hsolo;

Roles can be granted such as the DB DEVELOPER ROLE
role or permissions to tables and schemas.
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Creating a User with OS Authentication

OS authentication assumes that if the user can log in to the OS,
then database privileges can be associated with and derived
from the OS user account. There are two types of OS

authentication.

* Authentication through assigning specific OS roles to users
(allows

database privileges to be mapped to users)

* Authentication for regular database users via the
IDENTIFIED

EXTERNALLY clause

Authentication through OS roles is detailed in Chapter 2. This
type of authentication is used by DBAs and allows them to
connect to an OS account, such as oracle, and then connect to
the database with SYSDBA privileges without having to
specify a username and password.

After logging in to the database server, users created with the
IDENTIFIED

EXTERNALLY clause can connect to the database without
having to specify a username and password.

» Users with access to the server don’t have to maintain a
database
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username and password.

* Scripts that log in to the database don’t have to use hard-
coded

passwords if executed by OS-authenticated users.

» Another database user can’t hack into a user by trying to
guess the

username and password connection string. The only way to
log in to

an OS-authenticated user is from the OS.

When using OS authentication, Oracle prefixes the value
contained in the OS

AUTHENT_ PREFIX database initialization parameter to the
OS user connecting to the database. The default value for this
parameter OPS$, but it is recommended to set it to a null
string:

SQL> alter system set os_authent prefix =" scope=spfile;

You have to stop and start your database for this modification
to take effect, so the decision to use OS authentication and the
parameters settings should be done when you are creating the
database. If you want an OS-authenticated user to be able to
access the database, you still need to create the user:
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SQL> create user jsmith identified externally;
SQL> grant create session to jsmith;

Now, when jsmith logs in to the database server, this user can
connect to SQL*Plus, as follows:

$ sqlplus /

No username or password is required, because the user has
already been

authenticated by the OS.
Configuring a Centrally Managed User



A centrally managed user is considered to be a user in one
place, such as Active Directory or another LDAP service. The
user can be managed for authentication and authorizations
centrally, such that a user in Active Directory will have
authentication managed via password or another type of key
and, with the use of security groups, has the authorizations
managed. If a user changes security groups, the authorization
will change, and if the user is inactive in Active Directory, the
user cannot authenticate to other applications or databases.

A user can be created in the database as a global user, which
means the database will reach out to Active Directory to get
details about the user, first just to authenticate the password
and then to verify the groups for authorization. The database is
configured with a user to Active Directory, and the 1dap.ora
file is updated with the information to authenticate against the
Active Directory. Once this is configured, a user can be
created with the following syntax:

SQL> create user hsolodba identified globally as
‘cn=hsolodba group,ou=dbat eam,dc=example,dc=com’;

This allows Oracle Database to recognize the user hsolodba,
which is in Active Directory, as a user that is allowed to access
this database. The password is the same as the one in Active
Directory, and the group can be used to map to a database role
for permissions.

Identity management is important for an enterprise, and this
allows a person to have roles and tasks based on their
functions in the enterprise, and as those functions may change
or are no longer with the company, the account is then
centrally managed instead of in each database. The Oracle
Cloud has an Identity Access Management 161
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(OCI TAM) that will configure roles and allow for users to be
added, and they are managed as part of the Identity
Management service and not in each database.

Users can be imported into the OCI IAM so that each
individual account does not have to be entered. Even if not
importing all of the enterprise users, working in this way will



allow for consideration of which users should be migrated, and
then you can verify the roles.

Common and Local Users

Each CDB and PDB has a list of valid database users.
Common users have access to their various containers and are
in the CDB. Local users are specific to a PDB. SYS and
SYSTEM accounts are common users that Oracle creates
automatically in a pluggable environment and can navigate
across the system container. CDB common users can have
different privileges in different PDBs.

Common users are created with the C## or c## at the start of
the username. The COMMON_ USER PREFIX parameter sets
the prefix, and even though you can change the prefix, this
might produce name conflicts and should be handled carefully.
The example creates a common user in all PDBs from the
CDB:

SQL> create user c##dba identified by “W3lcome1234”;

Common users must be granted privileges from within each
pluggable database.

In other words, if you grant privileges to a common user while
connected to the root container, this does not cascade to the
PDBs. If you need to grant a common user a privilege that
spans PDBs, then create a common role, and assign it to the
common Uuser.

What use is there for a common user? One situation would be
the performance of common DBA maintenance activities
across PDBs not requiring SYSDBA-level privileges.

For example, you want to set up a DBA account that has the
privileges to create users, grants, and so on, but you don’t
want to use an account such as SYS (which has all privileged
in all databases). In this scenario, you would create a common
DBA user and also create a DBA common role that contains
the appropriate privileges. The common role would then be
assigned to the common DBA.

A local user is nothing more than a regular user that is created
in a PDB. A local user is created as in the previous sections. A



local username needs to be unique only for the PDB it was
created in. Local users can have administrative privileges, but
only for the PDB where the local account was created.
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Roles are also common or local. All Oracle supplied roles are
common but can be granted to a local user.

Understanding Schemas vs. Users

A schema is a collection of database objects (such as tables
and indexes). A user is an account to connect to the database
with the username and password. Users can also own objects,
which then the owner is the schema of the objects. Already
discussed was how there are default schemas created to own
database system objects.

When you connect as a user, by default you can manipulate
objects in the schema owned by the user with which you
connected to the database. For example, when you attempt to
describe a table, Oracle by default accesses the current user’s
schema.

Therefore, there is no reason to preface the table name with
the currently connected user (owner). Suppose the currently
connected user is INV_MGMT. Consider the following
DESCRIBE command:

SQL> describe inventory;

The prior statement is identical in function to the following
statement:

SQL> desc inv_mgmt.inventory;

You can alter your current user’s session to point at a different
schema via the ALTER

SESSION statement:
SQL> alter session set current schema = sales;

This statement does not grant the current user (in this example,
INV_MGMT) any extra privileges. The statement does
instruct Oracle to use the schema qualifier SALES for any



subsequent SQL statements that reference database objects. If
the appropriate privileges have been granted, the INV. MGMT
user can access the SALES user’s objects without having to
prefix the schema name to the object name.

Just as describe and desc are identical functions, describing the
table ORDERS is the same as using SALES.ORDERS.

SQL> desc SALES.ORDERS

If alter session is set to SALES, the results are the same:
SQL> desc ORDERS
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Schema-Only Accounts

As with some of the default accounts created, you can also
create a schema-only account. These are designed to own the
objects and not be used as accounts to log into the database
and are created without a password. This is ideal for
application schemas and holds all of the objects, so changes to
these objects can be done if granted the privilege to access
these accounts. These accounts have no privilege to log in
directly to the database. So even without a password, there is
no possibility to log in, and an error will occur.

SQL> create user appl NO AUTHENTICATION;

In the dba users table, this user will have an
AUTHENTICATION TYPE=NONE, and the password
column will also be NULL. Schema-only accounts can have
privileges granted to create tables and other objects; however,
they cannot have any of the administrative privileges assigned
to them. Even granting CREATE SESSION to the schema-
only account will not allow you to log in to this schema
account directly.

SQL> grant create session to appl;
Grant succeeded.
SQL> connect appl

Enter password:



ERROR:
ORA-01005: null password given; logon denied
Warning: You are no longer connected to ORACLE.

To perform the DDL statements in other accounts including
the schema-only

accounts, a proxy connection can be made. Here is an example
using hsolosdba as our account as we log in to the database,
and the schema-only account is app1.

SQL> alter user app1 grant connect through hsolodba;
SQL> connect hsolodba[app1]/Pa33wordHello!

SQL> select sys_context(‘USERENV’,‘SESSION USER’) as
session_user,

sys_context(‘USERENV’, ‘SESSION_SCHEMA’) as
session_schema, sys

context(‘USERENV’, ‘PROXY USER’) as proxy id, user;
SESSION_USER SESSION SCHEMA PROXY ID USER

APP1 APP1 HSOLODBA APPI
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That is correct; no FROM clause is needed in 23c. In prior
versions, you would need to use FROM DUAL in the query.
Also in 23c¢, you can grant privileges to the schema, and it
doesn’t have to be for each object.

SQL> grant select any table on schema APP_ SCHEMA;

This schema can be created without a password so that it can
simply be used as an application schema for the objects in the
database. Privileges can be granted to the schema for all the
objects of that schema. You cannot log in as this schema
account; the schema-only account is just the owner of the
objects or the owner to run code and procedures. This is
something to consider for application schemas; and, as we will



see in the upcoming section “Managing Privileges,” grants and
permissions can still be handled by roles for these objects.

Assigning Default Permanent and Temporary Tablespaces

Ensuring that users have a correct default permanent
tablespace and temporary tablespace helps prevent issues of
inadvertently filling up the SYSTEM or SYSAUX

tablespaces, which could cause the database to become
unavailable as well as create performance problems. The
USERS tablespace is normally the default tablespace.

When maintaining a database, you should verify the default
permanent and

temporary tablespace settings to make certain they meet your
database standards. You can look at user information by
selecting from the DBA USERS view:

SQL> select username, password, default tablespace,
temporary_tablespace from dba users;

Here is a small sample of the output:

USERNAME PASSWORD DEFAULT TABLESPACE
TEMPORARY TABLESPACE

JSMITH EXTERNAL USERS TEMP
MDDATA USERS TEMP
SYSBACKUP USERS TEMP

All your users should be assigned a temporary tablespace that
has been created as type temporary. Usually, this tablespace is
named TEMP, and there could be temporary tablespaces for a
PDB or just in the CDB.
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If you find any users with inappropriate default tablespace
settings or you want to change to use a different temporary
tablespace, you can modify them with the ALTER

USER statement:



SQL> alter user inv_mgmt default tablespace users temporary
tablespace temp?2;

SYSTEM should never be assigned as a temporary tablespace,
and SYSTEM and SYSAUX

should not be assigned to users.
Modifying Users

Sometimes you need to modify existing users for the following
types of reasons:

* Change a user’s password

* Lock or unlock a user

 Change the default permanent or temporary tablespace
 Change a profile or role

* Change system or object privileges

* Modify quotas on tablespaces

Use the ALTER USER statement to modify users. Listed next
are several SQL

statements that modify a user. This example changes a user’s
password, using the IDENTIFIED BY clause:

SQL> alter user inv_mgmt identified by W3lcomeHere123;
This example locks a user account:

SQL> alter user inv_mgmt account lock;

This example alters the user’s quota on the USERS tablespace:
SQL> alter user inv_mgmt quota 500G on USERS;
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Note since

ALTER USER is a highly privileged command and there are
many

reasons for using it, it might now fall into the hands of a
security team to execute.



There are other commands and procedures that can be written
around this, and then the permissions are given to those to
execute. also, a database vault limits the ability to alter users
and allows the security teams to perform these actions.

Dropping Users

Before you drop a user, it is recommended that you first lock
the user. Locking the user prevents others from connecting to a
locked database account. This allows you to better determine
whether someone 1s using the account before it is dropped.
Here is an example of locking a user:

SQL> alter user hsolodba account lock;

Any user or application attempting to connect to this user now
receives the following error:

ORA-28000: the account 1s locked

To view the users and lock dates in your database, issue this
query:

SQL> select username, lock date from dba_users;

To unlock an account, issue this command:

SQL> alter user hsolodba account unlock;

Locking users is a handy technique for securing your database
and discovering which users are active.

Be aware that by locking a user, you are not locking access to
a user’s objects. For instance, if a USER A has select, insert,
update, and delete privileges on tables owned by USER B, if
you lock the USER B account, USER A can still issue DML
statements against the objects owned by USER B. Objects are
audited to see if they are being used. More on auditing of
objects in Chapter 20.
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It is worth checking to see if there is a valid backup of the
objects for the user or take a quick backup of the objects. A
user cannot be dropped if they still own objects in the
database. This is why it is important that application objects
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are put in a different schema instead of creating all of the
objects under an individual account. If an application is being
decommissioned, then backups and retention policies should
also be considered.

After you are sure that a user and its objects are not needed,
use the DROP USER

statement to remove a database account. This example drops
the user hsolodba: SQL> drop user hsolodba;

The prior command won’t work if the user owns any database
objects. Use the CASCADE clause to remove a user and have
its objects dropped:

SQL> drop user hsolodba cascade;

The DROP USER statement may take a great deal of time to
execute if the user being dropped owns a vast number of
database objects. In these situations, you may want to consider
dropping the user’s objects before dropping the user.

Profiles

When you create users, requirements call for strong passwords
and for the passwords to adhere to a set of security rules. You
may want to ensure that a certain user is not capable of
consuming inordinate amounts of CPU resources. These two
examples can be done in database profiles. An Oracle profile
is a database object that serves two purposes:

* Enforces password security settings
 Limits system resources that a user consumes

Tip don’t confuse a database profile with a sQL profile. a
database profile is an object assigned to a user that enforces
password security and constrains database resource usage,
whereas a sQL profile is associated with a sQL statement and
contains corrections to statistics to help the optimizer generate
a more efficient execution plan.
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Limiting Database Resource Usage



As mentioned earlier, the password profile settings take effect
as soon as you assign the profile to a user. Unlike password
settings, kernel resource profile restrictions don’t take effect
until you set the RESOURCE_LIMIT initialization parameter
to TRUE, which is the default, for your database; for example,

SQL> alter system set resource limit=true scope=both;

To view the current setting of the RESOURCE LIMIT
parameter, issue this query: SQL> select name, value from
v$parameter where name="resource limit’;

When you create a user, if you don’t specify a profile, then the
DEFAULT profile is assigned to the user. You can modify the
DEFAULT profile with the ALTER PROFILE

statement. The next example modifies the DEFAULT profile
to limit CPU_PER SESSION to 240,000 (in hundredths of

seconds):
SQL> alter profile default limit cpu per session 240000;

This limits any user with the DEFAULT profile to 2,400
seconds of CPU use. You can set various limits in a profile.
The following are examples of database resource settings you
can limit:

« CONNECT _TIME
- CPU PER SESSION

- IDLE_TIME

- LOGICAL_READS PER SESSION
- SESSIONS PER_USER

You can also create a custom profile and assign it to users via
the CREATE PROFILE

statement. You can then assign that profile to any existing
database users. The following SQL statement creates a profile
that limits resources, such as the amount of CPU and
individual session can consume:

create profile user profile limit

limit



sessions_per user 20

cpu_per_session 240000
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logical reads per session 1000000
connect_time 480

idle _time 120;

After you create a profile, you can assign it to a user. In the
next example, the user hsolo is assigned
USER PROFILE LIMIT:

SQL> alter user hsolo profile user profile limit;
Managing Privileges

A database user must be granted privileges before the user can
perform any tasks in the database. In Oracle, you assign
privileges either by granting a specific privilege to a user or by
granting the privilege to a role and then granting the role that
contains the privilege to a user. There are different types of
privileges: system privileges, schema, and object privileges.

Assigning Database System Privileges

Database system privileges allow you to do tasks such as
connecting to the database and creating and modifying objects.
There are hundreds of different system privileges. You can
view system privileges by querying the DBA SYS PRIVS
view:

SQL> select distinct privilege from dba_sys privs;

System privileges are the same in CDB and PDBs. You can
grant privileges to other users or roles. To be able to grant
privileges, a user needs the GRANT ANY PRIVILEGE

privilege or must have been granted a system privilege with
ADMIN OPTION.

Use the GRANT statement to assign a system privilege to a
user. For instance, minimally a user needs CREATE SESSION



to be able to connect to the database. You grant this system
privilege as shown here:

SQL> grant create session to inv_mgmt;

Usually, a user needs to do more than just connect to the
database. For instance, a user may need to create tables and
other types of database objects. This example grants a user the
CREATE TABLE and CREATE DATABASE LINK system

privileges:

SQL> grant create table, create database link to inv_mgmt;
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It’s the same for the schema-only account:

SQL> grant create table, create database link to appl;

With all of the individual privileges, it is easier to use roles.
Whether or not they are provided roles we have discussed such

as DBA and DB DEVELOPER ROLE, or you can create
your own role, but more on the roles in a moment.

SQL> grant db_developer role to hsolo_dev;

If you need to take away privileges, use the REVOKE
statement:

SQL> revoke create table from inv_mgmt;

Oracle has a feature that allows you to grant a system privilege
to a user and also gives that user the ability to administer a
privilege. You do this with the WITH ADMIN

OPTION clause:
SQL> grant create table to inv_mgmt with admin option;

Granting WITH ADMIN OPTION can get quickly out of hand
with managing and

monitoring privileges. It is recommended to limit the use of
this in a production environment and have security controls
around roles and granting privileges.

Assigning Database Object Privileges



Database object privileges allow you to access and manipulate
other users’ objects.

The types of database objects to which you can grant
privileges include tables, views, materialized views,
sequences, packages, functions, procedures, user-defined
types, directories, and now with 23c schemas. To be able to
grant object privileges, one of the following must be true:

* You own the object.
* You have been granted the object with GRANT OPTION.

* You have the GRANT ANY OBJECT PRIVILEGE system
privilege.

This example grants object privileges (as the object owner) to
the INV_MGMT _

APP user:

SQL> grant insert, update, delete, select on registrations to
inv._mgmt_app; 171
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The GRANT ALL statement is equivalent to granting
INSERT, UPDATE, DELETE, and SELECT to an object.
There are other privileges included in the ALL command such
as ALTER, INDEX, REFERENCES, READ, ON COMMIT
REFRESH, QUERY REWRITE, DEBUG, and
FLASHBACK. The next statement is equivalent to the prior
statement:

SQL> grant all on registrations to inv._mgmt_app;

You can also grant INSERT and UPDATE privileges to tables,
at the column level. The next example grants INSERT
privileges to specific columns in the INVENTORY table:
SQL> grant insert (inv_id, inv_name, inv_desc) on inventory
to v

mgmt app;

If you need to take away object privileges, use the REVOKE
statement. This example revokes DML privileges from the
INV_MGMT_ APP user:



SQL> revoke insert, update, delete, select on registrations
from inv_

mgmt app;
Grouping and Assigning Privileges

A role is a database object that allows you to group together
system or object privileges, or both, in a logical manner so that
you can assign those privileges in one operation to a user. You
can also grant roles to other roles, but be careful with nesting
too many roles as it does make it difficult to manage. Roles
help you manage aspects of database security in that they
provide a central object that has privileges assigned to it. You
can subsequently assign the role to multiple users or other
roles.

To create a role, connect to the database as a user that has the
CREATE ROLE system privilege. Next, create a role and
assign to it the system or object privileges that you want to

group together. This example uses the CREATE ROLE
statement to create the JR_DBA role:

SQL> create role jr_dba;

The next several lines of SQL grant system privileges to the
newly created role: SQL> grant select any table to jr_dba;

SQL> grant create any table to jr dba;
SQL> grant create any view to jr_dba;
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SQL> grant create synonym to jr_dba;
SQL> grant create session to jr_dba;
SQL> grant create database link to jr dba;

Next, grant the role to any user you want to possess those
privileges:

SQL> grant jr_dba to jsmith;
SQL> grant jr _dba to lwalker;



The users JSMITH and LWALKER can now perform tasks
such as creating synonyms and views. To see the users to
which a role 1s assigned, query the DBA ROLE PRIVS view:
SQL> select grantee, granted role from dba role privs order
by 1;

To see the roles granted to your currently connected user,
query from the USER_ROLE _

PRIVS view:
SQL> select * from user role privs;

To revoke a privilege from a role, use the REVOKE
command:

SQL> revoke create database link from jr_dba;

Similarly, use the REVOKE command to remove a role from a
user:

SQL> revoke jr_dba from lwalker;

Note Unlike other database objects, roles don’t have owners. a
role is defined by the privileges assigned to it.

Schema Privileges

New with 23c¢, you can now grant a schema to a user. This
means all of the objects in the schema will be granted. This
simplifies if new objects are added or modified, grants are
based on a schema. New tables will be accessible without
specifically granting access to that table.
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It is still recommended to create a role and grant the privileges
to the role, but you can grant to individual users too.

SQL> grant select any table, insert any table, update any table,
delete any table any table on schema app1 to hsolo;

SQL> grant select any table, insert any table on schema appl
to app_

dev_role;



SQL> grant execute any procedure on schema appl to
app_user_role;

Schema-level privileges granted will show up in the audit trail.
Just as privileges can be granted at the schema, they can also
be revoked.

There are privileges that are excluded from being able to grant
for a schema, which makes sense since they are
administrative- and system-level privileges. Here are the
privileges excluded:

* SYSDBA

* SYSOPER

* SYSASM

* SYSBACKUP

* SYSDG

* SYSKM

You can grant privileges such as create:

SQL> grant create any table on schema appl to app_dev_role;

Being able to grant permission at the schema level simplifies
granting privileges as objects change in the schema. It still
makes sense to create roles with these privileges to manage the
permissions for users.

PL/SQL and Roles

If you work with PL/SQL, sometimes you get this error when
attempting to compile a procedure or a function:

PL/SQL: ORA-00942: table or view does not exist
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What is confusing is that you can describe the table:
SQL> desc app _table;

Why doesn’t the PL/SQL seem to be able to recognize the
table? It is because PL/



SQL requires that the owner of the package, procedure, or
function be explicitly granted privileges to any objects
referenced in the code. The owner of the PL/SQL code can’t
have obtained the grants through a role.

When confronted with this issue, try this as the owner of the
PL/SQL code: SQL> set role none;

Now, try to run a SQL statement that accesses the table in
question:

SQL> select count(1) from app table;

If you can no longer access the table, then you have been
granted access through a role. To resolve the issue, explicitly
grant access to any tables to the owner of the PL/SQL

code (as the owner of the table):
SQL> connect owner/pass
SQL> grant select on app_table to proc_owner;

You should be able to connect as the owner of the PL/SQL
code and successfully compile your code.

Roles are going to provide a way to grant the needed
privileges for a function or tasks for the user to perform. As
the user maps to security groups, the roles are the best way to
manage the privileges. Role-based access to the different
objects and system privileges is going to allow simple auditing
to know who has a role and verify that there are not individual
privileges being granted.
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Tables and Constraints

The next logical step is to create objects in the database.
Usually, the objects created for an application are tables,
constraints, and indexes. A table is the basic storage container
for data in a database. You create and modify the table
structure via DDL statements, such as CREATE TABLE and
ALTER TABLE. You access and manipulate table data via
DML



statements (INSERT, UPDATE, DELETE, MERGE,
SELECT).

Tip One important difference between DDL and DML
statements is that with DML statements, you must explicitly
issue a COMMIT or ROLLBACK to end the

transaction.

A constraint is a mechanism for enforcing that the data
adheres to business rules.

For example, you may have a business requirement that all
customer IDs be unique within a table. In this scenario, you
can use a primary key constraint to guarantee that all customer
IDs that are inserted or updated in a CUSTOMER table are
unique. Constraints inspect data as they’re inserted, updated,
and deleted to ensure that no business rules are violated.

This chapter deals with common techniques for creating and
maintaining tables and constraints. Almost always when you
create a table, the table needs one or more constraints defined;
therefore, it makes sense to cover constraint management
along with tables. The first part of the chapter focuses on
common table creation and maintenance tasks. The latter part
of the chapter details constraint management.

Understanding Table Types

The Oracle database supports a vast and robust variety of table
types. These various types are described in Table 7-1.
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Table 7-1. Oracle Table Type Descriptions

Table Type Description
Typical Use
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Heap

The default table type and the

Table type to use unless you have a specific
organized

most commonly used

reason to use a different type

Private

Session private data, stored

Program needs a temporary table structure to
temporary

for the duration of a session or

store and sort data; table is not required after
transaction, space allocated in

program ends; private temporary tables are
temporary segments

dropped at the end of the session or transaction
Global

A table that holds data in

Used to temporarily store data for processing; the
temporary

temporary segments

metadata is like a permanent table, but data in
stored in temporary segments

Index

Data stored in a B-tree (balanced Table is queried mainly on
primary key columns; organized

tree) index structure sorted by

provides fast random access



primary key

Partitioned

A logical table that consists of

Type used with large tables with millions of rows
separate physical segments

External

Tables that use data stored in OS Lets you efficiently access
data 1n a file outside files outside the database

the database (such as a CSV file)

In-memory Data that is not needed to load
Data that can be scanned for both RDBMS and
external

into Oracle storage and used for

Hadoop in-memory

scanning as part of big data sets

Clustered

A group of tables that share the

Used to reduce 1/O for tables that are often joined
same data blocks

on the same columns; not commonly used
Hash

A table with data that is stored

Reduces the I/O for tables that are mostly static
clustered

and retrieved using a hash

(not growing after initially loaded)

function

Nested



A table with a column with a data Collections; each row has a
single one-

type that is another table
dimensional array
Object

A table with a column with a data Rarely used, as other data
types have become type that is an object type

available

( continued)
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Table 7-1. ( continued)

Table Type Description

Typical Use

Column

A table where data is physically

Used by Oracle In-Memory for fast analytic
organized

stored in columns instead of rows queries
JSON

Native binary storage for JSON in Used to store JSON data to
retrieve JSON using a table, data type, or collection

SQL; binary storage called OSAN used for JSON
documents

This chapter focuses on the table types that are most often
used: heap organized, index organized, and temporary tables.
Partitioned tables are used extensively in data warehouse
environments and are covered separately in Chapter 11, and
external tables are covered in Chapter 15. For details on table
types not covered in this book, see the SQL Language
Reference Guide, in the Oracle Database documentation.


https://doi.org/10.1007/978-1-4842-9899-2_11
https://doi.org/10.1007/978-1-4842-9899-2_15

Understanding Data Types

When creating a table, you must specify the column names
and corresponding data types. As a DBA, you should
understand the appropriate use of each data type.

Application issues, performance, and the accuracy of data can
be affected by the wrong choice of data type. For instance, if a
character data type is used when a date data type should have
been used, this causes needless conversions and headaches
when attempting to do date math and reporting. Compounding
the problem, after an incorrect data type is implemented in the
production environment, it can be difficult to modify data
types, as this introduces a change that might break the existing
code. Once you go wrong, it is extremely tough to backtrack
and choose the right course. It is more likely you will end up
with hack upon hack as you attempt to find ways to force the

ill-chosen data type to do the job that it was never intended to
do.

Having said that, Oracle supports the following groups of data
types:
* Character

* Numeric

* Date/time

* ROWID
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- LOB

* JSON

* Boolean

* XML

The following sections provide a brief description of each and
usage

recommendations.



Note Specialized data types, anytype types, spatial types,
media types, and user- defined types are not covered in this
book. Oracle Database can handle any data type and workload;
the documentation can provide more information on ones not
included in these chapters.

Character

Use a character data type to store characters and string data.
The following character data types are available in Oracle:

* VARCHAR?2

- CHAR

* NVARCHAR?2 and NCHAR
VARCHAR

The VARCHAR?2 data type is what you should use in most
scenarios to hold character/

string data. A VARCHAR?2 allocates space based only on the
number or characters in the string. If you insert a one-character
string into a column defined to be VARCHARZ2(30), Oracle
will consume space for only the one character. The following
example verifies this behavior:

SQL> create table varchar2 example (d varchar2(30));
SQL> insert into varchar2 example values (‘a’);
SQL> select dump(d) from varchar2 example;
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Here is a snippet of the output, verifying that only 1 byte has
been allocated: DUMP(D)

Typ=1 Len=1
Note Are

VARCHAR and VARCHAR?2 the same? VARCHAR 1s
reserved for the ANSI



standard and distinguishes between NULL and an empty
string, and in Oracle it can change. VARCHAR?2 is an Oracle
standard; it will behave the same and does not change. It does
not distinguish between an empty string and NULL.

When you define a VARCHAR?2 column, you must specify a
length. There are two ways to do this: BYTE and CHAR.
BYTE specifies the maximum length of the string in bytes,
whereas CHAR specifies the maximum number of characters.
For example, to specify a string that contains at most 30 bytes,
you define it as follows:

varchar2(30 byte)

Many DBAs do not realize that if you do not specify either
BYTE or CHAR, then the default length is calculated in bytes.
In other words, VARCHAR2(30) is the same as

VARCHARZ2(30 byte). If you specify VARCHAR2(30 char),
you can always store 30

characters in the string, regardless of whether some characters
require more than 1 byte.

As demonstrated, the size of the column is only what is stored,
and to support multiple bytes, it is easier to just adjust to a
larger value for the VARCHAR?2 and use the default for bytes.

CHAR

In almost every scenario, a VARCHAR? is preferable to a
CHAR. The VARCHAR?2 data type is more flexible and space
efficient than CHAR. This is because a CHAR is a fixed-
length character field. If you define a CHAR(30) and insert a
string that consists of only one character, Oracle will allocate
30 bytes of space. This can be an inefficient use of space and
can be difficult in matching because of the inserted spaces. If
using CHAR, it does make sense to use it only if the size of
the value will not change and is absolutely static in size.
CHAR might have been good for a flag, but now you have the
BOOLEAN data type to choose too.
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SQL> create table char _example ( d char(30));



SQL> insert into char _example values (‘a’);
SQL> select dump(d) from char example;
DUMP(D)

Typ=96 Len=30
NVARCHAR2 and NCHAR

The NVARCHAR?2 and NCHAR data types are useful if you
have a database that was originally created with a single-byte,
fixed-width character set, but sometime later you need to store
multibyte character set data in the same database. You can use
the NVARCHAR?2 and NCHAR data types to support this
requirement.

When the database is created you should plan for using a
multibyte character set by default and be able to standardize
with the use of VARCHAR?2 and provide enough length to
handle the multibyte characters.

Note VARCHAR?2 by default can be 4,000 characters, and if
you wanted to store more characters, the next choice is a
CLOB. You can extend this to 32,767

characters in a VARCHAR2 or NVARCHAR?2 data type by
setting the MAX STRING _

SIZE = EXTENDED.
Numeric

Use a numeric data type to store data that you will potentially
need to use with mathematic functions, such as SUM, AVG,
MAX, and MIN. You should never store numeric information
in a character data type. When you use a VARCHAR?2 to store
data that is inherently numeric, you are introducing future
failures into your system and inefficient queries. Eventually,
you will want to report or run calculations on numeric data,
and if they are not a numeric data type, you will get
unpredictable results.

Oracle supports three numeric data types:
« NUMBER



* BINARY DOUBLE

* BINARY FLOAT

182

CHAPTER 7 TABLES AND CONSTRAINTS

For most situations, you will use the NUMBER data type for
any type of number data.

Its syntax is NUMBER(scale, precision) where scale is the
total number of digits, and precision is the number of digits to
the right of the decimal point. So, with a number defined as
NUMBER(S, 2), you can store values +/-999.99. That is a total
of five digit, with two used for precision to the right of the
decimal point. If defined as NUMBER(5), the values can be to
the right or left of the decimal with a total of five digits. This
value will fit 2.4531, as would 55,555.

Tip Oracle allows a maximum of 38 digits for a NUMBER
data type. This is almost always sufficient for any type of
numeric application.

What sometime confuses DBAs is that you can create a table
with columns defined as INT, INTEGER, REAL, DECIMAL,
and so on. These data types are all implemented by Oracle
with a NUMBER data type. For example, a column specified
as INTEGER is implemented as a NUMBER(38).

The BINARY DOUBLE and BINARY FLOAT data types are
used for scientific calculations.

These map to the DOUBLE and FLOAT Java data types.
Unless your application is performing rocket-science
calculations, then use the NUMBER data type for all your
numeric requirements.

JSON

Previous versions of Oracle had procedures to be able to
convert table data into JSON or read JSON into the database.
The JSON can be put into the database tables with JSON

columns. The schema or any other details about the JSON data
does not need to be known, and it can be stored in the table
with other data and queried using SQL. JSON



is a new SQL and PL/SQL data type for JSON data and is
optimized for query and DML

processing.

The JSON data type uses a binary format, OSON. You can
also store JSON in a different data type, VARCHAR?2, with
CLOB or BLOB. Then the data is textual and unparsed
character data. There are performance reasons to use the right
data type, including now using the JSON data type for JSON.
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Here is an example to create a table with a JSON column:
SQL> create table j order

(order id number,

date loaded timestamp,

po_document JSON);

You can also put a check constraint on JSON if inserting into a
VARCHAR?2 column: SQL> create table j _order

(order id number,

date loaded timestamp,

po_document varchar2(23767)

constraint ensure json check (po_document is json));

With the support of the JSON data type, this means normal
transactions, indexing, querying, and views are all simplified.

Date/Time

When capturing and reporting on date-related information, you
should always use a DATE or TIMESTAMP data type and not
VARCHAR?2. Using the correct date-related data type allows
you to perform accurate Oracle date calculations and
aggregations and dependable sorting for reporting. If you use a
VARCHAR?2 for a field that contains date information, you are
guaranteeing future reporting inconsistencies and needless
conversion functions such as TO_DATE and TO_CHAR.



Oracle supports three date-related data types:
* DATE

 TIMESTAMP

* INTERVAL

The DATE data type contains a date component well as a time
component that is granular to the second. By default, if you do
not specify a time component when inserting data, then the
time value defaults to midnight (0 hour at the 0 second). If you
need to track time at a more granular level than the second,
then use TIMESTAMP; otherwise, feel free to use DATE.

184
CHAPTER 7 TABLES AND CONSTRAINTS

The TIMESTAMP data type contains a data component and a
time component that is granular to fractions of a second. When
you define a TIMESTAMP, you can specify the fractional
second precision component. For instance, if you wanted five
digits of fractional precision to the right of the decimal point,
you would specify that as TIMESTAMP(S).

The maximum fractional precision is 9; the default is 6. If you
specify 0 fractional precision, then you have the equivalent of
the DATE data type.

The TIMESTAMP data type comes in two additional
variations: TIMESTAMP WITH TIME

ZONE and TIMESTAMP WITH LOCAL TIME ZONE. These
are time zone—aware data types, meaning that when the user
selects the data, the time value is adjusted to the time zone of
the user’s session.

Oracle also provides an INTERVAL data type. This is meant

to store a duration, or interval, of time. There are two types:
INTERVAL YEAR TO MONTH and INTERVAL DAY TO

SECOND. Use the former when precision to the year and
month is required. Use the latter when you need to store
interval data granular to the day and second.

INTERVAL



When choosing an interval type, let your choice be driven by
the level of granularity you desire in your results. For
example, you can use INTERVAL DAY TO SECOND to store
intervals several years in length; it is just that you will express
such intervals in terms of days, perhaps of several hundreds of
days. Recording the number of days represented by a year or
month depends on which specific year and month are under
discussion.

Similarly, if you need granularity in terms of months, you
can’t back into the correct number of months based on the
number of days. So, choose the type to match the granularity
needed to your application.

RAW

The RAW data type allows you to store binary data in a
column. This type of data is sometimes used for storing
globally unique identifiers or small amounts of encrypted data.
The RAW data type can have a maximum size of 32,767 bytes,
and large amounts of binary data should be stored in a CLOB.

If you select data from a RAW column, SQL*Plus implicitly
applies the built-in RAWTOHEX function to the data
retrieved. The data is displayed in hexadecimal format, and
this goes for inserting data into a RAW column. The built-in
HEXTORAW function is implicitly applied.
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This 1s important because if you create an index on a RAW
column, the optimizer may ignore the index, as Oracle is
implicitly applying functions where the RAW column is
referenced in the SQL. A normal index may be of no use,
whereas a function-based index using RAWTOHEX may
result in a substantial performance improvement.

ROWID

When DBAs hear the word ROWID (row identifier), they
often think of a pseudocolumn provided with every table row
that contains the physical location of the row on disk; that is
correct. However, many DBAs do not realize that Oracle



supports an actual ROWID data type, meaning that you can
create a table with a column defined as the type ROWID.

There are a few practical uses for the ROWID data type. One
valid application would be if you are having problems when
trying to enable a referential integrity constraint and want to
capture the ROWID of rows that violate a constraint. In this
scenario, you could create a table with a column of the type
ROWID and store it in the ROWIDs of offending records
within the table. This affords you with an efficient way to
capture and resolve issues with the offending data.

Tip: Never be tempted to use a ROWID data type and the
associated ROWID of a row within the table for the primary
key value. This is because the ROWID of a row in a table can
change.

For example, an ALTER TABLE...MOVE command will
potentially change every ROWID within a table. Normally, the
primary key values of rows within a table should never
change.

Permanently using ROWID for the primary key is a mistake
because the ROWIDs can change even without modifying the
actual value. For this reason, instead of using ROWID for a
primary key value, use a sequence-generated nonmeaningful
number, such as an identity column.

LOB

Oracle supports storing large amounts of data in a column via
a LOB data type. Oracle supports the following types of
LOBs:

- CLOB
* NCLOB
* BLOB
* BFILE

If you have textual data that does not fit within the confines of
a VARCHAR?2, then you should use a CLOB to store these
data. A CLOB is useful for storing large amounts of 186
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character data, such as log files. An NCLOB is similar to a
CLOB but allows for information encoded in the national
character set of the database.

BLOBs are large amounts of binary data that usually are not
meant to be human readable. Typical BLOB data include
images, audio and video files.

CLOBs, NCLOBs and BLOBs are known as internal LOBs.
This 1s because they are stored inside the Oracle database.
These data types reside within data files associated with the
database.

BFILEs are known as external LOBs. BFILE columns store a
pointer to a file on the OS

that is outside the database. When it is not feasible to store a
large binary file within the database, then use a BFILE.
BFILEs do not participate in database transactions and are not
covered by Oracle security or backup and recovery. If you
need those features, then use a BLOB and not a BFILE.

Creating a Table

The number of table features has expanded with 23c. There are
several new SQL

enhancements and a new data type with BOOLEAN, and the
Oracle documentation has more than 200 pages covering
CREATE and ALTER TABLE statements and table
maintenance. Obviously, this chapter will not be covering all
of the details. For most situations, you typically need to use
only a fraction of the table options available.

Listed next are the general factors that you should consider
when creating a table:

* Type of table (heap organized, temporary, index-organized,
partitioned and so on)

* Naming conventions

 Column data types and sizes

« Constraints (primary key, foreign keys, check)

* Index requirements (see Chapter 8 for more details)
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* Initial storage requirements

* Special features (virtual columns, read-only, parallel,
compression,

no logging, invisible columns)

* Growth requirements

» Tablespace(s) for the table and its indexes
187
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Before you run a CREATE TABLE statement, you need to
give some thought to each item in the previous list. To that
end, DBAs often use data modeling tools to help manage the
creation of DDL scripts that are used to make database objects.
Data modeling tools allow you to define visually tables and
relationships and the underlying database features.

Creating a Heap-Organized Table

To create a heap-organized table, you use the CREATE
TABLE statement and data types and lengths associated with
the columns. The Oracle default table type is heap organized.
The term heap means that the data are not stored in a specific
order in the table; instead, they are a heap of data.

SQL> CREATE TABLE dept
(deptno NUMBER(10)

, dname VARCHAR2(14 CHAR)
, loc VARCHAR2(14 CHAR));

If you do not specify a tablespace, then the table is created in
the default permanent tablespace of the user that creates the
table. Allowing the table to be created in the default permanent
tablespace is fine for a few small test tables. For anything
more sophisticated, you should explicitly specify the
tablespace in which you want tables created.

Usually, when you create a table, you should also specify
constraints, such as the primary key. The following code
shows the most common features you use when creating a



table. This DDL defines primary keys, foreign keys,
tablespace information, and comments.

SQL> CREATE TABLE dep

(deptno NUMBER(10)

,dname VARCHAR?2(20)

,Joc VARCHARZ2(20)

,CONSTRAINT dept pk PRIMARY KEY (deptno)
USING INDEX TABLESPACE hr_index)

TABLESPACE hr data;

SQL> COMMENT ON TABLE dept is ‘Department table’;
SQL> CREATE UNIQUE INDEX dept ukl on dept(dname)
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TABLESPACE hr_index;

SQL> CREATE TABLE emp

(empno NUMBER(10)

,ename VARCHAR?2(20)

,job VARCHAR2(20)

,mgr NUMBER(4)

,hiredate DATE

,sal NUMBER(7,2)

,comm NUMBER(7,2)

,deptno NUMBER(10)

,CONSTRAINT emp pk PRIMARY KEY (empno)
USING INDEX TABLESPACE hr_index

) TABLESPACE hr_date;

SQL> COMMENT ON TABLE emp IS ‘Employee table’;
SQL> ALTER TABLE emp ADD CONSTRAINT emp_ fkl



FOREIGN KEY (deptno)

REFERENCES dept(deptno);

SQL> CREATE INDEX emp fkl on emp(deptno)
TABLESPACE hr_index;

When creating a table, the table inherits its space properties
from the tablespace in which it is created and does not need to
be specified. This simplifies administration and maintenance.
If you have tables that require different physical space
properties, then you can create separate tablespaces to hold
tables with differing needs. For instance, you might create an
HR DATA LARGE tablespace with extent sizes of 16MB and
an HR

DATA SMALL tablespace with extent sizes of 128KB and
choose where a table is created based on its storage
requirements. See Chapter 4 for details regarding the creation
of tablespaces.

Table Recommendations

Set standards for naming the database objects. This can be
based on the application and simplifies maintenance.

Use the right data type for the data. If storing a date, use a
DATE; if storing a number, use a NUMBER. It seems simple,
but it is worth the additional step of loading the data to convert
the data to the correct data type instead of storing it as is. If it
comes in as VARCHAR2, and should be DATE or JSON
change the data type to match the data type.
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Leverage the data type length and precision if there are
business rules and application rules that need to be followed.

Use a primary key that is numeric. You can create a surrogate
key with the identity column if the data does not have a unique
numeric identifier. You can use a sequence possibly with a
trigger to generate the number for the key or you can use an
identity column that autoincrements.
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Create audit-type columns such as CREATE DT,
UPDATE DT, and CHANGE USER, which can be
automatically populated with default values or triggers.

Use check constraints when appropriate including NOT
NULL.

Implementing Virtual Columns

A virtual column is based on one or more existing columns
from the same table or a combination of constants, SQL
functions, and user-defined PL/SQL functions or both.

Virtual columns are not stored on disk; they are evaluated at
runtime, when the SQL

query executes. Virtual columns can be indexed and have
stored statistics.

SQL> create table inventory (
inv_1d number,
inv_count number,

inv_status generated always as ( case when inv_count <= 100
then ‘GETTING

LOW’ when inv_count > 100 then ‘OK’ end)

);

Note GENERATED ALWAYS is optional, but it helps to
recognize the virtual column. To modify the virtual column

value, you can modify the function or calculation as an
ALTER TABLE statement.

The advantages of doing so are as follows:

* You can create an index on a virtual column; internally,
Oracle

creates a function-based index.

* You can store statistics in a virtual column that can be used
by the

cost-based optimizer (CBO).
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 Virtual columns can be referenced in WHERE clauses.

* Virtual columns are permanently defined in the database;
there is

one central definition of such a column.
Implementing Invisible Columns

The main use for an invisible column is to ensure that adding a
column to a table will not disrupt any of the existing
application code. If the application code does not explicitly
access the invisible column, then it appears to the application
as if the column does not exist.

When a column i1s invisible, it cannot be viewed via the
following:

* DESCRIBE
* SELECT * (to access all of the table’s columns)
* %ROWTYPE (in PL/SQL)

However, the column can be accessed if explicitly specified in
a SELECT clause or referenced directly in a DML statement

(INSERT, UPDATE, DELETE, or MERGE). Invisible
columns can also be indexed just like visible columns.

A table can be created with invisible columns, or a column can
be added or altered so as to be invisible. A column that 1s
defined as invisible can also be altered so as to be visible. Here
is an example of creating a table with an invisible column:

SQL> create table inventory
(inv_id number,

inv_desc varchar2(30),
inv_profit number invisible);

When you create a table that has invisible columns, at least
one column must be visible.

Creating Blockchain Tables



Introduced in 21c, the blockchain tables are append-only
tables. Inserts are allowed, but deletes are prohibited or
restricted based on time. The blockchain table is made tamper-
resistant by special sequencing and chaining algorithms.
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All participants in the blockchain network have access to the
same tamper-resistant ledger, and since it is a centralized
ledger model in the database, it reduces overhead and is lower
latency.

Blockchain is just added to the CREATE TABLE statement,
and you need to specify additional attributes that determine

when a blockchain table can be dropped if it is no longer in

use and a hash can be used.

SQL> create blockchain table ledger employee
(employee_1d number,

salary number)

NO DROP until 31 days idle

NO DELETE locked

HASHING USING

“SHA2 512 version “v1”;

Information about blockchain tables is in the

USER BLOCKCHAIN TABLES. You can grant permissions
on the table, and even with delete permissions, you will get an
error message if you attempt to execute a delete statement.

SQL> delete from ledger employee
Where employee 1d=106;
ERROR at line 1:

ORA-05715:0peration not allowed on the blockchain or
immutable table

Making Read-Only Tables



You can place individual tables in read-only mode. Doing so
prevents any INSERT, UPDATE, or DELETE statements from
running against a table. An alternate way to do this is to make
the tablespace read-only and use this tablespace for the tables
that are static for read-only.

There are several reasons why you may require the read-only
feature at the table level:

* The data 1n the table is historical and should never be
updated in

normal circumstances.

* You are performing some maintenance on the table and want
to

better determine whether any change while it is being updated.
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* You want to drop the table, but before you do, you want to
better

determine whether any users are attempting to update the
table.

Use the ALTER TABLE statement to place a table in read-
only mode:

SQL> alter table inventory read only;

You can verify the status of a read-only table by issuing the
following query: SQL> select table name, read only from
user tables where read only=‘YES’; To modify a read-only
table to read/write, issue the following SQL.:

SQL> alter table inventory read write;
Using an Identity Column

An autoincrementing (identity) column with the GENERATE
AS IDENTITY clause.

This example creates a table with the primary key column that
will be automatically populated and incremented:

SQL> create table inventory



(inv_1d number generated as identity,
inv_desc varchar2(30));
Table created.

SQL>alter table inventory add constraint inv_pk primary key
(inv_id);

Now, you can populate the table without having to specify the
primary key value: SQL> insert into inventory (inv_desc)

values (‘Book’), (‘Table’);
SQL> select * from inventory;
INV_ID INV_DESC

1 Book
2 Table

When you create an identity column, Oracle automatically
creates a sequence and associates the sequence with the
column. You can view the sequence information in
USER_SEQUENCES.
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USER TAB_COLUMNS will also identify the identity
columns.

SQL> select table name, identity column
from user tab columns
where identity column=‘YES’;

When creating a table with an identity column (such as in the
prior example), you can’t directly specify a value for the
identity column, such as when you try this: SQL> insert into
inventory values(3, ‘Chair’);

ORA-32795: cannot insert into a generated always identity
column



To avoid this error and create a table that will allow those
occasional inserts into an identity column, the following
syntax can be used to create the table:

SQL> create table inventory
(inv_id number generated by default on null as identity,

Inv_desc varchar2(30));

Because the underlying mechanism for populating an identity
column is a sequence, you have some control over how the
sequence is created (just like you would if you manually
created a sequence). For instance, you can specify at what
number to start the sequence and by how much the sequence
increments each time. This example specifies that the
underlying sequence starts at the number 30 and increments by
two each time: SQL> create table inventory

(inv_id number generated as identity (start with 50 increment
by 2),

Inv_desc varchar2(30));

There are some caveats to be aware of when using
autoincrementing columns:

* Only one per table is allowed.
* They must be numeric.
* They cannot have default values.

« NOT NULL and NOT DEFERRABLE constraints are
implicitly applied.

* CREAT TABLE ... AS SELECT will not inherit identity
column

properties.
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Also, keep in mind that after inserting into a column that is
autoincremented, if you issue a rollback, the transaction is
rolled back, but not the autoincremented values from the
sequence. This is the expected behavior of a sequence. You



can roll back such an insert, but the sequence values are used
and gone.

Default Parallel SQL Execution

If you work with large tables, you may want to consider
creating your tables as PARALLEL. This instructs Oracle to
set the degree of parallelism for queries and any subsequent
INSERT, UPDATE, DELETE, MERGE, and query statements.
This example creates a table with a PARALLEL clause of 2:

SQL> create table inventory
(inv_id number,

inv_desc varchar2(30),
create dt date default sysdate)
parallel 2;

You can specify PARALLEL, NOPARALLEL, or PARALLEL
n. If you do not specify n, Oracle sets the degree of parallelism
based on the PARALLEL THREADS PER CPU
initialization parameter (PARALLEL THREADS PER CPU
x CPU_COUNT x INSTANCE COUNT). The main issue to
be aware of here is that if a table has been created with a
default degree of parallelism, any subsequent queries will
execute with parallel threads. You may wonder why a query or
a DML statement is executing in parallel (without explicitly
invoking a parallel operation).

Parallel query operations spawn P_0 processes, and if tables
are created with a larger default parallel degree, then there is a
risk of hitting the “ORA-00020 maximum number of
processes’ error. There is an available resource parameter

PQ TIMEOUT_ ACTION that will timeout parallel queries
that are inactive. This will allow parallel queries with high
priority to have the needed resources to execute. There is also
a simpler way to cancel the runaway SQL without having to
manually kill the parallel processes if they get out of control
by a default parallel degree of something like 64, by using the
ALTER SYSTEM

CANCEL SQL statement.



Parallelism can be important for performance tuning; however,
it is also very complicated and can fail in many ways, causing
regression in other queries. It would not be recommended to
use parallelism until you understand your database’s
configuration and how your table’s degree of parallelism could
affect the entire system.
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Compressing Table Data

As your database grows, you may want to consider table-level
compression. Compressed data has the benefit of using less
disk space and less memory and reduced I/O. Queries that read
compressed data potentially run faster because there are fewer
blocks to process. However, CPU usage increases as the data
is compressed and uncompressed as writes and reads occur, so
there is a trade-off.

Four types of compression are available:

* Basic compression

» Advanced row compression

* Warehouse compression (hybrid columnar compression)
* Archive compression (hybrid columnar compression)

Basic compression is enabled with the COMPRESS or
COMPRESS BASIC clause (they are synonymous). This
example creates a table with basic compression:

SQL> create table inventory
(inv_1d number,

inv_desc varchar2(300),
create dt timestamp)
compress basic;

Basic compression provides compression as data are direct-
path inserted into the table.

Note Basic compression requires the Oracle Enterprise
Edition, but it does not require an extra license. Other types of



compression are additional license options for the database. As
with options of the database, evaluation needs to be done for
the storage cost and compression ratio to provide the right cost
analysis for this option.
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Advanced row compression is enabled with the ROW STORE
COMPRESS ADVANCED clause: SQL> create table
inventory

(inv_id number,

inv_desc varchar2(300),
create_dt timestamp)

row store compress advanced;

Advanced row compression provides compression when
initially inserting data into the table as well as in any
subsequent DML operations. You can verify the compression
for a table via the following SELECT statement:

SQL> select table name, compression, compress_for
from user_tables

where table name=‘INVENTORY’;

TABLE NAME COMPRESS COMPRESS FOR

INVENTORY ENABLED ADVANCED

You can also create a tablespace with the compression clause.
Any table created in the tablespace will inherit the tablespace
compression settings.

The following are a couple of table maintenance
considerations with compression:

e Columns need to be less than 255.

* Altering to allow compression does not compress the
existing data.

You will need to rebuild the table.



* In moving the table, you will need to rebuild any associated
indexes.

* Compression can be disabled via the NOCOMPRESS clause.
Again, this

does not affect the existing data.
Avoiding Redo Creation

When you are creating a table, you have the option of
specifying the NOLOGGING clause.

The NOLOGGING feature can greatly reduce the amount of
redo generation for certain types of operations. Sometimes,
when you are working with large amounts of data, it is
desirable, for performance reasons, to reduce the redo
generation when you initially create and insert data into a
table.
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Notice that I did say greatly “reduce” the amount of redo and
not eliminate. The downside to reducing the redo generation is
that you cannot recover the data created via NOLOGGING in
the event a failure occurs after the data is loaded (and before
you can back up the table). If you can tolerate some risk of
data loss, then use NOLOGGING, but back up the table soon
after the data are loaded. If your data is critical, then do not
use NOLOGGING. If your data can be easily re-created, then
NOLOGGING is desirable when you are trying to improve
performance of large data loads.

The NOLOGGING feature never affects redo generation for
normal DML statements (INSERT, UPDATE, and DELETE)
but can significantly reduce redo generation for the following
types of operations:

* SQL*Loader direct-path load

* Direct-path INSERT
 CREATE TABLE AS SELECT
* ALTER TABLE MOVE



* Creating or rebuilding an index

There are some quirks (features) when using NOLOGGING. If
your database is in FORCE LOGGING mode, then redo is
generated for all operations, regardless of NOLOGGING.
Likewise, when you are loading a table, if the table has a
referential foreign key constraint defined, then redo is
generated regardless of whether you specify NOLOGGING.

NOLOGGING can be specified at a statement level, table, or
tablespace level. It is easier to specify the NOLOGGING at
the table level.

You can determine the effects of NOLOGGING by measuring
the amount of redo generated for an operation with logging
enabled versus operating in NOLOGGING mode.

If you have a development environment that you can test 1n,
you can monitor how often the redo logs switch while the
operation is taking place. Another simple test is the timing of

the job with and without logging. NOLOGGING should be
faster.
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Creating a Table from a Query

It is convenient to create a table based on the definition of an
existing table. For instance, say you want to create a quick
backup of a table before you modify the table’s structure or
data. Use the CREATE TABLE AS SELECT (CTAS)
statement, for example:

SQL> create table inventory backup
as select * from inventory;

The previous statement creates an identical table, complete
with data. If you do not want the data included and you just
want the structure of the table replicated, then provide a

WHERE clause that always evaluates to false, such as 1=2:

SQL> create table inventory _empty

as select * from inventory



where 1=2;

The CTAS technique does not create any indexes, constraints,
or triggers. You have to create indexes and triggers separately
if you need those objects from the original table. CTAS is
useful when backing up a table or troubleshooting a data
problem in conjunction with flashback query, which we will
discuss in a later chapter.

Enabling DDL Logging

Oracle allows you to enable the logging of DDL statements to
a log file. This type of logging is switched on with the
ENABLE DDL LOGGING parameter (the default is
FALSE).

You can set this at the session or system level. This feature
provides you with an audit trail regarding which DDL
statements have been issued and when they were run. Here is
an example of setting this parameter at the system level:

SQL> alter system set enable ddl logging=true scope=both;

The file 1s an alert log type file, and depending on the capture,
there can be multiple files, but it is a different file just for
capturing the DDL statements. The location of the file depends
on the database version, but you can query the location path:

SQL> select value from v$diag info where name=‘Diag
Alert’;

SQL> select value from v$diag info where name=‘ADR
Home’;
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Within this directory, there will be a file with the format
ddl_<SID>.log. This file contains a log of DDL statements
that have been issued after DDL logging has been enabled, and
DDL logging is found in the log.xml file.

Modifying a Table

Altering a table is a common task. New requirements
frequently mean you need to rename, add, drop, or change



column data types. In development environments, changing a
table can be a trivial task: you do not often have large
quantities of data or hundreds of users simultaneously
accessing a table. However, for active production systems, you
need to understand the ramifications of trying to change tables
that are currently being accessed or that are already populated
with data or both.

Obtaining the Needed Lock

When you modify a table, you must have an exclusive lock on
the table. One issue is that if a DML transaction has a lock on
the table, you cannot alter it. In this situation, you receive this
error:

ORA-00054: resource busy and acquire with NOWAIT
specified or

timeout expired

The prior error message is somewhat confusing, leading you to
believe that you can resolve the problem by acquiring a lock
with NOWAIT. However, this is a generic message that is
generated when the DDL you are issuing cannot obtain an
exclusive lock on the table. Instead of scheduling an outage for
a maintenance window or trying over and over again with the
statement, you can use the DDL. LOCK_TIMEOUT
parameter.

Setting the DDL. LOCK TIMEOUT parameter will
repeatedly attempt to run a DDL

statement until it obtains the required lock on the table. This
can be set at the system or session level, and the time is in
seconds:

SQL> alter session set ddl lock timeout=100;

Another way to avoid waiting on transactions and perform
modifications to the table is to use the

DBMS REDEFINITION package. This package is for online
table operations and allows for table changes from the column
types, name, and size of renaming tables.
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Using this package will allow for online operations without
disrupting the database users for implementing other options.
This is also a good way to validate new procedures and table
changes before making the switch.

Renaming a Table
There are a couple of reasons for renaming a table:
» Make the table conform to standards

* Better determine whether the table is being used before you
drop it

This example renames a table, from INVENTORY to INV:
SQL> rename inventory to inv;
Adding a Column

Use the ALTER TABLE ... ADD statement to add a column to
a table. This example adds a column to the INV table:

SQL> alter table inv add(inv_count number);
Altering a Column

Occasionally, you need to alter a column to adjust its size or
change its data type. Use the ALTER TABLE ... MODIFY
statement to adjust the size of a column.

SQL> alter table inv modify inv_desc varchar2(256);

Making a column a larger size is easier, but if you want to
decrease the size, you need to verify that there are no values in
the column that are greater:

SQL> select max(length(inv_desc)) from inv;

When you change a column to NOT NULL, there must be a
valid value for each column. First, verify that there are no null
values:

SQL> select inv_count from inv where inv_count is null;
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You can alter the table to have a default value, which will help
with any new values and inserts, but it just a quick UPDATE
statement to change to a value, and then you can run the alter
table statement:

SQL> alter table inv modify (inv_count not null);
SQL> alter table inv modify (inv_count default 0);

If you want to remove the default value of a column, then set it
to NULL like so:SQL> alter table inv modify (inv_count
default NULL);.

Sometimes, you need to change a table’s data type; for
example, a column that was originally incorrectly defined as a
VARCHAR?2 needs to be changed to a NUMBER. Before you
change a column’s data type, first verify that all values for an

existing column are valid numeric values. There is an Oracle
function for this, VALIDATE CONVERSION. You can use
the VALIDATE CONVERSION:

SQL> select validate conversion(‘1000’ as number);

SQL> select validate conversion(‘June 24, 2023, 20:34’ as
date ‘Month dd, YYY'Y, HH24MI")

Or you can use ON CONVERSION ERROR syntax:

SQL> select to number(‘1000” default null on conversion
error);

Renaming a Column
There are a couple of reasons to rename a column.

Sometimes, requirements change, and you may want to
modify the column name to better reflect what the column is
used for.

If you are planning to drop a column, it does not hurt to
rename the column first to better determine whether any users
or applications are accessing it.

Use the ALTER TABLE ... RENAME statement to rename a
column:

SQL> alter table inv rename column inv_count to inv_amt;



Dropping a Column

Tables sometimes end up having columns that are never used.
This may be because the initial requirements changed or were
inaccurate. If you have a table that contains an unused column,
you should consider dropping it. If you leave an unused
column in a 202
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table, you may run into issues with future DBAs not knowing
what the column is used for, and the column can potentially
consume space unnecessarily.

Before you drop a column, I recommend that you first rename
it. Doing so gives you an opportunity to determine whether
any users or applications are using the column.

After you are confident the column is not being used, first
make a backup of the table, using Data Pump export, and then
drop the column. These strategies provide you with options if
you drop a column and then subsequently realize that it is
needed.

To drop a column, use the ALTER TABLE ... DROP
statement:

SQL> alter table inv drop (inv_desc);

Be aware that the DROP operation may take some time if the
table from which you are removing the column contains a
large amount of data. This time lag may result in the delay of
transactions while the table is being modified (because the
ALTER TABLE

statement locks the table). In scenarios such as this, you may
want to first mark the column unused and then later drop it,
when you have a maintenance window:

SQL> alter table inv set unused (inv_desc);

When you mark a column unused, it no longer shows up in the
table description.

The SET UNUSED clause does not incur the overhead
associated with dropping the column. This technique allows
you to quickly stop the column from being seen or used by



SQL queries or applications. Any query that attempts to access
an unused column receives the following error:

ORA-00904: ... invalid identifier

You can later drop any unused columns when you’ve
scheduled some downtime for the application. Use the DROP
UNUSED clause to remove any columns marked UNUSED.

SQL> alter table inv drop unused columns;
Displaying Table DDL

Sometimes, a table definition is not documented at the time of
creation, maybe from a DBA or developer or directly from the

application. Normally, you should maintain the database DDL

code in a source control repository or in some sort of modeling
tool.
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If your shop does not have the DDL source code, there are a
few ways that you can manually reproduce DDL.:

* Query the data dictionary.

» Use Data Pump.

» Use the DBMS METADATA package.
» Use data tools such as SQL Developer.

The Data Pump utility is an excellent method for generating
the DDL used to create database objects. Using Data Pump to
generate DDL is covered in detail in Chapter 13.

The GET DDL function of the DBMS METADATA package
is usually the quickest way to display the DDL required to
create an object. This example shows how to generate the
DDL for a table named INV:

SQL> set long 10000

SQL> select dbms_metadata.get ddI(‘TABLE’,‘INV”’) from
dual;

Here is some sample output:
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DBMS METADATA.GET DDL(‘TABLE’,‘ INV’)

SQL> CREATE TABLE “MV_MAINT”.“INV”
(“INV_ID” NUMBER,

“INV_DESC” VARCHAR2(30 CHAR),

“INV_COUNT” NUMBER

) SEGMENT CREATION DEFERRED

PCTFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255
NOCOMPRESS LOGGING

TABLESPACE “USERS”™;

The following SQL statement displays all the DDL for the
tables in a schema: SQL> select

dbms metadata.get ddI(‘TABLE’ table name)
from user tables;
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If you want to display the DDL for a table owned by another
user, add the SCHEMA parameter to the GET DDL
procedure:

SQL> select

dbms metadata.get ddl(object type==>‘TABLE’,
name=>‘INV’, schema=>‘INV_APP’) from dual;

Note You can display the DDL for almost any database object
type, such as INDEX, FUNCTION, ROLE, PACKAGE,
MATERIALIZED VIEW, PROFILE,

CONSTRAINT, SEQUENCE, and SYNONYM.
Dropping a Table

If you want to remove an object, such as a table, from a user,
use the DROP TABLE

statement. This example drops a table named INV:



SQL> drop table inv;
You should see the following confirmation:
Table dropped.

If you attempt to drop a parent table that has either a primary
key or unique key referenced as a foreign key in a child table,
you see an error such as this: ORA-02449: unique/primary
keys in table referenced by foreign keys

You need to either drop the referenced foreign key
constraint(s) or use the CASCADE

CONSTRAINTS option when dropping the parent table:

SQL> drop table inv cascade constraints;

You must be the owner of the table or have the DROP ANY
TABLE system privilege to drop a table. If you have the
DROP ANY TABLE privilege, you can drop a table in a
different schema by prepending the schema name to the table
name:

SQL> drop table inv._mgmt.inv;
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If you do not prepend the table name to a username, Oracle
assumes you are dropping a table in your current schema.

Tip If flashback query or flashback database is enabled, keep
in mind that you can flash back a table to before the drop for
an accidentally dropped table.

Undropping a Table

Suppose you accidentally drop a table, and you want to restore
it. First, verify that the table you want to restore is in the
recycle bin:

SQL> show recyclebin;
Here is some sample output:

ORIGINAL NAME RECYCLEBIN NAME OBJECT TYPE
DROP TIME



INV BINSOF27WtJGbXngQ4TQTwqSHw==30 TABLE 2022-
12-08:12:56:45

Next, use the FLASHBACK TABLE... TO BEFORE DROP
statement to recover the

dropped table:
SQL> flashback table inv to before drop;

Note You cannot use the FLASHBACK TABLE...TO
BEFORE DROP statement for a table created in the SYSTEM
tablespace.

When you issue a DROP TABLE statement (without PURGE),
the table is actually renamed (to a name that starts with BINS$)
and placed in the recycle bin. The recycle bin is a mechanism
that allows you to view some of the metadata associated with a
dropped object. You can view complete metadata regarding
renamed objects by querying DBA _

SEGMENTS:

SQL> select

owner

,segment name
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,segment type

,<tablespace name

from dba segments

where segment name like ‘BIN$%’;

The FLASHBACK TABLE statement simply renames the
table to its original name. By default, the RECYCLEBIN

feature is enabled. You can change the default by setting the
RECYCLEBIN initialization parameter to OFF.

I recommend that you not disable the RECYCLEBIN feature.
It is safer to leave this feature enabled and purge the



RECYCLEBIN to remove objects that you want permanently
deleted. This means that the space associated with a dropped
table is not released until you purge your RECYCLEBIN. If
you want to purge the entire contents of the currently
connected user’s recycle bin, use the PURGE RECYCLEBIN
statement:

SQL> purge recyclebin;

If you want to purge the recycle bin for all users in the
database, then do the following, as a SYSDBA-privileged user

or user with the PURGE DBA RECYCLEBIN role: SQL>
purge dba recyclebin;

If you want to bypass the RECYCLEBIN feature and
permanently drop a table, use the PURGE option of the DROP
TABLE statement:

SQL> drop table inv purge;

You cannot use the FLASHBACK TABLE statement to
retrieve a table dropped with the PURGE option. All the space
used by the table is released, and any associated indexes and
triggers are also dropped.

Removing Data from a Table

You can use either the DELETE statement or the TRUNCATE
statement to remove records from a table. A DELETE
statement 1s basically a way to change the data or in this case
remove it, which is logged and can be rolled back or
committed.

However, a TRUNCATE command has no way to roll back.
TRUNCATE is considered changing a table or a DDL
statement, even changes the previous size of the table, and it is
almost like the table was just created. There are additional
permissions that are needed to truncate a table instead of a
delete.
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You can’t truncate a table that has a primary key defined that
is referenced by an enabled foreign key constraint in a child



table, even if there are no rows in that table.

Because a TRUNCATE statement is DDL, you also can’t
truncate two separate tables as one transaction. Compare this
behavior with that of DELETE. Oracle does allow you to use
the DELETE statement to remove rows from a parent table
while the constraints are enabled that reference a child table.
This is because DELETE generates undo, is read consistent,
and can be rolled back.

Note Another way to remove data from a table is to drop and
re-create the table.

However, this means you also have to re-create any indexes,
constraints, grants, and triggers that belong to the table.
Additionally, when you drop a table, it is unavailable until you
re-create it and reissue any required grants. Usually, dropping
and re-creating a table are acceptable only in a development or
test environment.

Moving a Table

Moving a table means either rebuilding the table in its current
tables or building it in a different tablespace. You may want to
move a table because its current tablespace has disk space
storage issues or because you want to lower the table’s high-
water mark.

Use the ALTER TABLE ... MOVE statement to move a table
from one tablespace to another. This example moves the
INVENTORY table to the USERS tablespace:

SQL> alter table inventory move tablespace users;

You can verify that the table has been moved by querying
USER TABLES:

SQL> select table name, tablespace name from user_tables
where table name=‘INVENTORY’;
TABLE NAME TABLESPACE NAME

INVENTORY USERS
208
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Note The

ALTER TABLE ... MOVE statement does not allow DML to
execute

while it is running. There are some restrictions, but there is an
ALTER TABLE ...

MOVE ONLINE statement that will not restrict access to the
table or use the DBMS

REDEFINITION package.

When you move a table, all its indexes are rendered unusable.
This is because a table’s index includes the ROWID as part of
the structure. The table ROWID contains information about
the physical location. Given that the ROWID of a table
changes when the table moves from one tablespace to another
(because the table rows are now physically located in different
data files), any indexes on the table contain incorrect
information. To rebuild the index, use the ALTER INDEX ...
REBUILD command.

Oracle ROWID

Every row in every table has an address. The address of a row
is determined from a combination of the following:

* Data file number

* Block number

* Location of the row within the block
 Object number

You can display the address of a row in a table by querying the
ROWID pseudocolumn; for example,

SQL> select rowid, emp _id from emp;
Here is some sample output:
ROWID EMP_ID

AAAFJAAAFAAAAJTAAA 1



The ROWID pseudocolumn value is not physically stored in
the database. Oracle calculates its value when you query it.
The ROWID contents are displayed as base-64

values that can contain the characters A—Z, a—z, 0-9, +, and /.
You can translate the ROWID
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value into meaningful information via the DMBS ROWID
package. For instance, to display the relative file number in
which a row is stored, issue this statement:

SQL> select dbms_rowid.rowid relative fno(rowid), emp id
from emp;

Here is some sample output:

DBMS_ROWID.ROWID RELATIVE FNO(ROWID)
EMP_ID

51

You can use the ROWID value in the SELECT and WHERE
clauses of a SQL statement. In most cases, the ROWID
uniquely identifies a row. However, it is possible to have rows
in different tables that are stored in the same cluster and that
therefore contain rows with the same ROWID.

Creating a Temporary Table Global Temporary Table

Use the CREATE GLOBAL TEMPORARY TABLE statement
to create a table that stores data only provisionally. You can
specify that the temporary table retain the data for a session or
until a transaction commits. Use ON COMMIT PRESERVE
ROWS to specify that the data be deleted at the end of the
user’s session. In this example, the rows will be retained until
the user either explicitly deletes the data or terminates the
session:

SQL> create global temporary table analyzed tables

on commit preserve rows



as select * from user_tables
where Ist analyzed > sysdate - 1;

Specify ON COMMIT DELETE ROWS to indicate that the
data should be deleted at the end of the transaction. The
following example creates a temporary table named
TEMP_OUTPUT and specifies that records should be deleted
at the end of each committed transaction:

create global temporary table temp output(
temp row varchar2(30))

on commit delete rows;
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Note If you do not specify a commit method for a global
temporary table, then the default is ON COMMIT DELETE
ROWS.

You can create a temporary table and grant other users access

to it. However, a session can only view the data that it inserts

into a table. In other words, if two sessions are using the same
temporary table, a session cannot select any data inserted into
the temporary table by a different session.

A global temporary table is useful for applications that need to
briefly store data in a table structure. After you create a
temporary table, it exists until you drop it. In other words, the
definition of the temporary table is “permanent”—it is the data
that 1s short-lived (in this sense, the term temporary table can
be misleading).

You can view whether a table is temporary by querying the
TEMPORARY column of DBA/ALL/USER _TABLES:

SQL> select table name, temporary from user_tables;

Temporary tables are designated with a Y in the
TEMPORARY column. Regular tables contain an N in the
TEMPORARY column.

When you create records in a temporary table, space is
allocated in your default temporary tablespace. You can verify



this by running the following SQL.:
SQL> select username, contents, segtype from v§sort usage;

If you are working with a large number of rows and need
better performance for selectively retrieving rows, you may
want to consider creating an index on the appropriate columns
in your temporary table:

SQL> create index temp index on temp_output(temp row);
Use the DROP TABLE command to drop a temporary table:
SQL> drop table temp_output;

Temporary Table Redo

No redo data are generated for changes to blocks of a global
temporary table. However, rollback (undo) data is generated
for a transaction against a temporary table. Because the
rollback data generates a redo, some redo data are associated
with a transaction for a 211
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temporary table. You can verify this by turning on statistics
tracing and viewing the redo size as you insert records into a
temporary table:

SQL> set autotrace on

Next, insert a few records into the temporary table:

SQL> insert into temp_output values(1);

Here is a snippet of the output (showing only the redo size):
140 redo size

The redo load is less for temporary tables than normal tables
because the redo generated is associated only with the rollback
(undo) data for a temporary table transaction.

Additionally, the undo for temporary objects is stored in the
temporary tablespace, not the undo tablespace.

Private Temporary Tables

Oracle 18c introduced private temporary tables, which are a
memory-based temporary table that is used for the session or



transaction and then dropped.

This 1s different from the global temporary table, as the
metadata of the table is not permanent but is the same as the
data, and in this case the whole table is for the session and
private.

There is a PRIVATE TEMP TABLE PREFIX parameter for
defining the prefix of the name for the table, with a default of
ORASPTT . Also, it’s important to know because how the
temp table is to be used, it is expected that you are a user

schema, and the private temporary table creation will fail if
you are SYS or SYSTEM users.

You need to use the prefix to create the table:

SQL> create private temporary table
ora$ppt work temp table (

1d number,

name desc varchar2(80),

valid values number)

on commit preserve definition;
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The ON COMMIT DROP DEFINITION clause 1s the default,
which means the table will be dropped when the transaction is
finished.

It does make sense that to use the private temporary table as
dynamic in PL/SQL, where if you need an existing table in
PL/SQL, the object will need to be referenced to compile, and
it would be useful to use a global temporary table.

In PL/SQL:
> begin

execute immediate ‘create private temporary table
ora$ptt work temp table

(id number, name_desc varchar2(80)) on commit drop
definition’;



execute immediate ‘insert into ora$ptt work temp table

values(1,’Testing’)’;

end;
/

Since private temporary tables are memory-based, there is no
metadata captured in the data dictionary, and the data cannot
be accessed by database links or materialized views. While in
the transaction or session, you will be able to use the table
DBA/USER _

PRIVATE TEMP_ TABLES to see the details. Already
discussed was that the PL/SQL would need to include it in an
execute immediate statement as with dynamic SQL.

Creating an Index-Organized Table

Index-organized tables (IOTs) are efficient objects when the
table data is typically accessed through querying on the

primary key. Use the ORGANIZATION INDEX clause to
create an [OT:

SQL> create table prod_sku

(prod_sku id number,

sku varchar2(256),

create dtt timestamp(5),

constraint prod_sku pk primary key(prod_sku id)
) organization index

including sku
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pctthreshold 30

tablespace inv_data

overflow



tablespace inv_data;

An IOT stores the entire contents of the table’s row in a B-tree
index structure. IOTs provide fast access for queries that have
exact matches or range searches, or both, on the primary key.

All columns specified, up to, and including the column
specified in the INCLUDING

clause are stored in the same block as the PROD SKU 1D
primary key column. In other words, the INCLUDING clause
specifies the last column to keep in the index segment.

Columns listed after the column specified in the INCLUDING
clause are stored in the overflow data segment. In the previous
example, the CREATE DTT column is stored in the overflow
segment.

PCTTHRESHOLD specifies the percentage of space reserved
in the index block for the IOT row. This value can be from 1 to
50 and defaults to 50 if no value is specified. There must be
enough space in the index block to store the primary key.

The OVERFLOW clause details which tablespace should be
used to store overflow data segments. Note that
DBA/ALL/USER_TABLES includes an entry for the table
name used when creating an IOT. Additionally,
DBA/ALL/USER_INDEXES contains a record with the name
of the primary key constraint specified. The INDEX TYPE
column contains a value of IOT - TOP for [OTs:

SQL> select index name,table_name,index_type from
user_indexes;

Managing Constraints

The next several sections in this chapter deal with constraints.
Constraints provide a mechanism for ensuring that data
conform to certain business rules. You must be aware of what
types of constraints are available and when it is appropriate to
use them. Oracle offers several types of constraints:

* Primary key
» Unique key
214
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* Foreign key

* Check

*« NOT NULL

The following sections discuss implementing and managing
these constraints.

Creating Primary Key Constraints

When you implement a database, most tables you create
require a primary key constraint to guarantee that every record
in the table can be uniquely identified. There are multiple
techniques for adding a primary key constraint to a table. The
first example creates the primary key inline with the column
definition:

SQL> create table dept(
dept_id number primary key
,dept_desc varchar2(30));

If you select the CONSTRAINT NAME from
USER_CONSTRAINTS, note that Oracle

generates a cryptic name for the constraint (such as
SYS C003682). Use the following syntax to explicitly give a
name to a primary key constraint:

SQL> create table dept(

dept_1d number constraint dept_pk primary key using index
tablespace users, dept desc varchar2(30));

Note When you create a primary key constraint, Oracle also
creates a unique index with the same name as the constraint.
You can control which tablespace the unique index is placed in
via the USING INDEX TABLESPACE clause.

You can also specify the primary key constraint definition
after the columns have been defined. The advantage of doing
this is that you can define the constraint on multiple columns.
The next example creates the primary key when the table is
created, but not inline with the column definition:



SQL> create table dept(

dept_id number,

dept_desc varchar2(30),
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constraint dept pk primary key (dept 1d)
using index tablespace users);

If the table has already been created and you want to add a
primary key constraint, use the ALTER TABLE statement.
This example places a primary key constraint on the DEPT _ID
column of the DEPT table:

SQL> alter table dept
add constraint dept_pk primary key (dept_id)
using index tablespace users;

When a primary key constraint is enabled, Oracle
automatically creates a unique index associated with the
primary key constraint. Some DBAs prefer to first create a
nonunique index on the primary key column and then define
the primary key constraint:

SQL> create index dept pk on dept(dept id) tablespace users;

SQL> alter table dept add constraint dept pk primary key
(dept_1d);

The advantage of this approach is that you can drop or disable
the primary key constraint independently of the index. When
you are working with large data sets, you may want that sort of
flexibility. If you do not create the index before creating the
primary key constraint, then whenever you drop or disable the
primary key constraint, the index is automatically dropped.

Confused about which method to use to create a primary key?
All the methods are valid and have their merits. I’ve used all
these methods to create primary key constraints.

Usually, I use the ALTER TABLE statement, which adds the
constraint after the table has been created.



Enforcing Unique Key Values

In addition to creating a primary key constraint, you should
create unique constraints on any combinations of columns that
should always be unique within a table. For example, for the
primary key for a table, it 1s common to use a numeric key
(sometimes called a surrogate key) that is populated via a
sequence. Besides the surrogate primary key, 216
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sometimes users have a column (or columns) that the business
uses to uniquely identify a record (also called a logical key).
Using both a surrogate key and a logical key does the
following:

* Lets you efficiently join parent and child tables on a single
numeric column

 Allows updates to logical key columns without changing the
surrogate key

A unique key guarantees uniqueness on the defined column(s)
within a table.

There are some subtle differences between primary key and
unique key constraints. For example, you can define only one
primary key per table, but there can be several unique keys.
Also, a primary key does not allow a NULL value in any of its
columns, whereas a unique key allows NULL values.

As with the primary key constraint, you can use several
methods to create a unique column constraint. This method
uses the UNIQUE keyword inline with the column: SQL>
create table dept(

dept_id number
,dept _desc varchar2(30) unique);

If you want to explicitly name the constraint, use the
CONSTRAINT keyword: SQL> create table dept(

dept id number
,dept_desc varchar2(30) constraint dept_desc ukl unique);



As with primary keys, Oracle automatically creates an index
associated with the unique key constraint. You can specify
inline the tablespace information to be used for the associated
unique index:

SQL> create table dept(

dept id number

,dept desc varchar2(30) constraint dept_desc_ukl
unique using index tablespace users);
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You can also alter a table to include a unique constraint:
SQL> alter table dept

add constraint dept_desc uk1 unique (dept desc)

using index tablespace users;

And you can create an index on the columns of interest before
you define a unique key constraint:

SQL> create index dept_desc ukl on dept(dept desc)
tablespace users;

SQL> alter table dept add constraint dept desc ukl
unique(dept_desc);

This can be helpful when you are working with large data sets,
and you want to be able to disable or drop the unique
constraint without dropping the associated index.

Tip You can also enforce a unique key constraint with a
unique index. See Chapter 8 for details on using unique
indexes to enforce unique constraints.

Creating Foreign Key Constraints

Foreign key constraints are used to ensure that a column value
is contained within a defined list of values. Using a foreign
key constraint is an efficient way of enforcing that data be a
predefined value before an insert or update is allowed. This
technique works well for the following scenarios:
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* The list of values contains many entries.
* Other information about the lookup value needs to be stored.
* [t is easy to select, insert, update, or delete values via SQL.

For example, suppose the EMP table is created with a

DEPT ID column. To ensure that each employee is assigned a
valid department, you can create a foreign key constraint that
enforces the rule that each DEPT ID in the EMP table must
exist in the DEPT table.
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Tip If the condition you want to check for consists of a small
list that does not change very often, consider using a check
constraint instead of a foreign key constraint. For instance, if
you have a column that will always be defined as containing
either a 0 or a 1, a check constraint 1s an efficient solution.

For reference, here’s how the parent table DEPT table was
created for these examples: SQL> create table dept(

dept id number primary key,

dept desc varchar2(30));

A foreign key must reference a column in the parent table that

has a primary key or a unique key defined on it. DEPT is the
parent table and has a primary key defined on DEPT ID.

You can use several methods to create a foreign key constraint.
The following example creates a foreign key constraint on the
DEPT _ID column in the EMP table: SQL> create table emp(

emp_id number,
name varchar2(30),
dept id constraint emp dept fk references dept(dept id));

Note that the DEPT ID data type is not explicitly defined. The
foreign key constraint derives the data type from the
referenced DEPT ID column of the DEPT table. You can also
explicitly specify the data type when you define a column
(regardless of the foreign key definition):



SQL> create table emp(
emp_id number,
name varchar2(30),

dept id number constraint emp dept fk references
dept(dept_id));

You can also specify the foreign key definition out of line
from the column definition in the CREATE TABLE statement:

SQL> create table emp(

emp_id number,

name varchar2(30),
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dept_id number,

constraint emp_dept fk foreign key (dept_id) references
dept(dept_1d)

);

And, you can alter an existing table to add a foreign key
constraint:

SQL> alter table emp
add constraint emp dept fk foreign key (dept 1d)
references dept(dept id);

Note Unlike with primary key and unique key constraints,
Oracle does not automatically add an index to foreign key
columns; you must explicitly create indexes on them. See
Chapter 8 for a discussion on why it is important to create
indexes on foreign key columns and how to detect foreign key
columns that do not have associated indexes.

Checking for Specific Data Conditions

A check constraint works well for lookups when you have a
short list of fairly static values, such as a column that can be
either Y or N. In this situation, the list of values most likely
won’t change, and no information needs to be stored other
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than Y or N, so a check constraint is the appropriate solution.
If you have a long list of values that needs to be periodically

updated, then a table and a foreign key constraint are a better
solution.

Also, a check constraint works well for a business rule that
must always be enforced and that can be written with a simple
SQL expression. If you have sophisticated business logic that
must be validated, then the application code is more
appropriate.

You can define a check constraint when you create a table. The
following enforces the ST FLG column to contain either a 0
or 1:

SQL> create table emp(

emp_id number,

emp_name varchar2(30),

st flg number(1) CHECK (st flg in (0,1))

);
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A slightly better method is to give the check constraint a
name:

SQL> create table emp(
emp_id number,
emp name varchar2(30),

st flg number(1) constraint st flg chk CHECK (st_flg in
(0,1))

);

A more descriptive way to name the constraint is to embed

information in the constraint name that describes the condition
that was violated; for example, SQL> create table emp(

emp_id number,

emp_name varchar2(30),



st flg number(1) constraint “st_flg must be 0 or 1” check
(st flgin (0,1))

);
You can also alter an existing column to include a constraint.

The column must not contain any values that violate the
constraint being enabled:

SQL> alter table emp add constraint
“st_flg must be 0 or 1” check (st _flg in (0,1));

Note The check constraint must evaluate to a true or unknown
(NULL) value in the row being inserted or updated. You
cannot use subqueries or sequences in a check constraint.
Also, you can’t reference the SQL functions UID, USER,
SYSDATE, or USERENYV or the pseudocolumns LEVEL or
ROWNUM.

Enforcing NOT NULL Conditions

Another common condition to check for is whether a column
is null; you use the NOT

NULL constraint to do this. The NOT NULL constraint can be
defined in several ways. The simplest technique is shown here:

SQL> create table emp(

emp_id number,

emp name varchar2(30) not null);
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A slightly better approach is to give the NOT NULL constraint
a name that makes sense to you. Naming the constraint will
allow you to see what the constraint is for instead of a system-
generated constraint name, which might be confused with a
primary or foreign key constraint:

SQL> create table emp(
emp_id number,

emp_name varchar2(30) constraint emp_name nn not null);



Use the ALTER TABLE command if you need to modify a
column for an existing table.

For the following command to work, there must not be any
NULL values in the column being defined as NOT NULL.:

SQL> alter table emp modify(emp name not null);

Note If there are currently NULL values in a column that is
being defined as NOT

NULL, you must first update the table so that the column has a
value in every row.

Disabling Constraints

One nice feature of Oracle is that you can disable and enable
constraints without dropping and re-creating them. This means
you avoid having to know the DDL

statements that would be required to re-create the dropped
constraints.

Occasionally, you need to disable constraints. For example,
you may be trying to truncate a table but receive the following
error message:

ORA-02266: unique/primary keys in table referenced by
enabled foreign keys Oracle does not allow a truncate
operation on a parent table with a primary key that is
referenced by an enabled foreign key in a child table. If you
need to truncate a parent table, you first have to disable all the
enabled foreign key constraints that reference the parent
table’s primary key. Run this query to determine the names of
the constraints that need to be disabled:

SQL> col primary key table form al8

SQL> col primary key constraint form al8
SQL> col fk_child table form al8
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SQL> col fk_child table constraint form al8



SQL> select

b.table name primary key table
,b.constraint name primary key constraint
,a.table name fk child table
,a.constraint name fk child table constraint
from dba_constraints a

,dba constraints b

where a.r_constraint name = b.constraint name
and a.r_owner = b.owner

and a.constraint_type = ‘R’

and b.owner = upper(‘&table owner’)

and b.table name = upper(‘&pk table name’);
For this example, there is only one foreign key dependency:

PRIMARY KEY TAB PRIMARY KEY CON
FK_CHILD TABLE FK_CHILD TABLE

DEPT DEPT PK EMP EMP_ DEPT FK

Use the ALTER TABLE statement to disable constraints on a
table. In this case, there is only one foreign key to disable:

SQL> alter table emp disable constraint emp dept fk;
You can now truncate the parent table:
SQL> truncate table dept;

Do not forget to reenable the foreign key constraints after the
truncate operation has completed, like this:

SQL> alter table emp enable constraint emp_dept_fk;

You can disable a primary key and all dependent foreign key
constraints with the CASCADE option of the DISABLE
clause. For example, the next line of code disables all foreign
key constraints related to the primary key constraint:

SQL> alter table dept disable constraint dept pk cascade;
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This statement does not cascade through all levels of
dependencies; it only disables the foreign key constraints
directly dependent on DEPT PK. Also keep in mind that there
is no ENABLE...CASCADE statement. To re-enable the
constraints, you have to query the data dictionary to determine
which constraints have been disabled and then re-enable them
individually.

Sometimes, you run into situations when loading data in which
it is convenient to disable all the foreign keys before loading
the data. In these situations, the impdb utility imports the
tables in alphabetical order and does not ensure that child
tables are imported before parent tables. You may also want to
run several Data Pump import jobs in parallel to take
advantage of parallel hardware. In such scenarios, you can
disable the foreign keys, perform the import, and then re-
enable the foreign keys.

Here is a script that uses SQL to generate SQL to disable all
foreign key constraints for a user:

set lines 132 trimsp on head off feed off verify off echo off
pagesize 0

spo dis_dyn.sql

select ‘alter table “ || a.table name

|| ¢ disable constraint || a.constraint name || *;’
from dba constraints a

,dba constraints b

where a.r_constraint name = b.constraint_name
and a.r_owner = b.owner

and a.constraint_type = ‘R’

and b.owner = upper(‘&table owner’);

spo off;



This script generates a file, named dis_dyn.sql, which contains
the SQL statements to disable all the foreign key constraints
for a user.

Enabling Constraints

This section contains a few scripts to help you enable
constraints that you’ve disabled.

Listed next is a script that creates a file with the SQL
statements required to re-enable any foreign key constraints
for tables owned by a specified user:

set lines 132 trimsp on head off feed off verify off echo off
pagesize 0

spo enable dyn.sql

select ‘alter table ° || a.table name
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|| © enable constraint * || a.constraint name || ¢;’
from dba constraints a

,dba constraints b

where a.r_constraint name = b.constraint_ name
and a.r_owner = b.owner

and a.constraint_type = ‘R’

and b.owner = upper(‘&table _owner’);

spo off;

When enabling constraints, by default, Oracle checks to ensure
that the data does not violate the constraint definition. If you
are fairly certain that the data integrity is fine and that you do
not need to incur the performance hit by revalidating the
constraint, you can use the NOVALIDATE clause when re-
enabling the constraints. Here is an example: SQL> select
‘alter table ° || a.table name

|| ¢ modify constraint ¢ || a.constraint name || ¢ enable
novalidate;’



from dba constraints a

,dba_constraints b

where a.r_constraint name = b.constraint name
and a.r owner = b.owner

and a.constraint_type = ‘R’

and b.owner = upper(‘&table_owner’);

The NOVALIDATE clause instructs Oracle not to validate the
constraints being enabled, but it does enforce that any new
DML activities adhere to the constraint definition.

In multiuser systems, the possibility exists that another session
has inserted data into the child table while the foreign key
constraint was disabled. If that happens, you see the following
error when you attempt to re-enable the foreign key:

ORA-02298: cannot validate (<owner>.<constraint>) - parent

keys not found In this scenario, you can use the ENABLE
NOVALIDATE clause:

SQL> alter table emp enable novalidate constraint
emp_dept fk;
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To clean up the rows that violate the constraint, first ensure
that you have an EXCEPTIONS table created in your currently

connected schema. If you do not have an EXCEPTIONS table,
use this script to create one:

SQL> @?/rdbms/admin/utlexcpt.sql

Next, populate the EXCEPTIONS table with the rows that
violate the constraint, using the EXCEPTIONS INTO clause:

SQL> alter table emp modify constraint emp dept fk validate
exceptions into exceptions;

This statement still throws the ORA-02298 error as long as
there are rows that violate the constraint. The statement also
inserts records into the EXCEPTIONS table for any bad rows.



You can now use the ROW_ID column of the EXCEPTIONS
table to remove any records that violate the constraint.

Here, you see that one row needs to be removed from the EMP
table:

SQL> select * from exceptions;

Here is some sample output:
ROW _ID OWNER TABLE NAME CONSTRAINT

AAAFKQAABAAAKSJAAB MV _MAINT EMP
EMP DEPT FK

To remove the offending record, issue a DELETE statement:

SQL> delete from emp where rowid =
‘AAAFKQAABAAAKSJAAB’;

If the EXCEPTIONS table contains many records, you can run
a query such as the following to delete by OWNER and
TABLE NAME:

SQL> delete from emp where rowid in
(select row_id
from exceptions

where owner=upper(‘&owner’) and table name =
upper(‘&table name’)); You may also run into situations in
which you need to disable primary key or unique key
constraints, or both. For instance, you may want to perform a
large data load and for 226
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performance reasons want to disable the primary key and
unique key constraints. You do not want to incur the overhead
of having every row checked as it is inserted.

The same general techniques used for disabling foreign keys
are applicable for disabling primary and unique keys. Run this
query to display the primary key and unique key constraints
for a user:

SQL> select



a.table name

,a.constraint_name

,a.constraint_type

from dba_constraints a

where a.owner = upper(‘&table owner’)
and a.constraint_type in (‘P’,°U”)

order by a.table name;

When the table name and constraint name are identified, use
the ALTER TABLE

statement to disable the constraint:
SQL> alter table dept disable constraint dept pk;

Note Oracle does not let you disable a primary key or unique
key constraint that is referenced in an enabled foreign key
constraint. You first have to disable the foreign key constraint.
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An index is an optionally created database object used
primarily to increase query performance. Indexes can also
limit the amount of data that is returned in the results without
having to retrieve all of data columns of a table. This can help
keep results in memory and bring back results faster. The
purpose of a database index is similar to that of an index in the
back of a book. A book index associates a topic with a page
number.

When you are locating information in a book, it is usually
much faster to examine the index first, find the topic of
interest, and identify associated page numbers. With this
information you can navigate directly to specific page
numbers in the book.

If a topic appears on only a few pages within the book, then
the number of pages to read is minimal. In this manner, the
usefulness of the index decreases with an increase in the



number of times a topic appears in a book. In other words, if a
subject entry appears on every page of the book, there would
be no benefit to creating an index on it. In this scenario,
regardless of the presence of an index, it would be more
efficient for the reader to scan every page of the book.

Besides the pages in a book, tables with many, many columns
can use indexes to return only the values of the columns or
allow for the index to be in memory with the columns needed
for joins to improve query performance. The scan of the index
might be faster than a scan of the wide table and all the
columns, and the sizing of the index might allow it to be able
to be used in memory.

Note Searching all blocks of a table is known as a full-table
scan. Full-table scans occur when there is no available index
or when the query optimizer

determines a full-table scan is a more efficient access path than
using an existing index.
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A database index stores the column value of interest, along
with its row identifier (ROWID). The ROWID contains the
physical location of the table row on disk that stores the
column value. With the ROWID in hand, Oracle can
efficiently retrieve table data with a minimum of disk reads. In
this way, indexes function as a shortcut to the table data. If
there 1s no available index, then Oracle reads each row in the
table to determine if the row contains the desired information.

In addition to improving performance, Oracle uses indexes to
help enforce the primary key and unique key constraints.
Additionally, Oracle can better manage certain table-locking
scenarios when indexes are placed on foreign key columns.


https://doi.org/10.1007/978-1-4842-9899-2_8#DOI

Whereas it is possible to build a database application devoid of
indexes, without them or too many of them, you are almost
guaranteeing poor performance. Indexes allow for excellent
scalability, even with very large data sets. If indexes are so
important to database performance, why not place them on all
tables and column combinations?

The answer is short: indexes are not free. They consume disk
space and system resources. As column values are modified,
any corresponding indexes must also be updated. In this way,
indexes use storage, I/0, CPU, and memory resources. A poor
choice of indexes leads to wasted disk usage and excessive
consumption of system resources. This results in a decrease in
database performance and greater cost for DML

statements.

Automation and proactively tuning database applications are
ever-growing areas of the database. Indexes, statistics, and
overall database configuration play into developing the
strategies to tune. There are enhanced statistics and collection
of information about indexes being used. These tools can be
utilized as part of the index planning and design for the
database tables and indexes.

For these reasons, when you design and build an Oracle
database application, consideration must be given to your
indexing strategy. As an application architect, you must
understand the physical properties of an index, what types of
indexes are available, and strategies for choosing which table
and column combinations to index. A correct indexing
methodology is central to achieving maximum performance
for your database.

There are SQL plans and invisible indexes that will help in
determining the right combination of indexes.
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Deciding When to Create an Index

There are usually two different situations in which DBAs and
developers decide to create indexes:



* Proactively, when first deploying an application; the DBAs
and

developer make an educated guess as to which tables and
columns

to index.

* Reactively, when application performance bogs down, and
users

complain of poor performance; then the DBAs and developers

attempt to identify slow-executing SQL queries and how
indexes

might be a solution.
Proactively Creating Indexes

When creating a new database application, part of the process
involves identifying primary keys, unique keys, and foreign
keys. The columns associated with those keys are usually
candidates for indexes. Here are some guidelines:

* Define a primary key constraint for each table. This results in
an

index automatically being created on the columns specified in
the

primary key.

* Create unique key constraints on columns that are required to
be

unique and that are different from the primary key columns.
Each

unique key constraint results in an index automatically being
created

on the columns specified in the constraint.

* Manually create indexes on foreign key columns. This is
done for

better performance, to avoid certain locking issues.



In other words, some of the decision process on what tables
and columns to index is automatically done for you when
determining the table constraints. When creating primary and
unique key constraints, Oracle automatically creates indexes
for you. There is some debate about whether to create indexes
on foreign key columns. There might even be a debate on table
constraints in general. Later in this chapter we have further
details about these indexes.
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Constraint indexes and primary or foreign keys can be
automated to run with table creation or as part of the object
builds in the database. Also, if foreign keys are newly created,
an index can be generated as part of the code to make sure that
the indexes are created as changes are made, and instead of
manually checking all of the constraints, indexes, and keys,
DDL can be generated based on new objects and added as part
of proactively creating indexes.



In addition to creating indexes related to constraints, if you have
enough knowledge of the SQL contained within the application, you
can create indexes related to tables and columns referenced in
SELECT, FROM, and WHERE clauses. In my experience, DBAs
and developers are not adept at proactively identifying such indexes.
Rather, these indexing requirements are usually identified reactively.

Reactively Creating Indexes

Rarely do DBAs and developers accurately create the right mix of
indexes when first deploying an application. And that is not a bad
thing or unexpected; it is hard to predict everything that occurs in a
large database system, including data growth and other data uses.
Furthermore, as the application matures, changes are introduced to
the database (new tables, new columns, new constraints, and
database upgrades that add new features, behaviors, and so on). The
reality is that you will have to react to unforeseen situations in your
database that warrant adding indexes to improve performance.

Index strategies also must be revisited for major database releases or
system resource changes. For example, more memory on the server
will allow for a table scan to perform better and maybe eliminate a
need for an index. Or, an index that was beneficial because of how
the optimizer was calculating cost or upgrades might validate a
different query plan for better performance.

Index strategies are not just about creating indexes but also about
cleaning up indexes that are no longer in use because of better
statistics and optimizer query plans without the index.

Here is a typical process for reactively identifying poorly performing
SQL statements and improving performance with indexes:

1. A poorly performing SQL statement is identified; a user
complains

about a specific statement, the DBA runs automatic database
diagnostic monitor (ADDM), or automatic workload repository
(AWR) reports to identify resource-consuming SQL, and so on.
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2. The DBA checks the table and index statistics to ensure that
out-of-date statistics are not causing the optimizer to make bad

choices.



3. The DBA/developer determines that the query cannot be
rewritten in a way that alleviates performance issues.

4. The DBA/developer examines the SQL statement and determines
which tables and columns are being accessed, by inspecting the
SELECT, FROM, and WHERE clauses.

5. The DBA/developer performs testing and recommends that an
index be created, based on a table and one or more columns.

Once you have identified a poorly performing SQL query, consider
creating indexes for the following situations:

* Create indexes on columns used often as predicates in the WHERE
clause; when multiple columns from a table are used in the WHERE
clause, consider using a concatenated (multicolumn) index.

* Create a covering index (i.e., an index on all columns) in the
SELECT clause.

* Create indexes on columns used in the ORDER BY and GROUP
BY

clauses.

* Create function-based indexes on the function in the WHERE
clauses.

Oracle allows you to create an index that contains more than one
column.

Multicolumn indexes are known as concatenated indexes (also
called composite indexes).

These indexes are especially effective when you often use multiple
columns in the WHERE

clause when accessing a table. Concatenated indexes are, in many
instances, more efficient in this situation than creating separate,
single-column indexes.

Columns included in the SELECT and WHERE clauses are also
potential candidates for indexes. Sometimes, a covering index in a
SELECT clause results in Oracle using the index structure itself (and
not the table) to satisfy the results of the query. Also, if the column
values are selective enough, Oracle can use an index on columns
referenced in the WHERE



clause to improve query performance.
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Also consider creating indexes on columns used in the ORDER BY,
GROUP BY, UNION, and DISTINCT clauses. This may result in
greater efficiency for queries that frequently use these SQL
constructs.

It is OK to have multiple indexes per table. However, the more
indexes you place on a table, the slower the DML statements. Do not
fall into the trap of randomly adding indexes to a table until you
stumble upon the right combination of indexed columns. Rather,
verify the performance of an index before you create it in a
production environment. Oracle Database has improved how it
reviews index usage, and these statistics can be taken into
consideration when deciding to keep indexes or if a different index
is needed. SQL plans and other reporting for the index usage will
help determine which indexes are needed.

Also keep in mind that it is possible to add an index that increases
the performance of one statement while hurting the performance of
others. You must be sure that the statements that are improved
warrant the penalty being applied to other statements. You should
only an index add when you are certain it will improve performance.

Planning for Robustness

After you have decided that you need to create an index, it is prudent
to make a few foundational decisions that will affect maintainability
and availability. Oracle provides a wide assortment of indexing
features and options. As a DBA or a developer, you need to be aware
of the various features and how to use them. If you choose the
wrong type of index or use a feature incorrectly, there may be
serious, detrimental performance implications. Later we will discuss
invisible indexes, which can be an easy way to hide an index from
use before dropping, which can help with testing the right indexes. It
is still recommended to take into consideration these listed
manageability features before you create an index:

* Type of index
* Initial space required and growth
» Temporary tablespace usage for creation

* Tablespace placement



* Naming conventions

* Columns to include
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* Single column or multicolumn (composite) indexes

* Special features, such as PARALLEL, NOLOGGING,
COMPRESSION

* Uniqueness
» Functions that are used

* Impact on performance of SELECT statements

* Impact on performance of INSERT, UPDATE, and DELETE
statements

These topics are discussed in the next sections in this chapter.
Determining Which Type of Index to Use

Oracle provides a wide range of index types and features. The
correct use of indexes results in a well-performing and scalable
database application. Conversely, if you incorrectly or unwisely
implement a feature, there may be detrimental performance
implications. Table 8-1 summarizes the various Oracle index types
available. At first glance, this is a long list and may be somewhat
overwhelming to somebody new to Oracle. However, deciding
which index type to use is not as daunting as it might initially seem.
For most applications, you should simply use the default B-tree
index type.

Table 8-1. Oracle Index Type and Usage Descriptions
Index Type

Usage

B-tree

default index; good for columns with high cardinality, high degree of
distinct values. Use a normal B-tree index unless you have a
concrete reason to use a different index type or feature.

10t

Index organized table is efficient when most of the column values
are included in the primary key. You access the index as if it were a
table. the data are stored in a B-tree-like structure.



Unique

a form of B-tree index; used to enforce uniqueness in column values
and

normally used with primary and unique key constraints.
reverse key

a form of B-tree index; useful for balancing I/O in an index that has
many sequential inserts. alternative is to use scalable sequences for
the primary keys and reduce the need for the reverse key index.

( continued)
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Table 8-1. ( continued)
Index Type

Usage

Key compressed Good for concatenated indexes in which the
leading column is often repeated; compresses leaf block entries;
applies to B-tree and 10t indexes.

descending

a form of B-tree index; used with indexes in which corresponding
column values are sorted in a descending order. You cannot specify
descending for a reverse-key index and is ignored with bitmap
indexes.

Bitmap

excellent in data warehouse environments with low cardinality, low
degree of distinct values, columns and SQL statements using many
and or Or operators in the WHERE clause. Bitmap indexes are not
appropriate for OLtp databases in which rows are frequently
updated.

Bitmap join

Useful in data warehouse environments for queries that use star
schema

structures that join fact and dimension tables.

Function- based



Good for columns that are usually referenced through SQL
functions; can be used with either a B-tree or bitmap index.

Indexed virtual

an index defined on a virtual column of a table; useful for columns
that usually column

have SQL functions applied to them; a viable alternative to a
function-based index.

Invisible

the index is not visible to the query optimizer. however, the structure
of the index 1s maintained as table data are modified. Useful for
testing an index before making it visible to the application. any
index type can be created as invisible.

Global

Global index across all partitions in a partitioned or regular table;
can be a B-tree partitioned

index type and cannot be a bitmap index type.

Local partitioned Local index based on individual partitions in a
partitioned table; can be either a B-tree or bitmap index type.

Oracle text

provides indexing, word and theme searching. different types of
indexing used such as CONTEXT, CTXCAT, CTXRULE

B-tree cluster

Used with clustered tables.
hash cluster

Used with hash clusters.
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In a deployment of Oracle on Exadata and with Autonomous
Database, there are options to use automatic indexing and to use and
implement indexing. How the indexes are chosen and why indexes
are working better are part of information you can pull from the
database. So, it is not a black box to tune which index to use; it can
provide details so that you can put indexes into place automatically
or review and implement the indexes when ready. Even with these



deployments, it is helpful to understand the performance changes
and index types.

You probably noticed that several of the index types listed are just
variations on the B-tree index. A reverse-key index, for example, is
merely a B-tree index optimized for evenly spreading I/O when the
index value is sequentially generated and inserted with similar
values. This chapter focuses on the most commonly used indexes
and features, and index organized tables (IOT) were already covered
in Chapter 7.

Estimating the Size of an Index Before Creation

If you do not work with large databases, then you do not need to
worry about estimating the amount of space an index will initially
consume. However, for large databases, you absolutely need an
estimate on how much space it will take to create an index. If you
have a large table in a data warehouse environment, a corresponding
index could easily be hundreds of gigabytes in size. In this situation,
you need to ensure that the database has adequate disk space
available.

The best way to predict the size of an index is to create it in a test
environment that has a representative set of production data.
However, since it might be difficult to build a test environment
complete replica of production data, a subset can be used to
extrapolate the size required in production. Another way to estimate
the size of an index is using the

DBMS SPACE.CREATE_INDEX COST procedure.

For reference, here is the table creation script that the index used in
the subsequent examples is based on:

SQL> CREATE TABLE cust
(cust_id NUMBER

, last name VARCHAR2(30)
, first name VARCHAR2(30)
) TABLESPACE users;
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Next, several thousand records are inserted into the prior table. Here
is a snippet of the insert statement (note that multivalue inserts are
available starting in 23c): SQL> insert into cust values(7, ‘ACER”,
‘SCOTT’),
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(5, ‘STARK’, ‘JIM"),
(3, ‘GREY’, ‘BOB"),
(11, ‘KAHN’, ‘BRAD"),
(21, ‘DEAN’, ‘ANN’),

Now, suppose you want to create an index on the CUST table like
this:

SQL> create index cust_idx1 on cust(last name);

Here is the procedure for estimating the amount of space the index
will initially consume:

SQL> set serverout on

SQL> exec dbms_stats.gather table stats(user,CUST’);
SQL> variable used bytes number

SQL> variable alloc_bytes number

SQL> exec dbms_space.create_index cost (‘create index cust idx1
on cust (last name)’, :used bytes, :alloc_bytes);

SQL> print :used bytes

Here is some sample output for this example:
USED BYTES

19800000

SQL> print :alloc_bytes

ALLOC BYTES

33554432

Statistics need to be gathered to give better results, and it of course
depends on the number of records. Indexes will continue to grow as
rows are inserted into the tables, and because some table might have
multiple indexes, this is where the index space can grow quickly.
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Creating Indexes and Temporary Tablespace Space



Related to space usage, sometimes DBAs forget that Oracle often
requires space in either memory or disk to sort an index as it is
created. If the available memory area is consumed, then Oracle
allocates disk space as required within the default temporary
tablespace. If you are creating a large index, you may need to
increase the size of your temporary tablespace.

Another approach is to create an additional temporary tablespace
and then assign it to be the default temporary tablespace of the user
creating the index. After the index is created, reassign the user’s
default temporary tablespace to the original temporary tablespace.

Creating Separate Tablespaces for Indexes

For critical applications, you must give some thought to how much
space tables and indexes will consume and how fast they grow.
Space consumption and object growth have a direct impact on
database availability. If you run out of space, your database will
become unavailable. The best way to manage space in the database
is by creating tablespaces tailored to space requirements and then
creating objects in specified tablespaces that you have designed for
those objects. With that in mind, I recommend that you separate
tables and indexes into different tablespaces. Consider the following
reasons:

* Doing so allows for differing backup and recovery requirements.
You may want the flexibility of backing up the indexes at a different

frequency than the tables. Or, you may choose not to back up
indexes

because you know that you can re-create them.

* If you let the table or index inherit its storage characteristics from
the tablespace, when using separate tablespaces, you can tailor
storage

attributes for objects created within the tablespace. Tables and

indexes often have different storage requirements (such as extent
size

and logging).

* When running maintenance reports, it is sometimes easier to
manage tables and indexes when the reports have sections separated
by tablespace.
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If these reasons are valid for your environment, it is probably worth
the extra effort to employ different tablespaces for tables and
indexes. If you do not have any of the prior needs, then it is fine to
put tables and indexes together in the same tablespace.

I should point out that DBAs often consider placing indexes in
separate tablespaces for performance reasons. If you have the luxury
of creating a storage system from scratch and can set up mount
points that have their own sets of disks and controllers, you may see
some I/O benefits from separating tables and indexes into different
tablespaces.

Nowadays, storage administrators often give you a large slice of
storage in a storage area network (SAN), and there is no way to
guarantee that data and indexes will be stored physically, on separate
disks (and controllers). Thus, you typically do not gain any
performance benefits by separating tables and indexes into different
tablespaces. Also, when using ASM, disks can be rebalanced for
performance.

Establishing Naming Standards

When you are creating and managing indexes, it is highly desirable
to develop some standards regarding naming. Consider the following
motives:

* Diagnosing issues is simplified when error messages contain
information that indicates the table, index type, and so on.

* Reports that display index information are more easily grouped and
more readable, making it easier to spot patterns and issues.

Given those initial thoughts and needs, here are some sample index-
naming

guidelines:

* Primary key index names should contain the table name and a
suffix

such as PK.

* Unique key index names should contain the table name and a
suffix

such as UKN, where N is a number.



* Indexes on foreign key columns should contain the foreign key
table

and a suffix such as FKN, where N is a number.

* Indexes that are not used for constraints should contain the table
name and a suffix such as IDXN, where N is a number.
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* Function-based index names should contain the table name and a
suffix such as  FNXN, where N is a number.

* Bitmap index names should contain the table name and a suffix
such

as BMXN, where N is a number.

Some shops use prefixes when naming indexes. For example, a
primary key index would be named PK_CUST (instead of

CUST PK). All these various naming standards are valid. It does
not matter what the standard is, depending on groupings and making
the names clearly understandable, as long as everybody on the team
is following the standards set.

Creating Indexes

As described previously, when you think about creating tables, you
must think about the corresponding index architecture. Creating the
appropriate indexes and using the correct index features will usually
result in dramatic performance improvements.

Conversely, creating indexes on the wrong columns or using features
in the wrong situations can cause dramatic performance degradation.

Having said that, after giving some thought to what kind of index
you need, the next logical step is to create the index. Creating
indexes and implementing specific features are discussed in the next
several sections.

Creating B-tree Indexes

The default index type in Oracle is a B-tree index. To create a B-tree
index on an existing table, use the CREATE INDEX statement. This
example creates an index on the CUST table, specifying

LAST NAME as the column:

SQL> CREATE INDEX cust_idx1 on cust(last name);



By default, Oracle will create an index in your default permanent
tablespace.

Sometimes, that may be the desired behavior. But we have already
discussed some reasons for having indexes in a specific tablespace:

SQL> CREATE INDEX cust idx1 on cust(last name)
TABLESPACE reporting_index; 241
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Because B-tree indexes are the default type and are used extensively
with Oracle applications, it is worth taking some time to explain
how this particular type of index works. A good way to understand
the workings of an index is to show its conceptual structure, along
with its relationship with a table (an index cannot exist without a
table).

Take a look at Figure 8-1;_the top section illustrates the CUST table,
with some data. The table data are stored in two separate data files,
and each data file contains two blocks.

The bottom part of the diagram shows a balanced, treelike structure
of a B-tree index named CUST _IDX1, created on a LAST NAME
of the CUST table. The index is stored in one data file and consists
of four blocks.



Figure 8-1. Oracle B-tree hierarchical index structure and
associated table The index definition is associated with a table and
column(s). The index structure stores a mapping of the table’s
ROWID and the column data on which the index is built. A ROWID
usually uniquely identifies a row within a database and contains
information to physically locate a row (data file, block, and row
position within block). The two dotted lines in Figure 8-1 depict
how the ROWID (in the index structure) points to the physical row
in the table for the column values of ACER.
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The B-tree index has a hierarchical tree structure. When Oracle
accesses the index, it starts with the top node, called the root (or
header) block. Oracle uses this block to determine which second-
level block (also called a branch block) to read next. The second-
level block points to several third-level blocks (leaf nodes), which
contain a ROWID and the name value. In this structure, it will take
three I/O operations to find the ROWID. Once the ROWID is
determined, Oracle will use it to read the table block that contains
the ROWID.

A couple of examples will help illustrate how an index works.
Consider this query: SQL> select last name from cust where
last name = ‘ACER’;

Oracle accesses the index, first reading the root, block 20; then, it
determines that the branch block 30 needs to be read; and, finally, it
reads the index values from the lead node block 39. Conceptually,
that would be three 1/O operations. In this case, Oracle does not need
to read the table because the index contains sufficient information to
satisfy the results of the query. You can verify the access path of a
query by using the autotrace utility; for example:

SQL> set autotrace trace explain;
SQL> select last_ name from cust where last name = ‘ACER’;

Note that only the index was accessed (and not the table) to return
the data:

| Id | Operation | Name | Rows | Bytes | Cost (%CPU)| Time |

|0 | SELECT STATEMENT || 1|61 (0) | 00:00:01 |
* 1 | INDEX RANGE SCAN | CUST IDX1 | 1611 (0) | 00:00:01 |



Also consider this query:

SQL> select first name, last name from cust where last name =
‘ACER’;

Here, Oracle would follow the same index access path by reading
blocks 20, 30, and 39. However, because the index structure does not

contain the FIRST NAME value, Oracle must also use the ROWID
to read the appropriate rows in the CUST table (blocks 11 and 243
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2500). Here is a snippet of the output from autotrace, indicating that
the table has also been accessed:

| Id | Operation | Name | Rows | Bytes |Cost

| 0 | SELECT STATEMENT | | 1|44 |2

| 1 | TABLE ACCESS BY INDEX ROWID BATCHED| CUST | 1 |
44 2|

* 2 | INDEX RANGE SCAN | CUST IDX1| 1|1

Also note at the bottom of Figure 8-1 the bidirectional arrows
between the leaf nodes.

This illustrates that the leaf nodes are connected via a doubly linked
list, thus making index range scans possible. For instance, suppose
you have this query:

SQL> select last name from cust where last name >= ‘A’ and last
name <= ‘J’;

To determine where to start the range scan, Oracle would read the
root, block 20; then, the branch block 30; and, finally, the leaf node
block 39. Because the leaf node blocks are linked, Oracle can
navigate forward as needed to find all required blocks (and does not
have to navigate up and down through branch blocks). This is a very
efficient traversal mechanism for range scans.

Viewing Index Metadata

Oracle provides two types of views containing details about the
structure of the indexes:



* INDEX STATS
* DBA/ALL/USER INDEXES

The INDEX STATS view contains information regarding the
HEIGHT (number of blocks from root to leaf blocks), LF. ROWS
(number of index entries), and so on. The INDEX STATS

view is populated only after you analyze the structure of the index;
for example, SQL> analyze index cust idx1 validate structure;
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The DBA/ALL/USER_INDEXES views contain statistics, such as
BLEVEL (number of blocks from root to branch blocks; this equals
HEIGHT - 1); LEAF _BLOCKS (number of leaf blocks); and so on.
The DBA/ALL/USER INDEXES views are populated
automatically when the index is created and refreshed via the
DBMS STATS package.

Creating Concatenated Indexes

Oracle allows you to create an index that contains more than one
column. Multicolumn indexes are known as concatenated indexes.
These indexes are especially effective when you often use multiple
columns in the WHERE clause when accessing a table.

Suppose you have this scenario, in which two columns from the
same table are used in the WHERE clause:

SQL> select first name, last name
from cust

where first name = ‘JIM’

and last name = ‘STARK’;

Because both FIRST NAME and LAST NAME are often used in
WHERE clauses for

retrieving data, it may be efficient to create a concatenated index on
the two columns: SQL> create index cust_idx2 on cust(first name,
last name);

Often, it 1s not clear whether a concatenated index is more efficient
than a single-column index. For the previous SQL statement, you
may wonder whether it is more efficient to create two single-column
indexes on FIRST NAME and LAST NAME, such as this:

SQL> create index cust_idx3 on cust(first name);



SQL> create index cust_idx4 on cust(last name);

In this scenario, if you are consistently using the combination of
columns that appear in the WHERE clause, then the optimizer will
most likely use the concatenated index and not the single-column
indexes. Using a concatenated index, in these situations, is usually
much more efficient. You can verify that the optimizer chooses the
concatenated index by generating an explain plan; for example:

SQL> set autotrace trace explain;
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Then, run this query:

SQL> select first name, last name
from cust

where first name = ‘JIM’

and last name = ‘STARK’;

Here is some sample output, indicating that the optimizer uses the
concatenated index on CUST IDX2 to retrieve data:

| Id | Operation | Name | Rows | Bytes | Cost (%CPU)| Time —|

|0 | SELECT STATEMENT | | 1|44 | 1 (0) | 00:00:01 |

* 1 | INDEX RANGE SCAN| CUST IDX2 | 1|44 |1 (0)|00:00:01
|

The optimizer can use a concatenated index even if the leading-edge
column (or columns) is not present in the WHERE clause. This
ability to use an index without reference to leading-edge columns is
known as the skip-scan feature.

A concatenated index that is used for skip scanning can, in certain
situations, be more efficient than a full-table scan. However, you
should try to create concatenated indexes that use the leading
column. If you are consistently using only a lagging-edge column of
a concatenated index, then consider creating a single-column index
on the lagging column.

Creating Multiple Indexes on the Same Set of Columns



Multiple indexes can be on the same set of columns, but there must
be something physically different about the index. For example, one
index is created as a B-tree index, and the second, as a bitmap index.

Also, there can be only one visible index for the same combination
and order of columns. Any other indexes created on that same set of
must be declared invisible as shown here:

SQL> create index cust idx2 on cust(first name, last name);

SQL> create bitmap index cust bmx1 on cust(first name,
last name)

invisible;
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Why would you want two indexes defined on the same set of
columns? You might want to do this if you originally implemented
B-tree indexes and now wanted to change them to bitmap—the idea
being, you create the new indexes as invisible and then drop the
original indexes and make the new indexes visible. In a large
database environment, this would enable you to make the change
quickly. See the section “Implementing Invisible Indexes” for more
information.

Implementing Function-Based Indexes

Function-based indexes are created with SQL functions or
expressions in their definitions. Sometimes, function-based indexes
are required when queries use SQL

functions. For example, consider the following query, which uses an
SQL UPPER function: SQL> select first name from cust where
UPPER(first_ name) = ‘JIM’;

In this scenario there may be a normal B-tree index on the
FIRST NAME column, but Oracle will not use a regular index that
exists on a column when a function is applied to it.

In this situation, you can create a function-based index to improve
the performance of queries that use a SQL function in the WHERE
clause. This example creates a function-based index:

SQL> create index cust_fnx1 on cust(upper(first name));

Function-based indexes allow index lookups on columns referenced
by functions in the WHERE clause of a SQL query. The index can



be as simple as the preceding example, or it can be based on
complex logic stored in a PL/SQL function.

Any user-created SQL functions must be declared deterministic
before they can be used in a function-based index. Deterministic
means that for a given set of inputs, the function always returns the
same results. You must use the keyword DETERMINISTIC

when creating a user-defined function that you want to use in a
function-based index.

If you want to see the definition of a function-based index, select
from the DBA/ALL/

USER IND EXPRESSIONS view to display the SQL associated
with the index. If you are using SQL*Plus, be sure to issue a SET
LONG command first; for example,

SQL> SET LONG 500

SQL> select index name, column_expression from
user_ind_expressions;
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The SET LONG command in this example tells SQL*Plus to display
up to 500

characters from the COLUMN EXPRESSION column, which is of
type LONG.

Creating Unique Indexes

When you create a B-tree index, you can also specify that the index
be unique. Doing so ensures that non-NULL values are unique when
you insert or update columns in a table.

Suppose you have identified a column (or combination of columns)
in the table (outside the primary key) that is used heavily in the
WHERE clause. In addition, this column (or combination of
columns) has the requirement that it be unique within a table. This is
a good scenario in which to use a unique index. Use the UNIQUE
clause to create a unique index:

SQL> create unique index cust_ukl1 on cust(first name, last name);

The unique index does not enforce uniqueness for NULL values
inserted into the table. In other words, you can insert the value
NULL into the indexed columns for multiple rows.



You must be aware of some interesting nuances regarding unique
indexes, primary key constraints, and unique key constraints (see
Chapter 7 for a detailed discussion of primary key constraints and
unique key constraints). When you create a primary key constraint
or a unique key constraint, Oracle automatically creates a unique
index and a corresponding constraint that is visible in
DBA/ALL/USER CONSTRAINTS.

When you create a unique index explicitly (as in the example in this
section), Oracle creates a unique index but does not add an entry for
a constraint in DBA/ALL/USER

CONSTRAINTS. Why does this matter? Consider this scenario:
SQL> create unique index cust_uk1 on cust(first name, last name);
SQL> insert into cust values(500,°JOHN’,"DEERE”),

(501, JOHN’, DEERE’);

Here is the corresponding error message that is thrown:

ERROR at line 1:

ORA-00001: unique constraint (MV_MAINT.CUST UK1) violated
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If you are asked to troubleshoot this issue, the first place you look is
in DBA

CONSTRAINTS for a constraint named CUST IDX1. However,
there is no information: SQL> select constraint name

from dba_constraints where constraint name=‘CUST_UK1’;
Here is the output:
no rows selected

The no rows selected message can be confusing: the error message
thrown when you insert into the table indicates that a unique
constraint has been violated, yet there is no information in the
constraint-related data dictionary views. In this situation, you have
to look at DBA _INDEXES and DBA _IND COLUMNS to view the
details of the unique index that has been created:

SQL> select a.owner, a.index name, a.uniqueness, b.column name
from dba_indexes a, dba_ind columns b
where a.index name=‘CUST UKI’


https://doi.org/10.1007/978-1-4842-9899-2_7

and a.table_owner = b.table_owner
and a.index_name = b.index_name;

If you want to have information related to the constraint in the
DBA/ALL/USER

CONSTRAINTS views, you can explicitly associate a constraint
after the index has been created:

SQL> alter table cust add constraint cust_idx1 unique(first name,
last name);

In this situation, you can enable and disable the constraint
independent of the index.

However, because the index was created as unique, the index still
enforces uniqueness regardless of whether the constraint has been

disabled.

When should you explicitly create a unique index versus creating a
constraint and having Oracle automatically create the index? There
are no hard-and-fast rules. I prefer creating a unique key constraint
and letting Oracle automatically create the unique index, because
then I get information in both the

DBA/ALL/USER _CONSTRAINTS and DBA/

ALL/USER INDEXES views.
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But, Oracle’s documentation recommends that if you have a scenario
in which you are strictly using a unique constraint to improve query
performance, it is preferable to create only the unique index. This is
appropriate. If you take this approach, just be aware that you may
not find any information in the constraint-related data dictionary
views.

Implementing Bitmap Indexes

Bitmap indexes are recommended for columns with a relatively low
degree of distinct values (low cardinality). You should not use
bitmap indexes in OLTP databases with high
INSERT/UPDATE/DELETE activities, owing to locking issues; the
structure of the bitmap index results in many rows potentially being
locked during DML operations, which causes locking problems for
high-transaction OLTP systems.



Bitmap indexes are commonly used in data warehouse
environments. A typical star schema structure consists of a large fact
table and many small dimension (lookup) tables. In these scenarios,
it is common to create bitmap indexes on fact table foreign key
columns. The fact tables are typically inserted into on a daily basis
and usually are not updated or deleted from.

Listed next is a simple example that demonstrates the creation and
structure of a bitmap index. First, create a LOCATIONS table:

SQL> create table locations(

location_id number

,region varchar2(10));

Now, insert the following rows into the table:

SQL> insert into locations values(1,NORTH”), (2,°EAST’),
(3,'NORTH”),

(4,WEST’),

(5,'EAST’),

(6,'NORTH”),

(7,'NORTH”);

You use the BITMAP keyword to create a bitmap index. The next
line of code creates a bitmap index on the REGION column of the
LOCATIONS table:

SQL> create bitmap index locations bmx1 on locations(region);
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Bitmap indexes are effective at retrieving rows when multiple AND
and OR conditions appear in the WHERE clause. For example, to
perform the task find all rows with a region of EAST or WEST, a
Boolean algebra OR operation is performed on the EAST and
WEST bitmaps to quickly return rows 2, 4, and 5.

Bitmap indexes and bitmap join indexes are available only with the
Oracle Enterprise Edition of the database. Also, you cannot create a
unique bitmap index.

Creating Bitmap Join Indexes

Bitmap join indexes store the results of a join between two tables in
an index. Bitmap join indexes are beneficial because they avoid



joining tables to retrieve results. The syntax for a bitmap join index
differs from that of a regular bitmap index in that it contains FROM
and WHERE clauses. Here is the basic syntax for creating a bitmap
join index:

SQL> create bitmap index <index name>
on <fact table> (<dimension_table.dimension_column>)
from <fact table>, <dimension table>

where <fact_table>.<foreign key column> = <dimension_ table>.
<primary_key

column>;

Bitmap join indexes are appropriate in situations in which you are
joining two tables, using the foreign key column (or columns) in one
table relating to the primary key column (or columns) in the other
table. For example, suppose you typically retrieve the

FIRST NAME and LAST NAME from the CUST dimension table
while joining to a large F SHIPMENTS fact table. This next
example creates a bitmap join index between the F SHIPMENTS
and CUST tables:

SQL> create bitmap index f shipments bmx1
on f shipments(cust.first name, cust.last name)
from f shipments, cust

where f shipments.cust id = cust.cust id;
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Now, consider a query such as this:

SQL> select c.first name, c.last name

from f shipments s, cust c

where s.cust id = c.cust id

and c.first name = ‘JIM’

and c.last name = ‘STARK’;

The optimizer can choose to use the bitmap join index, thus avoiding
the expense of having to join the tables. For small amounts of data,
the optimizer will most likely choose not to use the bitmap join
index, but as the data in the table grows, using the bitmap join index



becomes more cost-effective than full-table scans or using other
indexes.

Implementing Reverse-Key Indexes

Reverse-key indexes are similar to B-tree indexes, except that the
bytes of the index key are reversed when an index entry is created.
For example, if the index values are 201, 202, and 203, the reverse-
key index values are 102, 202, and 302:

Index value

Reverse key value

201
102
202
202
203
302

Reverse-key indexes can perform better in scenarios in which you
need a way to evenly distribute index data that would otherwise have
similar values clustered together. Thus, when using a reverse-key
index, you avoid having I/O concentrated in one physical disk
location within the index during large inserts of sequential values.
You cannot specify REVERSE for a bitmap index or an Index
Organized Table (I0T).

Use the REVERSE clause to create a reverse-key index:
SQL> create index cust_idx1 on cust(cust_id) reverse;

You can verify that an index is reverse key by running the following
query: SQL> select index name, index type from user indexes;
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Instead of using reverse-key indexes to solve the incremental
sequence issue here, scalable sequences are also available. You can
use the scalable sequences to populate your primary key.

Scalable sequences add a prefix number, pad zeros, and then has the

incrementing number.



SQL> create sequence seq_scale pk
minvalue 1

maxvalue 9999999999

scale;

SQL> select seq _scale pk.nextval;
1023760001

SQL> select seq _scale pk.nextval;
1023760002

New connection

SQL> select seq_scale pk.nextval;
1087420003

As you can see, a new session will change the prefix. If you are able
to define your sequences for the primary key as scalable, this will be
a better way to address the issue that reverse-key indexes was
addressing.

Creating Key-Compressed Indexes

Index compression is useful for indexes where one or more of the
columns contains highly repetitive data. Compressed indexes, in
these situations, have the following advantages:

* Reduced storage

» More rows stored in leaf blocks, which can result in less I/O when
accessing a compressed index

You cannot create a key-compressed index on a bitmap index.
Suppose you have a table defined as follows:

SQL> create table users(

last name varchar2(30)

[first name varchar2(30)

,address_id number);
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You want to create a concatenated index on the LAST NAME and
FIRST NAME columns.



You know from examining the data that there is duplication in the
LAST NAME column.

The compression clause allows you only to specify how many of the
left-most columns should be compressed. You cannot compress a
specific indexed column without also compressing the index column
before it. Use the COMPRESS N clause to create a compressed
index:

SQL> create index users_idx1 on users(last_ name, first name)
compress 2; The prior line of code instructs Oracle to create a
compressed index on two columns.

You can verify that an index is compressed as follows:
SQL> select index name, compression

from user_indexes

where index name like ‘USERS%’;

Here is some sample output, indicating that compression is enabled
for the index: INDEX NAME COMPRESS

USERS IDX1 ENABLED
Parallelizing Index Creation

In large database environments in which you are attempting to create
an index on a table that is populated with many rows, you may be
able to greatly increase the index creation speed by using the
PARALLEL clause:

SQL> create index cust_idx1 on cust(cust_id)
parallel 2
tablespace reporting_index;

If you do not specify a degree of parallelism, Oracle selects a
degree, based on the number set in the CPU_COUNT parameter and
set in the value of PARALLEL THREADS

PER_CPU.

You can run this query to verify the degree of parallelism associated
with an index: SQL> select index name, degree from user indexes;
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You can also disable parallelism as execution plans might show
unwanted

parallelism:
SQL> alter index cust idx1 noparallel;
Avoiding Redo Generation When Creating an Index

You can optionally create an index with the NOLOGGING clause.
Doing so has these implications:

* The redo is not generated that would be required to recover the
index

in the event of a media failure.

* Subsequent direct-path operations also will not generate the redo
required to recover the index information in the event of a media
failure.

Here is an example of creating an index with the NOLOGGING
clause:

SQL> create index cust_idx1 on cust(cust_id)
nologging
tablespace users;

The main advantage of NOLOGGING is that when you create the
index, a minimal amount of redo information is generated, which
can have significant performance implications for a large index. The
disadvantage is that if you experience a media failure soon after the
index is created (or have records inserted via a direct-path operation)
and you restore and recover the database from a backup that was
taken prior to the index creation, you will see this error when the
index 1s accessed:

ORA-01578: ORACLE data block corrupted (file # 4, block # 1044)
ORA-01110: data file 4: ‘/u01/dbfile/O18C/users01.dbf”
ORA-26040: Data block was loaded using the NOLOGGING option

This error indicates that the index is logically corrupt. In this
scenario, you must rebuild the index before it is usable. In most
scenarios, it is acceptable to use the NOLOGGING clause when
creating an index, because the index can be re-created without
affecting the table on which the index is based.



You can run this query to view whether an index has been created
with NOLOGGING: SQL> select index name, logging from
user indexes;

255
Chapter 8 IndexeS
Implementing Invisible Indexes

As discussed in creating an index on the same columns with only
one visible, you have the option of making an index invisible to the
optimizer. Oracle still maintains an invisible index (as DML occurs
on the table) but does not make it available for use by the optimizer.
You can use the OPTIMIZER USE INVISIBLE INDEXES
database parameter to make an invisible index visible to the
optimizer.

Invisible indexes have a couple of interesting uses:
* Altering an index to be invisible before dropping it allows you to
quickly recover if you later determine that the index is required.

* You may be able to add an invisible index to a third-party
application

without affecting existing code or support agreements.
These two scenarios are discussed in the following sections.
Making an Existing Index Invisible

Suppose you have identified an index that is not being used and are
considering dropping it. In earlier releases of Oracle, you could
mark the index UNUSABLE and then later drop indexes that you
were certain weren’t being used. If you later determined that you
needed an unusable index, the only way to re-enable the index was
to rebuild it. For large indexes, this could take a great amount of
time and database resources.

Making an index invisible has the advantage of telling only the
optimizer not to use the index. The invisible index is still maintained
as the underlying table has records inserted, updated, and deleted. If
you decide that you later need the index, there is no need to rebuild
it; you simply make it visible again.

You can create an index as invisible or alter an existing index to be
invisible; for example,

SQL> create index cust idx2 on cust(first name) invisible;



SQL> alter index cust_idx1 invisible;

You can verify the visibility of an index via this query:

SQL> select index name, status, visibility from user indexes;
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Here is some sample output:

INDEX NAME

STATUS

VISIBILITY

CUST IDX1
VALID
INVISIBLE
CUST IDX2
VALID
INVISIBLE
USERS_IDX1
VALID
VISIBLE

Use the VISIBLE clause to make an invisible index visible to the
optimizer again: SQL> alter index cust idx1 visible;

Note If you have a B-tree index on a foreign key column and you
decide to make it invisible, Oracle can still use the index to prevent
certain locking issues. Before you drop an index on a column
associated with a foreign key constraint, ensure that it is not used by
Oracle to prevent locking issues. See the section “Indexing Foreign
Key Columns,” later in this chapter, for details.

Guaranteeing Application Behavior Is Unchanged When
You Add an Index

You can also use an invisible index when you are working with
third-party applications.

Often, third-party vendors do not support customers adding their
own indexes to an application. However, there may be a scenario in



which you are certain you can increase a query’s performance
without affecting other queries in the application.

You can create the index as invisible and then use the
OPTIMIZER USE INVISIBLE

INDEXES parameter to instruct the optimizer to consider invisible
indexes. This parameter can be set at the system or session level.
Here is an example:

SQL> create index cust_idx1 on cust(cust_id) invisible;

Now, set the OPTIMIZER USE INVISIBLE INDEXES database
parameter to TRUE. This instructs the optimizer to consider
invisible indexes for the currently connected session: SQL> alter
session set optimizer use invisible indexes=true;
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You can verify that the index is being used by setting AUTOTRACE
to on and running the SELECT statement:

SQL> set autotrace trace explain;
SQL> select cust _id from cust where cust id = 3;

Here is some sample output, indicating that the optimizer chose to
use the invisible index:

| Id | Operation | Name | Rows | Bytes | Cost (%CPU)| Time —|

|0 | SELECT STATEMENT || 1|51 (0) | 00:00:01 |
* 1 | INDEX RANGE SCAN| CUST IDX1 |15 |1 (0)]00:00:01 |

Keep in mind that invisible index simply means an index the
optimizer cannot see.

Just like any other index, an invisible index consumes space and
resources during DML

statements.
Maintaining Indexes

As applications age, you invariably have to perform some
maintenance activities on existing indexes. You may need to rename



an index to conform to newly implemented standards, or you may
need to rebuild a large index to move it to a different tablespace that
better suits the index’s storage requirements. The following list
shows common tasks associated with index maintenance:

* Renaming an index

* Displaying the DDL for an index

* Rebuilding an index

* Setting indexes to unusable

* Monitoring an index

* Dropping an index

Each of these items is discussed in the following sections.
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Renaming an Index

Sometimes you need to rename an index. The index may have been
erroneously named when it was created, or perhaps you want a name
that better conforms to naming standards. Use the ALTER INDEX
... RENAME TO statement to rename an index: SQL> alter index
cust idx1 rename to cust index1;

You can verify that the index was renamed by querying the data
dictionary: SQL> select

table name

,index name

,index_type

,<tablespace name

,Status

from user_indexes

order by table name, index name;
Displaying Code to Re-create an Index

You may be performing routine maintenance activities, such as
moving an index to a different tablespace, and before you do so, you
want to verify the current storage settings.

You can use the DBMS METADATA package to display the DDL
required to re-create an index. Here is an example:



SQL> set long 10000

SQL> select dbms_metadata.get ddI(‘INDEX’,*CUST IDX1’) from
dual;

Here is a partial listing of the output:

SQL> CREATE INDEX “MV_MAINT”.“CUST IDX1” ON
“MV_MAINT”.“CUST” (“CUST_ID”) PCTFREE 10 INITRANS 2
MAXTRANS 255 INVISIBLE COMPUTE STATISTICS

To show all index DDL for a user, run this query:

SQL> select dbms_metadata.get ddI(‘INDEX’,index name) from
user indexes; 259
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You can also display the DDL for a particular user. You must
provide as input to the GET DDL function the object type, object
name, and schema; for example,

SQL> select

dbms_metadata.get ddl(object type=>‘INDEX’,
name=>‘CUST _IDX1"’,

schema=>‘INV’)

from dua