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Preface

Microsoft 365 is a complex, comprehensive, ever-evolving, and expanding suite, or collection of
products, covering broad aspects of cloud computing, work, communication, and collaboration. In
summary, it is huge, and it is always changing. You know what they say about cloud and cloud-related
products - the only constant thing is change! Microsoft 365 and its related products and features are
not an exception to this rule or saying. We wanted to include in the book everything that has anything
to do with security and compliance in Microsoft 365, and we were very enthusiastic, motivated, and
thrilled. However, it was easier to say and wish than to make it happen. There was — and still is -
simply too much to include, too many features, products, capabilities, and so many things to mention,
introduce and explain.

We tried to focus our time and energy on addressing all changes, ultimately deciding to bring you the
most valuable and useful security and governance knowledge from our day-to-day, real-life, hands-on
working experience with Microsoft 365. Compromises were made in what to include and what to leave
out of the book, and we hope it will help you to sharpen your skills and become a better Microsoft
365 security and governance administrator, specialist, or user.

Who this book is for

This book is for security engineers, technical engineers, consultants, solution and cloud architects,
systems administrators, security professionals, security analysts, IT professionals, system architects
and SecOps teams working with Microsoft 365 security solutions, and Microsoft 365 security and
compliance professionals, all looking to improve their security and compliance posture in Microsoft 365.
Individuals, businesses, enterprises, and organizations of various sizes and industries face increasingly
hostile cyber-threat environments and complex compliance landscapes.

What this book covers

Chapter 1, Getting Started with Microsoft 365 Security and Compliance, introduces what Microsoft 365
is, what it can do, and what it offers. You will also learn about plans, licensing, and how Microsoft 365
helps you comply with various regulations and standards.

Chapter 2, The Role of Microsoft Entra ID in Microsoft 365 Security, covers Microsoft Entra ID’s plans
and features, roles and groups, and Entra ID protection.

Chapter 3, Microsoft Defender for Office 365, discusses Microsoft Defender for Office 365 and how it
protects email and collaboration content.
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Chapter 4, Microsoft Defender for Endpoint, presents vast endpoint protection capabilities, essential
features, and configuration steps.

Chapter 5, Getting Started with Microsoft Purview, familiarizes you with Microsoft Purview configuration,
data classification, data search, and Data Loss Prevention features.

Chapter 6, Microsoft Defender for Cloud Apps, presents cloud apps protection capabilities with Microsoft
365, configuration, Oauth apps and files management, governance, and policies in Defender for
Cloud Apps.

Chapter 7, Microsoft Defender Vulnerability Management, explains vulnerability management features
in Microsoft and what to do when an inventory has weaknesses, analyzes recommendations, and looks
at how to remediate vulnerabilities.

Chapter 8, Microsoft Defender for Identity, introduces on-premises identity protection capabilities,
and the configuration and management of Defender for Identity.

Chapter 9, Microsoft Purview Insider Risk Management, discusses insider risk management, information
barriers, and communication compliance.

Chapter 10, Microsoft Purview Information Protection, explores information protection, labeling,
classification capabilities, as well as configuration steps.

Chapter 11, Understanding the Lifecycle of Auditing and Records, explains auditing and records life
cycle management in Microsoft 365, including data retention, archiving, e-discovery, and data holds.

To get the most out of this book

To get started with the book, you should have access to a Microsoft 365 subscription and the products
mentioned in the book. Any subscription will work, as long as you have access to the licensed products
or features - a trial subscription or a commercial subscription.

You should have some basic, fundamental knowledge of Microsoft 365 generally, and fundamental
knowledge of security and compliance principles. Additionally, some fundamental knowledge of
relevant Microsoft 365 security and compliance services and products is desirable and beneficial, but
not required.

Software/hardware covered in the book Operating system requirements

Microsoft 365 Windows, macQOS, or Linux

Microsoft published a full comparison (PDF) document of Microsoft 365 plans and features on this
page: https://www.microsoft.com/en/microsoft-365/enterprise/e5. Consult
the information available online and in the full comparison document to find out more about products
and licenses. More information about products and licenses is available in Chapter 1, Getting Started
with Microsoft 365 Security and Compliance.


https://www.microsoft.com/en/microsoft-365/enterprise/e5
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Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example:

IdentityLogonEvents
| where TimeGenerated >= ago (7d)
| where UserPrincipalName == "user name@domain"

Bold: Indicates a new term, an important word, or words that you see on screen. For instance, words
in menus or dialog boxes appear in bold. Here is an example: “In the Microsoft 365 Defender portal,
select Permissions, then Settings, followed by Microsoft 365 Defender. Select Permissions and
roles to view the available options.”

Tips or important notes

Appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, email us at customercaree
packtpub. com and mention the book title in the subject of your message.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you have found a mistake in this book, we would be grateful if you would report this to us. Please
visit www . packtpub.com/support/errata and fill in the form.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us at
copyright@packt .com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors . packtpub. com.
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Share Your Thoughts

Once you've read Microsoft 365 Security and Compliance for Administrators, wed love to hear your
thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.
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Part 1:
Introduction to Microsoft 365

In this part, we introduce you to Microsoft 365, explaining what it can do, and what it offers. You
will learn about currently available plans in Microsoft 365, licensing, and how Microsoft 365 helps
you comply with various regulations and standards. Furthermore, we will cover Microsoft Entra ID
plans and features, its roles and groups, as well as Entra ID protection.

This part includes the following chapters:

o Chapter 1, Getting Started with Microsoft 365 Security and Compliance
o Chapter 2, The Role of Microsoft Entra ID in Microsoft 365 Security
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Getting Started with Microsoft
365 Security and Compliance

Microsoft 365 is a subscription-based service from Microsoft that provides users with a suite of
applications and services for productivity, collaboration, and communication, helping businesses
and individuals work more efficiently. It includes popular software such as Microsoft Word, Excel,
PowerPoint, and Outlook, as well as cloud-based services such as OneDrive and SharePoint.

In this chapter, we are going to cover the following main topics:

 Introduction to Microsoft 365 offers, plans, and licenses
« Introduction to Microsoft 365 security

o Introduction to Microsoft 365 compliance

In this chapter, readers will learn what Microsoft 365 is and its capabilities and products, plans, and
offers. Additionally, you will learn about Microsoft 365 security, Microsoft 365 Defender, and related
security products. Finally, we will conclude this chapter by introducing Microsoft 365’s comprehensive
compliance features.

Technical requirements

Microsoft 365 is a subscription-based service and, to try and experience the functionality of each
product and service, a user must have an appropriate license. It does not matter whether a user has
a trial license, or they have a “regular” or paid license — as long as they have a license assigned, they
can enjoy the proper product.
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Introduction to Microsoft 365 offers, plans, and licenses

More than a decade ago, Microsoft introduced Office 365, a software as a service (SaaS) offering, as a
natural evolution from the very popular business productivity suite. The suite, or the bundle, consisted
of core productivity desktop-based applications such as Outlook, Word, Excel, PowerPoint, OneNote,
and Access, including server-based services such as SharePoint, Exchange, and Skype for Business.

It became obvious that productivity encompasses and needs more than just productivity tools. That
led to a logical move by Microsoft to include more essential products and services and bring together
Windows and Enterprise Mobility + Security (EM+S) to form Microsoft 365.

Microsoft 365 is a name for Microsoft’s cloud-based service, that is, a collection of cloud-based
services with common denominators including enhanced user productivity, efficient collaboration,
and communication, while keeping data and devices secure wherever they are, whether that be in
the office, at home, or on the go.

One of the main benefits of Microsoft 365 is that it allows users to access their files and applications from
anywhere on any device. This is made possible through the integration of cloud-based services such as
OneDrive, which allows users to store and share files online. This means that users can access their files
from a desktop computer, laptop, tablet, or smartphone, as long as they have an internet connection.

Another benefit of Microsoft 365 is the ability to collaborate and communicate with others in real-
time. Applications such as SharePoint and Teams allow users to share and co-author documents, as
well as participate in virtual meetings and chat with their colleagues. This makes it easy for teams to
work together, regardless of their physical location.

In addition to the productivity and collaboration features, Microsoft 365 also includes security and
compliance tools to help protect users’ data and ensure compliance with regulatory requirements. For
example, it uses machine learning and behavioral analysis to detect and block malicious emails, links,
and files, and can also help to identify and respond to security threats in near real-time. Among many
features that Microsoft 365 offers is Data Loss Prevention (DLP), which helps to prevent sensitive
data from being shared or leaked. DLP is just one of the numerous Microsoft 365 security features;
we will take a closer look and learn more about them later in the book.

In terms of compliance, Microsoft 365 includes several features to help organizations meet regulatory
requirements. For example, it includes eDiscovery, which allows administrators to search for and export
data from email, SharePoint, and Teams to comply with legal and regulatory requests. Additionally,
it also includes retention and archiving capabilities, which allow organizations to retain and archive
data for compliance purposes.

In general, Microsoft 365 is a comprehensive solution for businesses and individuals looking to
increase their productivity, collaboration, and communication while also ensuring the security of
their data. With its range of applications and services, it provides users with everything they need to
work effectively, whether they are in the office or working remotely.
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As a subscription-based service, Microsoft 365 offers subscription plans and bundles tailored for
personal use, small businesses, enterprises, schools, educational and governmental users, and more.

While classic Office applications such as Word, Excel, Outlook, and PowerPoint are available as a
one-time purchase via Office Home & Business 2021 or Office Home & Student 2021, these do not
include some popular capabilities and products such as cloud storage or Microsoft Teams.

Microsoft 365 plans and components

There are four fundamental Microsoft 365 plans groups, each containing two or more Microsoft
365 plans:

o Microsoft 365 For Home plans: These include the following plans:

Microsoft 365 Family
Microsoft 365 Personal
Office Home & Business 2021
Office Home & Home 2021

« Microsoft 365 For Small and Medium Businesses plans: These include the following plans:

Microsoft 365 Business Basic
Microsoft 365 Business Standard
Microsoft 365 Business Premium

* Microsoft 365 Apps for Business
o Microsoft 365 For Enterprise plans: These include the following plans:

Microsoft 365 E3
Microsoft 365 E5

Microsoft 365 Apps for Enterprise
« Microsoft 365 For Frontline Workers plans: These include the following plans:

Microsoft 365 F1
Microsoft 365 F3
Microsoft 365 F5
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Other Microsoft 365 and Office 365 offers include plans specifically suited for governments, education
(academic institutions), nonprofit organizations, the US government, and 21Vianet-operated areas (China).

Microsoft 365 is comprised of three components, and each component has its own tier, such as E3,
F3, or A3, with different capabilities included:

« Office 365: This includes a cloud-based suite of productivity applications and services,
information protection capabilities such as message encryption, rights management, and
data loss prevention for files and email messages; compliance capabilities such as mailbox
litigation hold and eDiscovery; and data analytics with powerful visualization

» Windows Enterprise: This includes advanced features aimed and designed specifically for larger
organizations and enterprises, such as operating system deployment and update control, device
and application management capabilities, universal print, Microsoft Defender for Endpoint,
and advanced protection against security threats

o EM+S: This is a mobility management and security platform that includes advanced identity
and access management, endpoint management, information protection capabilities, and
advanced identity-related security enhancements

Microsoft 365 comprises many products and features, such as the web, mobile, and desktop versions
of Word, Excel, PowerPoint, and Outlook, advanced security, tools to create personalized documents,
cyber threat protection, and access and data control features. Depending on organizational size,
Microsoft has gathered and included a variety of products in different product packages, or plans,
and we will introduce the most important and most prevalent ones.

( N
Products and features

While products included in Microsoft 365 plans have many features, we have put an emphasis
on security and compliance capabilities. That means we deliberately have not included tables
and descriptions of all features, with the intention of preserving readability, decluttering the
book content, and focusing on security and compliance-related products.

- J

Microsoft 365 for small and medium-sized businesses

Microsoft 365 Business plans are specifically adapted to the needs of small and medium businesses, for
up to 300 users. If your organization has a need to license more than 300 users, you need to consider
using Microsoft 365 Enterprise licenses.
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The following table shows you the security and compliance capabilities and features of Microsoft 365
user subscription suites for small and medium-sized businesses:

Microsoft 365 Suites for Small and Medium-Sized Businesses

Threat Protection

Microsoft Defender for Business

Microsoft Defender Exploit Guard

Microsoft Defender Credential Guard

BitLocker and BitLocker To Go

Windows Information Protection

Microsoft Defender for Office 365 Plan 1

Identity and Access Management

Microsoft Entra ID 1

User provisioning

Cloud user self-service password change

Cloud user self-service password reset

on-premises write-back

Hybrid user self-service password change/reset with

Conditional Access

On-premises Active Directory sync for single sign-on (SSO) .

Windows Hello for Business

Cloud Access Security Broker

Microsoft Defender for Cloud Apps Discovery | .

Information Protection

Azure Information Protection

Plan 1

Office 365

Manual, default, and mandatory sensitivity labeling in

Manual labeling with the AIP app and plugin

Data Loss Prevention (DLP) for emails and files .

Basic Message Encryption

Data Lifecycle Management

Manual retention labels

Basic org-wide or location-wide retention policies .

Teams message retention policies

7



8 Getting Started with Microsoft 365 Security and Compliance

Microsoft 365 Suites for Small and Medium-Sized Businesses
eDiscovery and Auditing
Content Search . . .
Litigation Hold .
Audit (Standard) . . .
Security and Compliance
Microsoft 365 Information Protection and Governance +1 +1 +
Microsoft 365 E5 Insider Risk Management 4
Microsoft 365 E5 eDiscovery and Audit +
Microsoft Defender for Business .
Microsoft Defender for Business servers add-ons for Microsoft
Defender for Business > > >
Microsoft Defender for Identity + 3+ 4
Microsoft Defender for Office 365 Plan 1 + + .
Microsoft Defender for Office 365 Plan 2 + +
Microsoft Defender for Cloud Apps + + +
App governance add-on for Microsoft Defender for Cloud Apps | +2 +2 +2
Microsoft Defender for Endpoint Plan 1 + + +
Microsoft Defender for Endpoint Plan 2 + + +
Premium Assessments add-on for Compliance Manager3 | + + +
Microsoft Entra ID 1 + + .
Microsoft Entra ID 2 + + +
Microsoft Intune Plan 1 + + .
Microsoft Intune Plan 2 +4 +4 +
Microsoft Intune Suite +4 +4 +
Microsoft Intune Remote Help +4 +4 +
Microsoft Purview Data Loss Prevention (for email and files) .
Exchange Archiving + + .

Table 1.1 - Microsoft 365 Suites for small and medium-sized businesses

For the current list of features in Microsoft 365 Business plans, see the following page: https://
www.microsoft.com/en/microsoft-365/business/compare-all-microsoft-
365-business-products-d?market=af


https://www.microsoft.com/en/microsoft-365/business/compare-all-microsoft-365-business-products-d?market=af
https://www.microsoft.com/en/microsoft-365/business/compare-all-microsoft-365-business-products-d?market=af
https://www.microsoft.com/en/microsoft-365/business/compare-all-microsoft-365-business-products-d?market=af

Introduction to Microsoft 365 offers, plans, and licenses

Here is what the different symbols in the table mean:

o o =Included in the plan.

o+ =Can be added to the plan.

o !'Requires EMS E3 or Azure Information Protection Plan 1 standalone.
o ?Requires Microsoft Defender for Cloud Apps.

o 3 Available assessment details, which can be found at https://learn.microsoft.com/
en-us/microsoft-365/compliance/compliance-manager-templates-
list?view=0365-worldwide#premium-templates and https://learn.
microsoft.com/en-us/office365/servicedescriptions/microsoft-
365-gservice-descriptions/microsoft-365-tenantlevel-services-
licensing-guidance/microsoft-365-security-compliance-licensing-
guidance#compliance-manager.

o “*Requires Microsoft Intune Plan 1.

o *Requires Microsoft Defender for Business or Microsoft 365 Business Premium. The maximum
quantity/seat cap is 60 licenses per customer.

Microsoft 365 for Enterprise plans represent a suite of products bundled and tailored specifically for the
enterprise market, with some unique capabilities relevant to organizations with a larger employee base.

Microsoft 365 for enterprise

Microsoft 365 for Enterprise suites contain solutions and products designed for and targeted primarily
at large organizations, although small businesses or medium-sized businesses can take advantage of
these more advanced security, compliance, and productivity solutions as well.

Local and productivity services include content and productivity applications such as Microsoft 365
Apps for Enterprise with enterprise deployment and update options, Exchange Online, SharePoint
Online, Skype for Business, Microsoft Teams, and Yammer, including simplified and advanced
deployment, management, and servicing options such as Windows Enterprise deployment with an
upgrade in place and Autopilot, plus auto-enrollment of Windows PCs and devices.

Security options comprise possibilities that span operating systems, device management, and advanced
security services and include identity and access management, information protection, threat protection,
and security management products and features such as Microsoft Defender for Office 365, SharePoint
and Exchange Online access policies, Azure Information Protection (AIP), Microsoft 365 DLP
policies, Microsoft Defender for Endpoint, Windows Hello for Business, Windows Information
Protection (WIP), Microsoft Intune, device-based Conditional Access policies, Microsoft Entra ID
Privileged Identity Management (PIM), Advanced Threat Analytics (ATA), Microsoft Defender
for Identity, and Microsoft Cloud App Security Azure Multi-Factor Authentication.
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( 1
Note

Microsoft stopped developing WIP from July 2022. WIP will still work on the Windows versions
that support it, but it will not get any new features or updates. Future Windows versions will
not have WIP. Microsoft suggests that you use Microsoft Purview Information Protection
and Microsoft Purview Data Loss Prevention for your data protection needs. Purview makes

it easier to set up and offers more advanced capabilities.

- J

When customers and information technology professionals think about Microsoft 365 Enterprise
plans, they usually refer to two major plans:

e Microsoft 365 E3
e Microsoft 365 E5

Though there are, of course, more than two Microsoft 365 plans, some that even Microsoft sometimes
likes to classify as plans with Enterprise-like features:

e Microsoft 365 F1
o Microsoft 365 F3
o Microsoft 365 F5

For Microsoft 365 Enterprise plans customers, several add-ons are available:

o Identity & Threat Protection

o Information Protection & Governance
o Compliance

« Insider Risk Management

o eDiscovery & Audit

o Security

Companies who want to bring their security posture to a higher level can decide to invest in EM+S
suites, which include advanced identity and access management, endpoint management, and information
protection products.

Conveniently, the following tables compare Microsoft 365 E3, E5, E5 Security, and E5 Compliance
plans along with EM+S E3 and E5 plans and show their characteristics.

The following table shows the comprehensive information protection, data loss prevention, and threat
protection capabilities in Microsoft 365, including a list of numerous products carrying the Microsoft
Defender name:
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Information Protection

Azure Information Protection Plan 1

Azure Information Protection Plan 2

Manual, default, and mandatory sensitivity
labeling in Microsoft 365 apps

Automatic sensitivity labeling in Microsoft
365 apps

Manual labeling with the AIP app and plugin

Automatic labeling in the AIP plugin

Default sensitivity labels for SharePoint
document libraries

Automatic sensitivity labels in Exchange,
SharePoint, and OneDrive

Sensitivity labels based on machine learning/
trainable classifiers/exact data match

Sensitivity labels for containers in
Microsoft 365

Basic message encryption

o 2

2

Advanced message encryption

o2

Customer Key

Personal Data Encryption

Data Loss Prevention (DLP)

DLP for emails and files

DLP for Teams chat

Endpoint DLP

Threat Protection

Microsoft Defender Antimalware

Microsoft Defender Firewall

Microsoft Defender Exploit Guard

Microsoft Defender Credential Guard

11
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BitLocker and BitLocker To Go . .

Microsoft Defender for Endpoint Plan 1 | ® .

Microsoft Defender for Endpoint Plan 2 e |-

Microsoft Defender for Identity L .
Microsoft Defender for Office 365 Plan 2 o |

Microsoft Defender Application Guard . .

for Edge

Microsoft Defender Application Guard N

for Office

Safe Documents LI I

Cloud Access Security Broker

Microsoft Defender for Cloud .
Apps Discovery

Microsoft Defender for Cloud Apps o | . .
Office 365 Cloud App Security . . .

Table 1.2 - Microsoft 365 plans Information Protection, DLP and Threat Protection features

This table shows the broad identity and access management, as well as endpoint and application
management, capabilities available in Microsoft 365 suites:

Identity and Access Management

Microsoft Entra ID P1 . .
Microsoft Entra ID P2 . . .
User provisioning . . . . .
Cloud user self-service . . . . .
password change
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Cloud user self-service password reset . . . o
Hybrid user self-service . . . o
password change/reset with

on-premises write-back

Advanced security reports . . . o
Multifactor authentication . . . U
Conditional Access . . . .
Risk-based Conditional . . .
Access/Identity Protection

PIM . . o
Access reviews . . .
Entitlement management . . .
Microsoft 365 Groups .

On-premises Active Directory sync . . .
for SSO

DirectAccess supported c

Windows Hello for Business .

Microsoft ATA . . .
Endpoint and Application Management

Microsoft Intune Plan 1 . . .
Mobile Device Management . . .
Mobile Application Management . . .
Windows Autopilot . o3 | o3
Group Policy support .

Cloud Policy service for Microsoft 365 o

Shared computer activation for .

Microsoft 365 apps

Endpoint analytics . . .
Cortana management .

Table 1.3 - Microsoft 365 plans IAM, and Endpoint and Application Management features
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Thorough insider risk management, governance, and records management, together with discovery
and auditing features in Microsoft 365 are listed in the following table:

Data Lifecycle Management

Manual retention labels . . . .
Basic org-wide or location-wide | o .

retention labels

Rule-based automatic .

retention policies

Machine .

learning-based retention

Teams message retention policies | o .

Records management .

eDiscovery and Auditing

Content search . .
eDiscovery (Standard) . .
(including Hold and Export)

Litigation hold . .
eDiscovery (Premium) .
Audit (Standard) . .
Audit (Premium) .

Insider Risk Management

Microsoft Purview Insider .
Risk Management

Communication Compliance .
Information Barriers .
Customer Lockbox .
Privileged access management .

Table 1.4 - Microsoft 365 plans DLM, eDiscovery, and IRM features
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Here is what the different symbols in the table mean:

o o =Included in the plan
o !'-Requires Microsoft 365 E3 (or Office 365 E3 and EM+S E3)
o 2-Does not include an Exchange email service

o 3 _Does not include a Windows license

Along with product and feature placement into suites and plans, it is important to know that if you have
already purchased a plan license, there is a possibility to acquire a license for a product or a feature as
a separate license. That way, flexible options exist to tailor and adjust licensing options and product
licensing tightly to your company’s requirements and needs. Additionally, licensing is available as a
monthly subscription, as well as a yearly commitment, enabling you to save additional costs.

Microsoft 365 add-ons

Microsoft 365 plans include additional options as add-ons, where this table displays add-on subscriptions

for E3 and E5 plans:
Microsoft 365 Add-On Subscriptions

Microsoft 365 E5 Security

Microsoft 365 E5 Compliance

Microsoft 365 E5 Information Protection and Governance
Microsoft 365 E5 Insider Risk Management

Forensic evidence add-on for Insider Risk Management N/A .
Microsoft 365 E5 eDiscovery and Audit

+
Microsoft Defender for Identity +
Microsoft Defender for Office 365 Plan 1 + .
+
+

Microsoft Defender for Office 365 Plan 2
Microsoft Defender for Cloud Apps

App governance add-on for Microsoft Defender for Cloud Apps +1 +
Microsoft Defender for Endpoint Plan 1 . .
Microsoft Defender for Endpoint Plan 2 + .
Microsoft Defender Vulnerability Management +2 3+
Premium Assessments add-on for Compliance Manager3 + +
Priva Privacy Risk Management + I
Priva Subject Rights Requests + +
Compliance Program for Microsoft Cloud + +
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Microsoft 365 Add-On Subscriptions

Microsoft Purview Data Loss Prevention (for email and files)

Exchange Archiving . .
Microsoft Entra ID P1 . .
Microsoft Entra ID P2 + .
Microsoft Intune Plan 1 . .
Microsoft Intune Plan 2 + +
Microsoft Intune Suite + +
Microsoft Intune Remote Help + +
10-year audit log retention N/A +

Table 1.5 - Add ons for Microsoft 365 E3 and E5 plans

Here is what the different symbols in the table mean:

Microsoft has provided flexible licensing options and plans tailored to a variety of business, academic,
and not-for-profit users, as well as individual licensing options. However, you should always check
the current plans, products, features, characteristics, and prices whenever considering purchasing

o o =Included in the plan

o +=Can be added to the plan

« N/A = Not available for the plan

« '-Requires Microsoft Defender for Cloud Apps

« 2-Requires Microsoft Defender for Endpoint Plan 2

o 3- Available assessment details are available at ht tps://learn.microsoft.com/
en-us/microsoft-365/compliance/compliance-manager-templates-
list?view=0365-worldwide#fpremium-templates and https://learn.
microsoft.com/en-us/office365/servicedescriptions/microsoft-
365-service-descriptions/microsoft-365-tenantlevel-services-
licensing-guidance/microsoft-365-security-compliance-licensing-

guidance#compliance-manager

licenses for plans and products.

r

Microsoft 365 and Office 365 service descriptions

For an up-to-date and very detailed overview of Microsoft 365 and Office 365 service descriptions,
please visit the official Microsoft page athttps://learn.microsoft.com/en-us/
office365/servicedescriptions/office-365-service-descriptions-

technet-library.
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Microsoft 365 licensing

Microsoft 365 is licensed on a User Subscription License (USL) principle, where each user that accesses
Microsoft 365 services and/or software requires a license or a USL. If you meet the prerequisites for
a plan, you can use any combination of Microsoft 365 plans.

Licensing Program is the name of a channel through which you can purchase Microsoft 365 licenses,
and there are several Licensing Programs where you can obtain a license. One way is through Microsoft
Volume Licensing (VL) where several options are available for commercial customers:

o Enterprise Agreement (EA)
o Enterprise Agreement Subscription (EAS)

o Microsoft Products and Services Agreement (MPSA): This is for commercial and
government customers

Additional channels, for customers with cloud-only deployments, Microsoft 365 is also available via
the following services:

o Cloud Solution Provider (CSP) program
o Microsoft Online Subscription Program (MOSP/Web Direct)

Microsoft 365 F1/F3 and E3/E5 are available through the Enterprise Enrollment or Enterprise
Subscription Enrollment as a full user subscription license. Microsoft 365 E3/E5 is also available as
an add-on license, or a “From SA” USL. (SA stands for Software Assurance)

Here is the comparison table for different licensing options:

License Who the license is for Can be ordered
Microsoft 365 New Enterprise Agreement/Enterprise Mid-term
Full USL Agreement subscription customers .
Anniversary

Existing Enterprise Agreement/Enterprise
Agreement subscription customers who are in
one of two positions:

Renewal

Customers who are not currently licensed

Customers who want to license net new users
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Microsoft Existing Enterprise Agreement/Enterprise Mid-term
365 Add-on Agreement subscription customers who are in )
. -, Anniversary
one of the following positions:

. Renewal
Customers who are currently paying for W

Licenses and Software Assurance (L+SA)

Customers who want to license some or all
existing users for the enterprise platform

Customers who want to maintain on-premises
use rights

Microsoft 365 Existing Enterprise Agreement/Enterprise Anniversary

“From SA” Agreement subscription customers who are in
Renewal

one of the following positions: (recommended)

Us
Customers who have fully paid licenses

Customers who are currently paying for
Software Assurance only

Customers who want to license existing users

Table 1.6 - Comparing different licensing options

Microsoft 365 users are entitled to on-premises rights to Productivity Servers and Office Professional
Plus when purchasing through EA/EAS enrollment, but not when purchasing through Microsoft
Customer Agreement or Web Direct, on the following terms:

o While it is not a license entitlement, users have a right to install and use server and client
software for the duration of the subscription; that is, they have the rights to access any licensed
on-premises servers.

« Users have the rights to install the server software on on-premises servers. Downgrade rights
are included.

+ Rights to install Exchange Server, SharePoint Server, Skype for Business Server.

o On-premises rights do not include Software Assurance benefits and are not license rights.
The Productivity Server right includes the following features:

« Unlimited server installs
o Access rights are granted exclusively to Microsoft 365 Enterprise users

+ Customer-dedicated hardware server deployments only
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o No rights to deploy in multi-tenant cloud scenarios
Office Professional Plus includes the following features:

o One copy for local installation per duration of Microsoft 365 subscription

o The rights to Full User Subscription License (FUSL) users, up to a 1:1 ratio of “From SA” USLs
purchased Downgrade rights are included for Office Professional Plus software

o No rights to deploy clients on servers with RDS

Note

Microsoft 365 E3 and E5 USL license a user for access to Windows Server but do not include
a license for the Windows Server product itself.

After reviewing licensing and product options for a variety of Microsoft 365 plans, products, and features,
we are now ready to explore products in Microsoft 365 related to security, protection, and governance.

Introduction to Microsoft 365 security

Microsoft 365 is a comprehensive service, spanning diverse productivity, collaboration, and communication
spheres, along with wide identities, devices, and data areas that need equally comprehensive and
diverse protection against malicious actors and increasingly sophisticated attacks. Obviously, such a
service that spans vast endpoints, identity, and application areas cannot be protected by one product,
but by using multiple specialized products and solutions.

Moreover, all these products and components need to communicate and exchange information and
signals to provide complete protection across all protected points.

Microsoft 365 Defender is an integrated enterprise protection collection of solutions and products
that provides protection across all areas, assessing threat signals from multiple sources or products:

e Microsoft Defender for Office 365

e Microsoft Defender for Endpoint

o Microsoft Defender for Identity

e Microsoft Defender for Cloud Apps

o Microsoft Defender Vulnerability Management
e Microsoft Entra ID Protection

o Microsoft Data Loss Prevention

o Application Governance
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Most Microsoft 365 security products and features have their place under one roof - the Microsoft 365
Defender portal, available at ht tps: //security.microsoft . com. Of course, there are many
places that other security-related products can call their home, but lately, this is becoming a go-to
place for managing and overseeing security from one unified roof. For example, Microsoft Defender
for Cloud Apps is undergoing a transition from its dedicated home portal to a unified Microsoft 365
Defender portal. Other products have their dedicated portals, such as the Entra family of products,
for example. The following figure is a screenshot of the Microsoft 365 Defender portal, showing some
of the dashboards and menu options available:
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Figure 1.1 - Microsoft 365 Defender Portal

Microsoft Defender for Office 365 provides protection to email messages, links (URLs), and
attachments across collaboration tools such as Teams, Outlook, and SharePoint. Some important
protection features include the following:

« Threat protection policies involve defining policies that establish a suitable level of protection
for your organization.


https://security.microsoft.com
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o Reports can be accessed to monitor the performance of Microsoft Defender for Office 365 in
real time

« Utilize advanced tools to investigate, comprehend, simulate, and proactively prevent threats,
enhancing your threat investigation and response capabilities

« Efficiently save time and resources by employing automated investigation and response (AIR)
capabilities to investigate and mitigate threats

Microsoft Defender for Office 365 has two plans, where Microsoft Defender for Office 365 Plan 1
includes the following features:

o Safe Attachments: This checks email attachments and provides protection against malicious content

« Safe Links: This proactively scans for malicious links in messages and documents, allowing
safe links, but blocking malicious links

« Safe Attachments for SharePoint, OneDrive, and Microsoft Teams: This identifies and blocks
malicious files in team sites and document libraries

o Anti-phishing protection: This detects and protects user impersonation attempts

o Real-time detections: This monitoring capability includes a real-time report that allows you
to identify, analyze, and prioritize threats

Including all essential protection features in Plan 1, Microsoft Defender for Office 365 Plan 2 introduces
more protection tools:

o Threat Trackers: This provides cybersecurity intelligence issues that allow you to take proactive,
timely countermeasures before threats occur.

o 'Threat Explorer: A real-time report that allows users to identify and analyze recent threats.

« AIR: This enables users to initiate automated investigation processes in response to existing,
recognized threats. By automating specific investigation tasks, security operations teams can
enhance their efficiency and effectiveness. Remedial actions, such as deleting malicious email
messages, can be completed upon approval from a security operations team.

o Attack simulation training: Enables the execution of authentic attack scenarios within your
organization to identify vulnerabilities. These simulations assess the effectiveness of your security
policies and practices while also providing training opportunities for security professionals.

o Advanced hunting: This proactively hunts for threats using a Kusto Query Language (KQL)-
based threat hunting tool.

o Microsoft 365 Defender integration: This efficiently detects, examines, and responds to
incidents and alerts.
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Microsoft Defender for Endpoint provides an endpoint platform for threat protection, detection,
prevention, protection, automated investigation, and response. Microsoft Defender for Endpoint P1
Plan includes the following features:

« Unified security tools and centralized management
o Next-generation antimalware

o Attack surface reduction rules

o Device control (such as USB)

« Endpoint firewall

o Network protection

o Web control / category-based URL blocking

« Device-based Conditional Access

« Controlled folder access

« APIs, SIEM connector, custom threat intelligence

 Application control
Microsoft Defender for Endpoint P2 Plan contains all capabilities in Plan 1, including these features:

» Endpoint detection and response

o Automated investigation and remediation
o 'Threat and vulnerability management

o 'Threat intelligence (threat analytics)

+ Sandbox (deep analysis)

o Microsoft Defender Experts

Microsoft Defender for Identity protects on-premises identities using cloud-based intelligence.
It monitors and analyzes user behavior and activities to create a baseline for a user, and identifies
suspicious identity-related activities, which helps prevent attacks.

Microsoft Defender for Cloud Apps is a cloud access security broker (CASB), a SasS cloud application
protection solution that performs cloud app discovery, discovers and controls the use of shadow IT,
protects against anomalous behavior across cloud apps, and assesses cloud apps’ compliance.
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Microsoft Defender Vulnerability Management is a solution to identify, assess, remediate, and track
vulnerabilities across critical assets, through three main ways:

« Continuous asset discovery and monitoring: This includes the following features:

Security baselines assessment

Visibility into software and vulnerabilities
Network share assessment

Authenticated scan for Windows

Threat analytics and event timelines
Browser extensions assessment

Digital certificates assessment

Hardware and firmware assessment

o Risk-based intelligent prioritization: This emphasizes the following points:

Focus on emerging threats
Pinpoints active breaches

Protects high-value assets

« Remediation and tracking: This consists of the following actions:

Remediation requests sent to IT
Block vulnerable applications
Alternate mitigations

Real-time remediation status

Microsoft Entra ID Protection examines and assesses trillions of signals gathered daily with Microsoft
Entra ID, Microsoft accounts, and from Xbox, to detect and remediate identity-based risks, ultimately
securing access through policy enforcement.

Application Governance is a Defender for Cloud Apps governance add-on feature that enables you to
get visibility into how OAuth-enabled applications and their users handle sensitive data in Microsoft 365.

We have briefly described the main Microsoft 365 security features and products, mainly the ones that
we will talk about more deeply and thoroughly in the next chapters. Now is the time to briefly look at
Microsoft 365 compliance products and capabilities, primarily the ones that we will discuss in this book.
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Introduction to Microsoft 365 compliance

Microsoft provides a range of robust compliance and data governance solutions to assist organizations
in effectively handling risks, safeguarding, governing sensitive data, and meeting regulatory obligations.

Microsoft 365 has thorough compliance and data governance solutions to protect valuable data across
multiple clouds, applications, and endpoints while being able to detect and address significant risks
within small and medium businesses and large enterprises. With these tools, compliance professionals
are able to examine and address legal obligations using pertinent data, as well as evaluate compliance
and address regulatory requirements.

The Microsoft Purview compliance portal is a central place for all compliance tools and organizational
needs. It is available to users with one of the following roles: Global Administrator, Compliance
Administrator, and Compliance Data Administrator:
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Figure 1.2 — Microsoft Purview compliance portal

Microsoft Purview is now the common prefix for Microsoft 365 compliance and risk management
solutions, for protecting and governing sensitive data and addressing regulatory standards requirements.
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Microsoft Purview Data Loss Prevention is a solution that detects and prevents sensitive organizational

data loss via DLP policies across multiple locations, using deep content analysis:

Teams, Exchange, SharePoint, and OneDrive accounts and other Microsoft 365 services
Office applications such as Word, Excel, and PowerPoint

Windows 10, Windows 11, and macOS (three latest released versions) endpoints
Non-Microsoft cloud apps

On-premises file shares and on-premises SharePoint libraries

Power BI

Microsoft Purview Information Protection is an all-inclusive solution that enables organizations to
do the following things:

Know their data or understand the data landscape, identify sensitive information types using
trainable classifiers, custom regular expressions, or functions, and gain data classification information

Protect organizational data by applying sensitivity labels automatically, encrypting data end
email messages, applying access restrictions, and using Customer Key

Prevent data loss through detecting risky behavior that is extended to endpoints and extend
DLP monitoring on-premises and Teams

Govern data via automatic actions

Microsoft Purview has numerous components and features used for governance and compliance.

Here, we have introduced and described some of the most important parts:

Data Lifecycle Management enables customers to retain content using event-based retention,
for example, when employees are leaving the company, when their contract expires, or when
the retention is tight to a product lifetime.

Message Encryption: By utilizing Advanced Message Encryption in Office 365, customers
can effectively fulfill compliance requirements that necessitate enhanced control over external
recipients and their ability to access encrypted emails. This feature empowers users to regulate
sensitive emails shared outside the organization through automated policies, while also providing
the capability to track these activities via access logs in the encrypted message portal.

Communication Compliance: Microsoft Purview Communication Compliance is a solution
designed to mitigate communication risks originating from within your organization. It assists
in identifying, capturing, and taking action on potentially inappropriate messages, enabling
compliance personnel to proactively address any concerning communication incidents.

Customer Lockbox: With Customer Lockbox, you retain full control over your content, as
Microsoft is unable to access it for service operations without your explicit consent. It involves
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you in the approval workflow utilized by Microsoft to guarantee that only authorized requests
grant access to your content.

« Microsoft Purview Audit: The audit feature within Microsoft Purview offers organizations
enhanced visibility into a wide range of audited activities across various Microsoft 365 services.
The audit functionality allows for comprehensive monitoring and tracking of different types
of activities within the organization.

« Compliance Manager: Microsoft Purview Compliance Manager is a component within the
compliance portal of Microsoft Purview that assists in automating the evaluation and oversight
of compliance throughout your multi-cloud environment, enabling you to efficiently assess and
manage compliance requirements across multiple cloud platforms.

+ Customer Key: This helps you meet regulatory or compliance obligations for controlling root
keys and provides extra protection against accessing data by unauthorized parties.

o Insider Risk Management: Microsoft Purview Insider Risk Management is a compliance
solution designed to mitigate internal risks by empowering you to identify, investigate, and
take appropriate action against both malicious and unintentional activities occurring within
your organization, aiding in proactively addressing potential threats originating from within
the organization.

+ Information Barriers: To establish necessary restrictions to prevent unauthorized or undesired
interactions within your organization, Microsoft Purview Information Barriers (IB) is a
compliance solution that provides the capability to limit bidirectional communication and
collaboration between groups and individual users.

+ eDiscovery: The eDiscovery feature presents a comprehensive workflow that covers the entire
process of preserving, collecting, analyzing, reviewing, and exporting relevant content for internal
and external investigations conducted by your organization. Furthermore, it provides legal
teams with the ability to effectively manage the complete workflow for legal hold notifications
and communication with custodians involved in a case.

Summary

This chapter covered Microsoft 365 offers, plans, and their component products, as well as licensing
options for various components. Although anyone and any business can purchase any licenses available,
it is important to know which plans and products are available on the market, and what is the most
suitable and beneficial Microsoft 365 plan and add-on option for you, without breaking the bank and
compromising on productivity or security capabilities. After introducing and describing Microsoft
365 security and compliance products, we are now ready to dive deeper into a fundamental part of
any Microsoft-based cloud environment today — Microsoft Entra ID.
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The Role of Microsoft Entra ID
in Microsoft 365 Security

As organizations embrace cloud-based productivity solutions, the need for robust identity and
access management (IAM) becomes increasingly important. Microsoft 365, a comprehensive suite
of productivity tools, leverages Microsoft Entra ID to provide a secure and efficient IAM framework.
Microsoft Entra ID plays a vital role in managing user identities, enforcing access controls, and ensuring
the integrity of data within the Microsoft 365 ecosystem.

Microsoft Entra ID is Microsoft’s cloud-based IAM service; or, in short, IAM establishes the basis for
the identification of Microsoft’s public cloud services. Microsoft Entra ID encompasses a wide range of
objects and related services, and it is a rather complex and wide topic; it deserves a whole book for itself
alone. In this chapter, we will focus on the Microsoft Entra ID functionalities and features that are more
tightly connected to, or more directly connected to, Microsoft 365 security and compliance features.

In this chapter, we are going to cover the following main topics:

e Microsoft Entra ID plans and features
o Microsoft Entra ID roles and groups

o Microsoft Entra ID Protection

In this chapter, readers will understand and learn about Microsoft Entra ID’s role in Microsoft 365
security, get acquainted with the importance of Microsoft Entra ID Protection and Microsoft Entra ID
Privileged Identity Management (PIM), as well as learn about guest accounts and Microsoft Entra
ID Conditional Access as pillars of Microsoft 365 security.
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Technical requirements

Microsoft 365 is a subscription-based service and to try and experience the functionality of each
product and service, a user must have an appropriate license. It does not matter whether a user has
a trial license, a “regular,” or a paid license - if they have a license assigned, they can enjoy the full
scope of the licensed product, its benefits, and functionalities.

Microsoft Entra ID plans and features
Microsoft Entra ID is available in five editions:

o Microsoft Entra ID Free: This edition provides the basic but still very important IAM
functionality to several online services such as Azure, Intune, Power Platform, Dynamics 365,
and Microsoft 365.

« Office 365: This edition is like Microsoft Entra ID Free, but it includes some additional
functionalities on top of Microsoft Entra ID Free, such as a customizable sign-in page, self-
service sign-in activity and reporting, and features available and included with Office 365 El1,
E3, E5, F1, and F3 subscriptions.

o Microsoft Entra ID P1: This is available for purchase for Azure and Office 365 subscribers and
is included with Office E3 and Enterprise Mobility + Security E3 plans.

o Microsoft Entra ID P2: This is available for purchase for Azure and Office 365 subscribers and
is included with Office E5 and Enterprise Mobility + Security E5 plans.

o Microsoft Entra ID Governance: You can use Microsoft Entra ID Governance if you have
Microsoft Entra ID P1 or P2. Microsoft Entra ID Governance lets you boost productivity by
giving users the right access to the right resources at the right time, without manual delays,
enhances security by minimizing the risk of access misuse and making smart access decisions
based on machine learning, and simplifies the approval process for common resource access
requests, so you can focus on the exceptions and insights from Al

The following table lists the Microsoft Entra ID plans and features in a convenient format that allows
you to compare their main features. Please keep in mind that while features and capabilities are subject
to change, some of the Microsoft Entra ID features have more detailed licensing requirements and
availability, such as multifactor authentication (MFA). For example, MFA has additional capabilities
whose availability depends on the Microsoft Entra ID plan, and other Microsoft Entra ID features
might have similar characteristics, so planning for Microsoft Entra ID features must be more detailed
than what this table and the product landing pages provide:
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Microsoft Entra ID Plans and Features

Authentication, single sign-on, and MFA

Cloud authentication (pass-

through authentication, password Yes Yes Yes Yes
hash synchronization)
Federated authentication
(Active Directory Federation Yes Yes Yes Yes
Services or federation with other
identity providers)
Single sign-on (SSO) unlimited Yes Yes Yes Yes
MFA Yes Yes Yes Yes
Passwordless
(Windows Hello for Business, Yes Yes Yes Yes
Microsoft Authenticator, FIDO2
security key integrations
Service-level agreement N/A N/A Yes Yes
Customizable user sign-in page N/A Yes Yes Yes

Application access
Saa$S apps with modern authentication
(Microsoft Entra ID application gallery | YeS Yes Yes Yes
apps, SAML, and OAuth 2.0)
Group assignment to applications N/A N/A Yes Yes
Cloud app discovery (Microsoft

A A Ye Y

Defender for Cloud Apps) N/ N/ ° °
Application proxy for on-premises,
header-based, and integrated N/A N/A Yes Yes

Windows authentication
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Secure hybrid access partnerships
(Kerberos, NTLM, LDAP, RDP, and Yes Yes Yes Yes
SSH authentication)

Authorization and Conditional Access
Role-based access control (RBAC) Yes Yes Yes Yes
Conditional Access N/A N/A Yes Yes
SharePoint limited access N/A N/A Yes Yes
Session lifetime management N/A N/A Yes Yes
Identity protection
(risky sign-ins, risky users, risk-based | N/A N/A N/A Yes
Conditional Access)
Custom security attributes N/A N/A Yes Yes

Administration and hybrid identity

User and group management Yes Yes Yes Yes
Advanced group management
(dynamic groups, naming policies, N/A N/A Yes Yes
expiration, default classification)
Directory synchronization—Microsoft
Entra ID Connect (sync and Yes Yes Yes Yes
cloud sync)
Microsoft Ent.ra ID Connect N/A N/A Yes Yes
Health reporting
Delleg.ated administration - Yes Yes Yes Yes
built-in roles
Global password protection and Yes Yes Yes Yes
management - cloud-only users
Global password protection and
management — custom ban.ned N/A N/A Yes Yes
passwords, users synchronized from
on-premises Active Directory
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Microsoft Identity Manager user client

access license (CAL) N/A N/A Yes Yes

Cross-tenant user synchronization N/A N/A Yes Yes

End user self-service

Application launch portal (My Apps) Yes Yes Yes Yes

User application collections in My Apps | Yes Yes Yes Yes

Self-service account management

Y Y Y Y

portal (My Account) e e e e
Self-service password change for Yes Yes Yes Yes
cloud users
Self—serv1.ce password.reset/c.hange/ N/A N/A Yes Yes
unlock with on-premises write-back
Self—serv1c§ sign-in activity search N/A Yes Yes Yes
and reporting
Self-service group management N/A N/A Yes Yes
(My Groups)
Self-service entitlement management N/A N/A N/A Yes
(My Access)

Identity governance
Automated user provisioning to apps Yes Yes Yes Yes
Automated group provisioning to apps | N/A N/A Yes Yes
HR-driven provisioning N/A N/A Yes Yes

Terms of use attestation N/A N/A Yes Yes
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Access certifications and reviews N/A N/A N/A Yes
Entitlements management N/A N/A N/A Yes
PIM, just in time access N/A N/A N/A Yes

Event logging and reporting

Basic security and usage reports Yes Yes Yes Yes

Advanced security and usage reports N/A N/A Yes Yes

Identity Protection: vulnerabilities and

) N/A N/A N/A Yes
risky accounts

Identity Protection: risk events

N/A N/A N/A Y
investigation, SIEM connectivity / / / s

Frontline workers

SMS sign-in N/A N/A Yes Yes

Shared device sign-out N/A N/A Yes Yes

Delegated user management portal

(My Staff) N/A N/A Yes Yes

Table 2.1 - Microsoft Entra ID plans and features

Another important factor in choosing the right Microsoft Entra ID plan, and an important factor
in planning for almost any service in this cloud world, is the Service Level Agreement (SLA) for
Microsoft Online Services. Naturally, it is in businesses’ interests to know what availability they can
count on, but laws and regulations have, or should have, significant influence on planning decisions.

The SLA for Microsoft Entra ID Basic and Microsoft Entra ID Premium defines Downtime as “any
period of time when users are unable to log in to the Microsoft Entra ID service, or Microsoft Entra
ID fails to successfully emit the authentication and authorization tokens required for users to log into
applications connected to the service” Additionally, “User Minutes” is defined as “the sum of the number
of users who attempted to access the service during each minute of the month”

Based on that, the Monthly Uptime Percentage is calculated using the following formula:

User Minutes — Downtime
x 100

User Minutes

Downtime is measured in User Minutes; that is, for each month, Downtime is the sum of the number
of users with unresolved failures at any minute of the month.
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Figure 2.1 - Microsoft Entra ID health status

The Microsoft Entra ID health status is graphically and numerically displayed in the Microsoft Entra
ID admin center. To display the health status, visithttps://entra.microsoft . com, and under
the Monitoring & Health section select Health (Preview).

Finally, what is the SLA for Microsoft Entra ID? The Microsoft Entra ID Premium editions guarantee
2 99.99% SLA. When the monthly uptime percentage is less than 99.99%, service credits apply. For a
detailed explanation of Microsoft SLA for Online Services, please consult the official documentation,
found at the link in the following note.

Note

This information is based on the SLA for Microsoft Online Services, June 1, 2023, available
athttps://go.microsoft.com/fwlink/p/?1inkid=626920.

Microsoft Entra ID Free, as a free service, does not have an SLA.
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Microsoft Entra ID roles and groups

As Microsoft Entra ID is the identity provider for Microsoft services it is used to define roles not
only for Microsoft 365 but for other cloud products and services as well. Some services, such as the
following, have their specific roles and role assignments stored in their respective, different role-based
access control (RBAC) systems:

o Microsoft Entra ID

o Microsoft 365 and Microsoft 365 Defender family of services
o Microsoft Intune

o Microsoft Exchange

o Compliance

+ Cost management

What does this mean? From an administrative point of view, it means that you still have a very granular
control mechanism available, but to control access to a resource, you have different categories and
different service portals where you can perform these administrative tasks, but not a unified portal to
do that. It also means that separate RBAC systems will control different resource categories.

The following diagram illustrates the connection between Microsoft Entra ID and Microsoft 365 roles,
or Microsoft Entra ID roles, and between Microsoft Entra ID and Azure roles, or more popular and
known RBAC roles:

>

Microsoft Entra ID

Ny
o )
;. %
# LY
- hY
. b
' b
Fa b
Azure Microsoft 365
Azure roles Microsoft Entra ID roles

Figure 2.2 — Microsoft Entra ID roles and Azure roles in Microsoft Entra ID
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Depending on where Microsoft Entra ID built-in roles can be used, we can identify three types of roles:

o Microsoft Entra ID-specific roles: These, as the name implies, define permissions to
manage resources inside Microsoft Entra ID exclusively, such as User Administrator and
Groups Administrator.

« Service-specific roles: These are roles used to define permissions to manage a specific service
and its features, such as Exchange Administrator or SharePoint Administrator.

o Cross-service roles: These are certain roles that span the boundaries of a service and are used
in more than one service, often in multiple services. Some well-known examples of such roles
are Global Administrator, Security Administrator, or Compliance Administrator.

Cross-service roles Microsoft Defender for Cloud
Apps

Microsoft 365

Microsoft Entra 1D Portal

User Admin

Intune Asthenticin Adinin

Service-specific roles —— Microsaft Entra ID-specific roles

Figure 2.3 - Roles in Microsoft Entra ID and their relation

Microsoft Entra ID currently supports the following three roles:

e Azure roles, or Azure RBAC roles
o Microsoft Entra ID roles

o Classic roles

Although very similar, each of these three roles has its distinct characteristics and usage, described
in the following paragraphs in more detail.
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Azure roles, or Azure RBAC roles

Azure roles, or RBAC roles, are the default way to control access to resources in Azure today. A
significant leap forward in capabilities from the now almost obsolete Service Manager model is built
on Azure Resource Manager, the deployment and management service for Azure. While Azure RBAC
supports many built-in roles, its three fundamental roles, Owner, Contributor, and Reader, apply to
all types of resources. The fourth, the User Access Administrator role, although a fundamental role
as well, manages user access to only Azure resources.

The Owner role has full access to all resources and a user with an Owner role can delegate access to
other users. The Contributor role is slightly less permissive than the Owner role, and users granted
the Contributor role can’t grant access to other users but have rights to create and manage all types of
Azure resources. The third, the Reader role, applies to all resource types as well, but its permissions
include read capabilities only. Every other built-in role allows management of specific Azure resources,
such as blob storage, disks, and virtual machines.

Azure RBAC controls can be found on the Access control (IAM) blade in the Azure portal. This menu,
or blade, if opened, is always placed among the top entries on the left menu. IAM stands for Identity
and Access Management and the following screenshot shows one such blade containing different
tabs and options for role assignments:

o) Microsoft Partner Network | Access control (JAM) -

Subscription | @ Deecony; Kiowdatech OO
B Search . + Add 4 Download role assignments == Editcofumes () Refresh | 3 Remowe | 87 Feedback
T Overview
Chock aceoss  Role assignments  Roles  Deny Classie ad
B Activitylog s s
P Access control (IAM) Number of role assignments for this subscription )
# Tags a5 4000
£ Diagnose and sole problems e
2 _"“f!_ffh_”.\'_'_\z_mn.-u' r.-n_\_ml Assignment type : AL Type Al Hode : Al Scope - Al seopes
0 secuity
§ Events 30 items (3 Users, 1 Sendice Principals, 19 Unknown, 15 Managed |dentities)
[ mame Type Fole Scope Condition
Billing
: > Anure Kuberetas Service Contributor Role
B invoices
= Payment methods 2 Conuibutar
A2 Partner information ) Kubarnates Bxtension Contributor
Settings > Log Analytics Contributar

B Programmatic deployment > Monitering Contributor

Figure 2.4 — Access control (IAM) blade in the Azure portal

After describing Azure RBAC, let’s explore what Microsoft Entra ID roles are and how they differ
from RBAC roles.

Microsoft Entra ID roles

To manage Microsoft Entra ID resources in a directory, or to grant access for privileged actions in
Microsoft Entra ID, Microsoft Entra ID roles are used. Like the Access control (IAM) menu and blade
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options, options to assign Microsoft Entra ID roles look similar, containing Microsoft Entra ID-specific
built-in roles as well as custom-built roles, but with fewer tabs, as seen in the following screenshot:

Homa > Kl O | Rokes and admini >
& Roles and administrators | All roles %
Kioudatech 00 - Azure Actve Directary
. + Newcustommle (] Defets custom role. ok Download msignments () Refresh | B Preview featres | 57 Goo feedbiack?
&, i
& Pratecied sctions 0‘— ARt i * LI i
* Diagnose and sohe problems i__):”s_éf-.l. by -@!ng_u_-_u::,}ii]-fiiu | g adives
Activity Fule ty  Deseription Type T
3= Acomss reviews [ s Application Administratce Can create and manage all aspects of agp regletraiions and enterprise apps. Busitt-in .
B audit legs O ﬁ. Appization Developer f:u':i::m application registratsons Independent of the 'Users can register applications’ St o
Troubleshoating + Support D .' Attack Payload Authar Can 0“;3(& ‘amack paylcads that an administrator can initiste ater. Busitt-in o
B New suppot eoquest [ g Attack Simulation Administratar Can cxsate and manage all aspacts of attack smulition campalgns Busit-in -
[ .“ Attribaite Assignmant Adminstraton sl custom seourity attribute keys and values tn supparted Azure AD objects, Busitt-in (]

Figure 2.5 — Microsoft Entra ID roles blade

In a few words, Azure roles manage and control access to Azure resources, while Microsoft Entra ID
roles manage access to Microsoft Entra ID resources. Generally, Microsoft Entra ID roles and Azure
roles do not overlap, but if a user has a Global Administrator role - a role in Microsoft Entra ID - it
can elevate its access to span and include access to all subscriptions and management groups for an
individual tenant. This is specifically useful if you want to have access to all Azure subscriptions and
management groups in an organization (or a tenant), grant a user access to a particular subscription or a
management group, or eventually re-establish access to an Azure management group or a subscription.

This option is located in the Microsoft Entra ID tenant Properties blade, at the bottom, as shown in
the following screenshot:

Home > Klowdatech 0

i Kloudatech OU | Properties

Azure Active Directory

L & save X Discad | & Gotfeedback?
a
O overdew
Tenant ID
B8 Preview features - = = B
K Diagnose and sokve problems ¢
Technical contact
Manage £ -
A users Global privacy contact
8 Groups =

5 Extemal ientities vy statraricnt URL

& Roles and administrators

&) Administrathve wnits
Access management for Azure resources

Delegated admin partners
% Delzg " pa o 3 can manage access toall Azure subscriptions and management groups in
this tenant, Learn mere

(% G

Manage seourity defaults

B enterprise applications

B Devices

Figure 2.6 — Microsoft Entra ID tenant Properties blade, containing
access management for Azure resources toggle button
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After you set Yes and enable Access management for Azure resources, the Global Administrator
will be granted the User Access Administrator role at a root scope and allow access to underlying
resources. As a best security practice, ensure you remove this elevated access once you have made all
required changes.

The relationship between non-elevated and elevated Azure subscription management status, or the
enabled or disabled Access management for Azure resources option, is illustrated in
the next diagram:

& Microsoft Entra ID Roles

Global Admin

AppiEatioN AR Microsoft Entra 1D

A\ 4

Billirg Admir Tenant

Directory Readers

il

’CH Root Management
Owner

Group
Contributor [ i
freey
Reader [‘ﬁ] Wiansgesient (ko) Account Admin
User Access Administrator [
Classic subscription " Subscription  —————————————
Administeator Roles % :
Account Admiristrator L Azure Account
i ’ Resaurce Group
Service Administrator L

Co-Administrator

“ @ @ * Resources

Figure 2.7 — Access management for Azure resources relation

The last and least-used role option these days is Classic roles, available for compatibility reasons, and
available until it will be eventually phased out and retired.
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Classic roles

Classic roles are roles defined by the Azure Service Manager (Classic) model, an early management
model that will be retired soon. The three classic administrator roles are Account Administrator, Service
Administrator, and Co-Administrator, where the first two administrator roles were automatically added
as roles to the account used to sign up for the Azure service. Today only available as a legacy model,
it is advised to abandon the classical management model and complete the transition to role-based
access management before its retirement.

e R
Note

Although Azure Role-Based Access and Microsoft Entra ID roles are significantly predominant,
classic roles are still in use today: Co-Administrator, Account Administrator, and Service
Administrator. The Cloud Services (classic) deployment model and these three classic roles
and related classic resources will be retired on August 31* 2024.

Microsoft 365 roles in Microsoft Entra ID

Microsoft 365 offers a range of roles within Microsoft Entra ID that enable organizations to assign
specific permissions and responsibilities to users.

Microsoft 365 includes a set of predefined administrator roles, accessible via the Microsoft 365 admin
center (https://admin.microsoft.com/).

These roles govern access to Microsoft 365 services, data, and administrative features. Let’s explore
some key and most used Microsoft 365 roles and their significance in Microsoft Entra ID:

+ Global Administrator: The Global Administrator role holds the highest level of administrative
privileges within Microsoft Entra ID. Global Administrators have full control over Microsoft
Entra ID, including the ability to manage user accounts, configure security settings, and assign
other administrative roles. They play a crucial role in overseeing the overall security and
management of the Microsoft 365 environment. The Global Administrator role can manage
all aspects of Microsoft Entra ID and Microsoft services that use Microsoft Entra ID identities.
Additional roles with global reach are described in the following list:

* Global Reader: This can read everything that a Global Administrator can, but not
update anything.

* Global Secure Access Admin: This can create and manage all aspects of Microsoft Entra
Internet Access and Microsoft Entra Private Access, including managing access to public
and private endpoints.
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User Administrator: User Administrators are responsible for managing user accounts within
Microsoft Entra ID. They can create, modify, and delete user accounts, reset passwords, assign
licenses, and manage group memberships. User Administrators play a vital role in ensuring
that user access is granted appropriately and aligned with organizational needs.

Exchange Administrator: Exchange Administrators have specific responsibilities related
to Microsoft Exchange Online, the email and calendar service within Microsoft 365. They
manage mailboxes, configure email policies, set up distribution groups, and handle other
Exchange-related tasks. Exchange Administrators help maintain a secure and efficient email
communication system. In short, the Exchange Administrator can manage all aspects of the
Exchange product. An important additional Exchange role is described in the following point:

* Exchange Recipient Admin: This can create or update Exchange Online recipients within
the Exchange Online organization

SharePoint Administrator: SharePoint Administrators focus on managing SharePoint Online,
the collaboration and document management platform within Microsoft 365. They oversee
site creation, configure security settings, manage document libraries, and enforce governance
policies. SharePoint Administrators enable efficient collaboration and ensure the protection
of sensitive data within SharePoint Online.

Teams Administrator: Teams Administrators are responsible for managing Microsoft Teams,
the popular communication and collaboration platform. They handle tasks such as creating
teams, managing channels, configuring policies, and ensuring proper integration with other
Microsoft 365 services. Teams Administrators play a crucial role in fostering seamless teamwork
and optimizing the utilization of Teams within an organization. While Teams Administrators
can manage the whole Microsoft Teams service, there are other important Teams-related roles:

* Teams Communications Admin: This role manages calling and meeting features within
the Microsoft Teams service.

* Teams Communications Support Engineer: This role troubleshoots communication issues
within Teams using advanced tools.

* Teams Devices Admin: This role performs management-related tasks on Teams-certified devices.

Security Administrator: Security Administrators focus on implementing security measures
and configuring security settings within Microsoft Entra ID and Microsoft 365. They manage
security policies, conduct risk assessments, monitor security events, and respond to security
incidents. Security Administrators contribute to strengthening the security posture of an
organization’s Microsoft 365 environment. Security Administrators can read security information
and reports, and manage configuration in Microsoft Entra ID and Office 365. There are two
significant security roles:

Security Operator: This role can create and manage security events.
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o Security Reader: This role can only read security information and reports in Microsoft Entra
ID and Office 365.

o Compliance Administrator: Compliance Administrators have responsibilities related to data
protection, governance, and regulatory compliance within Microsoft 365. They implement
compliance policies, manage data retention, handle eDiscovery requests, and ensure adherence
to relevant regulations. Compliance Administrators play a critical role in maintaining data
privacy and meeting compliance requirements. The Compliance Administrator role can read
and manage compliance configuration and reports in Microsoft Entra ID and Microsoft 365. The
Compliance Data Administrator, on the other hand, can create and manage compliance content.

These roles are just a snapshot of the diverse set of administrative roles available within Microsoft
Entra ID and Microsoft 365. Each role has specific responsibilities and permissions tailored to different
aspects of the Microsoft 365 ecosystem. By assigning appropriate roles to users, organizations can
ensure efficient management, secure access, and streamlined collaboration within their Microsoft
365 environment.

To put it briefly, Microsoft Entra ID provides a robust IAM framework for Microsoft 365 and the
diverse range of roles within Microsoft Entra ID enables organizations to manage user identities,
enforce access controls, and maintain the security and integrity of data. Leveraging the various
Microsoft 365 roles available in Microsoft Entra ID allows organizations to align responsibilities with
user roles, ensuring smooth operations and safeguarding critical resources. As organizations continue
to embrace Microsoft 365, understanding and effectively utilizing these roles becomes essential for
optimizing productivity and maintaining a secure digital workspace.

For a complete list of roles available, and their detailed descriptions, please consult https: //
learn.microsoft.com/en-us/azure/active-directory/roles/permissions-
reference.

Besides Microsoft Entra ID built-in roles, which are also accessible from the Microsoft Entra ID |
Roles and administrators blade in the Azure portal, the Microsoft 365 admin center allows you to
access service-specific role definitions for Exchange, Intune, and Billing:
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Figure 2.8 — Microsoft 365 admin center - role assignments

Additionally, role groups for compliance-related products and services are available on the Microsoft
Purview portal, under the Roles and Scopes | Permissions menu. These role groups for Microsoft
Purview solutions contain admin roles that enable users to perform tasks in the Microsoft Purview
compliance portal, such as insider risk management, communication compliance, privacy management,
and information protection.

Best practices for roles

What would be the best practices for roles? The first best practice for managing roles would be the
principle of least privilege. It means that your users and administrators need to have just the permissions
they need to do their job effectively, without giving them too restrictive permissions to perform their
usual tasks and assignments or too wide permissions. Not only do you have to restrict a specific set
of permissions that you assign to a role, but you also have to be very specific about the scope of the
application of these permissions.

Microsoft recommends having up to five Global Administrator roles in your organization. Since Global
Administrators can do everything - modify, create, and change configuration options and settings
across the entire Microsoft 365 organization - you have to protect Global Administrators very strictly.

Nowadays, protecting identities and users with MFA shouldn't even be a discussion; it is a mandatory
setting for security-conscious organizations. MFA should be turned on for all administrative accounts,
including Global Administrator accounts. Numerous studies have shown that MFA can stop 99.9%
of identity-based attacks. The best MFA is the one offering phishing-resistant strength; that is, one
that includes methods that require an interaction between the authentication method and the sign-in
surface, such as the hardware FIDO key, and the requirement to touch the key to successfully complete
the authentication request.
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On the other hand, not every Global Administrator account should have MFA protection enabled. The
best practice is to have break-glass accounts that are assigned to the Global Administrator role that
don’t have MFA enabled or that don’t have the same MFA method as your normal global administrative
accounts enabled.

So, how do we ensure that global administrative accounts that don’t have MFA enabled are adequately
protected? The recommended best practice is to configure these accounts with a password as complex
as possible, including numbers, lowercase and uppercase characters, and special characters. Then, the
password should be split in two and stored in separate, protected places, where one person should
not have access to both pieces of the Global Administrator password.

This practice goes back many decades in the past, when Windows Server, Active Directory Domain
Services (AD DS), and Enterprise Administrator were introduced, and numerous companies have
retained this practice as the best practice when storing and protecting sensitive administrative
accounts credentials.

A part of the principle of least privilege is configuring administrative accounts with just-in-time access,
achieved using Azure Microsoft Entra ID Privileged Identity Management (Entra PIM) to revoke
access after the allowed time has expired. Additionally, Microsoft Entra ID PIM allows to receive
notification when someone elevates or activates the role assignment, with additional approval capabilities.

Microsoft 365 groups

Groups are foundational, basic Microsoft Entra ID objects that enable membership services, operation
actions, granting permission, access to resources, and more.

By default, any user can create Microsoft 365 groups and it generally sounds like a great collaboration
feature that allows users to communicate and collaborate more effectively. From a security perspective,
you should restrict who can create Microsoft 365 groups. Otherwise, the unreasonably high number of
Microsoft 365 groups makes administration less efficient and less secure. As you limit group creation,
all services that rely on that functionality will be affected, for example, SharePoint, Outlook, and
Microsoft Teams. You should limit creating Microsoft 365 groups to a restricted group of users as a
security best practice.

Microsoft 365 groups can have three roles:

o Guests: Guest members are users who belong to another organization, outside your organization

o Members: These are the regular users that belong to your organization, and they can access
everything in the group except changing group settings

o Owners: Group owners have advanced group settings permissions such as delete, rename, and
change capabilities
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Only Group Administrators, User Administrators, or Global Administrators can create and manage
groups. To manage groups, you can use Active teams and groups in Microsoft 365 admin center,

as shown in the following screenshot:
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Figure 2.9 - Active teams and groups blade in Microsoft 365 admin center
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From here, you can easily access Microsoft 365 groups, distribution lists or distribution-enabled

groups, mail-enabled security groups, and security groups.

Another place where you can access group management capabilities is in the Azure portal, on Microsoft

Entra ID blade, under Groups, as shown in the following screenshot:
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Figure 2.10 — All groups blade in the Azure portal

There are several Microsoft 365 group types, with the first two in the following list being the two most
important group types:

Security group: This is used to grant access or permission to resources. Security group
membership can consist of users, other groups, service principals, and devices.

Microsoft 365 group: This should be the default group for collaboration purposes and to
give group members access to shared resources such as mailboxes, files, conversations, and
calendars. These groups also have dynamic membership capabilities that allow their members
to be assigned or removed automatically based on different attributes. This group type does not
support group nesting; that is, it cannot contain groups or be a member of a group.

Distribution group: This is a special group that has an email assigned, and as the name implies
it is used to distribute or send emails to a group of people.

Mail-enabled security group: This is a dual-purpose group; it is a mix of a security group and
a distribution group where it can be used to give access to resources such as SharePoint and
OneDrive and additionally provide emailing capabilities to its members. Membership of this
group cannot be dynamic, and mail-enabled security groups cannot contain devices.

Dynamic distribution group: This is the same group as the previously described distribution
group but its membership can dynamically change.
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o Shared mailbox: Shared mailboxes are typically used for collaboration and can receive external
emails and include a calendar as well. This type is used when a group of people need access to
the same mailbox.

There are three group membership types:

« Assigned: In this group membership, you can add specific users or people as members to
the group from your own organization or, if enabled by the administrator, from outside your
organization, and assign them the required permissions. The membership of the group does
not change unless the administrator of the group performs membership changes.

« Dynamic user: This group membership can dynamically change based on members’ attributes.
You can use the rule builder or rule syntax to create a dynamic membership rule based on tens
of available dynamic properties or attributes. The group members’ attributes are constantly
evaluated and if the users’ attributes change and no longer meet the group membership
requirements, their group membership is revoked, and the members are removed from the
group. In the same way, if the users’ attributes change so they meet the group membership
requirement, users are granted group membership.

« Dynamic device: Similarly, the dynamic device group behaves like a dynamic user group except
that the system looks for device attributes and their changes.

Moreover, the privacy setting of a group can be either public or private. If a group’s privacy is set to
Public, groups can be joined by everyone without getting approval from a group owner and therefore
anyone can access the content from the group. Alternatively, the privacy of a group can be set to Private
where only its members can access the group content. Group owners are the only ones that can add
members to the group and a Private group is not open for everyone to join unless their membership
is approved by a group owner.

Microsoft Entra ID Protection

While Microsoft Entra ID Protection is not categorized as a Microsoft 365 security feature, it is a
security capability worthy of your attention and a bit of a deeper understanding.

The way we work and collaborate today has drastically changed compared to just a few years ago. Work
has become increasingly digital and online; with the COVID-19 pandemic, enterprises adapted to a new
reality by adopting new tools, and cloud computing has become a standard in almost every business
and enterprise worldwide. Traditional perimeter-based security has changed, and the new reality is
that identity has overtaken the new security perimeter and become the standard. It is imperative that
we use solid products and policies that define efficient risk-based access controls.

In the past, internal networks defined security boundaries on closed systems, in on-premises systems,
but today’s reality is something completely different. Most workloads and data today are in the cloud,
and we need adequate protection for identity-based attacks.



Microsoft Entra ID Protection

As Microsoft Entra ID is a Microsoft solution for IAM, Microsoft Entra ID Protection is a product
that continuously evaluates a broad range of signals to help identify and detect risky identity-based
behaviors such as impossible travel activity, leaked credentials, password spray attacks, anonymous
IP address usage, and much more.
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Figure 2.11 — Microsoft Entra ID Protection Overview blade

Microsoft Entra ID Protection maintains a comprehensive tracking system for all detected risks
associated with an identity. It offers three essential reports to administrators, enabling them to delve
into these risks and initiate appropriate actions:

o Risk detections: This report includes details of each identified risk as a separate entry, providing
a comprehensive overview of the detected risks

o Risky sign-ins: Whenever one or more risk detections are flagged for a particular sign-in
attempt, it is recorded as a risky sign-in and documented in this report
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 Risky users: Users are marked as risky in this report if any of the following conditions
are met:

* The user has been associated with one or more risky sign-in attempts

* One or more risk detections have been reported for the user

By utilizing these reports, administrators can thoroughly investigate potential security threats and
implement necessary measures to ensure identity protection.

The risk in Microsoft Entra ID Protection is defined as any suspicious action that relates to user
accounts in Microsoft Entra ID. There are two different types of risk detections: real time and offline,
and these can be detected at the user and sign-in levels. Because Microsoft Entra ID Protection is
available to Microsoft Entra ID P1 and Microsoft Entra ID P2 licensed users, specific detections are
available to different customers.

The following table shows risk detections and their respective detection types and license availability
to Microsoft Entra ID P2 licenses (Premium) and Microsoft Entra ID P1 and Microsoft Entra ID Free
customers (Regular):

Risk detection Detection type Type
User risk definitions
Atypical travel Offline Premium
Anomalous token Offline Premium
Token issuer anomaly Offline Premium
Suspicious browser Offline Premium
Unfamiliar sign-in properties Real time Premium
Malicious IP address Offline Premium
Suspicious inbox manipulation rules Oftline Premium
Password spray Offline Premium
Impossible travel Offline Premium
New country Offline Premium
Activity from anonymous IP address Offline Premium
Suspicious inbox forwarding Offline Premium
Mass access to sensitive files Offline Premium
Verified threat actor IP Real time Premium
Additional risk detected Real-time or offline | Regular




Summary

Anonymous IP address Real time Regular
Admin confirmed user compromised Offline Regular
Microsoft Entra ID threat intelligence Real time or offline | Regular

User risk detections

Possible attempt to access Primary Refresh

Token (PRT) Ofiline Premium
Anomalous user activity Offline Premium
User reported suspicious activity Offline Premium
Additional risk detected Real time or offline | Regular
Leaked credentials Oftline Regular
Microsoft Entra ID threat intelligence Offline Regular

Table 2.2 - Microsoft Entra ID risk detection types

Microsoft Entra ID Protection provides robust identity protection from a variety of modern real-time
and offline user-related risks, and while it is backed up and powered by cloud-based threat intelligence
security capabilities, it helps protect one of the most vulnerable entities today — our Microsoft Entra
ID digital identities.

Summary

In this chapter, we addressed an important part of any tenant’s security - Microsoft Entra ID, its
plans, features, and most notably, roles and groups, which are an essential and one of the foundational
elements in organizational security posture. Not only are Microsoft 365 groups important, but so are
Azure groups since choosing group types wisely and correctly assigning them to the right employees
will significantly impact security in an organization.

The next chapter will focus on Microsoft Defender for Office 365, a product that protects email,
specifically Exchange Online, against malicious attacks and threats such as malware or phishing messages.
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Part 2:
Microsoft 365 Security

In this second and the biggest part, we will cover Microsoft 365 Defender products responsible for
the security of your cloud and on-premises assets and content. Specifically, we will cover Defender for
Office 365 and its email and collaboration content protection capabilities; Defender for Endpoint with
endpoint protection capabilities and Microsoft Purview configuration, data classification, data search,
and data loss prevention features. Furthermore, we will explain the essential configuration of Defender
for Cloud Apps as a SaaS and cloud apps protection product, OAuth apps and files management,
governance, and policies; Microsoft Defender Vulnerability Management, a product whose task is to
discover and remediate vulnerabilities in software across devices; and Microsoft Defender for Identity,
a fantastic and powerful product designed to protect on-premises identities.

This part includes the following chapters:

o Chapter 3, Microsoft Defender for Office 365

o Chapter 4, Microsoft Defender for Endpoint

o Chapter 5, Getting Started with Microsoft Purview

o Chapter 6, Microsoft Defender for Cloud Apps

o Chapter 7, Microsoft Defender Vulnerability Management
o Chapter 8, Microsoft Defender for Identity
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Microsoft Defender
for Office 365

Nowadays, especially after the COVID-19 pandemic, companies are increasingly shifting their focus
to protecting their systems, information, and data. This is important because companies have a lot of
questions about the principles of working from home. And because of that, good planning for setting
up protection and secure access to information from different remote locations is a big challenge.

Working from home can pose a risk to secure access to information, and it is important to point out
that many employees do not have proper protection at home in terms of network security. All devices
used to access information and send and receive emails are significant targets of attacks aiming to
get hold of information. One of the biggest challenges that companies face is implementing sufficient
protection for sending/receiving emails. In addition to protection against viruses, malware, and
phishing, the training and proper education of employees is a very important part of the overall
information protection system.

Microsoft Defender for Office 365 is a comprehensive product with the aim of protecting your
email system (Exchange Online) against malware, viruses, and phishing attacks. Alongside the stated
features in its Plan 1 and Plan 2 versions, Microsoft Defender for Office 365 offers the possibility of
quality training for employees, intended to increase their knowledge of how to recognize emails and
information which can cause damage to the company.

Microsoft Defender for Office 365 is a part of the Microsoft 365 Defender family, which, in addition to
the aforementioned service, contains the following products, which will be discussed later in this book:

o Microsoft Entra ID Identity Protection

o Microsoft Defender for Identity

o Microsoft Defender for Cloud Apps (formerly CloudApp Security)
e Microsoft Defender for Endpoint

« Microsoft Identity Protection
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e Microsoft Defender for Cloud
o Microsoft Defender Vulnerability Management
e Microsoft Data Loss Prevention

o App Governance (as a part of Microsoft Defender for Cloud Apps)

It is important to note that all the listed services can be added as add-ons to specific subscriptions,
while some are an integral part of existing subscription packages. In this chapter, we will deal in detail
with Microsoft Defender for Office 365. The product, as we touched upon before, can be added as an
add-on to particular subscriptions and comes in two versions — Microsoft Defender for Office Plan
1 and Microsoft Defender for Office Plan 2.

Microsoft Defender for Office Plan 1 is an integral part of the following subscriptions:

e Microsoft 365 Business Premium (max 300 users)
o Microsoft 365 Enterprise E1
o Microsoft 365 Enterprise E3

Microsoft Defender for Office Plan 2 is an integral part of the following subscriptions:

o Microsoft 365 Enterprise E5
« Microsoft 365 F5 Security

Technical requirements

To access Microsoft Defender for Office 365, you need to have one of the previously mentioned licenses
and administrator rights. It is enough to have Global Administrator rights to do any of the required
configurations for the service. However, if you need to allocate access rights and activity permissions
for the Microsoft Defender for Office 365 portal, then it is necessary to create a security group in
Microsoft Entra ID and assign the following necessary administrator roles:

 Security Administrator

o Security Operator

o Security Reader

o Global Reader

Important note

Users with the specified administrator roles are also entitled to other Microsoft 365 Defender
services, such as Microsoft Defender for Endpoint or Microsoft Defender for Cloud Apps.
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Getting started with Microsoft Defender for Office 365

Not so long ago, if the organization was planning to set up an Exchange Server instance on-premises,
they had to plan for setting up both a proxy server and the additional protections for proper filtering
of mail traffic. What has not changed with the transition to Exchange Online is that you still require
adequately set-up DNS records for authentication of your mail system. The following are the records
that you do still need to upload to Exchange Online at the level of your tenant:

e MX records

e SPF records

o DKIM records

« DMARC records

Depending on which type of Microsoft Defender for Office 365 plan you have (Plan 1 or Plan 2), there
are different options for configuring policies and rules.

Plan 1 has a lot of different options, which can be useful when setting up protection for your mail
traffic. The basic settings of Exchange Online Protection, in most cases, are not sufficient to satisfy all
requirements. The difference between Plan 1 and 2 is primarily reflected in the protection configuration
options for policies and rules, especially in the Threat policies options.

The differences between Microsoft Defender for Office 365 Plan 1 and Plan 2 are as follows:

Microsoft Defender for Office 365 Plan 1 Microsoft Defender for Office 365 Plan 2

Real-time detection Everything included in Plan 1 plus advanced

threat policies
Safe Attachment Advanced threat policies
Safe Links Threat Trackers and Explorer
Anti-phishing, anti-malware, and anti-spam Incident and alert investigation
Reporting Attack simulation training

Automated response

Table 3.1 - Microsoft Defender Plans

We will go through each of the aforementioned items in detail throughout the rest of this book, after
which you will have a much clearer picture of the correct way to set up protections within Microsoft
Defender for Office 365.
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( A
Important note

The correct implementation of protection for your mail system is a very important part of
protecting the entire tenant from attempted attacks. Hence, it is important you draw up a plan
that clearly outlines the direction in which you want to take your security system. It is important
to keep in mind that every protection increase brings an increase in false-positive detections
of inbound emails. This means that you will spend more time browsing the Quarantine folder.
Of course, if the business requires you to have a very rigorous protection plan, then this option
is not even questionable.
. J

The first options that you need to configure on the Microsoft Defender for Office 365 side concern
policies and rules. After activating the tenant and setting up the service using the licenses available to
you, it is necessary to make changes to the basic policies found under the following items:

« Threat policies
o Alert policy
o Manage advanced alerts

o Activity alerts

The following screenshot illustrates where you can configure different threat policies in Microsoft
Defender for Office 365:

# BiContoso Electronics  Microsoft 365 Defender B searcn

Hame Policies & rules
Incidents 2 alerts . Set up polices to manage devices, protedt againgt threats, and receive alerts about varous activities In your organization, Leam mere

Hurting o

e 9 @ B

Actions & suam ssans -
tiame
Threst enalytics
Thigal policies
Secure soore
Hlert policy
Learning hub
Mznage advanced alerts
Trals

& BP0 8B

Activity alerts
Fartrer catsion ~

@

Azsets -

x

Identities

Emall & callaborstion -~

Imvestigations

Expiorer

B 8 40 O

Review

=]

Campaigrs

1%

Theeat racker
Exrhange message trace

Attack simulation traiving

M = a2

Pakces & rues

Figure 3.1 - Policies & rules



Getting started with Microsoft Defender for Office 365

Most of this chapter will deal with the correct configuration of threat policies.

As we stated in the introduction, the successful configuration of each of the options here requires careful
analysis in application and implementation. The biggest pitfall in the configuration of threat policies
is that all rules and warnings can be set to the maximum level of protection. The big question is, what
will you get as the result of such a configuration? Higher protection could lead to more demanding
quarantine management in order to filter emails heading toward end users.

Clicking Threat policies shows the following options that you can configure:
« Templated policies:

* Preset security policies

* Configuration analyser
« Policies:

* Anti-phishing

* Anti-spam

* Anti-malware

* Safe Attachment

* Safe Links

+ Rules:

* Tenant Allow/Block Lists

* Email authentication settings
* Advanced delivery

* Enhanced filtering

* Quarantine policies
« Others:
= Evaluation mode

Whether to simply use template policies when configuring your defenses is one of the biggest questions.
In smaller companies with fewer than 100 employees, templated policies are justified because the
configuration is simpler. Nonetheless, a more granular configuration is recommended if you want to
be able to clearly define all options for available Office 365 services.
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Templated policies provide two effective solutions for enhanced protection: Present Security Policies
and Configuration Analyzer. Within Preset security policies, three options are available, as illustrated
in the following screenshot:

Policies 8crules > Threat policies > Preset security policies
——

Preset security policies

Built-in protection Standard protection Strict protection
L] L]
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~ More aggressive detonation evaluation - . .
Attachment and link protection with Safe + Tighter controls over bulk senders

~" Visual indication in the experience Links and Safe Attachments
~* More aggressive machine leaming
Note: Built-in protection is enabled only for Standard protection is off
paid Microsoft Defender for Office 365 Strict protection is off
tenants.

Manage protection settings

Manage protection settings
Add exclusions (Not recommended)

Figure 3.2 — Preset security policies

Let’s go through these three options now.

The Bulit-in protection option is designed to provide a good protection configuration and is intended
for organizations that do not want or do not have greater protection requirements. This option
comes with an Add exclusions link, which allows the admin to optionally exclude users, groups, or
domains from the Built-in protection functionality. It is precisely for this reason that this option is
not recommended to be used.

The next two options offer a better level of preconfigured protection, but as we mentioned previously,
a much wider range of options is available for configuration under Policies.

In the Standard protection option, you can apply protection to specific users, groups, and domains.
This is configured as follows:
1. Login asa Global Administrator on the tenant.
Open Security Admin Center.
Under the Email & Collaboration option, click Policies.

Ll

In the new window, click the Threat policies option.
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5. Inthe new window, click the Preset Security Policies option (as shown in the following screenshot):
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Figure 3.3 —Threat policies

The configuration of Standard protection and Strict protection is the same, the only difference is in
the application of anti-phishing policy options, and stronger control over the application of policies
(more on this later, when we review the anti-phishing configuration and settings). Of course, it
should be noted that choosing Strict protection can lead to increased false-positive flagging of emails
and greater control over the quarantine options. The following are the required steps to configure
Standard protection:

1. Click Manage protection settings.

2. On the Apply standard protection screen, under Apply Exchange Online Protection, define
who to apply the protection to, out of All recipients or Specific recipients (if you have a smaller
number of users, you can use the All recipients option). This configuration includes pre-defined
rules for anti-malware, anti-spam, and anti-spoofing configuration.

If you want to exclude any recipients from this protection, please check the Exclude these
recipients option:

Apply standard protection

@ Exchange online protection Apply Exchange Online Protection

| Add the users, groups, and domains to protect using Exchange Online Protection capabilities, including inbound anti-
O Defender for Office 365 protection spam, anti-malware, and anti-phishing. Learn more about preset security policies

| Apply protection to:
O Impersonation protection

| @ All recipients

i Specific recipients

O Policy mode

| O Mone
O Review

|:| Exclude these recipients

Figure 3.4 — Apply standard protection
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On the Apply Defender for Office 365 protection screen, select one of the options to apply a
set of pre-defined rules for the anti-phishing, Safe Attachment, and Safe Link functionalities.
You can reuse your previous selection of users and groups to apply the policy to by simply
clicking Previously selected recipients, or you can add only specific users or skip this
configuration altogether.

Apply standard protection

O—0O0—eo—0—0

Impersonation protection

Exchange online protection Apply Defender for Office 365 protection

Add the users, groups, and domains to protect using Defender for Office 365 capabilities, including Safe Attachments

Defender for Office 365 and Safe Links. Learn more about preset security policies
protection

Apply protection to:
(® Al recipients
O Specific recipients

O More

Policy mode

Review

Figure 3.5 — Apply Defender for Office 365

Under Impersonation protection, configure additional protection for some specific users or
domains if required. This protection will provide additional security checks for users’ email
addresses in similar domains. Impersonation protection offers an added layer of security by
implementing further security check in instances where users receive emails from addresses
on domains closely resembling their own. This means that if there are any email addresses
that mimic those belonging to the users but are hosted on similar domains, the system will
subject them to stronger security checks. By doing so, impersonation aims to mitigate the risk
of impersonation-based attacks, where malicious actors attempt to deceive users by posing
as legitimate senders from familiar domains. This proactive measure helps safeguard against
potential threats originating from spoofed or fraudulent email addresses, enhancing overall
email security for users and organizations alike. Bear in mind that the number of users that
this additional protection can be applied to is limited to 350, and the number of domains to 50.
We recommend adding users from C-level positions and other users who have greater access
to sensitive information inside your organization.
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Apply standard protection

@ Exchange oniine protection Add email addresses to flag when impersonated by attackers
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Figure 3.6 — Add email addresses to flag for impersonation

5. Under Add trusted email addresses and domains to not flag as an impersonation, you can add
domains that you know have alternative addresses that can be trusted. For example, AnyName®@
something. com could have an alternative email on another domain, such as AnyNamee@
somethingnew. com. That domain, if fully trusted, can be added to bypass the previous rule.

6. On the Policy mode screen, choose when you want to activate the policy.

7. Under Review and confirm your changes, check how the policy will be applied and click Finish.

Important note

The same configuration steps are required if you want to configure Strict protection. The only
difference between the two levels of protection is that Strict protection offers a higher level of
anti-phishing protection.

Although the configuration we've just seen is quite good for protecting your tenant, you still have the
option to set up more detailed protections for anti-phishing, anti-spam, anti-malware, Safe Attachment,
and Safe Links functionalities. You can configure all these policies through access through the Microsoft
365 Defender portal under the Threat policies section. Under the Policies option, you will find all
the aforementioned protection options, which you can configure according to your needs. If you
decide to apply more detailed configurations (such as adding more flags, specific mail address, etc.)
for the protection options, it would be desirable to have clearly defined policies and procedures on
the protection of the mail system, in which you specify what and to what extent you want to protect
your environment. This, of course, is not an obligation, but it is desirable to have such policies and
procedures to standardize the process of configuration.
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Each policy comes with default basic settings that cover all users of your tenancy. You can modify the
policies according to your needs, but we recommend that you create your own policies and define the
priority in which order the policies will be applied. In this way, you will be able to have more granular
definitions of each policy.

Protecting assets with Microsoft Defender for Office 365

In today’s fast-paced and interconnected world, keeping your sensitive information and digital
treasures safe has become absolutely vital for organizations of all shapes and sizes. With remote work
exploding in popularity and cyber threats becoming more and more sophisticated, making sure your
organization’s data and communications are secure has never been more critical. And in this ever-
evolving landscape of digital dangers, Microsoft Defender for Office 365 steps up as a real superhero
in the world of modern cybersecurity.

Think of Microsoft Defender for Office 365 as your trusty shield, specially designed to safeguard your
organization’s prized possessions within the Microsoft 365 universe. It’s like having a high-tech security
squad at your disposal, complete with cutting-edge threat-spotting skills, intelligent algorithms, and
powerful protective features. This formidable defender stands tall, ready to ward oft a wide range
of cyber threats, from sneaky phishing attempts to malicious malware invasions and data breaches.

Whether you're running a small business or steering a massive enterprise ship, getting to know and
making the most of what Microsoft Defender for Office 365 brings to the table is absolutely crucial in
the ongoing battle to shield your digital assets from the ever-evolving world of cyber threats.

Quarantine policy

Microsoft 365 quarantine is a feature within the Microsoft 365 security suite that allows administrators
to isolate and hold potentially malicious email messages in a quarantine area, rather than delivering
them to the intended recipient’s inbox. This allows the administrator to review the message and
determine whether it is safe to deliver or it should be deleted. quarantine can also be used to hold
spam and phishing messages.

But why configure this policy first? The simple answer to this question is that the quarantine policy
is mostly used through the configuration of all other policies in Defender.

Open Threat policies and under Rules, you will find option to configure and define quarantine policies:

1. Click on Quarantine policy.

2. Two default policies are already created:

DefaultFull AccessPolicy

AdminOnlyAccessPolicy
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3. Click on Add custom policy above DefaultFullAccessPolicy and AdminOnlyAccessPolicy:

Quarantine policy

Lise this page Figure how messag, Office 365 Quarantine, You can alsa corfigune how end-users and 30min USers con view and manage quarantned messages. Leam more abeat quarntine policy

+ Acd rustom paticy () Refmsh L Bopart @ Global settings
—
[ — [re—
[] OefaultfullfcoesPolicy

[] AdminOntyhccessPolicy

Figure 3.7 — Add a custom quarantine policy

4. Provide a name for your quarantine policy (unfortunately, there is no option to add descriptions
to custom policies).

5. Under Recipient message access, define the level of access to quarantines messages for users:

= Limited access (users can see quarantined messages but cannot release message)

* Set specific access (Advanced)

6. Ifyou select Set specific access (Advanced), you are given the options to configure your email
release action preferences:

= Allow recipients to request a message to be released from
guarantine

= Allow recipients to release a message from quarantine

7. Under Select additional actions recipients can take on quarantined messages, define which
actions recipients can perform (such as Delete, Preview, and Block sender):

New policy
B Foicyrame

Specify what access you would e reclpients o hae when this uamntine paficy & sppried o & mesiage. Lesm more sboul melient meisage access

I R:d&m MeSBYE BOCESS
@ Recigicnt mosage acces
I

0 Cuarartine notficotion
Reecipient message scoess ©
O summary () it access.

Recperts can view quanrrined messages, bet they carnot release messages
from the quereniine state

-@'Em.w Ry WIS s Tt CaP, B Wi GSrANTINGG MAcEages

Skt raksase action prafarence

Selert sdEtionsd actions recipients can fake on Guanantined mesages

[] pesete
] Freview
[ Biock sencer

Figure 3.8 — Quarantine message access
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8. Click Next.

9. Enable Quarantine notification.

10. Click Next.

11. Review your policy and click Submit.
Now you have a choice of three policies related to the quarantine policy. When creating any other
option, you must define which quarantine policy will be used. Most companies decide to set

AdminOnlyAccessPolicy, which prevents all other users from being able to interact at all with
messages that are redirected to quarantine for further review.

Notifications about messages in quarantine can be adjusted by clicking on Global settings as is shown
in the following screenshot:

Quarantine policy

Use this page to configure how messages are handled by Office 365 Quarantine. You can also configure how end-users and admin users can view and manage quarantined messages. Learn more about quarantine policy.

~+ Add custom policy () Refresh L Export 5 Global settings
Policy name Last updated

[] DefaultfullAccessPolicy

[ AdminOnlyAccessPolicy

[ DefaultFullAccessWithNotificationPolicy

Figure 3.9 — Quarantine global policy

Adjust the options as required and specify the frequency of notification emails about messages that
are in quarantine. This is not a bad option to notify users that certain emails are in quarantine, which
can significantly reduce the manual checking of incoming messages.

Cruarantine notification settings

R beer rtned

Sl e Lae

Yk p——
ey G e e

Specie e s

Figure 3.10 — Quarantine notification settings
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After configuring the quarantine policy, a good practice is to check the current situation in your tenant
by clicking on the Evaluation mode option. By clicking on the Manage option in the window that
appears, you can check the current state of activity for all users or just one user, without any impact

on production. This option can be very helpful before you start configuring the Anti-malware, Anti-
phishing, Anti-spam, Safe Attachment, and Safe Links policies.

Poddes &rules » Theaal policies

Threat policies

(1) Liser reported setfings has moved from this page to Setings, o to Sefings
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I Quarantine policies
{Hhers

k% Euveluation mode

appytng o pelice: g

Ity isawes i your carent policy configuration b3 MErove your secunty’

Protect users from phishing attacks. and confi safety ti

Probect yrasr coganization’s emad from spam. irduding whst actioss b teke if ypam i detected

Protact your cag; rom makwars, Scoion: o take nd whe £ RotFy H mawarg = dotaced
Protect your cegans i int, OreDrive, and Trams
PrOGRCT Fiuf GSE1S o upening and sharing makcious Fks in emal messages and DTCE aps

bk entriss for yoo

Setings dor ALEhermcated Racawvod Chain (ARE] and DEIM in your organiztion.

Manage ovemdes for specel symem use tases.

Canfigurs Eachangs Onirs Brotectian EOR sanming 1o work cormealy whan your damalis MY senid dossrs reces sl o BOB e

Ppply cumom nokis 10 QUAIERER MSSTIges By using dSRIuM QUIFANCIRG Rolicss OF CILIENg your cwn

Comfigurs For OFcs 305

Figure 3.11 — Threat policies

Now that you're aware of the dangers of phishing attacks and how to recognize them, let’s dive deeper
into our anti-phishing policy to ensure the safety of your personal and company information.

Anti-phishing

The anti-phishing policy has a created default policy named Office 365 Anti-Phishing Default
(Default) policy which covers all your tenancy users. To create a new anti-phishing policy according
to your needs and requirements, go to Policies & rules | Threat policies and you will find options for

configuring anti-phishing. Click on + Create:
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1. Inthe new window that appears, provide a name for the new policy. In Description, it is useful
to add a note about this new rule (this is optional, but can be a good idea if your organization
has many different rules).

Under Users, groups, and domains, specify the accounts, groups, or domains to which this
policy will be applied. You can apply many rules to different users as well as groups or domains.

Pelides & rutes » Threst policles o Create a new anfl-phishing olicy

& Falicy rame -
I Users, groups, and domains
@ Users. groups, and domains Achd users, groups and domans to include or excdude in this polcy.

Inchade these ISers. groups and domains
O Pnisning threshoid & protection
Users

O Actions L
I ) Omer tudovic ¥
O Review And
Groups
. |
And

Domaing
' |
|

[7] Exclute these users, groups and domairs

Figure 3.12 — Anti-phishing policy

2. Under Phishing threshold & protection, you can configure more granular options for the
phishing email detection threshold. There are four steps:
= 1- Standard
* 2 - Aggressive
* 3 - More Aggressive
* 4 - Most Aggressive

Bear in mind that if you choose 4 - Most Aggressive for Phishing email threshold, you can
expect a higher volume of false-positive phishing detections and more frequent checking of
the Quarantine folder as a result. Whatever you choose here can be changed at any time and
applied to your users immediately:
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Poiicies & nsies 3 Threat poficies * Create 8 new anti-phishing policy
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Figure 3.13 - Define anti-phishing threshold
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Figure 3.14 - Add additional protection to specific mail users

4. Leave the Enable mailbox intelligence (Recommended) check box marked.

5. Check the Enable intelligence for impersonation protection (Recommended) option. This
option will provide additional protection to all your mailboxes added to the Impersonation screen.

6. For Spoof, leave the checkbox ON for Enable spoof intelligence (Recommended) ON
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On the Actions screen, define what the system should do with mail detected as an impersonated
user or spoof:

* Recommend solution: quarantine the message (quarantine the message for a more comprehensive
overview, ensuring a reduction in false-positive email messages.):

+ With this action, you benefit from extra safety. If the message is OK and the user confirms
this, you can always add that address to a trusted mail sender.

* Choose Quarantine the message for "If the message is detected
as a spoof-by-spoof intelligence"

For Quarantine policy, choose one of the options, either DefaultFull AccessPolicy or
AdminOnlyAccessPolicy (more about those two options was covered in the Quarantine
policy section):

* On Safety tips & indicators, leave the checked boxes as is and add a check to Show first
contact safety tip (Recommended). This option will add a textual notification to the top of
the message when a user receives a message from a given sender for the first time:

Poiices 8 rules > Threat policies » Create a new ant-phishing pokcy

@ Folicy rame

@ Users, groups, ano domans

@ FPhishing thresnoid & pratection

@ Acions

) Redew

Actions
Set what actions you'd like thes policy to take on messages. You may need to tum on ceram protecions to access 2l available policy actions.

Message actions

It a message is detected a5 user impersonation

Apply quarantine pelicy

| Select an cptian ~ |

If a message is detected 25 domam impersonation

Dot apply any action <

If Maifbox Intelligence detects an impersanated user

Dot 3ppiy any action w

If the message is detected as spoof by spoof intelligence

| Move the message 10 the reciplents Junk Emal folders \-'

Move the message to the recpients’ Junk Email folders
Safety tips & indicators [

B show first contact satety tip [Recammended) &

B srow user imzersanation satety tp L
[ ] bt T e e e R T
B show 073 for urauthenticated senders for sacat &

B show v wma @

Figure 3.15 — Define the rules for anti-phishing actions

9. Review your policy and click Submit.
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( R
Note

The Show first contact safety tip (Recommended) option will work better if you create an
Exchange Online rule to add a warning when your users get emails from outside the organization.
The following is an example warning, along with the code to generate it:

[EXTERNAL CONTENT - USE WITH CAUTION!]

When creating your Exchange Online rule, paste the following into the Apply a disclaimer
to message field:

<p><div style='border:solid #9C6500 1.0pt;padding:2.0pt 2.0pt
2.0pt 2.0pt'><p class=MsoNormal style='line-height:12.0pt;backgr
ound: #FFEBIC' ><b><span style='font-size:14.0pt;color:#9C6500’ ></
span></b><span style='font-size:14.0pt;color:red'> [EXTERNAL
CONTENT - USE WITH CAUTION!]<o:p></0:p></span></p>

Anti-spam

The Microsoft 365 Defender for Office 365, anti-spam policy is a security feature in Microsoft 365
that helps protect users from spam and other unwanted email messages. It uses a combination of
techniques such as signature-based detection, heuristics, and reputation analysis to identify and block
spam messages. It also provides real-time protection and periodic scans to detect and remove spam
messages that have already been delivered to a user’s inbox. This feature is fully integrated with other
security features in Microsoft 365, and can be used not only with Exchange Online Protection (EOP),
but also with SharePoint Online and OneDrive for Business, providing comprehensive protection
against spam and unwanted email messages.

The anti-spam policy allows administrators to set different levels of filtering for different types of email
messages, such as bulk emails, phishing, and malicious emails. Administrators can also configure
different actions to be taken when an email message is identified as spam, such as moving the message
to the junk folder or quarantining the message.

It is included in several Microsoft 365 plans including Office 365 Enterprise E5, Office 365 A5, Office
365 E5, Microsoft 365 Business Premium, Microsoft 365 E5 Security, Microsoft 365 E5 Compliance,
and Microsoft 365 E5 Information Protection and Governance.

The anti-spam policy settings contain three basic policies. All three basic policies have the Lowest
priority (in the context of an Anti-Spam Policy for Microsoft 365, lowest priority typically indicates
that created policies are considered the least urgent or important. This designation suggests that these
policies will be handled with less immediate attention compared to emails categorized with higher
priorities), and only basic settings are configured in them. For this reason, it is necessary to create
new policies. The three basic policies are the following:

« Anti-spam inbound policy (Default)

« Connection filter policy (Default)
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o Anti-spam outbound policy (Default)
Let’s learn how to configure the Anti-spam inbound policy:

1. Click + Create policy and select the Inbound option:

Policies & rules > Threat policies > Anti-spam policies

Anti-spam policies

v We recommend enabling preset security policies to stay updated with new security controls and our settings. View preset security policies

Use this page to configure policies that are included in anti-spam protection. These pelicies include connection filtering, spam filtering, and ocutbound spam filtering. Learn more

+ Create policy O Refresh

Inbound

Status Pricrity

Outbound
policy (Default) ® Alwzys on Lowest
D Connection filter policy (Default) ® Always on Lowest
[] Anti-spam outbound pelicy (Default) ® Always on Lowest

Figure 3.16 — Configure anti-spam policies

2. Inthe window screen text appears, Name your policy, define a name and add a description
for your new policy.

3. Apply your created policy to the required users, groups, and domains. If you want to exclude
some parties from this policy, check the Exclude these users, groups, and domains option.

4.  Under Bulk email threshold & spam properties, leave Bulk email threshold on the default
level (usually 7).

5.  Under Increase spam score, you can configure the following options:
* Image links to remote websites
* Numeric IP address in URL
* URL redirect to other port
* Links to .biz and .info websites
To ensure compliance with Microsoft’s policies and avoid any disruptions to your email service, it is

recommended to review and adhere to the specific bulk email thresholds and guidelines provided by
Microsoft for the email service you are using.
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Figure 3.17 — Anti-spam email threshold properties

Under Mark as spam, you can configure several different options governing when to mark email
messages as spam. From all the options available, we recommend enabling (i.e., setting to On) the
following properties:

o Empty messages (who likes to get empty messages?)

o SPF records: hard fail (if sender’s domain doesn't have properly configured SPF records, the
email will be marked as spam)
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From these countries (set countries from where you do not expect incoming mail to be sent)

Of course, take a good look at the other options as well, and if you find them to be useful in your
environment, select and activate them. Once you're finished, you can set your policy to Test mode
and check the results before activating it for your users, groups, or domains. To do this, under the
Test mode option, set Send BCC message and add the email address of the administrators or others
who will test this policy.

1.
2.

4.

Click Next.

Under Actions, define what will be done with messages marked as spam. The recommendation
is to set all actions to Quarantine message. With that, you can be sure that mail marked as
spam is redirected, although of course in some cases, this will include legitimate messages (for
example, as a result of bad SPF records - remember, there are quite a few domains around the
world without correct SPF records).

Under Safety tips and Zero-hour auto purge (ZAP), leave all options checked:

Friicies B nites ¢ Threst polices © Creste sii-spam mbound policy
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@ Hare o policy [ uarantine meszage -
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| | -l

@ Bukemay tieshold & spsm propertes

High cordidence phishing

| Quarantire message

Actions
Perrmission 1o retease quaranimed messages will be ignored for messages detected as high confidence phishing. The permission will fall back
O Allow & piock it to request release instead,
| Select quarsntine policy
O Review [ ~]

Bulk compisint level (BCL) et o exceded

|:-1wer»uugem Juric Emall foider \.l

Ritain spam in quaranting far this mary days

=

A this K-header text
Prepesd subject fine with this te
Hedirect 1o inis emt andress.

Safety tips

s
B eratie spam satety tps

Zera-hour auta purge (ZAF)

B Erabie ero-hour st purge AR
—
B Erobie for phishing meseges

B erate for spam messages

Figure 3.18 - Anti-spam action properties

Under Allow & block list, you can define allowed senders and domains and block specific
senders and domains. Do not add your own domain to Allowed domains as spammers will
try mostly to fake your domain.
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5. Click Next, review your policy, and press Create.

After successfully configuring your anti-spam policy, let’s dive into the next phase and explore the
powerful options available for configuring your anti-malware policy.

Anti-malware

Microsoft 365’s anti-malware policies are a security feature in Microsoft 365 that helps protect users
from malware and other malicious content. It is designed to detect and block malware that is delivered
through email, cloud storage, and other online services.

Anti-malware policies use a combination of different techniques including signature-based detection,
heuristics, and behavioral analysis to identify and block malware. Besides this, the service also
provides real-time protection and periodic scans to detect and remove malware that has already been
downloaded to a device. The feature is fully integrated with other security features in Microsoft 365,
such as Exchange Online Protection (EOP), SharePoint Online, and OneDrive for Business, providing
comprehensive protection against malware. It also provides reporting and management capabilities to
help administrators monitor the health of the environment, identify and respond to potential threats,
and recover from malware incidents.

It is included in several Microsoft 365 plans including Office 365 Enterprise E5, Office 365 A5, Office
365 E5, Microsoft 365 Business Premium, Microsoft 365 E5 Security, Microsoft 365 E5 Compliance,
and Microsoft 365 E5 Information Protection and Governance.

The specific steps to configure Microsoft 365 Anti-Malware will depend on the version of Microsoft 365
you are using and the subscription plan you have. However, in general, you will need to do the following:
1. Sign in to the Microsoft 365 admin center with your administrator account.
2. In the navigation panel, click on Security & compliance.
3. Select Threat management, then select Policy.
4

Select Anti-malware.
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Figure 3.19 — Anti-malware policies

You can use the default policy or create a new one. Creating your own anti-malware policy allows you
to define which settings you want to implement.

1. Define which users and groups the anti-malware policy will be applied to. If you don’t want to
distinguish between users and groups, simply add your domain address .

2. Under Protection settings, you can configure the anti-malware settings according to your
organization’s needs and policies:

* Check Enable the common attachments filter (more than 50 different file types will be
blocked by default) and add, if you want, your own file types.

* Next, define what to do with messages where blocked file types are found:

+ Reject with NDR

+ Send to Quarantine (if you select this option, define which quarantine policy should
be applied)
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* Check the Enable zero-hour auto purge for malware (Recommended) option if you want
to retroactively detect and delete messages containing malware that have already been
delivered to users’ mailboxes. (It is highly recommended to enable this.)

= Conlfigure the notifications. A tip is to select both Admin notifications options to save time
on checking quarantine. For a better overview, create a new folder in your mailbox and
redirect detected messages there:

Policies & ruies © Threatpolices @ Create a new anti-malware policy

© Hame pour poley

Protection settings

@ Users =nd domains Configure the settings for this anti-malware policy
@ Prolection settings Protection settings )
O —— B =nebie the common attachments fiter 1
.ace, .apk, .0pp, .appx, .ani, .af, .bat, .cab, .cmd, .com and 43 other file types
O Aerew Select fle types

When these file types are found:
() Reject tne message with @ non-defivery receipt (NDR) 3
(®) Quarennine the message

B Erabie zero-hour suta purge for matware (Recommenaed; &

Quarantine policy

| AdminOnlyAccessPolicy w

Permission 1o release quarantined messages will be ignored for messages with malware detected and we will fall back to release request
instead

Motification
Admin notifications
B tstify an admin sbout undefversd messages from internal senders

Admin email address

B totify an admin sbout undeliversd messages fom sxlemal senders

Admin email address T

|-@-Msssxweme*}.orm crosott.oom

Customize notifications
[ use custornized notifcation text &

Figure 3.20 — Define protection settings

3. Once you are done and have reviewed your choices, click Submit to apply the changes.

Please be aware that the Microsoft 365 Anti-Malware policies are exclusively offered with specific
subscription plans and may vary between Microsoft 365 Business and Enterprise Plans. Availability
and features can differ based on the chosen subscription, so it’s essential to review the details of your
specific plan for accurate information on Anti-Malware policies. If you are using an on-premises
Exchange server and have a hybrid deployment in your organization, you may need to configure
Microsoft EOP to enable anti-malware protection. If you have a hybrid deployment and use a third-
party proxy for email traffic, you can still configure the anti-malware options for users’ mailboxes
located on Exchange Online.
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Safe Attachment

Microsoft 365 Safe Attachment is a security feature in Microsoft 365 that helps to protect users from
malicious attachments in email messages. It works by analyzing attachments in email messages and
identifying those that may contain malware or other malicious content. This service works together
with anti-malware policies. If an attachment is identified as potentially dangerous, it is blocked and
the user or administrator can be notified. The feature is fully integrated with other security features in
Microsoft 365, such as EOP, SharePoint Online, and OneDrive for Business, providing comprehensive
protection against malicious attachments.

Safe Attachment uses a combination of techniques such as signature-based detection, heuristics, and
behavioral analysis to identify and block malicious attachments. It also provides real-time protection
and periodic scans to detect and remove malicious attachments that have already been downloaded
to a device.

Safe Attachment is included in several Microsoft 365 plans such as Office 365 Enterprise E5, Office
365 E5, Microsoft 365 Business Premium, Microsoft 365 E5 Security, Microsoft 365 E5 Compliance,
and Microsoft 365 E5 Information Protection and Governance.

The following steps will help you to create a new Safe Attachment policy:

1. Click on the Safe Attachment button in the Threat Policy window.

2. Click Create.

3. Inthe window that appears, add a name and description for your Safe Attachment policy.
4

Define which users and groups the Safe Attachment policy will be applied to. If you don’t want
to distinguish between users and groups, simply add your domain address.

5. Under Settings, define what Safe Attachment should do when malware is detected in an attachment.
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Mame your policy

Threat policies Create Safe Attachments policy

Settings

Users and domains

Safe Attachments unknown malware response
Select the action for unknown malware in attachments. Learn more
‘Waming

* Monitor and Block actions might cause a significant delay 'n message delivery, Learn more
= Dynamic Delivery is only available for recipients with hosted mailboxes.
= For Block or Dynamic Delivery, messages with detected attachments are quarantined and can be released only by an admin,

@ Off - Attachments will not e scanned by Safe Attachments,
O Menitor - Deliver the message if malware is detected and track scanning results.
(O Block - Block current and future messages and attachments with detected malware.

O Dynamic Delivery (Preview messages) - Immediately deliver the message without attachments. Reattach files after scanning is complete.

‘Quarantine policy

Permission to release quarantined messages will be ignored for messages with malware detected and we will fall back to release request
instead

Redirect messages with detected attachments

Enable redirect only supports the Monitor action. Learn more

[] Erable redirect &

Send messages that contain monitored attachments to the specified email address.

Figure 3.21 — Safe Attachments settings

* Before setting up your configurations, bear in mind that some actions defined in Settings

can be done only by Administrators. Select one of the following actions:

Off: Attachment will not be scanned by Safe Attachment
Monitor: Deliver the message, if malware is detected and track scanning results
Block: Block current and future messages and attachments with detected malware

Dynamic Delivery: Immediately deliver the message without attachment. Reattach files
after scanning is complete

Choose your policy from the Quarantine policy dropdown.

If you want, you can check the Enable redirect option to send messages with suspicious
attachments to a specific mail address for further review. Note that this option will not work
if you select the Block or Replace settings:
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Figure 3.22 - Safe Attachment options

6. Once you are done with your configurations, click Submit to apply the changes.

Safe Links

The Safe Links feature in Microsoft Defender for Office 365 helps protect users from malicious links
in email messages, instant messages, and other types of content. It works by analyzing links in email
messages and other content and identifying those that may lead to malicious websites or other sources
of malware. If a link is identified as potentially dangerous, it is blocked and the user is notified. When a
user clicks on a link in an email message or other content, Safe Links checks the link against a database
of known malicious websites and other sources of malware. If the link is determined to be safe, the
user is allowed to access the website. If the link is determined to be potentially dangerous, the user
is shown a warning and given the option to continue to the website or return to the original content.

Safe Links also provides real-time protection and periodic scans to detect and remove malicious links
that have already been downloaded to a device. Reporting and management capabilities can also be
configured to help administrators monitor the health of the environment and identify and respond
to potential threats.

Much like Safe Attachment, Safe Links is included in several Microsoft 365 plans including Office
365 Enterprise E5, Office 365 A5, Office 365 E5, Microsoft 365 Business Premium, Microsoft 365 E5
Security, Microsoft 365 E5 Compliance, and Microsoft 365 E5 Information Protection and Governance.
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Configuration of Safe Links is very easy.

A

On Threat Policy, click on Safe Link.

Click Create.

In the window that appears, add a name and description for your Safe Links policy.

Define the users and groups to which the Safe Links policy will be applied.

Under URL & click protection settings, leave the recommended options selected (check

Figure 3.22 below).

A. Under Do not rewrite the following URLSs in email, define which URLs should not be
scanned by Safe Links.

Policies & nales @ Threat polices » Create safe links policy

© Name ymur policy URL & click protection settings

@ Users enc domairs Set your Safe Links UAL and click protecton settings for this policy. Learr more.

Esmail
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Figure 3.23 — Safe Links settings
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6. Leave all other selected options at their defaults.

7. Once you are done reviewing your configuration, click Submit to apply the changes.

Rules

You have set up a lot of options to meet your requirements so far, but there are a few more options
that can be useful for your security. In particular, the Tenant Allow/Block list configuration lets you
easily and dynamically control incoming mail traffic and configure the settings for the following:

« Domains and addresses (block up to 20 domains in one rule and define the blocking time,
from 30 days up to 90 days.)

« Spoofed senders (block by spoof type and define action)
o URLs (add up to 20 URLs per rule and define action)
« Files (block specific files)

You can simply configure DKIM records (DKIM, or DomainKeys Identified Mail, is an email
authentication method that helps verify the authenticity of the sender and the integrity of the email
message.) for your domain through the Microsoft Defender for Office 365 portal. Click on Email
authentication settings, as shown in the following screenshot, and just follow a few steps and the
system will configure important DKIM records for you. You will be required to add two CNAME
records to your public DNS and after that, activate the DKIM authentication settings.
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Figure 3.24 - Configure DKIM
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Exchange Online DomainKeys Identified Mail (DKIM) is a feature in Exchange Online, part of
Microsoft 365, that allows you to add an additional layer of authentication to your email messages.
DKIM records use digital signatures to ensure that messages sent from your domain have not been
modified during transit and that they were indeed sent from your domain. This helps to protect your
domain from being used in phishing and email spoofing attacks. This service allows other mail servers
to verify the authenticity of messages sent from your domain by checking the digital signature against
the published public key. Bear in mind that besides DKIM records, you also need to have configured
MX, SPE, and DMARC records and publish them on your DNS.
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Figure 3.25 — Configure the email authentication settings

Attack simulation training

Attack simulation training is a security feature in Microsoft Defender for Office 365 that allows you
to simulate phishing, spear-phishing, and ransomware attacks on your organization’s users.

The goal of the training is to help educate and raise awareness among users about the different types of
attacks they may encounter, as well as to test their ability to identify and respond to them. The training
can be customized to fit the needs of your organization and can include simulated email messages,
web pages, and social engineering techniques. Additionally, the service provides you with detailed
reports on how users responded to the simulated attacks, which can be used to identify areas where
additional training or security measures may be needed.

The Attack simulation training feature can be a useful tool for improving the security awareness
and readiness of your organization’s users. Simulating real-world attacks, it allows users to practice
identifying and responding to potential threats, which can help to reduce the risk of a successful attack.
Additionally, the training can help to identify areas where users may be particularly vulnerable to
attack, allowing you to focus your security efforts where they are needed most.

However, it's important to note that this feature alone is not enough to protect your organization from
cyberattacks. It should be used in conjunction with other security measures such as email filtering,
firewalls, and anti-virus software. Also, it’s essential to have a comprehensive security awareness
program in place that includes regular training, testing, and communication with your users.
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The Attack simulation training feature is available as part of the following Microsoft 365 plans:

o Microsoft 365 E5

o Microsoft 365 E5 Security

o Microsoft 365 A5

o Microsoft 365 A5 Security

o Microsoft 365 E5 Compliance

o Microsoft 365 A5 Compliance

o Microsoft 365 E5 Information Protection & Governance

e Microsoft 365 A5 Information Protection & Governance

It should be noted that some of these plans might require an additional license purchase.

To use Attack simulation training, you can use the Microsoft 365 Security Center. Here are the general
steps you can follow:

1. Sign in to the Microsoft 365 admin center with your admin credentials.
2. Navigate to Microsoft 365 Security Center.
3. Click on Attack simulation training on the left side menu.

Attack simulation training

Overview  Smulstions  Training  Reports  Automatiors  Costert Bbrary  Settngs

Aftack simultion training lats you run benign cyber attack simulations on your organization to tast your secunity policies and practices, Leam more sbout sttack simylation training

2ecent Simukations Recommendations

Strmustasian riarre T haiin other technigues
¥au €an Bso leunch phising Smuiatians using ather soris! engineering fechvigues Iice Credential Harvest Maware ..

- it i Eonsiaat Cresbe snother smutation with nes technique

uitians win mkipis payicads for your ugers. EKpore this Jeatrt Ing oMy nareeee your secunty -
Run a simulation autamation

Expore paytoad lineary
The peyioed Forany contars all of the svaiisbie corbent that you ten use for phishing simurations, We fuve provided .

View il simations Lsanch 3 simulaticn Geith oy ac Rarery -

Training eamplation Rapat Offiedis Bahavier Impact o eampsumise rati

Track number of users w...

Fine thetaia abacut whes cmrrsletect i ! acee who e oot
rmziste kg

Leem maore

0 user(s) are repeat offe...

%

W frpen Cenar dze: [ Gimisted Unaes

View repeat offender report

10 users less susceptible ...
6 ttnr than predh cted rate.
-
P E
=
Actust Comproms

el daim
Srudired Compeomiced Rane

Wiew simulatiors and training efMicacy report

Figure 3.26 — Attack simulation training
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4. Click on Simulations and select the Launch a simulation option:

Attack simulation training

Overview  Simulations  Automations  Content library  Settings
r 1

A list of all your simulations and their status.

Draft Scheduled In progress Completed Failed Cancelled
0 0 0 0 0 0

—+ Launch a simulation

Simulation Name Type Platform

Figure 3.27 — Attack simulations overview

5. Select the attack simulation to be used:
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Figure 3.28 — Select attack simulation technique

6. Under Name Simulation, write Simulation Name. Click Next.
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7. Select the payload and login page. You can select a template or create your own payload. Your
payload is sent to users and groups via email or Teams. A tip is to initially send it to yourself
and check the payload.

8. Select the users you want to include in the simulation and the date range when the simulation
will run. You can select specific users and groups or include all users (there is also the option
to exclude specified users).

If your company has prepared security training for end-users, you can allocate this training and specify
the deadline by which compromised users are required to complete it.
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Figure 3.29 - Training assignment

1. Define notification and select recommended preference by Microsoft (you can customize your
own notification as well):

Select end user notification
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Figure 3.30 - End user notification

2. Review your simulation and click Submit.



Responding to alerts and mitigating threats

Once the simulation is running, you will be able to see the results in the Reports section of the Attack
simulation training portal. These reports will show you how many users received the simulation,
how many clicked on it, and how many reported it as phishing. You can use this data to evaluate the
effectiveness of the simulation and identify areas where additional training may be needed. It’s also
important to remember that the specifics of customizing the simulation may vary depending on the
version of Microsoft 365 you are using.

Responding to alerts and mitigating threats

Threat Explorer is a feature in Microsoft Defender for Office 365 that provides an interactive interface
to search and analyze threat intelligence data. It allows security administrators to quickly identify and
investigate security threats, view threat information and trends, and take action to mitigate potential
threats. Threat Explorer also provides insights into attacker behavior and helps to identify patterns and
correlations in security events. This information can be used to fine-tune security policies, improve
incident response procedures, and proactively detect and prevent future attacks. The following
screenshot shows options and information available in the Threat Explorer portal. It is very useful
for a daily or weekly overview of what is happening in your tenant:

=
fook Explorer

= Email & collaboration ~ All email  Malware  Phish  Campaigns  Content Malware  URL clicks
fo=——i} LB ] e —_—

n gations — | |
& Investigati
2024-03-04 00:00 - 2024-03-05 73559 ¥ | Sender address v |

I B Explorer
—
Select pivet for histogram chart

E Review
® Campaigns -
k& Threat tracker
200
m Exchange message trace _
B Attack simulation training o - e e S e - .
& O P A
3= polici > & £ A I & P o s
=3 Policies & rules g - > > % - > s 1‘ 5 R
wooF P i & & & ¢
‘._,33 B él» 1S LD éb«- e *» L L B

% Cloud apps ~
B Dalivered M Biocked M Defvered tojunk I Defivered to deleted folder

an

Figure 3.31 - The Threat Explorer portal

Also, keep in mind that it is important to check your own Secure Score from time to time. Microsoft
Secure Score is a security analytics tool provided by Microsoft. It provides organizations with a
comprehensive view of their security posture by evaluating their use of Microsoft security products
and services. Secure Score provides a score based on an organization’s security configuration, usage,
and practices, and provides recommendations for how to improve their score and overall security
posture. The tool evaluates a wide range of security aspects, including access controls, data protection,
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threat protection, and device security. Secure Score also provides insights into potential security risks
and provides actionable recommendations to reduce these risks. Organizations can use the tool to
track their progress over time and monitor changes in their security posture.

Microsoft Secure Score is an important tool for organizations that use Microsoft security products and
services, as it provides a centralized view of their security posture, identifies areas for improvement, and
provides actionable recommendations for reducing security risks. By using Secure Score, organizations
can make informed decisions about their security strategy and ensure that their sensitive information
and data are protected.
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Figure 3.32 — Microsoft Secure Score

Use Recommended actions and check how you can improve your Secure Score. Inside Recommended
actions, you can find different suggestions with clear explanations on their implementation and the
impact on your Secure Score.
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Figure 3.33 - List of recommended actions to improve your Secure Score




Summary

Both Microsoft Threat Explorer and Secure Score play vital roles in the overall security strategy of an
organization. While Threat Explorer focuses on threat detection and response, Secure Score provides
a holistic view of an organization’s security posture and helps identify areas for improvement. By
leveraging these tools, organizations can gain better visibility into their security landscape, make
informed decisions, and implement effective security measures to safeguard their digital assets and
sensitive information. In conclusion, Microsoft Threat Explorer and Secure Score are two powerful
tools offered by Microsoft that enhance the security posture of organizations and help protect against
evolving cyber threats.

Summary

Microsoft Defender for Office 365 is a comprehensive security solution designed to protect against
threats to an organization’s Office 365 environment. It provides a multi-layered defense using a
combination of machine learning, behavior analysis, and threat intelligence to detect and prevent
attacks. This solution protects against a wide range of security threats such as phishing, malware, and
ransomware attacks.

Microsoft Defender for Office 365 also includes threat protection for email, files, and links. It uses
advanced filters and algorithms to identify suspicious content and can automatically take action to
block or quarantine malicious messages, attachments, and links. The solution integrates with other
Microsoft security products, such as Microsoft Entra ID, for a comprehensive defense across an
organization’s entire environment. In addition to protection against security threats, Microsoft Defender
for Office 365 provides advanced reporting and management capabilities. It allows administrators
to monitor and respond to security events in real time, as well as view detailed reports on the types
of threats detected and prevented. The solution also provides regular updates to stay current with
evolving security threats, ensuring that organizations are always protected against the latest threats.

Overall, Microsoft Defender for Office 365 is a powerful tool for protecting against the full range
of security threats to an organization’s Office 365 environment, providing advanced protection,
reporting, and management capabilities to keep sensitive information and data safe. This helps to
protect organizations from potential cyber-attacks, data breaches, and other security threats.

Given the increasing frequency and sophistication of cyberattacks, it is important for organizations
to invest in a comprehensive security solution such as Microsoft Defender for Office 365 to protect
their sensitive information and data.

In the next chapter, we are thrilled to introduce Microsoft Defender for Endpoint, a powerful solution
designed to take your device protection and overall security to new heights. Microsoft Defender
for Endpoint enables you to safeguard a variety of devices across your organization, including
Windows, macOS, Linux, iOS, and Android. With its comprehensive endpoint protection features
and advanced threat detection capabilities, you can proactively defend against sophisticated attacks,
detect vulnerabilities, and respond swiftly to potential security incidents.
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Microsoft Defender
for Endpoint

Microsoft Defender for Endpoint is a Microsoft solution that provides protection for Windows,
macOS, Android, and iPhone devices against various forms of malware, including viruses, spyware,
and ransomware. It uses machine learning and behavioral analysis to detect and respond to threats in
real-time. With its ease of use, scalability, and integration with Microsoft’s security stack, Defender for
Endpoint is a powerful tool for organizations looking to improve their endpoint security and protect
against the latest threats.

This chapter will cover the following topics:

o Introducing Microsoft Defender for Endpoint
o Configuring Microsoft Defender for Endpoint
o An overview of the Microsoft Intune admin center

o Endpoint security in the Microsoft Intune admin center

Introducing Microsoft Defender for Endpoint

Defender for Endpoint integrates with the Microsoft 365 security stack and leverages the Microsoft
cloud infrastructure to provide comprehensive, multi-layered security for endpoint devices. It uses
behavioral sensors, cloud-based protection, and threat intelligence to detect and respond to advanced
threats in a timely manner. In addition to its antivirus capabilities, Defender for Endpoint also includes
features such as device control, firewall, and network protection. The solution also provides device
management capabilities, allowing administrators to monitor and manage the security of all endpoint
devices in their organization from a single console.
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Microsoft Defender for Endpoint is important for several reasons:

Advanced threat protection: Defender for Endpoint uses artificial intelligence and machine
learning to detect and respond to threats in real-time. This helps organizations protect against
the latest and most sophisticated threats, including zero-day attacks.

Multi-layered security: Defender for Endpoint provides multi-layered security, including
antivirus, device control, firewall, and network protection. This helps organizations ensure
that their endpoint devices are protected against a wide range of threats.

Integration with Microsoft 365: Defender for Endpoint integrates with the Microsoft 365
security stack, allowing organizations to use a single solution for their cybersecurity needs.
This improves efficiency and reduces the risk of security gaps.

Cloud-based protection: Defender for Endpoint uses cloud-based protection to leverage the
latest threat intelligence and provide real-time protection. This helps organizations stay ahead
of the latest threats and respond quickly to any security incidents.

Ease of use and scalability: Defender for Endpoint is easy to use and scalable, making it ideal
for organizations of all sizes. It provides a single console for monitoring and managing the
security of all endpoint devices, reducing the complexity of endpoint security management.

Microsoft Defender for Endpoint offers several plans for organizations to choose from, including
the following:

Microsoft Defender for Endpoint - E5: This is the top-tier plan that includes all the security
and productivity features of Microsoft Defender for Endpoint

Microsoft Defender for Endpoint — E3: This is a mid-tier plan that includes the core features
of Microsoft Defender for Endpoint

Microsoft Defender for Endpoint - Business: This is a plan designed for small and medium-
sized businesses that includes the essential features of Microsoft Defender for Endpoint

It's worth noting that Microsoft Defender for Endpoint is included as part of Microsoft 365 Enterprise
and Microsoft 365 Business licenses, so organizations may not need to purchase a separate plan if
they already have a Microsoft 365 license.

Microsoft Defender for Endpoint has the following capabilities:

Real-time protection: Defender uses machine learning algorithms and threat intelligence
to detect and prevent malicious activities on endpoints in real time. It blocks malicious files,
network attacks, and scripts before they can cause harm.

Threat detection and response: Defender uses a combination of signature-based detection and
behavioral analysis to identify malicious activities. It also uses cloud-based security analytics
and automated investigation to uncover and respond to threats.



Technical and license requirements

o Endpoint detection and response (EDR): Defender provides EDR capabilities that help security
teams quickly detect, investigate, and respond to security incidents on endpoints.

o Automated investigation and remediation: Defender uses automated investigation and
remediation processes to reduce the time and effort required to respond to security incidents. This
includes the ability to automatically contain, isolate, and remove threats from infected devices.

o Cloud security: Defender leverages Microsoft’s cloud infrastructure to provide fast, scalable,
and up-to-date security protection. The security data generated by Defender is stored and
analyzed in the cloud, allowing for a quick and effective response to threats.

In the ever-evolving landscape of cybersecurity, organizations require comprehensive tools to protect
their endpoints and manage device configurations efficiently. Microsoft offers two powerful solutions
that address these needs: Microsoft Defender for Endpoint and Intune. While both products are
designed to enhance security and streamline device management, they serve different purposes and
offer distinct features. In this chapter, we will explore the differences between Microsoft Defender for
Endpoint and Intune, shedding light on their functionalities and benefits.

Microsoft Defender for Endpoint and Intune serve as integral components of an organization’s
cybersecurity and device management strategy. While Defender for Endpoint focuses on advanced
threat detection and response, Intune provides comprehensive device management capabilities. By
leveraging the strengths of both solutions, organizations can enhance their security posture, protect
endpoints, and manage devices efficiently. Whether it’s safeguarding against sophisticated threats
or streamlining device configurations, Microsoft offers robust tools to address the diverse needs of
modern businesses.

In summary, Microsoft Defender for Endpoint is a comprehensive solution that uses a combination of
real-time protection, threat detection, response and remediation, cloud security, and machine learning
algorithms to protect against advanced threats. Implementing Microsoft Defender for Endpoint is
important for organizations to stay protected against the latest threats and ensure the security of their
endpoint devices. In this chapter, we will see how both security solutions, Microsoft Defender for
Endpoint and Intune, work.

Technical and license requirements

Microsoft Defender for Endpoint requires the following minimum administrative roles for managing
the solution:

« Global administrator: To sign in and manage Microsoft Defender for Endpoint and related services
o Security administrator: To manage security policies and responses to threats

o Device administrator: To manage devices and device policies

It is important to note that these roles are the minimum required and the exact administrative roles
required may vary depending on the specific needs and requirements of the organization.
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Regarding supported browsers for Microsoft Defender for Endpoint, you can use either Microsoft
Edge or Google Chrome. According to Microsoft’s information site about Microsoft Defender for
Endpoint, other browsers can be used, but only those two are supported fully.

Microsoft Defender for Endpoint is included in Enterprise plans or can be added to the tenant as a
standalone plan. There are three options:

o Microsoft Defender for Endpoint Plan 1
o Microsoft Defender for Endpoint Plan 2

e Microsoft Defender for Business

Besides this, you can add a license for Microsoft Defender Vulnerability Management (MDVM).
MDVM is a component of Microsoft Defender for Endpoint, a comprehensive endpoint security
solution from Microsoft. It is designed to help organizations proactively identify, assess, and prioritize
vulnerabilities on their endpoints and servers.

You can easily check your licenses for Microsoft Defender for Endpoint in Settings:

1. Click on Settings in the security portal.
2. Click on Endpoints.

3. Click on Licenses.

Endpoints

General Licenses
Advanced features Microsoft Defender for Endpoint
Licenses I Plan 1 Plan 2
—— 100 25

Email notifications

Auto remediation View and purchase licenses in the Microsoft 365 admin center

Figure 4.1 - Endpoint license

It uses a combination of threat intelligence and machine learning algorithms to detect and classify
vulnerabilities and then provides actionable remediation guidance to help organizations mitigate these
vulnerabilities. This includes identifying missing patches, configuration issues, and other security problems.

MDVM helps organizations stay ahead of potential attacks by continuously monitoring their
environment and providing up-to-date information on the latest vulnerabilities and threats. It is an
essential tool for organizations looking to improve their overall security posture and reduce the risk
of a successful attack.
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Microsoft Defender for Endpoint Plan 1 and Plan 2 are two different plans offered by Microsoft for its
endpoint protection solution. The main differences between these two plans are as follows:

« Features: Microsoft Defender for Endpoint Plan 2 includes additional features such as vulnerability
management, automated investigation and response, and threat and exploit protection, which
are not available in Plan 1.

o Price: Microsoft Defender for Endpoint Plan 2 is more expensive than Plan 1, reflecting the
additional features and capabilities it offers.

o Scope of coverage: Microsoft Defender for Endpoint Plan 2 protects a wider range of endpoints
and devices, including servers, compared to Plan 1.

« Management capabilities: Microsoft Defender for Endpoint Plan 2 offers more advanced
management capabilities, including centralized management and reporting, which makes it
easier for organizations to manage their security posture and respond to threats.

In summary, Microsoft Defender for Endpoint Plan 1 is an entry-level solution suitable for smaller
organizations or those who are looking for basic endpoint protection, while Plan 2 is a more advanced
solution that offers a wider range of features and capabilities, making it a better choice for larger
organizations or those looking for a more comprehensive security solution.

( 1
Important note

Microsoft Defender for Endpoint is an important security solution for businesses and organizations
as it helps protect against various types of cyber threats and malware, including viruses, spyware,
and ransomware, especially if you add Microsoft 365 Information Protection to your tenant
and configure it to work together with Endpoint. If you are looking to protect your devices
against cyber threats and integrate with other Microsoft security solutions with cost-effective
views, Microsoft Defender for Endpoint is a perfect solution for you.

Configuring Microsoft Defender for Endpoint

The Device Overview portal in Microsoft Intune provides a comprehensive view of the security status
of devices connected to an organization’s network. The following are some of the key information and
insights that you can see in the Device Overview portal:

« Device count: The Device Overview portal provides an overview of the number of devices that
are connected to the network, including the number of devices that are protected by Microsoft
Defender for Endpoint

o Threats detected: The portal displays the number of threats that have been detected and
remediated on the network, including malware, ransomware, and other types of cyber threats:
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« Vulnerabilities: The portal provides insight into the vulnerabilities on the network, including

missing security updates, unpatched software, and other security weaknesses

« Device health: The portal displays the health of devices, including the operating system version,

the status of security updates, and other relevant information

o Alerts: The portal provides an overview of the alerts generated by Microsoft Defender for
Endpoint, including the type of alert, the time it was generated, and the device it was generated on

o Threat trends: The portal provides trend analysis and insights into the threats affecting the
network, including the types of threats, the devices they are affecting, and the frequency

of incidents

o Compliance status: The portal provides an overview of the compliance status of devices, including
information on device configurations, software installations, and other relevant information

The Device Overview portal in the Microsoft Intune admin portal provides a single source of truth
for organizations to understand the security status of their devices and take action to prevent threats

and improve security:
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You can find the information about your Endpoint status under the following tabs:

« Enrollment status: Detailed information about Intune-enrolled devices

o Enrollment alerts: Predefined alerts about onboarded devices in Endpoint

o Compliance status: Compliance status for all enrolled devices in Endpoint

o Configuration status: All information about device configuration profile status

o Software update status: Information and graphics about device updates

Let’s begin an adventure in the realm of Windows device onboarding. In this exploration, we will dive
into the details of configuring and incorporating Windows devices, revealing the crucial components
and steps needed to ensure a smooth onboarding experience.

Microsoft Defender Vulnerability Management dashboard

The MDVM dashboard is a comprehensive and powerful tool designed to assist organizations in
identifying, assessing, and mitigating vulnerabilities within their IT infrastructure. As an integral
component of the Microsoft Defender for Endpoint suite, the MDVM dashboard offers a centralized
platform that enables security teams to efficiently manage and prioritize vulnerabilities, resulting in
an improved overall security posture.

Microsoft Defender Vulnerability Management dashboard
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Figure 4.3 - Microsoft Defender Vulnerability Management dashboard
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One of the key features of the MDVM dashboard is its ability to provide a holistic view of an
organization’s vulnerability landscape. It aggregates vulnerability data from various sources, such
as vulnerability scanners, operating system updates, and third-party software, and presents it in a
unified and intuitive interface. This consolidated view allows security professionals to gain a clear
understanding of the vulnerabilities present across the organization, including their severity levels
and potential impact on the network.

The MDVM dashboard employs advanced analytics and machine learning capabilities to prioritize
vulnerabilities based on their risk levels. By analysing a range of factors such as exploit availability,
vulnerability age, and asset criticality, the dashboard generates a risk score for each vulnerability.
This risk-based approach enables security teams to focus their efforts on addressing the most critical
vulnerabilities first, ensuring that limited resources are allocated efficiently.

Another significant aspect of the MDVM dashboard is its integration with other Microsoft security
solutions. It seamlessly integrates with Microsoft Defender for Endpoint, Microsoft 365 Defender, and
Azure Sentinel, enabling organizations to correlate vulnerability data with threat intelligence, endpoint
protection, and security incident and event management. This integration allows security teams to
gain deeper insights into the potential impact of vulnerabilities and respond to threats more effectively.

Furthermore, the MDVM dashboard offers robust reporting capabilities, enabling organizations
to generate comprehensive vulnerability reports. These reports provide detailed information about
the vulnerabilities detected, remediation status, and overall vulnerability trends. The reports can be
customized based on specific requirements, making them suitable for various stakeholders, including
executive management, compliance teams, and auditors. To enhance usability and ease of management,
the MDVM dashboard provides flexible filtering and sorting options. Security teams can categorize
vulnerabilities based on different criteria, such as severity, asset type, or remediation status. This
flexibility enables the efficient tracking and prioritization of vulnerabilities, allowing organizations to
streamline their remediation processes and reduce the time to mitigate critical issues.

Moreover, the MDVM dashboard supports automation and integration with third-party tools through
APIs. This enables organizations to automate vulnerability assessment and remediation workflows,
reducing manual efforts and enhancing overall efficiency. Additionally, the dashboard supports seamless
integration with existing IT operations and ticketing systems, enabling security teams to seamlessly
collaborate with IT teams and track the progress of vulnerability remediation activities.
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In conclusion, the MDVM dashboard is a comprehensive and user-friendly solution that empowers
organizations to effectively manage vulnerabilities within their IT infrastructure. With its centralized
view, advanced analytics, integration with Microsoft security solutions, and customizable reporting
capabilities, the MDVM dashboard provides security teams with the necessary tools to identify,
prioritize, and remediate vulnerabilities efficiently. By leveraging this powerful tool, organizations
can enhance their overall security posture and protect their critical assets from potential threats.

Microsoft Defender for Endpoint Device inventory

Microsoft Defender for Endpoint Device Inventory is a feature-rich component that provides
organizations with a comprehensive view of the devices present in their environment. It collects and
consolidates detailed information about devices, including hardware and software configurations,
installed applications, network connectivity, and security-related data. This robust inventory enables
security teams to effectively manage and secure their endpoints, identify potential risks, and respond
to security incidents promptly. With its intuitive interface and real-time updates, Microsoft Defender
for Endpoint Device Inventory empowers organizations to gain deep visibility into their endpoint
landscape and make informed security decisions:
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Figure 4.4 — Device inventory

One of the primary benefits of Microsoft Defender for Endpoint’s device assets is their ability to provide
real-time insights into device health and security posture. By continuously monitoring devices, they
can detect and report any suspicious activities, malware infections, or potential breaches. This proactive
approach enables organizations to identify and respond to security incidents promptly, minimizing
the impact of potential threats and reducing the risk of data loss or compromise.
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Windows devices

Let’s start with onboarding Windows devices. We can divide this into two ways: onboarding on-premises
Windows devices and onboarding Windows 365 devices. Supported Windows devices for Microsoft
Defender for Endpoint are as follows:

Operating system Version
Windows 7 SP1 o Enterprise
e Pro

(Both versions require an Extended Security Update license

for support)
Windows 8.1 o Enterprise
« Pro
Windows 10 o Enterprise

o Enterprise IoT
e« Pro
+ Education

e Pro Education

Windows 11 o Enterprise
e Pro
o Education

e Pro Education

Windows Server o Windows Server 2022

« Windows Server 2019 Core Edition
o Windows Server 2019

o Windows Server 2016

o Windows Server 2012 R2

« Windows Server 2008 R2 SP1*

*Version Server 2008 R2 SP1 and Windows Server 2012 R2 require
the Extended Security Update license for support

Windows Virtual Desktop
Windows 365 o Basic

o Enterprise

Table 4.1 - Supported Windows devices
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Enrolling a Windows device in Microsoft Defender for Endpoint means adding the device to the
Microsoft Defender for Endpoint security solution. This process involves installing the Microsoft
Defender for Endpoint client software on the device and registering it with the Microsoft Defender
for Endpoint cloud service. Once enrolled, the device will be protected by Microsoft Defender for
Endpoint’s advanced threat protection capabilities, including real-time threat detection and remediation,
data encryption, and device management. The device will also be subject to the security policies and
configurations defined in the Microsoft Defender for Endpoint console.

Enrolling a Windows device in Microsoft Defender for Endpoint typically involves the following steps:

1. Download and install Microsoft Defender for Endpoint client software on the device.

2. Register the device with the Microsoft Defender for Endpoint cloud service by providing the
necessary information, such as the device name, operating system version, and device group.

3. Assign the device to a security policy that defines the security configurations and settings to
be applied to the device.

4. Monitor the devices security status and resolve any security incidents or vulnerabilities that

are detected.

Enrolling Windows devices in Microsoft Defender for Endpoint is an important step in securing the
devices and the data they contain. It helps organizations protect against cyber threats, secure sensitive
data, meet regulatory compliance requirements, and ensure continuous protection for their endpoints:

1. Open the security portal as a Global Administrator.

2. Click on Settings.

3. Click on Endpoints.

Settings
Mame Deescription
é‘é:; Security center General sattings for the Microzoft 365 sacurity center
@ Microsoft 365 Defender General settings for Microzoft 365 Defender
‘% Endpoints General settings for endpaints
<2}  Email & collaboration General sattings for email & collaboration
"GE Identities General settings for identities
Device discovery Select your device discovery mode and customize standard discovery settings
7y Cloud Apps General sattings for clowd apps

Figure 4.5 —- Windows enrollment
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4. From the new window, click on Onboarding under Device management:
Endpoints
General
Advanced features
Licenses
Email notifications
Auto remediation
Permissions
Roles
Device groups
APls
SIEM
Rules
Alert suppression
Indicators
Process Memary Indicators
Web content filtering
Automation uploads
Automation folder exclusions
Configuration management
Enforcement scope
Device management
Onboarding
Offboarding
Metwork assessments
Assessment jobs

Figure 4.6 - Endpoint admin portal

5. Select the operating system to start the onboarding process.
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Select operating system to start onboarding process:

Windows 10 and 11 e

Windows 7 5P1 and 8.1

Windows 10 and 11

Windows Server 2008 B2 571

Windows Server 2012 R2 and 2016

r End|
Windows Server 1503, 2019 and 2022
macOs
Linux Server
L85

ing a
Android isage

Figure 4.7 — Operating system for the onboarding process

Choose a deployment method.

When onboarding a small number of devices onto Microsoft Defender for Endpoint, administrators
have the flexibility to choose between two options: utilizing a local script or creating a group
policy. These methods provide efficient ways to streamline the deployment process and ensure
that the devices are protected by Microsoft Defender for Endpoint. The local script option allows
administrators to run a script directly on each individual device. This approach is suitable for
smaller-scale deployments as it involves manually executing the script on each machine. The
local script contains the necessary configuration settings and commands to install and configure
Microsoft Defender for Endpoint. Administrators can enjoy a smooth and customized onboarding
experience for each device. On the other hand, the group policy option offers a centralized and
automated approach for deploying Microsoft Defender for Endpoint. Administrators can create
a group policy object within their Active Directory environment and configure the necessary
settings for onboarding devices. When devices are connected to the network and join the
domain, the group policy is automatically applied, initiating the installation and configuration
of Microsoft Defender for Endpoint using Microsoft Intune, making it easier to manage and
monitor the security of your devices from a centralized location. By using Microsoft Defender
for Endpoint automatic enrollment, organizations can help protect their devices from the latest
threats and ensure that their data is protected. You can create different security groups for the
MDM and MAM scope and define URLs. All groups must be created on the Microsoft Entra
ID level. This method is particularly advantageous for larger-scale deployments, as it eliminates
the need for manual intervention on individual devices.
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Deployment method

Local Script (for up to 10 devices) -

Local Script (for up to 10 devices)

Group Policy
Microsoft Endpoint Configuration Manager current branch and later
MMaobile Device Management / Microsoft Intune

VDI onboarding scripts for non-persistent devices
Figure 4.8 - Select deployment method

7. Run a detection test (copy and paste into Windows PowerShell and run the script).

powershell.exe -MoExit -ExecutionPolicy Bypass -Windowstyle Hidden $ErroracticnPreference= ‘silentlyconmtinue’; (New-object
system.Net.webClient).DownloadFile( "http://127.8.0.1/1.exe’, "C:\\test-wDATP-testh\invoice.exe');start-Process 'C:\\test-WDATP-
test\\invoice.exe"

Figure 4.9 — Run a detection test in PowerShell

To verify whether the onboarding device has been successfully added, follow these steps:

I.  Navigate to the Assets section within Microsoft Defender for Endpoint.

II.  Select the Devices tab.

III.  Look for the onboarding device within the device list.

IV.  Confirm that the device appears in the list, indicating a successful onboarding process.
By checking the Assets | Device section, administrators can ensure that the device has been properly
added to Microsoft Defender for Endpoint and is now included in the overall device inventory. This

step ensures that the onboarding process was completed successfully, allowing the organization to
monitor and protect the device using the suite’s comprehensive security features.

Configuring advanced features in Microsoft Defender for
Endpoint

Configuring advanced features in Microsoft Defender for Endpoint allows organizations to customize
and optimize their security settings. Here are the steps to configure advanced features in Microsoft
Defender for Endpoint:

1. Access the Microsoft Defender security center portal using your administrator credentials.

2. Click on Devices.
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3. Select Windows Enrollment.

4. Choose Windows Hello for Business.

5. Select the security group to which you will assign this enrollment method.
6. Choose ENABLE under Configure Windows Hello for Business.

7. Choose Required for Use a Trusted Platform Module (TPM).

8. Select a minimum PIN length (recommendation = 6).
9. Click Save.

10. Overall, Microsoft Defender for Endpoint Windows Hello for Business is a powerful security
feature that helps organizations protect themselves. Navigate to the Settings section, usually
located in the left-hand navigation menu, and select Advanced features.

Settings » Endpoints > Advanced features

Endpoints

General

Advanced features
]
Licenses

Email notifications

Auto remediation

Figure 4.10 — Advanced features

11. Explore the available advanced features and settings, which may include the following options:

A. Threat and vulnerability management: Configure advanced threat and vulnerability settings
to detect and respond to potential risks effectively. This may include fine-tuning threat
detection rules, managing exploit protection, and enabling attack surface reduction (ASR).

B. Automated investigation and response: Enable and customize automated investigation
and response capabilities to streamline incident response processes. Configure the actions
to be taken when specific alerts are triggered, such as running remediation scripts or
isolating affected devices.
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C. Endpoint detection and response: Configure advanced EDR settings to enable deep
visibility into endpoint activities and enhance threat hunting capabilities. This may include
setting up detection exclusions, adjusting detection sensitivity, or enabling additional data
collection options.

§D o Enable EDR in block mode

Figure 4.11 — Enable EDR in block mode

D. Threat analytics and reports: Customize threat analytics and reporting settings to generate
detailed insights and reports on security incidents, threat trends, and the overall security
posture. Adjust report generation schedules, define specific data to be included in reports,
and set up alerts for specific events.

12. Review and adjust the settings according to your organization’s security requirements and
best practices. Ensure that the configurations align with your specific security policies and
compliance obligations.

13. Save your settings and apply the changes.

Regularly review and update the advanced feature configurations as needed to adapt to evolving threats
and security needs. It is important to note that the available advanced features and settings may vary
based on the specific version and licensing of Microsoft Defender for Endpoint.

Security recommendations

Microsoft Defender for Endpoint Security recommendations is a powerful feature designed to
provide organizations with actionable insights and guidance to improve their security posture.
Leveraging advanced analytics and machine learning, it analyzes data from various sources, such as
endpoint telemetry, threat intelligence, and industry best practices, to generate customized security
recommendations. These recommendations cover a wide range of areas, including configuration
settings, software updates, security policies, and threat remediation strategies. By following these
recommendations, organizations can enhance their security defenses, reduce vulnerabilities, and
proactively mitigate potential threats. Microsoft Defender for Endpoint Security recommendations
serves as a valuable resource for security teams, empowering them to optimize their security strategies
and protect their endpoints effectively.
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& Home Security recommendations
[} Inddents & alerts w
B Hunting W
1 Export
3 Artions 8 submissions w 2
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2 yoy i O | Attention: Zero-day and other vulnerabilities in Microsoft Windows 11
% Trials (] Update Openssl
oF  Partrer catalog w [] Update Microsoft Teams
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i Block Office applications from injecting code into other processes
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o Endpoi
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Dashiboard [] Biock abuse of exploited vulnerable signed drivers
I Recommendations
W [] Biock all Office applications from creating child processes

Figure 4.12 — Security recommendations

Microsoft Defender for Endpoint offers a range of robust features to address remediation, inventories,
and weaknesses within an organization’s endpoint environment. For remediation, it provides automated
and guided response capabilities to help security teams swiftly respond to security incidents and mitigate
threats. With built-in remediation actions, such as isolating compromised devices, terminating malicious
processes, and quarantining files, organizations can quickly contain and neutralize potential risks.
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Endpoints
# Vulnerability management

Dashboard
Recommendations
Remediation
Inveniories

I Weaknesses

Event timeline

=3 Partners and APls

[d Evaluation & tutorials

bg Configuration management
Figure 4.13 — Weaknesses portal

In terms of inventories, Microsoft Defender for Endpoint gathers comprehensive data about devices,
including hardware, software, and configurations. This detailed inventory information allows
organizations to maintain an accurate and up-to-date view of their endpoint ecosystem, facilitating
effective asset management and vulnerability assessments.

Regarding weaknesses, Microsoft Defender for Endpoint offers vulnerability management capabilities.
It scans and identifies vulnerabilities present on endpoints, prioritizes them based on risk factors,
and provides recommendations for remediation. By leveraging these insights, security teams can
proactively address weaknesses in their environment and strengthen their overall security posture.

The Microsoft Defender for Endpoint configuration management
dashboard

The Microsoft Defender for Endpoint configuration management dashboard is an essential component
of the Microsoft Defender for Endpoint suite, providing organizations with a centralized platform to
manage and enforce security configurations across their endpoints. With its powerful features and
intuitive interface, the configuration management dashboard empowers security teams to maintain
a consistent and secure endpoint environment.
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One of the key strengths of the configuration management dashboard is its ability to define and enforce
security policies. Security teams can create customized policies based on industry best practices and
organizational requirements. These policies encompass a wide range of settings, including firewall
rules, antivirus configurations, device encryption, and application control. By defining these policies,
organizations can ensure that all endpoints adhere to consistent security standards, reducing the risk
of security breaches and unauthorized access:

L3 Endpoints ~
£  Vulnerability management ~
Dashboard
Recommendations
Remediation
Inventories
Weaknesses
Event timeline
= Partners and APls s
Connected applications
APl explorer
[d Evaluation & tutorials -
Evaluation lab
Tutorials &t simulations
&2 Configuration management ~

Dashboard

Figure 4.14 — Endpoint dashboard

The dashboard provides real-time visibility into the configuration status of devices. It offers comprehensive
insights into the compliance levels of endpoints, highlighting any deviations from the defined security
policies. This visibility allows security teams to quickly identify potential security gaps and take proactive
measures to address them. Additionally, the dashboard offers granular reporting and analytics, enabling
organizations to track and monitor the progress of configuration management efforts.
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The configuration management dashboard includes powerful remediation capabilities. When a device is
found to be non-compliant with the defined security policies, security teams can take remedial actions
directly from the dashboard. These actions can include initiating remediation scripts, deploying security
patches, or configuring settings remotely. By leveraging these remediation capabilities, organizations
can swiftly bring non-compliant endpoints into alignment with their security policies, reducing the
attack surface and improving overall security posture.

Another notable feature of the configuration management dashboard is its integration with Microsoft
Defender for Endpoint’s threat intelligence capabilities. By leveraging threat intelligence data, the
dashboard can provide additional context and prioritize configuration management efforts based on
the potential impact of emerging threats. This integration ensures that security teams are addressing
the most critical security configurations first, optimizing resource allocation and incident response.

The configuration management dashboard also supports automation and orchestration. Using
automation scripts and workflows, organizations can streamline configuration management processes,
saving time and effort. The dashboard provides APIs and integration capabilities with existing IT
management tools, allowing organizations to integrate configuration management with their existing
IT workflows and systems seamlessly.

Furthermore, the configuration management dashboard supports role-based access control, enabling
organizations to assign specific permissions and access levels to different security team members.
This feature ensures that only authorized personnel can view and manage security configurations,
enhancing security and accountability.

Microsoft Defender for Endpoint Tutorials & simulations

One of the best things in Microsoft Defender for Endpoint is the availability of tutorials and simulations
for future onboarded devices. Microsoft Defender for Endpoint Tutorials & simulations provides
organizations with valuable resources to enhance their understanding and proficiency in using the
platform effectively. These tutorials and simulations offer hands-on guidance and practical scenarios
to help security teams maximize the capabilities of Microsoft Defender for Endpoint and improve
their incident response capabilities.
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Figure 4.15 — Endpoint Tutorials and simulations

You can use different simulations, such as the following, for testing:

e Microsoft

e Atomic Red Team
o AttackIQ

o SafeBreach

Atomic Red Team, AttackIQ, and SafeBreach are all powerful platforms that can be integrated with
Microsoft Defender for Endpoint to enhance an organization’s threat detection and response capabilities.

Atomic Red Team is an open source testing framework that provides a library of adversary emulation
techniques and detection tests. It enables organizations to validate the effectiveness of their security
controls by simulating real-world attack scenarios. Integrating Atomic Red Team with Microsoft
Defender for Endpoint allows security teams to create custom detection rules based on these attack
simulations, enabling proactive detection and response to potential threats.

AttackIQ is a comprehensive breach and attack simulation platform that helps organizations continuously
assess and validate their security posture. It allows security teams to emulate sophisticated attacks and
measure the effectiveness of their security controls in real time. By integrating AttackIQ with Microsoft
Defender for Endpoint, organizations can gain deeper insights into their security capabilities, identify
potential vulnerabilities, and strengthen their overall defense against cyber threats.

SafeBreach is a breach and attack simulation platform that allows organizations to simulate real-world
attacks and test the effectiveness of their security controls. It provides a wide range of attack scenarios
and continuously evaluates an organization’s security posture. By integrating SafeBreach with Microsoft
Defender for Endpoint, security teams can validate the efficacy of their security controls, identify gaps
or weaknesses, and optimize their incident response capabilities.
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By leveraging the capabilities of Atomic Red Team, AttackIQ, and SafeBreach in conjunction with
Microsoft Defender for Endpoint, organizations can proactively test, validate, and optimize their
security defenses. These integrations enable security teams to simulate real-world attacks, detect
vulnerabilities, and enhance incident response readiness, ultimately bolstering the overall security
posture of the organization.

The tutorials provide step-by-step instructions and demonstrations on various features and functionalities
of Microsoft Defender for Endpoint. They cover topics such as setting up the platform, configuring
security policies, performing threat investigations, and responding to security incidents. These tutorials
are designed to cater to both beginners and experienced users, ensuring that users of all skill levels
can benefit from the resources.

Simulations, on the other hand, offer interactive scenarios that replicate real-world security incidents.
These simulations enable security teams to practice their incident response skills in a controlled
environment. They present different attack scenarios, such as malware infections, data breaches,
or advanced persistent threats, and guide users through the process of detecting, investigating, and
mitigating these incidents using Microsoft Defender for Endpoint. By engaging in these simulations,
security teams can develop their incident response capabilities, refine their decision-making skills,
and become more proficient in leveraging the platform’s features to defend against emerging threats.

The tutorials and simulations are designed to be highly interactive and engaging. They often include
quizzes, challenges, and feedback mechanisms to reinforce learning and encourage active participation.
This gamified approach not only enhances the learning experience but also helps users retain knowledge
and apply it effectively in real-world situations.

Microsoft provides these tutorials and simulations through various mediums, including online
documentation, video tutorials, virtual labs, and interactive training modules. These resources are
regularly updated to align with the latest features and enhancements of Microsoft Defender for
Endpoint, ensuring that users have access to the most relevant and up-to-date information.

By leveraging these tutorials and simulations, organizations can derive significant benefits. They can
accelerate the onboarding process for new security team members, enable existing team members to
expand their knowledge and skills, and foster a culture of continuous learning and improvement within
the organization. Moreover, these resources can help organizations optimize their use of Microsoft
Defender for Endpoint, leading to more effective threat detection, faster incident response, and an
improved overall security posture.

In conclusion, Microsoft Defender for Endpoint Tutorials & simulations provides organizations with
valuable resources to enhance their proficiency in leveraging the platform’s capabilities. These resources
offer step-by-step instructions, practical scenarios, and interactive simulations to improve incident
response skills and maximize the effectiveness of Microsoft Defender for Endpoint. By investing in
these tutorials and simulations, organizations can empower their security teams to become more
knowledgeable, skilled, and efficient in defending against evolving cybersecurity threats.
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Creating simulations in Microsoft Defender for Endpoint

Creating simulations in Microsoft Defender for Endpoint involves leveraging the platform’s capabilities

to simulate real-world attack scenarios and assess the effectiveness of your security controls. Here is
a high-level overview of the process:

1. Create and add a device for simulation.

Your evaluation lab

Manage your test devices, abtack siniations and reports. Lesrn 2 rience the: Microsoft Defenider tor s

 capabities Ehmigh 3 Guided WaNMOLCH In the trish srranmant. Sae it in Action a5 & premerts, GEtacts; 20 remedlates the Mast soohistestsd attacks

Overview  Devicer  User Actors  Sunulations  Repart

Device allocation Srmulations overview Report overview.

0 active devices 1 simulations executed 21 Alerts in
1 Incidents

3 Actions taken in
0 Investigations
0 Key findings

Add devics View full report
RS-

Figure 4.16 - Evaluation lab

Prior to integrating a device into your evaluation lab, it’s essential to specify the type of virtual
machine you wish to test. As shown in the following screenshot, there’s a variety of virtual
machines available for your testing purposes.

Add device

The lab only provides 3 test devices. Each device is only available for 72 hours, When these
resources are deleted, no new devices are provided.

You have used up 2 of 3 devices.

Device type

Windows 10 e

Windows 10
Windows 11
Windows Server 2019
Windows Server 2016
Linux Uburtu Server

Figure 4.17 — Add a device to an evaluation lab

2. Select available tools for the device type.
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Available Tools

The following tools are included in the device during provisioning. You can choose to exclude
tocls from being installed to reduce provisioning time. These tools are not required for threat
simulators to run.

[ ] Java Runtime

|:| Orffice
[ ] Pvthon

|:| Sysinternals

Figure 4.18 — Add tools to a device in an evaluation lab

On the Add device page, copy the username and password and device name. Bear in mind
that simulations are available for 72 hours only.

Add device

The lab only provides 3 test devices. Each device is only available for 72 hours. When these
resgurces are deleted, no new devices are provided.

You have used up 3 of 3 devices.
Device type

Windows 10

Device connection details

(1} The password is only displayed once. Save the device connection details in a safe place.

Device name: testmachine3

User name: Administrator

Password: SIS D

Figure 4.19 — Add evaluation device

Determine the specific objectives of the simulation. Consider the types of attacks or scenarios
you want to simulate, the security controls you want to test, and the goals you want to achieve.

Choose attack techniques that align with your objectives. Microsoft Defender for Endpoint
provides a wide range of built-in attack techniques that you can leverage. These techniques
emulate real-world threats and help you assess the detection and response capabilities of your
security infrastructure.
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6. Within the Microsoft Defender security center, navigate to the Attack surface reduction |
Simulations section. Here, you can configure and customize simulations based on your selected

techniques and objectives. Specify the devices or groups of devices on which you want to run
the simulations.

Your evaluation lab

Manage your test devices, STRck simudations and repons, Leam ang expercnde tha Micraso't Datender for Endooint caoaniities througn 2 guited waliihrougn in the thal emirgrment. See ff in 3ction 3¢ 7 prevents. detects, and remadiates the mast
saphisticated attacks.

Overview  Devices  User Actiors  Simulations  Repor

Device allocation Simulations overview Report overview

0 active devices 1 simulations executed 21 Alerts in

Oy 3 5T v 2 g0 & provionad, i

1 Incidents

3 Actions taken in
0 Investigations
0 Key findings

W oes B ey B corptes

ulation

Add device

ulations gallery Wiew full report
Figure 4.20 - Evaluation lab

7.  Start the simulations to execute the chosen attack techniques against the designated devices.
Microsoft Defender for Endpoint will emulate the attacks and monitor how your security
controls respond. It will generate alerts and notifications for any detected activities.

Create simulation

Select simulator

Choose N

Al
AftacklQ

SafeBreach
Select device

Choaose
Figure 4.21 — Create simulation
8.  After the simulations have run, review the results and analyze the data provided by Microsoft

Defender for Endpoint. Look for any vulnerabilities or weaknesses in your security controls. Pay
attention to the detection and response capabilities and identify areas that require improvement.
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9. Based on the insights gained from the simulation results, take appropriate actions to remediate
vulnerabilities and optimize your security controls. This may involve adjusting configurations,
updating security policies, or enhancing your incident response processes.

It is important to note that the specific steps and options for creating simulations may vary based on
the version and configuration of Microsoft Defender for Endpoint. Therefore, referring to Microsoft’s
official documentation and guidance is highly recommended to ensure accurate and up-to-date
information tailored to your specific environment.

How to create web content filtering
To create web content filtering in Microsoft Defender for Endpoint, you can follow these steps:

1. Signin to the Microsoft Defender security center with appropriate administrative credentials,
then navigate to the security portal and select Settings then Endpoints.

2. Under Rules, select Web content filtering and click on + Add Policy.

Endpoints
General
<+ Add Policy [a] Delete Policy
L ]
Advanced features
Policy Name

Licenses

Email notifications

Auto remediation
Permissions

Roles

Device groups

Alert suppression

Indicators

Process Memory Indicators

Web content filtering
A

Automation uploads

Automation folder exclusions

Figure 4.22 — Adding a web content filtering policy
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3. Provide a name and description for the policy to help identify and describe its purpose.

4. Conlfigure the policy settings based on your desired web content filtering requirements. You
can choose from different categories and actions to allow, block, or warn users when accessing
specific types of websites. For example, you can block categories such as adult content, gambling,
or social media, or customize the policy to fit your organization’s needs.

Add Policy

@ General Blocked Categories

| Select the web content categories to block. You will continue to get data about access attempts to websites in all categories,
@ Blocked Categories

| Adult Content

O Scope [ selectal

| I:‘ Cults

O Summary I:‘ Gambling
[ Muity

I:‘ Pomography,/Sexually Explicit
I:‘ Sex Education

[] Tasteless

I:‘ Violence

High Bandwidth

[ selectal

I:‘ Download Sites
[] image Sharing

I:‘ Peer-to-Peer

I:‘ Streaming Media & Downloads
Legal Liability

[ selectal

I:‘ Child Abuse Images
I:‘ Criminal Activity
I:‘ Hacking

I:‘ Hate & Intolerance
[] llegal Drug

[ llegal Software
I:‘ School Cheating
[ seff-Ham

I:‘ Weapons
Leisure

[ selectal
[] cnat
[] Games

I:‘ Instant hessaging
[ Professional Networking

Figure 4.23 — Web content filtering policy

You can also create custom allow or block lists to specify individual URLs or domains that
should be permitted or denied access.
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5. Adjust the settings for user notifications and reporting as needed. You can choose to display
a customizable warning page to users when a blocked website is accessed and define the level
of detail in reporting.

6. Review and confirm the policy settings. Ensure they align with your organization’s security
and compliance requirements.

Once you are satisfied with the policy configuration, save and activate the policy. It will be applied to
the managed devices in your organization. Monitor and manage the web content filtering policy from
the Web content filtering page. You can modify, disable, or delete policies, as necessary.

It is important to note that the specific steps and options for creating web content filtering policies
may vary based on the version and configuration of Microsoft Defender for Endpoint.

Microsoft Defender File Content Analysis is a feature within the Microsoft Defender for Endpoint
suite that focuses on analyzing and detecting potentially malicious files. It utilizes advanced machine
learning models and threat intelligence to assess the content of files and identify any indicators of
compromise or suspicious behavior. By leveraging a combination of static and dynamic analysis
techniques, Microsoft Defender File Content Analysis helps organizations proactively detect and
respond to file-based threats, protecting their systems and data from potential malware, ransomware,
and other malicious file-based attacks.

File Content Analysis
—————

Contor: analyis i bimin suspicious s kesrfia by Snomansd inveigacen 10 the rioud Tor additonsd mapscicn. On mas will b subnin=d

Content anabysis
@ -
————
File ewtension names (T

| ¥ WS, a0 DRt i SheiTvi. Eve ko, Dy joiz Bat 10 5, 1o oL wer,cmd cpvhs. vbe com red. ML aln” ays 0.z ps Lnscr b

Memory Cantent Analysis

Hvou wuld Ik Mizosot Defandsr for Endooint to sutomatically immsigate memeey coment of processes. please snasle the Memary Cantant Anayie When enablzd, memary coasme mught be Lpinaded to Micmzoft Defarder for Sndoimt during an Autemated imvessigatan,

Enabied

@

Figure 4.24 - File Content Analysis

The Microsoft Defender for Endpoint enforcement scope refers to the extent to which security policies
and actions are applied to protect endpoints within an organization. It allows administrators to define
and configure the specific devices or groups of devices to which enforcement actions should be applied.
By setting the enforcement scope, organizations can tailor their security measures to target specific
subsets of endpoints based on factors such as department, location, or user role. This granular control
ensures that security policies and actions are effectively implemented where they are most needed,
optimizing security measures and minimizing disruptions to the broader environment. You can easily
use Microsoft Defender for Endpoint to enforce a security configuration defined in Intune.
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Endpoints
General Security setting management
Actvenced features

Allorw security setting in Infure to be enforced by Microsaft Defender far Endgaint (MDE}
This canfigurat will apgfy to devices that are not et enrlled ta It

Licenses.

‘ou'll reed to turn on the mtegration n Microsoft Defender for Endpont con
For more information and pre-requisites, s=e Security settings managemn:

Lse MDF to enforce seuity configuration setlings from infune
[ B R i e S SR Y

@ -

Enabie configuration management

ich 5 glatforms to appdy the settings on, then select whech set of devices to implement it an, To test the featune on a spedific set of devices, tag them with MO Maragesen:

et deces

Ausinmetion fokder exdusions Security settings management for Microsoft Defender for Clod onboarded teices.
Lonfiguratson mansgement [ o R

Enforcement scope.
mﬂ—_ Manage Security setlings using Configueation Manager

Orooardrg 6:) o

age secunity settings on devic

s even f Configuration Manager i in placa

e wiith Corfiguration Manager, sz

Amsezment jobs

Figure 4.25 - Configure Enforcement scope

Microsoft Defender for Endpoint Co-management Authority

Microsoft Defender for Endpoint Co-management Authority is a feature in Microsoft Endpoint
Configuration Manager that provides a mechanism for managing both traditional client management and
modern management for Windows 10 devices. Co-management allows organizations to take advantage
of the benefits of both traditional management and modern management (based on Microsoft Intune)
for their Windows 10 devices. For example, an organization can use Configuration Manager to manage
the traditional aspects of their devices, such as software distribution, while using Microsoft Intune to
manage modern aspects, such as mobile device management (MDM) and conditional access (CA).

The Co-management Authority feature determines which management solution has authoritative
control over specific management tasks for a given device. For example, an organization may choose
to have Configuration Manager be the authoritative solution for software distribution and Intune be
the authoritative solution for MDM. Having a clear understanding of the authoritative solution for
each management task helps ensure that the management solutions work together seamlessly and
provide a consistent experience for both IT administrators and users. By using Microsoft Defender for
Endpoint Co-management Authority, organizations can take advantage of the best of both traditional
and modern management to effectively manage and secure their devices.
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Here are the general steps to configure Microsoft Defender for Endpoint Co-management Authority:

1.

Set up Microsoft Intune and Configuration Manager: Before you can configure co-management,
you need to have both Microsoft Intune and Configuration Manager set up and working in
your environment.

Enable co-management in Configuration Manager: In the Configuration Manager console,
navigate to administration workspace and select Co-management. Then, select Configure
co-management and follow the wizard to enable co-management.

Assign Configuration Manager to be the primary management authority: In the Configuration
Manager console, navigate to administration workspace and select Co-management. Then,
select the Devices tab and choose the Windows 10 devices that you want to co-manage. In
the Properties pane, under Primary management authority, select Configuration Manager.

Assign Intune as the primary management authority: In the Configuration Manager console,
navigate to administration workspace and select Co-management. Then, select the Devices
tab, and choose the Windows 10 devices that you want to co-manage. In the Properties pane,
under Primary management authority, select Microsoft Intune.

Configure and deploy policies: Once you have assigned a primary management authority,
you can use Configuration Manager and Microsoft Intune to configure and deploy policies for
your Windows 10 devices.

Monitor the co-management process: In the Configuration Manager console, navigate
to the monitoring workspace and select Co-management to monitor the status of your
co-managed devices.

-

Note

These steps are a general guide, and the specific steps you need to follow to configure co-
management may vary based on your organization’s specific requirements and environment.
It is recommended to thoroughly test the co-management process in a lab environment before
deploying to production.

J

Let’s embark on a journey to understand the steps of configuring System Center Configuration
Manager and Microsoft Defender for Endpoint. This guide will walk you through the essential setup
steps, ensuring optimal performance and security for your organization’s IT infrastructure.
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Home > Devices | Windows > Windows | Windows enrollment > Co-management authority >
Create profile

@ Basics (2 settings () Assignments (%) Review + create

MName * Co-Manag w

Description This iz example

Figure 4.26 — Create a profile for Co-Management Authority
On the next tab, Settings, select Yes for the Automatically install Configuration Manager agent

option, and under Advanced, leave No for the Override co-management policy and use Intune for
all workloads option:

Create profile

@ Basics @ settings (G) Assignments  (4) Review + create

The co-management settings determine who owns the workloads. Learn more.

Automatically install Configuration No
Manager agent.
Client installation command line Enter argument

arguments.

- Advanced
A

Override co-management policy and use Yes m
Intune for all workloads.

Figure 4.27 — Define settings for Co-management Authority
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-
Important note

-

Selecting Yes or No under Override co-management policy and use Intune for all workloads
depends on the company’s decision on what they want to use. For example, if a company has
decided to use Microsoft Defender for Endpoint only for laptops and wants to control them via
Endpoint, but the rest of the devices will still be under the control of System Center Configuration
Manager, they would choose Yes, and all devices would be under Intune for all workloads.

J

In the next step, define for which groups this co-management enrollment will be used. Again, all

groups should be created on Microsoft Entra ID:

Create profile

Q Basics 0 Settings o Assignments

Included groups

R, add groups

Groups

Mo groups selected

Figure 4.28 — Define groups

Review and press Create:

Create profile

® basic @ Settings (] Assighments © Review + create

Summary

Basics

Name

Description

Settings

Cwerride co-management policy and use
Intune for all workloads.

Automatically install Configuration
Manager agent.

Client installation command line
arguments.

Assignments

ncluded groups

Co-Manag

This is example

Mo

Yes

Figure 4.29 — Review co-management profile settings

(4) Review + create
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Configuring a compliance policy for Windows devices

Configuring compliance policies for Windows devices in Microsoft Intune admin center involves
the following steps:

L.

Create a compliance policy: In the Microsoft Intune admin center, go to the Devices tab and
select Compliance policies. Click + Create Policy and select Windows 10 and later as the
platform. Choose the settings you want to enforce, such as password requirements, encryption,
and software updates.

Define compliance rules: After creating the policy, define the compliance rules that will be
used to evaluate device compliance. For example, you can define a rule that requires devices
to have a password of a certain length and complexity.

Assign the compliance policy: Assign the compliance policy to a group of devices. You can
assign the policy to all Windows devices or specific groups based on device ownership or
other criteria.

Monitor compliance: After devices are assigned the compliance policy, Microsoft Intune admin
center will evaluate compliance based on the defined rules. You can monitor compliance in the
Microsoft Intune admin center, and act for non-compliant devices, such as sending notifications
or blocking access to resources.

Overall, configuring compliance policies for Windows devices in Microsoft Intune admin center is a

step in ensuring the security and compliance of your organization’s devices and data.

Configuring a configuration profile for Windows devices

Configuring configuration profiles for Windows devices in Microsoft Intune admin center involves

the following steps:

1.

Create a configuration profile: In the Microsoft Intune admin center, go to the Devices tab
and select Configuration profiles. Click Create Profile and select Windows 10 and later as
the platform. Choose the settings you want to configure, such as device restrictions, network
settings, and application management.

Define profile settings: After creating the profile, define the settings that will be applied to
devices. For example, you can configure a policy that prevents users from accessing the control
panel or restricts access to specific websites.

Assign the configuration profile: Assign the configuration profile to a group of devices. You
can assign the profile to all Windows devices or to specific groups based on device ownership
or other criteria.

Monitor profile settings: After devices are assigned the configuration profile, Microsoft Intune
admin center will apply the settings to the devices. You can monitor the status of the profiles in
the Microsoft Intune admin center and take action for devices that are not properly configured.
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Configuring configuration profiles for Windows devices in Microsoft Intune admin center is an
important step in ensuring that devices are properly configured and managed. By defining and
enforcing policies, you can help protect your organization’s devices and data, as well as streamline
device management and configuration across your organization.

Windows 365

Windows 365 is a cloud-based operating system that provides a secure and efficient way to access
Windows desktops from anywhere. Here are the steps to configure Windows 365 for Microsoft
Defender for Endpoint:

1. Set up Microsoft Defender for Endpoint: First, you need to set up Microsoft Defender for
Endpoint. You can do this by signing up for a Microsoft Defender for Endpoint account,
deploying the Microsoft Defender for Endpoint agent to your devices, and configuring policies
to protect your organization against cyber threats.

2. Configure Windows 365 to use Microsoft Defender for Endpoint: To configure Windows
365 to use Microsoft Defender for Endpoint, you need to create a policy in the Microsoft
Endpoint Manager console.

Go to Devices and select Policies. Click Create Policy and select Windows 10 and later as
the platform. Under Endpoint Protection, select Microsoft Defender for Endpoint as the
security solution. You can also configure additional settings, such as allowing or blocking
specific applications, and set up remediation actions for detected threats.

3. Assign the policy to Windows 365 devices: Once you have created the policy, assign it to the
group of Windows 365 devices you want to protect. Go to Devices and select All Devices. Select
the devices you want to assign the policy to, and then click Assignments. Select the policy you
created in the previous step, and then click Save.

4. Monitor device compliance: After you have assigned the policy to your Windows 365 devices,
you can monitor device compliance in the Microsoft Endpoint Manager console. You can view
alerts and reports on threats and compliance issues and take action to remediate any issues
that arise.

By following these steps, you can configure Windows 365 for Microsoft Defender for Endpoint.

Enrollment device platform restrictions

Enrollment device platform restrictions in the Microsoft Intune admin center allow you to set
restrictions on which platforms are allowed to enroll in your organization’s Defender for Endpoint
instance. Here are the steps to set up enrollment device platform restrictions:

1. Sign in to the Microsoft Intune admin center with an account that has the necessary permissions
to manage device enrollment.
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2. In the navigation pane, select Settings and then Devices.

3. Under Enrollment restrictions, click + Create restriction (choose a platform - Android,
Windows, macOS, or iOS):

Microsoft Intune admin center

“

Dashboard > Devices

Hams : : Py
f Devices | Enrollment device platform restrictions
Bl Desibosrd
= All services B Search | L
CH Devices L Linux & Windows restrictions  Android restrctions. macOS restrictions 105 restrictions
| = Device earcliment
—+ Crazts rectriction

B Endooint sacuriy & Enroll devicss
o i A devics must camphy with the highest priority snraliment restrictions assigned to its user. You can dag 2 device rest
ka2 Prawisioning
A v ice t ictions

g Device type restrictions
&8 Groups Define which platforms versions, and manzgement types can sarcll

Palicy
Z3 Tanant zdministration .

ST - Priarity Hame
9K Tanbihbas < A E commiance poacies

Seraul
O Conditinnal acees: i A

A

=1

(5

Configuration profiles
Sorpt

Remediations

Growp Policy analynes

Updata rings for Windows 10
and later

Feature updates for Windows
10 and igter

Qualty Upates for Windows
10 and Iatar

Driver updztes for Windows 10
and later

Update polices for 05173405
Update polices for mac0s
Android FOTA deploymants

Enrollsent device Timic
restrictions

Enroilmeans devics platform
ractrictions

Figure 4.30 - Enrollment device platform restriction

4.  Select the platform(s) you want to restrict enrollment for.

5. Select the type of restriction you want to set:

* Allow: Only devices with the selected platform will be allowed to enroll

* Block: Devices with the selected platform will not be allowed to enroll

Warning

Devices with the selected platform will be allowed to enroll, but you will receive a warning message.

6. Save your changes.
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Creating an Android restriction

Managing device restrictions is a crucial aspect of mobile device management, and with Microsoft Intune,
creating specific restrictions for Android devices becomes seamless and efficient. Let’s follow these steps:

1. Under Enrollment device platform restrictions, select Android restriction and press +
Create Restriction.

2. Add aname and description.

Create restriction

Drevice fype restriction

o Basics 2] Platform settings 1) Scope tags 4 | Assignments 5 ] Review + create
Mame ¥ Android Restriction >y
L]
Description This is example for Android restriction
Platform Android i

Figure 4.31 — Android restriction

3. Under Platform settings, define the Android type and press Next.

Creale restriction

Figure 4.32 — Create restriction

4. Define scope tags.
5. Assign preferred groups (a security group must be created on Microsoft Entra ID).

6. Review your Android restriction and press Create.

For all other platforms (Windows, macOS, and iOS), the steps are the same as those just shown.

With enrollment device platform restrictions set up for Microsoft Defender for Endpoint, you can better
control the types of devices that are allowed to enroll in your organization’s Defender for Endpoint
instance. Supported devices are Android, Windows 10, Windows 11, iOS, and macOS. This can help
improve your organization’s overall security posture by limiting the risk of potential security threats
from devices that do not meet your organization’s device platform standards.
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Enrollment device limit restrictions

Enrollment device limit restrictions in the Microsoft Intune admin center allow you to set limits on
the number of devices that users can enroll in your organization’s Defender for Endpoint instance.
Here are the steps to set up enrollment device limit restrictions for Microsoft Defender for Endpoint:

1. Sign in to the Microsoft Defender for Endpoint portal with an account that has the necessary
permissions to manage device enrollment.

2. In the navigation panel, select Devices, and under Policy, select Enrollment Device
Limit Restriction.

3.  Under Enrollment restrictions, click Add device limit restriction.

4. Enter the maximum number of devices you want to allow to enroll in your organization’s
Defender for Endpoint instance. The default number of allowed devices per user is 15, but you
can change this as per your company policy requirements:

Create restriction

Device fimit restriction

o Basics 0 Device limit 1) Scope tags ‘) Assignments | 5) Review + create

Specify the maximum number of devices 3 user can enroll.

Device limit
L ]

Figure 4.33 — Define device limits
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5.
6.
7.

Add scope tags.
Define assignments.

Save your changes.

With enrollment device limit restrictions set up for Microsoft Intune, you can better control the number
of devices that can enroll in your organization’s Defender for Endpoint instance. Sometimes it is not
recommended to have 15 devices per user allowed to be enrolled into Endpoint. But bear in mind
that some C-level positions require more devices. For those users, create a security group and create a
new restriction policy. This can help improve your organization’s overall security posture by limiting
the risk of potential security threats from devices that are not properly managed and maintained.

Configuring quality updates for Windows 10 and later in Intune

Creating a profile for quality updates for Windows 10 and later in the Microsoft Intune admin center
allows you to configure settings for how these updates are installed and managed on devices in your

organization. Here are the steps to create a profile for quality updates:

1.

2
3.
4

Sign in to the Microsoft Intune admin center and navigate to Devices | Policy.
Select Quality updates for Windows 10 and later as the platform.
Select + Create profile.

Configure the settings you want for quality updates, such as whether to install updates automatically
or manually, whether to defer an update, and how long to defer them for.
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5.
6.

Create quality update profile

o Settings 2) Assignments 3) Review + create

6 Enable Windows health monitoring and select Windows Update scope to get detailed device states and emors. Learn more

Mame * ‘Windows 10 Quality Updates W

Description This is example

0 The only dedicated quality update control currently available other than the existing update rings policy for Windows 10 and
Iater is the ability to expedite quality updates for devices that fall behind a specified patch level. Additional controls will be
available in the future.

A while expediting software updstes can help decrease the time to get to compliance when necessany, it has a larger impact on
end-user productivity. The dhances that they will experience a restart during business hours is significantly increased.

Expedite installation of quality updates if
device O35 version less than: %

02/14/2022 - 2023.02 B Security Updates for Windows 10 and later s

Mumber of days to wait before restart is [ 0 days 2 days :)
enforced
L

Figure 4.34 — Create quality update

Define group assignment.

Save your changes.

Once you have created the profile for quality updates, you can assign it to the devices in your organization
for which you want to manage quality updates. To assign the profile, go to the Assignments section
of the profile and select the group of devices you want to apply the profile to.

By creating a profile for quality updates in the Microsoft Intune admin center, you can better manage
and maintain the security of the devices in your organization by ensuring that critical security updates
are installed and managed in a way that meets your organization’s requirements.

How to create a profile for update policies for iOS/iPadOS in Intune

Creating a profile for update policies for i0S/iPadOS in the Microsoft Intune admin center allows
you to configure settings for how updates are installed and managed on iOS/iPadOS devices in your
organization. Here are the steps to create a profile for update policies:

1.

2.

Sign in to the Microsoft Intune admin center and navigate to Devices | Update policies
for i0S/iPadOS.

Select +Create profile.
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3.
4.

Define a name and add a description. Then press Next.

Configure the settings you want for Select version to install and Schedule type:

Create profile
i05,1Pad0s

o Basics o Update policy settings 1) Assignments 4) Review + create

Create a prefile to force assigned devices to automatically install the latest 105/iPadO%s updates. These settings
determine how and when software updates deploy. This profile doesn't prevent users from updating the OS5 manually,
which can be prevented for up to 90 days with a device configuration restriction policy. Updates will only apply to

supervised devices.

Learn More

Select version to install (0 Latest updats ~
L}

Update policy schedule settings:

Latest update

By default, when an update policy is assii Install i05/iPad05 16.3.1
instead create a weekly schedule with cu o
time, Intune won't deploy updates until{ Install iD5/iPad0s 163

Schedule typs @ Install i05/iPad0s 16.2
Install iQ5/iPad0s 16.1.2
Install i05/iPad0s 16.1.1
Install i05/iPad0s 15.7.3
Install i05/iPad0s5 15.7.2
Install i05/iPad0s 15.7.1

Install i05/iPad0s 125.7

Install i05/iPad0s 125.6

Create profile

i05/iPad0s
o Basics o Update policy settings 1) Assignments 4] Review + create
Create a profile to force assigned devices to automatically install the latest iD5/iPad0S updates. These settings
determine how and when software updates deploy. This profile doesn't prevent users from updating the 05 manually,
which can be prevented for up to 90 days with a device configuration restriction policy. Updates will only apply to

supervised devices.

Learn More

Select version to install (@ Latest updats ~

Update policy schedule settings:

By default, when an update policy is assigned to a device, Intune deploys the latest updates at device check-in. You can
instead create a weekly schedule with customized start and end times. If you choose to update outside of the scheduled
time, Intune won't deploy updates until the scheduled time ends.

Schedule type (@ Update at next check-in R
L]

Update at next check-in
Update during scheduled time

Update outside of scheduled time

Figure 4.35 — Create an update policy for iOS/iPadOS
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5. Save your changes.

Once you have created the profile for update policies, you can assign it to the iOS/iPadOS devices in
your organization that you want to manage updates for. To assign the profile, go to the Assignments
section of the profile and select the group of devices you want to apply the profile to.

By creating a profile for update policies in the Microsoft Intune admin center, you can better manage
and maintain the security of the i{0S/iPadOS devices in your organization by ensuring that critical
security updates are installed and managed in a way that meets your organization’s requirements.

How to create a profile for update policies for macOS in the
Intune portal

Creating a profile for update policies for macOS in the Microsoft Intune admin center allows you to
configure settings for how updates are installed and managed on macOS devices in your organization.
Here are the steps to create a profile for update policies:

1. Sign in to the Microsoft Endpoint Manager admin center and navigate to Devices | Update
policy for macOS.

2. Select + Create profile.

3. Define the name and add a description, then press Next.

4. Under Update policy settings, define critical, firmware, configuration, and other updates.
Note that the options shown in the following screenshot are the same for all configurations:

Create Profile

macs

REVIEW + Create

o Basics o Update policy settings 1) Assign
S

Create a profile to force assigned devices to automatically install the latest macOS updates. These settings determine

how and when software updates deploy. This profile doesn’t prevent users from updating the OS manually. Updates will

only apply to supervised devices,

Learn More

Update policy behavior settings

Select how downleads, installations, and,for notifications should occur for each type of update.

Critical updates Mot configured '
L]

Firmware updates

Mot configured

Download and install
Configuration file updates
Download only

All other updates (05, built-in apps) Install immediately

Update policy schedule settings Motify only

By default, when an update policy is assigne Install later

create a weekly schedule with customized start and end times. If you choose to update cutside of the scheduled time, Intune

won't deploy updates until the scheduled time ends.

Schedule type (@ | Update at next check-in b

Figure 4.36 - Update policy settings
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5. Configure the settings you want for update policies, such as whether to automatically install
updates, whether to allow the installation of beta updates, and how long to defer updates for.

6. Save your changes.

Once you have created the profile for update policies, you can assign it to the macOS devices in your
organization that you want to manage updates for. To assign the profile, go to the Assignments section
of the profile and select the group of devices you want to apply the profile to.

By creating a profile for update policies in the Microsoft Intune admin center, you can better manage
and maintain the security of the macOS devices in your organization by ensuring that critical security
updates are installed and managed in a way that meets your organization’s requirements.

How to create app protection policies in the Microsoft Intune
admin portal

Creating an app protection policy in the Microsoft Intune admin center allows you to protect the
data and applications on mobile devices in your organization by defining policies that restrict access
to sensitive data and applications based on various conditions. Here are the steps to create an app
protection policy:

1. Sign in to the Microsoft Intune admin center and navigate to Apps | App protection policy.

2. Click + Create policy and choose the platform you want to create the policy for, such as
Android, i0S, or Windows:



Configuring Microsoft Defender for Endpoint

i Apps | App protection policies

| B Search
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G) Dverview
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By platform

M Windows
B ios/iPadOs
I;I macds

B Android

Policy

E App protection policies

ia App configuration policies

ﬁ i05 app provisioning profiles
E[ 5 mode supplemental policies
) Paolicies for Office apps

[H] Policy ssts

i Create Eoliﬁ - () Refresh == Columns -+ Export
i05/iPad05

Android T4 Deployed
Windows Information Protection n policy Yes

i0S apps data leak prevention policy Yes

Figure 4.37 — App protection policy

3. Enter a name and description for the policy (the following screenshot is an example for
Windows-targeted apps):
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Figure 4.38 — App protection policy
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4.  After selecting apps in the previous step, on the Required settings page, define the policy
settings you want to apply, such as which apps should be protected, whether to require a PIN
or biometric authentication to access protected apps, and whether to restrict copy and paste
or other data sharing between protected apps and non-protected apps:

Create policy

o Basics 0 Targeted apps 9 Required settings 4] Advanced settings 5] Assignments 6] Review + create

This policy only applies to Windows 10 Anniversary Editicn and higher. This policy uses Windows Information Protection {(WIP) to
apply protection. Learn more about WIP here

Required settings

Changing the scope or removing this policy will decrypt corporate dsta.

Windows Information Protection mode ¥ ( Block Allow Overrides Silent

Corporate identity ¥ (0 | M365x64460168.onmicrosoft.com |

Figure 4.39 — Required settings for an app protection policy

Explanation of Windows Information Protection modes
Off: No action is logged, and the user is free to relocate data of protected apps.
Silent: These actions are logged, but the user is free to relocate data of protected apps.

Allow Overrides: The actions are logged, but the user has information about relocating data
from protected apps.

Block: Block relocating data.

J

5. Under Advanced settings, add a network boundary, define Data protection, and press Next:
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Figure 4.40 - App protection policy

6. Define Assignments.

7. Save your changes.

For Android, i0S, and macOS platforms, select the same steps, but under Apps, define Target to apps
on all device types and Target policy to.
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Create policy

o Basics o Apps 3) Data protection 4) Access requirements 5) Conditional launch
L
Choose how you want to apply this policy to apps on different devices. Then add at least one app.

Target o 3pps on il aevicevioes 0 (QECIND No )

Review + create

Device types (1) | 0 selected L |
Target policy to | Selected apps A |
L]
Selected apps
Public apps
All Apps

Mo public apps selected
. All Microsoft Apps

+ Select public apps Core Microsoft Apps

Custom apps Remowve

Mo custom apps selected

+ Select custom apps

Figure 4.41 — Define target apps

For Android, you can select one of the device types:
Create policy
° Basics 9 Apps o Data protection I:E:I Access requirements 5 ) Conditional launch ) Assignments 7) Review + create

Choose how you want to apply this policy to apps on different devices. Then add at least one app.

Target 0 3pps on all dwice pes O (( v

I_ Device types* @ | 0 selected ~ |
l:‘ Unmanaged
Target policy to |:| Android device administrator

|:| Android Enterprize
6 We'll confinue to add managed apps o yo |:| Android Enterprise corporate-owned dedicated devices with Azure AD Shared mode
|:| Android [ADSP) user-associated devices

|:| Android (AOSP) userless devices

Figure 4.42 - Define device type in App protection policies

Data protection defines options for controls and restrictions. This section presents the policy on how
users work with selected data in the apps. When you provide the following configuration, under the
Access requirements tab, define how users access apps:
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Create policy
° Basics 0 Apps

o Data protection

Configure the PIM and cradential requirements that users must mest to access apps in 3 work context

° Access requirements

@ Conditional launch ¢) Assignments

Review + create

PIM for access (0 Mot required
PN e © C tumeic ) passcods
Simple PIN (D) @ Block
Select minimum PIN length (O [+ M
Siometrics instead of PIN for access () E Block
Override biometrics with PIM after @ Mot required
timeout O
Timeout {minutes of inactivity) | 30 e |
Class 3 Biometrics (Android 3.0+) & Require
Cwerride Biometrics with PIN after ( Reguirs Mot required )

biometric updates (D
PIM reset after number of days (D
Mumber of days

Select number of previcus PIM values to
maintain (1

App PIN when device PIN is set (0

Work or school account credentials for
access (1)

Recheck the access requirements after
{minutes of inactivity] (@

E |
[o ]
C e ) Not requred )

( Require

Mot required

|_=.c-

7]

Figure 4.43 — Access requirements

It's reccommended to decrease Timeout (minutes of inactivity) from the default of 30 minutes to

10 minutes.

Under Conditional launch, define app condition settings for the PIN, offline grace period, minimal
app version, and disabled accounts, as well as settings for device conditions:
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Create policy

o Basics 0 Apps ° Data protection o Access requirements a Conditional launch &) Assignments ) Review + create

Set the sign-in security requirements for your access protection policy. Select a Setting and enter the Value that users must mest
to sign in to your company app. Then select the Action you want to take if users do not meet your requirements. In some cases,
multiple actions can be configured for a single setting. Learn more abowt conditional launch actions.

App conditions

Setting WValue Action

Max PIN attempts 1 Reset BIM e
Offline grace period 720 Block access [minutes) mes
Offline grace period a0 Wipe data (days) wen
Select one ~

Device conditions

Configure the following conditional launch settings for device based conditions through your app protection policy.

Similar device based settings can be configured for enrolled devices. Learn more about configuring device compliance settings
for enrolled devices.

Setting Value Action

"
Jailbrokenfrooted devices Block access LLL]
Select one A

Min O5 version

Max 05 version

Min patch version

Device manufacturen(s)

SafetyMlet device attestation
Requirs threat zcan on apps
Required SafetyMet evaluation type
Require device lock

Min Company Portal wersion

Max Company Portal version age (da..
Max allowed device threat level

Primary MTD service

Figure 4.44 — Define conditional launch

Once you have created the app protection policy, you can assign it to the devices in your organization
that you want to apply the policy to. To assign the policy, go to the Assignments section of the policy
and select the group of devices you want to apply the policy to.

An app protection policy in the Microsoft Intune admin center is an important part of the Microsoft
Endpoint solution and can help your organization ensure that sensitive data and applications on mobile
devices in your organization are protected from unauthorized access and use.
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How to create app configuration policies

Creating an app configuration policy in the Microsoft Intune admin center allows you to configure
settings for specific apps on mobile devices in your organization, such as specifying default app
settings or configuring specific app features. Here are the steps to create an app configuration policy:

1.
2.

8.

Sign in to the Microsoft Intune admin center and navigate to Apps | App configuration policies.

Click Create policy and choose the platform you want to create the policy for, such as Android
or iOS.

Enter a name and description for the policy.

Choose the app you want to configure from the list of supported apps or select Other App if
the app you want to configure is not listed.

Configure the settings you want for the selected app, such as specifying default app settings or
configuring specific app features:

Create app configuration policy

0 Basics o Settings 3) Assignments 4) Review + create

~ General configuration settings

~ Microsoft Tunnel for Mobile Application Management settings (Preview)

~ Edge configuration settings
w Outlook configuration settings

w  SMIME
Figure 4.45 — Create app configuration policy

Define the conditions that should trigger the policy, such as whether the device is enrolled in
Intune or managed by Microsoft Defender for Endpoint.

Define the actions that should be taken when the policy is triggered, such as sending an email
notification or blocking access to the app.

Save your changes.

Once you have created the app configuration policy, you can assign it to the devices in your organization
that you want to apply the policy to. To assign the policy, go to the Assignments section of the policy
and select the group of devices you want to apply the policy to.
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By creating an app configuration policy in the Microsoft Intune admin center, you can ensure that specific
apps on mobile devices in your organization are configured in a way that meets your organization’s
requirements, such as ensuring that default app settings are consistent across all devices or configuring
specific features of an app to meet your organization’s needs.

How to create policies for Office apps in the Intune admin portal

Creating policies for Office apps in the Microsoft Intune admin center allows you to configure and
manage the behavior of the Office apps on devices in your organization, such as controlling access to
Office files, enabling or disabling specific features, or managing document-sharing settings. Here are
the steps to create policies for Office apps:

1. Sign in to the Microsoft Intune admin center and navigate to Apps. Under Policy, select
Policies for Office Apps.

2. Click Create profile and choose the platform you want to create the profile for, such as Windows
or macOS.

3. Enter a name and description for the profile.

4. Configure the settings you want for the selected Office version, such as controlling access to
Office files, enabling, or disabling specific features, or managing document-sharing settings:

0 Apps | Policies for Office apps

Configure Settings
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Figure 4.46 — Define policies for Office apps
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5. Save your changes.

You can manage and maintain the security of the Office apps on devices in your organization better
by ensuring that critical security settings are configured in a way that meets your organization’s
requirements. That is the main reason it is recommended to create policies for Office apps in Microsoft
Defender for Endpoint.

Endpoint Security

Confused? Microsoft Defender for Endpoint or Endpoint Security? Microsoft Defender for Endpoint
and Endpoint Security are both security solutions offered by Microsoft, but they have some important
differences. Microsoft Defender for Endpoint is an advanced endpoint protection platform that helps
to prevent, detect, investigate, and respond to advanced threats on devices and networks. It provides
real-time protection against viruses, malware, and other cyberattacks. It also includes features such
as behavioral analysis, cloud-powered protection, and automated security intelligence, as we already
mentioned in the introduction. Defender for Endpoint is designed for organizations of all sizes, and
it offers centralized management and reporting capabilities.

On the other hand, Endpoint Security is a more basic security solution that provides antivirus and
anti-malware protection for Windows 10 devices. It is included in the Microsoft 365 Business Premium
and Microsoft 365 E3/E5 subscriptions, and it is designed for small to medium-sized businesses that
don’t require the advanced features of Defender for Endpoint.

As you can see in the following screenshot, on Endpoint Security, you will find different security
options that you can configure:
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Microsoft Intune admin center

s Dashboard »

Home H 1 i
# (i Endpoint security | Overview
Ell Dashboard
= All services |;'3 Search | £
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o~
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a Uzers B Security tasks
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o Antivirug
X Troubleshooting + support
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& Firewall
‘ Endpoint Privilege Management
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¥ Attack surface reduction
@  Account protection
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Microsoft recommended security settings
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Setup

‘ﬁ Microsoft Defender for Endpoint
Help and support
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Figure 4.47 — Endpoint security in the Microsoft Intune admin center

So, let’s see how you can easily configure each of the security settings and provide more effective
protection on your devices enrolled in the Microsoft Intune admin center and Microsoft Defender
for Endpoint.
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On the Endpoint Security dashboard overview, you will find three steps for quick configuration of
some of the security settings:

¢ Microsoft recommended security settings
o Simplified security policies

« Remediate endpoint weaknesses

Protect and secure devices from ene place

Enasin, carfiurs, an epiy MEant: D et Engincin b e prese necurty Sresches ans gain URIE It yaur Erganizstan s sy powre

Simalified secumty podcies

Aemediate sndpaint weakn

=50, Emp gt In B0 13T s R, -0ty lerosodt Detender e Snanainn and Tersse 30
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Figure 4.48 — Configure security baselines

Click on View Security Baselines and you will find settings for creating different profiles for the following:

o Security baseline for Windows 10 and later
o Microsoft Defender for Endpoint baseline
o Microsoft Edge baseline

o Windows 365 security baseline (at the time of writing this book, this option is still in preview)

Creating a profile for a security baseline for Windows 10 and later

After clicking on +Create profile and adding a name and description, under Configuration Settings,
you will find options for different security configurations, such as Device Lock, Firewall, System, and
Windows PowerShell. One of the most important options that you need to configure is Device Lock:
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Home » Endpoint security | Security baselines » MDM Security Baseline | Profiles >
.

Create profile

~ Data Protection
~ Device Guard
~  Device Installation

~  Device Lock

e passuord. @ C - TR

I_ Required password (O | Alphanumeric e |
I_ Password expiration [days) (O | &0 x/|
I_ Password minimum character set | 3 e |
count (E)
I_ Prevent reuse of previous | 24 e |
passwords (1)
Minimum password length (D) | 3 v’|
I_ Mumber of sign-in failures before | 10 " |

wiping device (@

Block simple passwords (1) ﬁ Mot configured )

Password minimum age in days (1) | 1 e |
Prevent use of camera (D) | Enabled o |
Prevent slide show (1) [ Enabled v |

Figure 4.49 - Create profile

As you can see, this section is no different than when you configure a password policy through a group
policy on Active Directory on-premises.

( 0
Important note

If you have Active Directory in hybrid deployment (Active Directory on-premises and Microsoft
Entra ID), you can use your group policy for password and applied to all enrolled devices in
Microsoft Defender for Endpoint. But if you only have Microsoft Entra ID and you want to
deploy your own password policy to all enrolled devices in Microsoft Defender for Endpoint,
you will need to configure this through security baselines.
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Creating a Microsoft Defender for Endpoint baseline

On the other side, the Microsoft Defender for Endpoint baseline is a set of recommended security
settings that help organizations strengthen their security posture and protect their devices and data
from various cyber threats. It is a security configuration baseline that provides a starting point for
implementing security best practices in Microsoft Defender for Endpoint. The Microsoft Defender
for Endpoint baseline consists of a set of security recommendations that cover different aspects of
security, including device and user management, ASR rules, firewall protection, application control, and
device protection. These recommendations are designed to help organizations secure their endpoints
and reduce the risk of cyberattacks:

Create profile

0 Basics 0 Configuration settings 1) Scope tags 4] Assignments 5] Review + create

Settings

| £ Search for a setting

w  Attack Surface Reduction Rules
w  BitLocker

w  Device Guard

~ Device Installation

w  DMA Guard

w  Firewal

'  Microsoft Defender

w  Smart Screen

Figure 4.50 — Microsoft Defender for Endpoint baseline

Implementing the Microsoft Defender for Endpoint baseline will provide organizations with a stronger
security posture and reduce the likelihood of a successful cyberattack. The baseline is designed to be
flexible and customizable to meet the specific needs of each organization, and it can be adjusted as
needed to address new threats and vulnerabilities. Also, organizations can change profiles anytime
and adjust them to their own needs at a specific time.

Creating a Microsoft Edge baseline

The Microsoft Edge baseline is a part of Endpoint Security and contains a set of recommended security
settings for Microsoft Edge. The Microsoft Edge baseline helps organizations implement security best
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practices and protect their users and data from various online threats. The Microsoft Edge baseline includes
a set of security recommendations covering different aspects of security, including user data protection,
browsing security, network protection, and device protection. These recommendations are designed to
help organizations configure their Microsoft Edge browsers in a way that reduces the risk of any internet
attacks. Like the previous setting, the organization can create difterent profiles for different Azure AD groups:

Home » Endpoint security | Security baselines > Microsoft Edﬁe baseline | Profiles »

Create profile

o Basics ﬁ Configuration settings 1) Scope tags 4) Assignments 5) Review + create

Settings

|F' Search for a setting

- Microsoft Edge

Supported authentication schemes (D | Enabled “ |
Supported authentication schemes 2items
Default Adobe Flash setting (0 [ Enabled M
|— Default Adobe Flach setting | Block the Adobe Flash plugin w |
Control which extensicns cannot be | Enabled ~ |
installed (0

Extension IDs the user should be Tiem

prevented from installing {or * for all)

Allow uzer-level native meszaging hosts. | Disabled £ |
(installed without admin permissions) (0

Enable saving passwords to the password | Disabled d |
manager (0
Prevent bypassing Microsoft Defender | Enabled ~ |

SmartScreen prompts for sites (0

Prevent bypassing of Microzoft Defendar | Enabled v |
SmartScreen warnings about downloads

Lo]
Enable site isclation for every site (D | Enabled kg |
Configure Microsoft Defender | Ensblzd d |

SrartScreen (1)

Configure Microsoft Defender | Enabled ~ |
SmartScreen to block potentially
unwanted apps (D)

Allow uzers to proceed from the S5L | Disabled £ |
warning page (0

Minimum S5L version enabled (0 | Enabled kg |
Minimum 55L version enabled | T51.2 s |

Allow certificates signed using SHA-1 | Disabled £ |

when issued by local trust anchors

({deprecated) 0

Figure 4.51 — Microsoft Edge baseline
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Organizations can enhance and improve the security of their web browsing experience and reduce
possible successful attacks such as viruses, phishing, malware, and other online threats. The Microsoft
Edge baseline is designed to be flexible and customizable to meet the specific needs of each organization,
and it can be adjusted as needed to address new threats and vulnerabilities. Any configuration, of
course, depends on the organization’s needs and requirements.

Creating a Windows 365 security baseline

Windows 365 is a cloud-based service that allows users to access a virtualized Windows desktop
experience on any device, including PCs, tablets, and mobile devices. To ensure the security of Windows
365, Microsoft has developed a set of security baselines that provide a minimum level of security
that organizations should implement to protect their Windows 365 environment. The Windows 365
security baseline is a set of recommended security settings and configurations for Windows 365 that
help organizations secure their virtual desktops and maintain a consistent security posture across their
environment. The security baseline is based on industry best practices and is updated regularly to
address new and emerging security threats. The Windows 365 security baseline includes a set of group
policy settings that can be applied to virtual desktops to enforce security policies such as password
complexity, user account control, and encryption. The baseline also includes a set of security features
that can be enabled, such as Windows Defender Antivirus and Windows Firewall, to protect virtual
desktops from malware and unauthorized access.

In addition to the security baseline, Microsoft also provides security guidance and tools to help
organizations secure their Windows 365 environment, including the Microsoft Security Compliance
Toolkit, which provides recommended security configurations and policies for Windows 365.

If you have any Microsoft Windows 365 (Business or Enterprise) deployment in your environment
and are looking for efficient protection, the Windows 365 security baseline is the perfect solution
to implement.
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Home > Endpoint security | Security baselines > Windows 365 Security Baseling | Profiles

Create profile
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Figure 4.52 - Windows 365 security baseline
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Managing and creating different policies under Endpoint Security

Besides security baselines, Microsoft Intune, under Endpoint Security, provides the option to create
different policies for the following:

« Antivirus

o Disk encryption

o Firewall

o Endpoint detection and response

o Attack surface reduction

e Account protection

o Device compliance

« Conditional access

Let’s see how you can create and implement different policies in your environment and protect your
devices more in everyday work. But before starting with configuration policies, it would be good
to check which version of Endpoint Security you have implemented on your tenant. Go to Tenant
Administration | Tenant Status and check under Tenant Details which Service release version

is implemented:
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Figure 4.53 - Tenant administration
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You can find more information about the version and updates by clicking on the number under

Service release.
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Configuring an antivirus policy in the Intune portal

As we mentioned earlier, Microsoft Endpoint Security is a suite of security tools and features designed
to protect devices and data within an organization. One of the key components of Endpoint Security
is the antivirus policy, which helps protect against malware, viruses, and other malicious software.

An antivirus policy is a set of rules and settings that dictate how the antivirus software behaves on
devices within an organization. In Microsoft Endpoint Security, the antivirus policy is used to configure
and manage the antivirus protection on devices running Windows 10, Windows Server, and macOS.

Some of the key elements that make up an antivirus policy in Microsoft Endpoint Security are as follows:

o Malware detection: The antivirus policy defines how the antivirus software detects and responds
to malware threats. This includes setting up real-time scanning, scheduling regular scans, and
specifying what types of files or devices should be scanned.

o Threat remediation: The antivirus policy also outlines what actions should be taken when a
threat is detected. For example, it might quarantine or delete infected files, or block access to
malicious websites.

o Reporting: The policy can be used to set up reporting and alerting so that security teams can
be notified of any threats or suspicious activity.

« Exclusions: Sometimes it may be necessary to exclude certain files or directories from being
scanned by the antivirus software. The antivirus policy allows administrators to specify
these exclusions.

» Update management: The antivirus policy also includes settings for managing updates to the
antivirus software and virus definitions. This ensures that devices are always protected with
the latest security updates.

The antivirus policy in Microsoft Intune admin center is a critical component of an organization’s
security strategy, helping to protect against malware and other malicious software threats. By configuring
and managing these policies, administrators can ensure that devices within their organization are
kept secure and up to date by using next-generation antivirus solutions. Let’s explore the process of
configuring an Antivirus Policy within the Microsoft Intune admin center:

1. Click on Antivirus and under AV policies, click on + Create Policy. On the window that
opens, select a platform and profile. Supported platforms are the following:

= Windows 10, Windows 11, and Windows Server
= macOS
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* Windows 10, Windows 11, and Windows Server (Configuration Manager)
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Figure 4.54 - Endpoint security antivirus

Windows Defender Antivirus is the next-generation protection component of Microsoft
Defender for Endpoint. Next-generation protection brings together machine learning, big

data analysis, in-depth threat resistance research, and cloud infrastructure to protect devices
in your enterprise organization.

2. Click Create.

3. After providing a name (required) and description, click Next. On the opened Configuration
settings tab, check the options that you can configure. Keep in mind that you have the option
to create different antivirus policies and apply them to different security groups. The following
screenshot provides a short example of options that you can configure.
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Create profile
Microsaft Defender Antivirus

0 Basics o Configuration settings 1) Scope tags 4] Assignments 5) Review + create

~  Defender
Allow Archive Scanning (@ | Mot configured e |
Allow Behavior Monitoring (0 | Mot configured e |
Allow Clowd Protection (1) | Mot configured W |
Allow Email Scanning (D | Mot configured o |
Allow Full Scan On Mapped Metwork | Mot configured v |
Drives (1)
Allow Full Scan Remeovable Drive | Mot configured A |
Scanning (D)
Allow Intrusicn Prevention System (D | Mot configured hd |
Allow scanning of all downloaded files | Mot configured V |

and attachments (2
Figure 4.55 - Configuration settings for antivirus

4. Define the settings under Scope tags and Assignment and click Create. Depending on your
organization’s needs, you can create many antivirus profiles for different groups of users.

If you select macOS as a platform, only one option for a profile is available for configuration:

Create a profile %
Platform

| macs R |
Profile

| Antivirus e |
Antivirus

Customers using Microzoft Defender Advanced Threat Protection for Mac can configure and
deploy Antiviruz settings mac05 managed devices.

Figure 4.56 — Create a profile
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5. Same as for the Windows profile, define the name and description for the macOS antivirus
policy and configure the settings per your needs:

Home » Endpoint security | Antivirus >

Create profile

Antivires

o Basics o Configuration settings }) Scope tags 4] As
I —

A

gnments £) Review + create

Settings

| £ Search for a setting

~ Microsoft Defender for Endpoint

Real-time protection (@ | Mot configured ' |

Cloud-delivered protection () | Mot configured ' |

Automatic sample submizsion (@ | Mot configured s |

Diagnostic data collection (1 | Mot configured hd

Folders excluded from scan 0 items

Files excluded from scan 0 items

File types excluded from scan 0 items

¢ < < <

Proceszes excluded from scan 0 items
Figure 4.57 — Define a name and description for the macOS antivirus policy

Once you find the settings window, look for options that allow you to configure the following:

* Scheduled scans: Configure the software to perform scheduled scans of your system. You
can specify the frequency and time of the scans.

* Real-time protection: Enable real-time scanning to monitor your system for any threats
in real time.

* Diagnostic data collection: Configure the software to send any detected threats automatically
to Microsoft.

= Exclusions: Exclude any files or folders that you know are safe from being scanned by
the software.
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Configuring disk encryption

Microsoft Endpoint disk encryption is a feature in Microsoft Intune that allows organizations to
encrypt the hard drives of their managed devices to protect sensitive data from unauthorized access.
Disk encryption is important for several reasons:

Data protection: Disk encryption ensures that sensitive data stored on a device’s hard drive
is protected against unauthorized access. This is important because if an unauthorized person
gains access to the device, they will not be able to read or access the data without the encryption
key or password.

Compliance: Many regulations and standards, such as HIPAA and GDPR, require the protection
of sensitive data. Disk encryption can help organizations comply with these regulations by
ensuring that sensitive data is protected in case of device theft or loss.

Theft prevention: If a device is lost or stolen, the encrypted data on the hard drive will be
inaccessible to unauthorized users, preventing the data from falling into the wrong hands.

Peace of mind: Disk encryption can provide peace of mind to organizations and individuals
that their sensitive data is protected. This can help reduce anxiety and stress related to data
breaches and unauthorized access to sensitive information.

Here are the steps to configure Microsoft Endpoint disk encryption:

1. Sign in to the Microsoft Intune admin center using your admin credentials.
2. Go to Endpoint security | Disk encryption and click on + Create Policy.
3. Select Windows 10 and later or macOS as the platform and Endpoint protection as the
profile type:
HOC 2 AR Sy, Create a profile  x

2 Endpoint security | Disk encryption

O Seech . { crears oy () Refresh ol Expon Mattorm

Overview

Manage

U Artiviraz

=)

Windows 10 and igter

Search by Ptk nams

Poticy name T4 Policy type FL Assigned T Platform te  Target macas

Na resils

| Disk aneryption

4.

Figure 4.58 — Endpoint security disk encryption

Choose BitLocker (Windows 10) as the encryption type and configure the settings as per
your requirements.
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5. In the Configuration settings section, you can choose whether to use base, fixed, OS drive,
or removable drive settings.

Create profile
BitLocker

0 Basics o Configuration settings 3) Scope tags 4] Assignments 5) Review + create

Settings

| £ Search for a setting

». BitLocker - Base Settings
]

Emable full disk encryption for 05 and [:: Yas m

fived data drives @

Require storage cards to be encrypted Yer [ Norconfgued )

[{mobile only) @

Hide prompt about third-party [:: Yes Not configured )
encryption (1)
Configure client-driven recovery | Mot configured ~ |

password rotation (D)

~. BitLocker - Fixed Drive Settings

BitLocker fixed drive policy (D [: Configure Mot configured )

#  BitLocker - OS Drive Settings

BitLocker system drive policy () [:: Configure Mot configured )

~ BitLocker - Removable Drive Settings
. ]

BitLocker removable drive policy (D ( Configure Mot configured )

Figure 4.59 - Create profile for disk encryption

6. Assign the policy to the target devices or groups to apply the encryption settings.
7. Review and save the policy.
Once the policy is applied, the devices will automatically encrypt their hard drives using the specified

settings. You can monitor the encryption status of devices in the Microsoft Endpoint Manager
admin center.
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Configuring a firewall policy

Microsoft Endpoint Security Firewall is a feature in Microsoft Intune that allows organizations to
create firewall policies to control inbound and outbound traffic on their managed devices. Besides
configuring a firewall policy, you have the option to check MDM device running Windows 10 or later
with the Firewall option off. From that report, you can create and assign different firewall policies,
based on your needs.

Here are the steps to configure a Microsoft Endpoint Firewall policy:

1. Sign in to the Microsoft Endpoint Manager admin center using your admin credentials.
2. Go to Endpoint Security | Firewall and click on + Create Profile.

3. Select Windows 10, Windows 11 and Windows Server as the platform and choose Microsoft
Defender Firewall as a platform. Then, press Create:

e it ol Create a profile %
& Endpoint security | Firewall

Summary  BOM devices runring Windows 10 of fater with firewall off  Reusable settings {preview)
—

LY Rabush

Last refreshed o /2772023, 1:33:21 AM
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 Freval
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W Encpint detection and rasporse
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Figure 4.60 — Endpoint security Firewall configuration

4. After giving a name and description, click Next and define the configuration settings (the
following screenshot contains fewer options than reality):
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Home » Endpoint security | Firewall
-

Create profile
Microsoft Defender Firewall

0 Basics o Configuration settings 1) Scope tags 4 ) Assignments 5) Review + create

# Firewall

The Firewall configuration service provider configures the Windows Defender Firewsll global settings, per profile settings.
as well 3= the desired set of custom rules to be enforced on the device. Using the Firewall C5P the IT admin cam now
manage non-domain devices, and reduce the risk of network security threats across all systems connecting to the
corporate network

Disable Stateful Frp (@ | Mot configured o |
Enable Domain Metwork Firewall (@ | Mot configured e |
Global Ports Allow User Pref Merge (O | Mot configured A |
Default Inbound Action for Domain | Mot configured W |
Prafile (1)
Dizable Stealth Mode |psec Secured | Mot configured o |

Packet Exemption (0

Allow Local lpsec Policy Merge (0 | Mot configured N |
Auth Apps Allow User Pref Merge () | Mot configured N |
Shielded @D | Mot configured o |

Figure 4.61 — Configuration settings

5.  Assign the policy to the target devices or groups to apply the firewall settings.
6. Review and save the policy.

Once the policy is applied, the devices will automatically enforce the firewall settings specified in the
policy. You can monitor the firewall status of devices in the Microsoft Intune admin center.

Setting up endpoint detection and response

Microsoft EDR is a feature in Microsoft Defender for Endpoint that helps organizations detect and
respond to security threats on their managed devices. In Microsoft Defender for Endpoint, this solution
is available for the Windows platform only. Here are the steps to create an EDR policy:

1. Sign in to the Microsoft Defender for Endpoint portal using your admin credentials.

2. Go to Endpoint security | Endpoint detection and response and click on + Create Policy.
Configure the settings as per your requirements:
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Figure 4.62 - Endpoint detection and response

3. After defining the name and description, click Next.

4. Under Configuration settings, enable all three options:

A. Microsoft Defender for Endpoint client configuration package type (this Microsoft
detection and response capabilities provide advanced attack detections that are near real
time (NRT) and actionable)

B. Sample Sharing
C. Telemetry Reporting Frequency

Home > Endpoint security | Endpoint detection and response >
]

Create profile

Endpoint detection and response

o Basics o Configuration settings 1) Scope tags 4) Assignments 5) Review + create
—
-~ Microsoft Defender for Endpoint
Microsoft Defender for Endpoint client | Mot configured e |
configuration package type @
Sample Sharing (@) | Mot configured e |
Telemetry Reporting Frequency (1) | Mot configured s |

Figure 4.63 - Create profile

5. Add scope tags, if you need to, and assignments on users or groups.

6. Review and press Create.
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Once the policy is applied, the devices will automatically enforce the EDR settings specified in the
policy. You can monitor the security status of devices in the Microsoft Intune admin portal and receive
alerts and notifications about security threats.

Configuring attack surface reduction

Microsoft Endpoint ASR policies are a set of security measures designed to reduce the attack surface
of Windows-based endpoints. These policies are included in Microsoft Intune, a comprehensive
security solution that provides endpoint protection, detection, and response capabilities. ASR policies
use a combination of rules and policies to limit the exposure of endpoints to various threats, such as
malware and exploits. At the time of writing, ASR can be implemented only for Windows 10 and later
platforms. These policies work by restricting the execution of certain processes and behaviors that are
commonly exploited by attackers, and by blocking the use of potentially dangerous applications. ASR
policies are highly customizable, and administrators can configure them to meet the specific needs of
their organization. ASR policies include the following:

o ASRrules

« Exploit protection

o Device control

o App and browser isolation

o Web protection (Microsoft Edge Legacy)

o Application control

By implementing ASR policies, organizations can significantly reduce the risk of endpoint compromise
and protect their sensitive data and assets from cyberattacks.
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Figure 4.64 — Configure Attack surface reduction
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To create an ASR policy, simply choose a platform and profile. After adding a name and description,
press Next, and for the chosen profile, define configuration settings. You can select different ASR
policies for different users and groups.

Configuring account protection

Microsoft Endpoint account protection is a set of security measures designed to protect user accounts
and identities from cyber threats. It is a part of the Microsoft Defender for Endpoint suite (Microsoft
Defender for Endpoint and Intune) of security solutions, which provides comprehensive protection
for endpoints, including PCs, servers, and mobile devices. Endpoint account protection uses a variety
of techniques, including the following:

o Multi-factor authentication (MFA): This requires users to provide an additional form of
authentication, such as a code or biometric factor, in addition to their password, to access
their accounts

o Conditional access: This allows administrators to control access to corporate resources based
on various criteria, such as user location, device type, and risk level

« Passwordless authentication: This allows users to sign in without passwords by using biometric
authentication, such as facial recognition or fingerprint scans

o Identity protection: This uses machine learning algorithms to detect and respond to suspicious
sign-in attempts and other anomalous activities associated with user accounts

o Privileged access management: This limits access to sensitive resources by granting permissions
only when needed and for a limited time

Endpoint account protection is configured in the following way:

1. Click on Endpoint Security, and under Manage, select Account Protection.

2. Click on + Create Policy and select Platform and Profile values:
A. Platform:
+ Windows 10 or later versions
B. Profile:

+ Local User Group Membership

+ Account Protection

3. Define Name and Description and press Next.

4. Define a configuration for the chosen profile (account protection configuration settings are
shown in the following screenshot).
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Create profile

Account protection (Preview)
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Figure 4.65 — Account protection

5. Add scope tags, if you need to, and assignments on users or groups.

6. Review and press Create.

Configuring device compliance

Configuring Microsoft Endpoint device compliance involves setting up policies and rules that
determine the security requirements that devices must meet to be considered compliant. This is an
important aspect of endpoint security as it ensures that devices accessing corporate resources meet
certain security standards and are less vulnerable to attacks.

Microsoft Endpoint device compliance is a feature within Microsoft Intune that enables organizations
to enforce policies and rules to ensure that devices accessing corporate resources meet certain security
standards. It allows administrators to define and manage compliance policies, monitor the compliance
status, and remediate any devices that are out of compliance. Endpoint device compliance ensures that
devices are secure and protected against threats by ensuring that they meet present security standards.
As an administrator, you can configure different policies, notifications, and compliance policy settings.
You can create different policies for the following platforms, as you can see in the following screenshot:
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Figure 4.66 - Compliance policies

When you configure device compliance, you can define for each platform the minimum and maximum
operating system that can be used in your organization. Of course, you can apply different device
compliance rules for different users and groups. For Linux devices, you can upload scripts:
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Figure 4.67 — Scripts for compliance policies

Endpoint Security device compliance provides a comprehensive approach to device security that helps
organizations to have detailed insights into the compliance of the devices used in the organization. By
implementing Endpoint device compliance, organizations can ensure that all devices accessing their
resources meet certain security standards, which helps to reduce the attack surface.

Configuring Conditional Access policies

Microsoft Endpoint Conditional Access (CA) policies are a set of security controls that can be applied
to devices and apps accessing corporate resources. These policies allow administrators to define the
conditions under which a user can access a particular resource, such as a file or an application, based
on factors such as the user’s identity, the device being used, and the location from which the user is

accessing the resource.
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Endpoint CA policies can be used to enforce security requirements such as MFA, device compliance
checks, and network location restrictions. For example, an organization can create a policy that requires
users to use a company-managed device, have up-to-date antivirus software, and be located within a
specific geographic area before they can access certain applications or data.

An easier way to configure Endpoint Security CA is to click on + New Policy From Template and
check all templates available for implementation. In many cases, you will find predefined policies that
you can use in your organization.

Create new policy from templates

AT RE e + Crue

Figure 4.68 — CA policy

Most of this can be configured from the Microsoft Entra ID portal, but if you are planning to have
CA for different devices, you can configure from the Endpoint Security portal.

Depending on your needs, you can configure terms of use and upload text with different CA policies.
& Conditional Access | Terms of use =
Azure Active Directory L]

“ + Mew terms / Edit terms LT| Celete terms E View audit logs |E| View selected audit logs ,ﬁ\j Got feedback?

O Overview (Preview)

| 2 Search for a terms of use

= Policies
MName

L] Insights and reporting
Mo terms of use to display

H Diagnose and solve problems

Manage

% MNamed locations
[ Custom controls (Preview)

B Terms of use

# VPN connectivity
&5 Authentication context
0 Authentication strengths (Preview)

= Classic policies

Figure 4.69 — CA terms of use
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Click on + New terms and define what you want to have inside your own terms of use. Keep in mind
that you need to select the CA policy on which you want to enforce new terms of use.

Home » Endpoint security | Conditional access > Conditional Access | Terms of use
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o
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Duration before re-acceptance required | Example: 00
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Conditional access
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templates * ()
Custom policy
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Figure 4.70 — Define terms of use

By using Endpoint CA policies, organizations can provide a higher level of security for their data and
resources while still allowing employees to access the tools they need to do their jobs. Microsoft Endpoint
CA policies are part of the Microsoft Endpoint Manager suite of tools, which allows administrators
to manage and secure devices, apps, and data across multiple platforms and devices.



Summary

In conclusion, Microsoft Endpoint Security is a comprehensive and integrated solution that helps
organizations protect their devices and data from a wide range of cyber threats and can be configured
in the Intune portal. With its advanced capabilities and features, it provides a multi-layered defense
mechanism that can quickly detect and respond to security incidents.

One of the key features of Microsoft Endpoint Security is its antivirus capabilities. The solution uses
advanced machine learning algorithms and real-time threat or NRT intelligence to detect and remove
viruses, malware, and other types of malicious software. This not only helps to protect devices from
infection but also prevents malware from spreading to other devices on the network. In addition to
antivirus, Microsoft Endpoint Security also includes a powerful firewall that can be configured to block
incoming and outgoing traffic based on a set of rules. This helps to prevent unauthorized access to the
network and can also be used to block access to specific websites or applications. Another important
key feature of Microsoft Defender for Endpoint is its EDR capabilities. The solution uses advanced
behavioral analytics to detect suspicious activity on devices and can quickly respond to security
incidents. This helps organizations identify and contain threats before they can cause significant damage.

Moreover, Microsoft Endpoint Security integrates with other Microsoft security solutions, such as
Microsoft Defender for Endpoint and Microsoft Defender for Cloud Apps. This provides a unified
security platform that helps organizations to manage and respond to security incidents effectively.
The solution also integrates with Microsoft Intune, which allows organizations to manage devices and
apply security policies from a single console.

Overall, Microsoft Endpoint Security is a powerful solution that can be integrated with your System
Center Configuration Manager and can help organizations to secure their devices and data in a
fast-changing threat landscape. With its advanced capabilities and integration with other Microsoft
security solutions, it is a valuable investment for any organization that takes security seriously. By
using Microsoft Endpoint Security, organizations can have peace of mind knowing that their devices
and data are protected by a comprehensive and integrated security solution.

Summary

Microsoft Defender for Endpoint with Microsoft Intune represents a crucial cybersecurity solution in
today’s dynamic threat landscape. It is designed to address the diverse and evolving security challenges
faced by organizations. Formerly known as Windows Defender ATP, this platform specifically focuses
on defending endpoint devices, which are on the front line in the battle against cyber threats.

In a world where cyberattacks are constantly evolving in sophistication, Microsoft Defender for
Endpoint offers an extensive toolkit to combat these challenges effectively. With its advanced threat
protection capabilities, it guards against a wide spectrum of threats, including malware, ransomware,
and zero-day attacks.

One of its standout features is the EDR functionality, which empowers organizations to not only
identify but also respond swiftly to security incidents. This capability enhances an organization’s ability
to investigate and remediate threats promptly, reducing the potential impact of breaches.
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Furthermore, the platform helps organizations reduce their attack surface through techniques such
as ASR and secure configuration management. These features minimize vulnerabilities and create a
more resilient security posture. Microsoft’s expansive threat intelligence network further strengthens
the platform by providing up-to-date threat information, ensuring that organizations are equipped to
counter the latest threats effectively. The inclusion of security analytics and threat and vulnerability
management tools helps organizations gain insights into their security postures, enabling them to
identify and remediate vulnerabilities proactively.

The platform seamlessly integrates with Microsoft 365 services, creating a unified security ecosystem.
This integration enhances visibility and coordination across various security components.

Lastly, the platform offers centralized management capabilities, simplifying security operations by
allowing organizations to manage policies, configurations, and threat responses from a single console.

In summary, Microsoft Defender for Endpoint is a robust cybersecurity solution that plays an important
role in an organization’s defense against ever-evolving and increasingly sophisticated digital threats. It
serves as a cornerstone of proactive threat detection, incident response, and risk mitigation in today’s
fast-paced digital landscape.

In the upcoming chapter, we will take a journey into the world of data governance and management
with a focus on Microsoft Purview. This innovative platform is designed to revolutionize the way
organizations handle their data assets, providing a comprehensive solution for discovering, classifying,
and governing data. As we explore the features and capabilities of Microsoft Purview, you'll discover
how it equips businesses with the tools they need to harness the full power of their data, promoting
informed decision-making, enhancing data security, and optimizing their data ecosystem for success
in the digital age.



5
Getting Started with
Microsoft Purview

In today’s data-driven landscape, where information flows very fast and businesses rely on data insights
to make informed decisions, managing and harnessing the power of data has become paramount.
Microsoft Purview, a dynamic and innovative solution in the realm of data governance and management,
is poised to revolutionize how organizations handle their data assets.

This chapter serves as your gateway into the world of Microsoft Purview, offering a comprehensive
introduction to its fundamental concepts, features, and functionalities. Whether youre an IT
professional, a data analyst, a business leader, or someone with a keen interest in the possibilities of
data, this chapter will equip you with the foundational knowledge needed to embark on a journey of
discovery within the realm of Microsoft Purview.

So, let’s begin our exploration of Microsoft Purview, unlocking the doors to a world where data becomes
not just a valuable asset but also a strategic advantage. We will cover the following topics in this chapter:

¢ A Microsoft Purview introduction

« Configuring Microsoft Purview

o Classifiers in Microsoft 365 Purview
o Content search

o Data loss prevention

About Microsoft Purview

Microsoft Purview is a data management platform that enables organizations to discover, manage,
and govern their data assets across on-premises, multi-cloud, and Saa$ environments. It is a cloud-
based solution that integrates with various data sources and provides a unified view of data across
an organization. In this article, we will explore the key features of Microsoft Purview, how it works,
and its benefits.
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Here are the key features of Microsoft Purview:

» Data discovery: Microsoft Purview enables organizations to discover and inventory their data
assets across multiple data sources, including structured, unstructured, and semi-structured
data. The platform provides a centralized metadata repository that provides a unified view of
data assets across an organization. With this, organizations can quickly find and understand
the data they have and assess its quality, lineage, and sensitivity.

« Data cataloging: Once the data is discovered, Microsoft Purview provides an automated
cataloging process that organizes the data assets into a hierarchical order. This helps organizations
to better understand their data assets and quickly locate relevant data.

o Data lineage: Microsoft Purview tracks data lineage, showing how data moves through an
organization, including where it originated, how it has been transformed, and where it is
currently stored. This feature is essential for organizations that need to understand how data
is being used and to ensure compliance with regulations such as GDPR, CCPA, and HIPAA.

« Data governance: Microsoft Purview provides tools for data governance, including data
classification, data protection, and data access control. This feature enables organizations to
ensure that their data is secure and meets regulatory requirements.

« Integration with Microsoft Power Platform: Microsoft Purview integrates with Microsoft
Power Platform, enabling users to leverage the platform’s low-code capabilities to create custom
solutions and automate workflows.

Now, let’s dive into the workings of Microsoft Purview and explore how this innovative platform work
with data discovery and management.

How it works...

Microsoft Purview uses connectors to ingest metadata from various data sources, including on-premises,
multi-cloud, and Saa$S environments. The metadata is then organized into a hierarchical taxonomy
using an automated cataloguing process. The platform uses machine learning to enrich metadata with
additional information, such as data lineage and sensitivity. This feature enables users to quickly find
and understand data assets, assess data quality, and ensure compliance with regulations.

Microsoft Purview provides a unified view of an organization’s data assets, enabling users to search
and discover relevant data quickly. Users can also collaborate and share data assets with other users,
improving data discovery and use across the organization.

Benefits

Now, let’s shift our focus to the real-world perks that Microsoft Purview offers businesses, bringing a
host of compelling benefits to the forefront of how we handle and oversee our valuable data.
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o Improved data discovery and understanding: Microsoft Purview provides a unified view
of an organization’s data assets, enabling users to quickly find and understand relevant data.

« Improved data governance and compliance: Microsoft Purview provides tools for data
classification, data protection, and data access control, enabling organizations to ensure that
their data is secure and meets regulatory requirements.

o Improved collaboration and sharing: Microsoft Purview enables users to collaborate and
share data assets with other users, improving data discovery and use across an organization.

« Improved data quality: Microsoft Purview uses machine learning to enrich metadata with
additional information, improving data quality and enabling users to assess data quality
more effectively.

o Lower cost and complexity: Microsoft Purview is a cloud-based solution that provides a
centralized metadata repository, reducing the cost and complexity of managing data across
multiple data sources.

In conclusion, Microsoft Purview is a powerful data management platform that enables organizations to
discover, manage, and govern their data assets across on-premises, multi-cloud, and Saa$S environments.
The platform provides a unified view of an organization’s data assets, improving data discovery and
understanding, data governance and compliance, collaboration and sharing, and data quality.

Technical and license requirements

Microsoft Purview compliance is a suite of solutions that helps organizations manage and meet their
regulatory and compliance requirements. It includes various solutions, such as Microsoft 365 Compliance
Center, Microsoft Information Protection, eDiscovery, LegalHold and Microsoft Compliance Manager.
Before implementing Microsoft Compliance, it is essential to ensure that your organization meets the
technical and license requirements.

The technical requirements for this chapter are as follows:

o Supported browsers: Microsoft Compliance requires the use of a modern web browser, such
as Microsoft Edge, Google Chrome, or Mozilla Firefox

o Azure Active Directory: Azure Active Directory (AAD) is required to provide authentication
and authorization for users to access the Compliance solutions

o Network connectivity: Microsoft Compliance requires network connectivity to access the
Compliance solutions and for data transfer between the solutions and the user’s devices

« Data sources: Microsoft Compliance solutions support various data sources, including Microsoft
365, Microsoft Azure, and third-party applications and services
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Microsoft Compliance requires a license to use. The license is available in various options, depending
on the specific solution and the features and capabilities required by the organization. The following
are some of the licensing options for Microsoft Compliance:

o Microsoft 365 E5 Compliance: This license includes all the compliance solutions and features,
such as Microsoft 365 Compliance Center, Microsoft Information Protection, and Microsoft
Compliance Manager

o Microsoft Information Protection and Governance: This license includes Microsoft Information
Protection and some features of Microsoft 365 Compliance Center

« Microsoft Compliance Manager: This license includes Microsoft Compliance Manager and
some features of Microsoft 365 Compliance Center

o Microsoft Cloud App Security: This license includes Microsoft Defender Cloud App Security,
which provides advanced threat protection and compliance capabilities for cloud applications
and services

Microsoft Purview licenses are available as a subscription-based model, with different pricing options
based on the number of users and the selected features.

To manage Microsoft Purview effectively, you will need to assign specific AAD roles to users or groups.
These roles provide the necessary permissions to perform various tasks and operations within Microsoft
Purview. The required AAD roles for Microsoft Purview include the following:

o Compliance administrator

o Compliance data administrators
+ Global reader

+ Information protection
 Information protection admins
 Information protection analyst
+ Information protection investigators
 Information protection readers
» Organization management

» Records management

o Security administrator

» Security operator

o Security reader
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It is worth noting that these roles are specific to Microsoft Purview and are separate from the AAD
roles that are generally used to manage Azure resources. To assign these roles to users or groups, you
can navigate to the Azure AD portal or use Azure PowerShell or Azure CLI commands.

Bear in mind that the specific role names and permissions may be subject to change, and it’s always
advisable to refer to the official Microsoft documentation or consult Microsoft support for the most
up-to-date information on Azure AD roles for Microsoft Purview.

In conclusion, before implementing Microsoft Compliance, it is essential to ensure that your
organization meets the technical requirements, including the supported browsers, AAD, network
connectivity, and data sources. Additionally, it is essential to ensure that you have the required license
for Microsoft Compliance, depending on the specific solution and the features and capabilities required
by your organization.

( 7
Important note

Microsoft Compliance and Azure Purview are two different solutions provided by Microsoft.
While both solutions are designed to help organizations manage their data and meet their
compliance requirements, they have different purposes and functionalities. In summary,
while Microsoft Compliance and Azure Purview share some common objectives in helping
organizations manage their data and meet their compliance requirements, they have different
functionalities and purposes. Microsoft Compliance focuses on providing solutions for regulatory
and compliance requirements, while Azure Purview focuses on providing a data governance
solution that helps organizations discover, understand, and manage their data assets.

Configuring Microsoft Purview

Compliance Manager is a tool provided by Microsoft that helps organizations assess and manage their
regulatory compliance requirements within the Microsoft cloud ecosystem. It provides a centralized
dashboard to track and manage compliance activities, assess risks, and monitor progress toward
meeting regulatory standards.

Compliance Manager is directly integrated into the Microsoft Purview portal; both tools serve different
purposes in managing data and compliance. Microsoft Purview focuses on data discovery, classification,
and governance, while Compliance Manager is more geared toward compliance management across
various Microsoft services.

Compliance Score

Microsoft Purview’s Compliance Score is a powerful tool that enables organizations to assess their
compliance with various regulatory requirements and industry standards. It provides a comprehensive
view of an organization’s compliance posture, highlighting areas where improvements can be made and
helping to prioritize remediation efforts. This tool is part of the Microsoft Purview platform, which is
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designed to help organizations manage and govern their data across on-premises, multi-cloud, and
Saa$ environments. One of the key benefits of Microsoft Purview’s Compliance Score is that it provides
a centralized view of an organization’s compliance posture across different regulatory frameworks
and standards. This includes standards such as GDPR, HIPAA, ISO 27001, NIST, and others. The
tool aggregates compliance data from various sources, such as Microsoft Cloud App Security and
Microsoft 365 compliance portal, to provide a unified view of an organization’s compliance posture.

Another key benefit of Microsoft Purview’s Compliance Score is that it enables organizations to
track their compliance progress over time. The tool provides a Compliance Score that ranges from 0
to 1,000, with higher scores indicating better compliance posture. This score is calculated based on
various factors, such as an organization’s compliance controls, policies, and procedures, as well as its
implementation of security controls and risk management practices.

In addition to providing a Compliance Score, Microsoft Purview’s Compliance Score also provides
detailed insights into an organization’s compliance posture. It highlights areas where the organization
is doing well and areas where improvements can be made. This helps organizations prioritize their
remediation efforts and focus on the areas that are most critical to their compliance posture.

Compliance Manager
Oveniew  Improvement actions  Solubons  Assecsments  Regulaions  Alens  Aler palickes

= your pragress in compl ctian that halp reduca risks

data protoction and regulatony standards. fing

i i D) 13 agaarion 1 mpcaie Thar hat Bean Updinac el sm s asiacs

5 2 805 14400 WA T 1335 TS 3T T s COMTARE

Cverzil conpliange score Key improvement actians Selutians that affect your sare

Taiing bey Aot inymur compiancs schtons wil noaarm pour S

moteompieted | Compieted | Gutatscope

Your compliance score: 72%

280 o L]
Scham Seare comrcuren. Remaining acbor
I acion It Faue i o fcsbon cype
Augit PETES
Protect Authanticatar Contant -2 peienn b D Graip Cperacize
Azure Acthve Directary 0357 pern
Limit Consacutive Logon Fallares 17 it Dlast Brnin Cpmmaticrm
Jizure Informetion Frat.. 0 o
Impl=men scoount ockout +i7 pobens [ o iyt
. ! Comminication compl_ 05 po 1
11845/16070 points achicved Prutect suthentcetons commensursie WED use -5 okt [
Comphisnce Manager 01570 poinns
apR Ttk ko Befresh mithentcator: +27 peie
oy 408 : DAt investigasian 373 e
Brmtect wireless scress £27 pbens s
Mcmach maraged poms sctievsd (1 a3 055 BEVESTION 0087 e &
11,845/ 12,062 Protect passworns mith encyption 7 pore Ao
Detenster for Cloud AR . 058 e

Manage aulhenticatar §fstime and rouse 27 it e Dot B Cpaene
Exchange A1 pern
Restrict access 1o private keys <37 pietn s Dt By Cpaicn

Laam how your Camplinos score (s caloulated View all improvement actions View g sob

Figure 5.1 — Compliance Manager

Improving your Compliance Score in Microsoft Purview involves implementing a range of best
practices and security controls across different areas of an organization’s IT environment. Here are
some general steps that can help improve the Compliance Score:

1. Identify the compliance requirements: The first step is to identify the regulatory requirements
and industry standards that are applicable to an organization. This involves conducting a
comprehensive risk assessment and reviewing the organization’s policies, procedures, and controls.
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2. Develop a compliance program: Once the compliance requirements have been identified, the
organization should develop a compliance program that includes policies, procedures, and
controls to meet those requirements. This may involve implementing technical controls such
as access controls, encryption, and data loss prevention, as well as administrative controls such
as training and awareness programs.

3. Implement technical controls: Implementing technical controls is an essential aspect of
improving compliance posture. This may involve implementing security controls such as
firewalls, intrusion detection/prevention systems, and endpoint protection. It may also involve
implementing data governance solutions such as data classification and data lineage tools.

4. Train employees: Employees play a crucial role in maintaining compliance posture. Organizations
should provide regular training and awareness programs to ensure employees understand their
responsibilities and how to comply with regulatory requirements.

5. Monitor compliance: Monitoring compliance is critical to maintaining a good compliance
posture. This involves implementing a robust monitoring and reporting framework that provides
real-time visibility into compliance events. It may also involve conducting regular compliance
audits and assessments.

6. Continuous improvement: Compliance posture is not a one-time activity but requires continuous
improvement. Organizations should regularly review and update their compliance program to
reflect changes in regulatory requirements, new threats, and emerging best practices.

By following these steps, organizations can improve their compliance posture and increase their
Compliance Score in Microsoft Purview. Microsoft Purview’s Compliance Score provides valuable
insights and recommendations, helping organizations prioritize their efforts and identify areas where
they need to improve.

Microsoft Purview’s Compliance Score is designed to be easy to use and deploy. It integrates with
Microsoft Azure and other Microsoft services, making it easy to incorporate into existing workflows
and processes. The tool also provides actionable recommendations and guidance to help organizations
improve their compliance posture.

Opverall, Microsoft Purview’s Compliance Score is a powerful tool that can help organizations assess
their compliance posture and prioritize their remediation efforts. It provides a centralized view of an
organization’s compliance posture across different regulatory frameworks and standards, enabling
organizations to track their compliance progress over time. With its detailed insights and actionable
recommendations, Microsoft Purview’s Compliance Score can help organizations improve their
compliance posture and reduce the risk of non-compliance. There are more than 280 items that can
help organizations to improve their compliance.
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Figure 5.2 — Improvement actions

Each improvement in the Compliance Score requires several actions to be taken before implementation:

Compliance Manager Improvement actions » Implement account lockout

Implement account lockout

IL

Implementation  Testing  Related controls  Evidence

Details L

Implementation status

Mot Available

Implementation Status Test status
Mot Implemented Mone Implementation date
Points achieved Group Not Available
o727 Default Group Implementation notes
Managed by Action scope Edit implementation details
Your organization Tenant

Figure 5.3 - An improvement action example
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Let’s

use an example of implementing an account lockout and outline the necessary steps to take

before implementation:

1. Define the account lockout policy: Clearly define the account lockout policy, including
parameters such as the number of allowed failed login attempts, lockout duration, and reset
procedures. This policy should align with industry best practices and regulatory requirements.

2. Review user account management: Assess the current user account management practices
and ensure that they align with the account lockout policy. Review the user account creation,
modification, and deactivation processes to ensure that they include the necessary checks
and controls.
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Figure 5.4 — Implement account lockout

3. Update security awareness training: Educate employees about the account lockout policy and
the importance of safeguarding their credentials. Incorporate account lockout procedures into
security awareness training to promote adherence to the policy, and mitigate risks associated
with unauthorized access attempts.

4. Test system compatibility: Verify the compatibility of the account lockout mechanism with

the existing IT infrastructure. Ensure that the account lockout functionality is supported by the
relevant systems, such as operating systems, identity providers, and authentication mechanisms.
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Figure 5.5 — Implement account lockout

Implement monitoring and alerting: Establish a system for monitoring and alerting on account
lockout events. Configure logs and alerts to notify administrators of lockout incidents, enabling
them to promptly investigate and respond to potential security breaches or suspicious activities.

Develop incident response procedures: Define incident response procedures specific to account
lockouts. Determine the steps to be taken in the event of a lockout, including identification,
investigation, remediation, and communication. This will help minimize downtime and mitigate
potential security incidents.

Communicate the change: This is particularly important, as it is crucial to notify employees
and relevant stakeholders about the upcoming implementation of the account lockout policy.
Clearly communicate the rationale, benefits, and any changes in user behavior or processes
that may result from the implementation.

Test and pilot: Before full-scale implementation, conduct thorough testing and a pilot phase.
Test the account lockout functionality in a controlled environment to identify and address any
potential issues or conflicts with existing systems or workflows.

Deploy and monitor: Once the necessary preparations have been completed, deploy the
account lockout policy across the organization. Continuously monitor the effectiveness of the
implementation and adjust as needed to ensure compliance, addressing any emerging challenges.

By following these steps and addressing the associated details, organizations can successfully implement
the Account Lockout feature and make progress toward improving their Compliance Score.
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The Compliance Manager dashboard

Within the Compliance Manager dashboard, you can perform the following activities:

« Compliance Score: This provides an overall assessment of your organization’s compliance
posture based on the implementation of controls and adherence to regulatory standards.
Compliance Score evaluates controls across Microsoft 365, Azure, and Dynamics 365. As
illustrated in the following screenshot, the dashboard provides a comprehensive overview of
your Compliance Score:
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Figure 5.6 — Compliance Manager overview

o Assessments: Compliance Manager enables you to create and manage assessments to evaluate
your organization’s compliance with specific regulations or standards. These assessments include
a set of questions and controls that need to be addressed to ensure compliance. In the context
of Compliance Manager assessments, as illustrated in the following screenshot, the dashboard
provides a comprehensive overview of your assessments:
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« Solutions: Compliance Manager allows you to track the implementation of controls solutions to
improve your Compliance Score. Also, as you can see in the following screenshot, Compliance
Manager empowers you to proactively track and enhance your Compliance Score by offering
features that enable you to assign control owners, establish due dates, and closely monitor the

progress of control implementation, through prepared solutions:
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o Regulatory requirements: It provides a library of regulatory standards and frameworks that
you can select to evaluate your organization’s compliance posture. This includes standards such

as GDPR, ISO 27001, and HIPAA.

« Compliance reports and alerts: You can generate compliance reports to showcase your
organization’s adherence to specific regulations or standards. These reports can be shared with
auditors or stakeholders to demonstrate compliance efforts. As you can see in the following
screenshot, you can configure different alerts about Compliance Manager events:
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Figure 5.9 - Compliance Manager | Alert policies

It's important to note that while Compliance Manager provides valuable tools for managing compliance,
it doesn’t directly integrate with Microsoft Purview. However, you can use both tools in conjunction
to enhance your organization’s data management and compliance capabilities.

As always, it’s recommended to refer to the official Microsoft documentation and the latest updates
to understand the most up-to-date features and functionalities of both Compliance Manager and
Microsoft Purview.

Adding assessments

To add assessments in Microsoft Compliance, you can use the Microsoft 365 Compliance Center.
Assessments help you evaluate and track your organization’s compliance with specific regulations,
industry standards, or internal policies. Follow these steps to add assessments:

1. Access the Microsoft 365 Compliance Center: Go to the Microsoft 365 Compliance Center
by visiting the following URL- https://compliance.microsoft.com/. Sign in with
your Microsoft 365 administrator account.

2. Navigate to the Assessments section: In Compliance Manager, locate the Assessments option.
This can usually be found in the left-hand navigation menu.

3. Create a new assessment: Click on Assessments to enter the assessments management
area. Here, you will see a list of existing assessments. To create a new one, click on the Add
assessment button:
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Figure 5.10 - Add assessment in Compliance Manager
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4. Configure the assessment: In the assessment creation form, you will need to provide the
following details:

A. Base your assessment on a template: Choose a template from the list:
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Figure 5.11 - Configure an assessment with a template
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C. Review and finish: Carefully review the configured settings to ensure they align with
your compliance requirements. Once verified, click on the Create Assessment button to
create the assessment.

5. Manage and track assessments: After creating the assessment, you can manage and track
its progress from the Assessments management area. You can assign participants, monitor
completion status, review assessment responses, and generate reports.

It's important to note that the specific steps and options may vary slightly, depending on the version
of Microsoft Compliance and the available features. It is recommended to refer to the Microsoft
365 Compliance Center documentation or reach out to Microsoft support for the most up-to-date
instructions and guidance.

Creating alert policies

To create alert policies in Microsoft Compliance, you can utilize the Microsoft 365 Compliance Center.
The Compliance Center offers a centralized location to manage compliance-related activities across
various Microsoft 365 services. Follow these steps to create alert policies:

1. Access the Microsoft 365 Purview (formerly Compliance) Admin portal: Navigate to the
Microsoft 365 Compliance Center by visiting the following URL: ht tps://compliance.
microsoft.com/. Sign in with your Microsoft 365 administrator account.

2. Navigate to the Alert policies section: In the Compliance Center, locate the Alert policies
option. This can usually be found in the left-hand navigation menu.

3. Create a new alert policy: Click on Alert policies to enter the alert policies management area.
Here, you will find a list of existing alert policies. To create a new one, click on the + Add button:

Compliance Manager

Overview  Improvement actions  Solutions  Assessments  Regulations  Alerts  Alert policies
A

Alert policies help you menitor and get notified about events in Compliance Manager that are of importance to you. You can create
+ Add Edit Delete Enable Dizable
A

Filters: Severity: Any Status: Any “Z Filters

Policy name Status Severity Date Modified |

|:| Compliance Manager Default Alert Policy Active EEE Medium Apr 26 2022

Figure 5.13 - Adding an alert policy in Compliance Manager
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4. Configure the alert policy: In the policy creation form, you will need to provide the
following details:

A. Policy Name: Enter a descriptive name for the alert policy to identify its purpose.

B. Description: Optionally, provide additional information or context for the alert policy.

C. Choose conditions for the policy: Specify the conditions or triggers that will activate
the alert. This could include events such as data breaches, suspicious user activities, or
policy violations.

Add sub-conditions
o e sl nigger aleds dor tha poficy

Figure 5.14 - Define conditions for the alert policy

D. Define outcomes when a match is detected: Set the severity and frequency for the alerts
when triggered.

Compliance Manager » Alert policies > Create a policy

Name and description - M
T ’ Define outcomes when a match is detected
' Conditions Set a severity level and decide the frequency of alerts when policy matches are detected.
Severity
@ Outcomes ——
i

Alert recipients . P
o P Email Notifications

(®) Notify each time a match is detected
o Finish O Motify once a threshold is reached

Number of matches
3

Within a timeframe in minutes
65

Figure 5.15 - Configure the severity and email notifications for the alert policy
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E. Review and save: Carefully review the configured settings to ensure they align with your
compliance requirements. Once verified, click on the Create policy button to create the
alert policy.

5. Manage and monitor alert policies: After creating the alert policy, you can further manage and
monitor it from the alert policies management area. You can modify existing policies, create
additional ones, or review the alerts triggered by the policies.

It's important to note that the specific steps and options may vary slightly, depending on the version
of Microsoft Compliance and the available features. It is recommended to refer to the Microsoft
365 Compliance Center documentation or reach out to Microsoft support for the most up-to-date
instructions and guidance.

Data classification

Data classification is a critical process in any organization’s data governance and compliance strategy. It
involves identifying and categorizing data based on its sensitivity, value, and regulatory requirements
to ensure proper protection and handling. Microsoft 365 Compliance provides several tools and
features to support data classification and labeling, including automatic classification and labeling,
manual labeling, and advanced data protection capabilities.

I fnr  Home

2 Compliance Manager

<A Data classification o~
L ]
Overview

Classifiers
Content explorer

Activity explorer

Figure 5.16 — The Data classification portal

The data classification Overview portal in Microsoft Purview serves as a centralized hub for efficiently
managing and understanding your organization’s data. It offers a comprehensive snapshot of data
classification, enabling you to identify sensitive information, track data lineage, and assess compliance
with data governance policies. This powerful tool empowers administrators to make informed decisions
about data handling and protection strategies within their enterprise.
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Figure 5.17 — An overview of labels and sensitive information

In conclusion, effective data classification is pivotal for maintaining data integrity and compliance.
Now, let’s seamlessly transition into exploring how automatic data classification and labeling further
streamline this process, enhancing efficiency and accuracy in data governance.

Automatic data classification and labeling

Microsoft 365 Compliance offers automatic data classification and labeling, based on predefined
sensitivity labels that can be applied to documents, emails, and other content. Sensitivity labels are
used to indicate the level of protection and handling requirements for a given piece of data and can
be customized to fit an organization’s specific needs. For example, a sensitivity label can be created
for “confidential” data, which requires encryption and restricted access.

Once sensitivity labels are defined, they can be automatically applied to data using Microsoft’s intelligent
labeling capabilities. This process uses machine learning algorithms to analyze the content of documents
and emails, identifying sensitive information and applying the appropriate label automatically. This
approach helps streamline data classification and labeling efforts, reduce human error, and ensure
consistent protection across all content.

Manual data labelling

In addition to automatic labeling, Microsoft 365 Compliance also supports manual labeling. This
approach allows users to manually apply sensitivity labels to content, based on their knowledge and
understanding of the data’s sensitivity. Manual labeling is especially useful for data that is not easily
classified automatically, such as images or audio files.

Manual labeling can be done directly within Microsoft Office applications such as Word, Excel, and
PowerPoint. Users can select the sensitivity label from a drop-down menu and apply the label to the
document. This approach provides users with greater control and flexibility over data classification,
ensuring that data is classified appropriately regardless of its format.
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Advanced data protection capabilities

Beyond classification and labeling, Microsoft 365 Compliance also offers advanced data protection
capabilities to ensure sensitive data is appropriately protected. Key features include Data Loss Prevention
(DLP) policies, information barriers, and encryption.

DLP policies enable organizations to identify and prevent the sharing of sensitive data. These policies
can be configured to prevent the sharing of data via email, instant messaging, or other communication
channels. For example, a DLP policy can be configured to block the sharing of credit card numbers
or social security numbers.

Information barriers help prevent conflicts of interest and inappropriate communication by limiting
communication between specific groups of users. This capability can be used to enforce ethical walls
between departments or prevent the sharing of sensitive information between teams.

Encryption is another critical data protection capability offered by Microsoft 365 Compliance.
Encryption ensures that data is only accessible by authorized users and prevents unauthorized access
if there are data breaches or theft.

In conclusion, data classification is a critical process in any organization’s data governance and
compliance strategy. Microsoft 365 Compliance offers several tools and features to support data
classification and labeling, including automatic classification and labeling, manual labeling, and
advanced data protection capabilities. By leveraging these capabilities, organizations can ensure that
sensitive data is appropriately classified, labeled, and protected, enabling them to meet their regulatory
and compliance requirements.

Classifiers in Microsoft 365 Purview

Microsoft 365 Purview is a comprehensive data governance solution that allows organizations to discover,
understand, and manage their data assets. As part of its data management capabilities, Microsoft 365
Purview offers data classification features. These classification features enable organizations to categorize
and label their data assets, based on predefined or custom classification rules. Data classification plays
a crucial role in data governance by providing insights into the sensitivity, importance, and compliance
requirements of data. It helps organizations identify and protect sensitive information, implement
appropriate access controls, and ensure regulatory compliance.

In Microsoft 365 Purview, classifiers are used to automatically classify data based on predefined
patterns, keywords, or metadata attributes. These classifiers are predefined rules or policies that are
applied to data assets during the discovery and cataloging process.

In current versions of Microsoft Purview, you can find three different types of classifiers, as shown
in Figure 5.18:

o Trainable classifiers (93 predefined templates)

« Sensitive info types (313 predefined templates)
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o Exact data match (EDM) classifiers

Classifiers

Figure 5.18 — Create different classifiers

The classification capabilities in Microsoft 365 Purview allow organizations to create and manage
classifiers to suit their specific needs. They can define classification rules based on regular expressions,
keywords, or patterns that match specific data patterns. For example, organizations can create classifiers
to identify personally identifiable information (PII), such as social security numbers or credit card
numbers, sensitive financial data, intellectual property, or any other custom data patterns relevant to
their industry or business.

When data assets are ingested into Microsoft 365 Purview, the classifiers are applied to automatically
assign appropriate labels or tags to the data, based on the defined classification rules. These labels
help users quickly identify and understand the nature of the data, its sensitivity, and any associated
compliance requirements.

Furthermore, the classification information provided by Microsoft 365 Purview can be leveraged
by other services and tools within the Microsoft 365 ecosystem. For example, the data classification
labels can be used to enforce DLP policies, where certain actions or sharing of sensitive data can be
restricted based on the classification labels.

In conclusion, classifiers in Microsoft 365 Purview provide a powerful mechanism for automatically
categorizing and labeling data, based on predefined rules. These classification capabilities enhance
data governance, enabling organizations to better understand and manage their data assets, implement
appropriate security measures, and ensure regulatory compliance.

Configuring sensitive info types

Sensitive info types in Microsoft Purview can be configured through the data classification feature.
The data classification feature provides a comprehensive set of sensitive info types that can be used
to classify and protect sensitive data. Sensitive info types are pre-configured patterns or rules that
identify specific types of sensitive data, such as credit card numbers, social security numbers, or other
types of PII.

Here are the steps to configure sensitive info types in Microsoft Purview:

1. Navigate to the Microsoft Purview portal and sign in with your account.
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2. Click on the Data classification tab and select the Classifiers option.
3. Click on the Sensitive info types tab to view the pre-configured sensitive info types.

Classifiers

Trainable classifiers ~ Sensitive info types  EDM dassifiers
—
The sensitive info types here are available to use in your security and compliance policies, These include a large collection of types we provide, spanning regicns around the globe, as well as any custom types you have created.

—+ Create sensitive info type | Create Fingerprint based SIT  {) Refresh
A

Figure 5.19 - Creating sensitive classifiers

4. Review the list of sensitive info types, selecting the ones that are relevant to your organization’s needs.

5. Click on + Create sensitive info type if you need to define your own custom patterns for
sensitive data. Add a name and description (both are required fields) and click Next.

6. Define the custom sensitive info type by specifying the pattern and any additional metadata
or context that should be associated with it.

7. Click on + Create pattern and define the new pattern:

Define patterns for this sensitive info type

Figure 5.20 — Defining pattern
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8. In this section, do the following:
A. Define the confidence level

New pattern

At minimum, a pattern should have a confidence level and primary element to detect, Adding
supporting elements, character proximity, and additional checks will help increase acouracy.

Confidence level * (2
L ]

High confidence -

" High confidence

Medium confidence

. Low confidence

Character proximity (i)

Detect primary AMD supporting elements within characters

|:| Arywhere in the document

Supporting elements (i)

-|— Add supporting elements or group of elements

Additional checks (1)

—~+ Add additional checks

Figure 5.21 - Defining the confidence level
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B. Define the pattern element

New pattern

At minimum, a pattern should have a confidence level and primary element to detect. Adding
supporting elements, character proximity, and additional checks will help increase accuracy.

e e B P ™
Regular expression

: Keyword dictiorary

P Functions

+ Add primary element ™~

Character proximity (i}

Detect primary AMD supporting elements within characters

|:| Arywhere in the document

Supporting elements (i)

+ Add supporting elements or group of elements

Additional checks (1)

—+ Add additional checks

Figure 5.22 — Defining the pattern element

C. Define the recommended action: Check the Anywhere in the document box (this option
will search more detailed documents)
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D. Define the supporting elements

New pattern

At minimum, a pattern should have a confidence level and primary element to detect, Adding
supporting elements, character proximity, and additional checks will help increase accuracy.

Confidence level * (L)

Medium confidence W

' Elements
Primary element * 0]

. Regular expression

i Y
+ Add primary element _ Keyword list

| Keyword dictionary

Character proximity (i)
| Functions

Detect primary AND suppe Groups characters
D Anywhere in the docur Any of these
Al of these

Supporting elements () Not any of these

+ Add supporting elements or group of elements

Additional checks ()

—+ Add additional checks

Figure 5.23 - Defining the supporting elements
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Add additional checks

New pattern

At minimum, a pattern should have a confidence level and primary element to detect. Adding
supporting elements, character proximity, and additional checks will help increase accuracy.

Confidence level * (i)

Medium confidenrce e

Primary element * @

+ Add primary element

Character proximity (3}

Detect primary AMD supporting elements within characters

Exclude specific values nt
Starts or doesn’t start with characters
Ends or doesn’t end with characters
Exclude duplicate characters or group of elements
Include or exclude prefites |

Include or exclude suffixes

—+ Add additional checks

Figure 5.24 — Adding additional checks

Once you have selected or defined the sensitive info types, you can apply them to your
data sources by creating or updating data classification rules

Define the criteria for the rule, including the sensitive info types that should be detected,
the scope of the rule, and any other conditions or filters
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9. Save the rule and apply it to the relevant data sources

Once you have configured the sensitive info types and created data classification rules, the Microsoft
Purview system will scan the data sources for sensitive information and apply the appropriate labels
or tags based on the defined rules. This information can then be used to support compliance, data
protection, and other data management tasks.

It is important to note that while Microsoft Purview provides a wide range of pre-configured sensitive
info types, organizations may need to define their own custom types, based on their specific data
and regulatory requirements. Additionally, the configuration steps may vary, depending on the
specific version and features of Microsoft Purview. It is recommended to refer to the latest Microsoft
documentation or consult Microsoft support for the most up-to-date information on configuring
sensitive info types in Microsoft Purview.

Configuring content explorer

Content explorer is a powerful feature within Microsoft Purview that empowers organizations to
discover, explore, and manage their data assets effectively. Serving as a unified interface, content
explorer provides a comprehensive view of the data estate, facilitating data governance, compliance,
and data-driven decision-making.

At its core, content explorer in Microsoft Purview offers the following key capabilities:

« Data catalog: Content explorer serves as a centralized catalog for all data assets within an
organization. It enables users to search, filter, and browse through a wide range of data sources,
including files, databases, and data lakes. The catalog provides valuable details about each data
asset, such as its source, location, metadata, and classification information:

v cortert st umerdty stored i Eachareg, SharePrist, and Craimes Supisr for e lzaiens i coming soen, Leam o

Figure 5.25 — Content explorer in Microsoft Purview

« Data lineage: Understanding the lineage and relationships between data assets is critical for
effective data management. Content explorer provides data lineage capabilities, allowing users
to track the flow of data from its origin to various systems and processes. This knowledge
facilitates impact analysis, change management, and maintaining data integrity.
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Search and discovery: The robust search functionality in Content Explorer empowers users to
locate specific data assets quickly. Users can utilize keywords, metadata filters, and advanced
search options to pinpoint the data they need. This streamlines data discovery and accelerates
access to relevant information.

All locations

+ Export
D O Name
OJ Exchange
D OneDrive
O SharePoint
O Teams

Figure 5.26 — Content explorer — search and discovery

Data profiling: Content explorer offers data profiling capabilities to assess the structure,
quality, and content of data assets. By performing statistical analysis, identifying patterns, and
evaluating data quality metrics, users gain insights into the health and characteristics of their
data. This understanding supports data cleansing, standardization, and enhancement initiatives.

Classification and labels: Content explorer plays a pivotal role in data classification and labeling.
It enables organizations to apply predefined or custom classification rules to data assets. By
automatically categorizing and labeling data based on sensitivity, compliance requirements,
or other criteria, content explorer enhances data governance, privacy, and security practices.

Content explorer

BBt L v P T R L G 50080 i ST, SIRGPOi o, 0] YW, SU00AE OO I MDA 6 Sving St L

Figure 5.27 — Defining the sensitivity label

Data insights: By leveraging artificial intelligence and machine learning technologies, content
explorer offers data insights. It can automatically identify patterns, correlations, and anomalies
within the data, enabling users to derive valuable insights. These insights support decision-
making, uncover business opportunities, and drive innovation.
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» Dataactions: Content explorer allows users to take actions directly from the interface. It provides
capabilities to initiate data protection policies, access requests, data sharing controls, or other
data management actions, based on the information and insights provided. This streamlines
workflows and enhances operational efficiency.

By leveraging content explorer in Microsoft Purview, organizations can gain better visibility, control,
and understanding of their data assets. It facilitates compliance with regulations, supports data
governance frameworks, and enables data-driven decision-making. Additionally, the ability to explore
and manage data assets in a unified interface simplifies data management tasks and improves overall
data management maturity.

For more information about user activity, click on Activity explorer in the left-hand navigation menu,
and check out all the details about accessing sensitive info types in your organization:

b Activity explorer
G senimmit o

Lo e i e et g

Figure 5.28 - The Activity explorer dashboard

Having covered data classifiers, the spotlight now turns to Content search, a feature within Microsoft
Purview that plays one of the most important roles in data governance and accessibility.

Content search

In today’s digital age, organizations generate vast amounts of data daily. This data holds valuable
insights that can drive informed decision-making and enhance business operations. However, with
the exponential growth of data, it has become increasingly challenging for businesses to locate, access,
and protect relevant information efficiently. This is where Content search in Microsoft Purview comes
into play, offering a powerful solution to effectively manage and extract value from data assets. In this
part of the chapter, we will explore the importance of using Content search in Microsoft Purview and
how it can revolutionize data discovery and utilization.

Streamlining data discovery

One of the primary benefits of Content search in Microsoft Purview is its ability to streamline data
discovery processes. Purview acts as a central hub, enabling Compliance Administrators to search across
various data sources, a Microsoft 365 location (e.g., Exchange Online, SharePoint Online, OneDrive for
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Business, Teams, etc.), cloud storage, data lakes, and even unstructured data such as documents and
images. By leveraging advanced search capabilities, including keyword search, filtering, and faceted
navigation, Compliance Administrators can quickly locate the specific data they need, regardless of its
location or format. This streamlined data discovery process brings immense value to organizations. It
saves time and effort spent on manually searching through disparate systems, databases, or file shares.
With Content search, Compliance Administrators can access a comprehensive view of a user’s data
landscape, ensuring they make informed decisions based on accurate and up-to-date information.
This empowers organizations to harness the full potential of their data assets and extract valuable
insights that drive business growth.

( 7
Important note

To ensure access to user information through the Content search option in Microsoft Purview,
it is necessary to assign the Compliance Administrator with additional roles. These roles can
be assigned by the Global Administrator, with the understanding that any roles added for
compliance purposes will trigger email notifications to all Global Administrators. This process
helps to maintain transparency and accountability within an organization when granting access
to sensitive user information.

Enhancing data governance and compliance

Data governance and compliance are critical considerations for organizations in today’s regulatory
landscape. Failure to comply with data regulations can lead to severe consequences, including legal
penalties, reputational damage, and loss of customer trust. Microsoft Purview’s Content search plays
a crucial role in enhancing data governance and compliance practices.

By enabling comprehensive search capabilities across all data sources, Purview allows organizations to
identify sensitive or regulated data. Content search helps locate PII, sensitive financial data, or other
critical business information, ensuring that proper safeguards and controls are in place to protect it.
Additionally, Purview assists in meeting regulatory requirements by providing an audit trail of data
access and usage, enabling organizations to demonstrate compliance during audits or investigations.

In today’s data-driven world, the ability to discover, manage, and utilize data is paramount quickly
and efficiently. Content search in Microsoft Purview provides organizations with a powerful tool
to overcome data management challenges and unlock the full potential of their data assets. By
streamlining data discovery, enhancing data governance, and promoting collaboration, Content search
revolutionizes the way organizations harness their data, enabling them to make informed decisions,
comply with regulations, and achieve sustainable growth in a rapidly evolving business landscape.
Embracing Content search in Microsoft Purview is a crucial step toward maximizing the value of data
and staying ahead in the digital era.

However, there are several reasons why a Compliance Administrator should not be a part of the IT
department. Let's look at what those reasons are.
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Independence and objectivity

Compliance Administrators play a critical role in ensuring adherence to regulatory requirements
and internal policies. By keeping them separate from the IT department, their independence and
objectivity can be better maintained. Placing compliance responsibilities within I'T may lead to conflicts
of interest, as IT departments primarily focus on system functionality, efficiency, and operational
needs. By separating compliance functions, the Compliance Administrator can objectively assess and
monitor compliance without being influenced by IT-specific considerations.

Regulatory oversight and accountability

Compliance Administrators have the responsibility to oversee and ensure compliance with various
regulatory frameworks, industry standards, and internal policies. By being independent of the IT
department, they can provide a higher level of oversight and hold all departments, including IT,
accountable for compliance. Placing compliance responsibilities within IT may create conflicts of
interest, as IT departments might prioritize technical requirements and operational efficiency over
compliance concerns.

Risk mitigation and control

Compliance Administrators are tasked with identifying, assessing, and mitigating risks related to
non-compliance. By being separated from the IT department, they can objectively evaluate the
adequacy and effectiveness of IT controls and processes. This separation helps avoid situations
where IT departments might inadvertently overlook compliance risks due to their focus on technical
operations. Compliance Administrators can provide an independent perspective on the effectiveness
of IT controls and make recommendations for improvements, mitigating compliance risks.

A comprehensive compliance oversight

Compliance is a multi-faceted function that encompasses various aspects beyond IT, such as legal,
finance, human resources, and data privacy. Placing compliance within the IT department may limit
its scope and effectiveness. By having a separate Compliance Administrator, organizations can ensure
that compliance considerations extend beyond technology-related areas and cover all aspects of a
business. This holistic approach helps to develop comprehensive compliance programs and ensures
that compliance requirements are met across an organization.

Collaboration and cross-functional alignment

Separating the Compliance Administrator from the IT department promotes collaboration and cross-
functional alignment. Compliance Administrators can work closely with IT departments to understand
technical capabilities and limitations, incorporating compliance requirements into IT processes. This
collaboration is more effective when both parties bring their unique expertise and perspectives to the
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table. Having an independent Compliance Administrator encourages open communication, fosters
a culture of compliance, and ensures that compliance considerations are adequately addressed in
IT-related decisions.

In summary, keeping the Compliance Administrator separate from the IT department allows for greater
independence, objectivity, regulatory oversight, risk mitigation, comprehensive compliance oversight,
and collaboration. This separation ensures that compliance is effectively addressed throughout an
organization, with due consideration to all relevant regulations, standards, and policies.

For more information about required roles and assigned members, just click on Roles & scopes in
the left-hand navigation menu:
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Figure 5.29 — Configuring roles for Content search

Here is an example of a Compliance Administrator:
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Figure 5.30 - Compliance Administrator role features
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To configure Content search in Microsoft Purview, follow these steps:

1. Logon to the Microsoft Purview portal with Admin rights.

2. Click on Content search.

M Home

2 Compliance Manager

{2 Data classification ~
E—q Data connectors

M Alerts

b Reports

5 Policies

Q Roles & scopes i

E}' Trials

Solutions
Hﬂ Catalog
H App governance

B Audt

/O Content search
S
[& Communication compliance

[ Data loss prevention v

Figure 5.31 — Content search portal

3. Click on + New search to create a new Content search case.

Content search

Search your organization for content in emails, documents, Skype for Business conversations, and more, You can then preview and export the search results,

Search  Export

+ MNewsearch L Downloadlist () Refresh
—

Figure 5.32 — Configuring a new Content search case
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4. Define a name and description for the case.

5. Configure the location for Content search (Exchange Mailbox, which includes Microsoft 365
groups, and Teams and Yammer user messages or SharePoint sites, which include OneDrive
sites, Microsoft 365 group sites, Teams sites and Yammer networks).

Note

You can add an on-premises user for a search, but you will need to configure and add app
content additionally (keep in mind that an on-premises user must be synchronized with AAD).

New search
& Mame :nd description Locations
| "
@ Llocstions (@) Specific locations
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O Congitiars
@ - all Hone
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O Review your searc
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Figure 5.33 — Define locations for the Content search task

6. Configure the search conditions (the typed-in words in the following screenshot are examples only):

New search
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Figure 5.34 — Define the search conditions
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7. Add conditions, for a more granular content search:

# Microsolt Purview
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Figure 5.35 — Add different conditions for the Content search task

Review your search and submit.

In Microsoft Purview, the Compliance Administrator role is typically assigned to individuals within
the following organization departments:

Compliance and legal department: The compliance and legal department is responsible
for ensuring that an organization complies with relevant regulations, industry standards,
and internal policies. Assigning a Compliance Administrator role to individuals within this
department enables them to oversee and manage the compliance aspects of Content search.
They can define search policies, access controls, and data classification rules to align with
regulatory requirements and mitigate compliance risks.

IT security and governance department: The IT security and governance department plays a
crucial role in safeguarding an organizations data assets and managing access controls. Assigning
a Compliance Administrator role to individuals within this department allows them to enforce
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security policies related to Content search. They can define user access permissions, manage
encryption settings, and monitor data usage to ensure compliance with data protection and
privacy regulations.

Data governance and data management department: The data governance and data management
department focuses on managing an organization’s data assets, ensuring data quality, and
establishing data governance frameworks. Assigning a Compliance Administrator role to
individuals within this department empowers them to define data classification schemes,
metadata standards, and data retention policies for Content search. They can collaborate
with other departments to establish data governance practices and ensure compliance in data
discovery and analysis.

Internal audit department: The internal audit department is responsible for assessing and
evaluating an organization’s internal controls, processes, and compliance with policies and
regulations. Assigning a Compliance Administrator role to individuals within this department
enables them to conduct audits and reviews related to Content search. They can monitor access
logs, perform compliance checks, and ensure that the organization is meeting its regulatory
obligations in data discovery and search activities.

Risk management department: The risk management department focuses on identifying,
assessing, and mitigating risks across an organization. Assigning a Compliance Administrator
role to individuals within this department allows them to assess the compliance risks associated
with Content search. They can collaborate with other departments to identify potential
vulnerabilities, implement risk mitigation measures, and ensure that the organization’s data
discovery and search activities align with risk management strategies.

It is important to note that the specific departments and roles may vary depending on an organization’s
structure, industry, and compliance requirements. The key is to assign the Compliance Administrator
role to individuals who have the necessary expertise in compliance, data governance, security, and
risk management to effectively manage and oversee Content search in Microsoft Purview.

Recommended action

For better control of who can access user’s information through the Content Search service, it is
recommended to use AAD’s Privileged Identity Management (PIM). Using PIM to assign sensitive
admin roles in Microsoft 365 is highly recommended for several reasons:

Just-in-time access: PIM enables the concept of just-in-time” access, which means that users are
granted administrative privileges only when they need them and for a limited time. This reduces
the risk of unauthorized or prolonged access to sensitive administrative roles, minimizing the
window of opportunity for potential security breaches.
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o The least privilege principle: Following the principle of least privilege is a crucial security
practice. PIM allows organizations to assign administrative privileges on a temporary basis,
granting users the minimum required access rights to perform their tasks. This helps prevent
unnecessary exposure of sensitive administrative capabilities, reducing the attack surface and
mitigating the potential impact of compromised accounts.

o Access reviews and auditing: PIM provides features for access reviews and auditing, allowing
organizations to regularly review and verify the need for ongoing administrative access. Access
reviews ensure that privileged roles are assigned to the right individuals or groups and are
continuously monitored for appropriateness. Audit logs capture and track all privileged role
activations and deactivations, providing a clear record of administrative activities for compliance
and security purposes.

o Ajustification and approval workflow: PIM introduces a workflow for requesting and approving
privileged role activations. Users who require administrative access can submit access requests
through PIM, which are then reviewed and approved by appropriate stakeholders. This adds an
additional layer of accountability and oversight, ensuring that access to sensitive admin roles
is granted based on business justifications and proper authorization.

« Time-bound access: With PIM, privileged role assignments are time-bound, meaning that
administrative access is automatically revoked after the specified duration. This reduces the
risk of stale or forgotten privileged access rights, enhancing security by limiting the window
of opportunity for potential attacks.

« Privileged access monitoring: PIM enables the monitoring and detection of privileged access
usage. It provides visibility into who has activated privileged roles and when, allowing organizations
to detect any unusual or unauthorized activities. This monitoring capability enhances incident
response and helps identify and mitigate potential security incidents promptly.

« Compliance and regulatory requirements: Many compliance frameworks and regulations
require organizations to implement controls and monitoring around privileged access. Using
PIM to assign sensitive admin roles in Microsoft 365 aligns with these requirements, providing
a systematic and auditable approach to manage and control privileged access.

In summary, using AAD’s PIM to assign sensitive admin roles in Microsoft 365 provides numerous
benefits, including just-in-time access, adhering to the principle of least privilege, access reviews and
auditing, justification and approval workflows, time-bound access, privileged access monitoring, and
compliance with regulatory requirements. Implementing PIM enhances security, reduces the risk of
unauthorized access, and improves overall governance and control over privileged roles in Microsoft
365 environments.
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Data loss prevention

DLP plays a crucial role in safeguarding sensitive information and preventing data breaches within
organizations. With the increasing reliance on cloud-based solutions, Microsoft has introduced a service
called Microsoft 365 Purview Data Loss Prevention, designed to enhance data visibility, classification,
and protection. In this part of the book, we will explore the concept of DLP in Microsoft 365 Purview
and its significance in ensuring data security.

Microsoft 365 Purview is an advanced data governance platform that enables organizations to gain
insights into their data landscape. It leverages artificial intelligence (AI) and machine learning
(ML) capabilities to scan, classify, and protect data across various sources, such as cloud applications,
on-premises systems, and even third-party repositories. By providing a comprehensive view of data
usage and identifying sensitive information, Purview helps organizations establish effective data
protection strategies.

One of the key features of Microsoft 365 Purview is its ability to discover and classify data based on
predefined policies and regulatory requirements. Organizations can define custom policies or use
built-in templates to identify sensitive data such as PII, financial records, health information, and
intellectual property. Purview employs sophisticated algorithms to scan and analyze data, regardless
of its location, and automatically apply classification labels, based on the identified content. This
allows organizations to understand the nature of their data and take appropriate measures to secure it.

Once data is classified, Microsoft 365 Purview provides robust DLP capabilities to prevent unauthorized
disclosure or leakage of sensitive information. It offers a range of built-in or customizable policy rules
that organizations can enforce to control data sharing and usage. For example, administrators can
configure policies to block or quarantine emails containing sensitive information, prevent unauthorized
file sharing, or detect and remediate data exfiltration attempts. Purview integrates seamlessly with
other Microsoft 365 applications, such as Microsoft Teams, SharePoint, and OneDrive for Business,
ensuring consistent protection across the entire collaboration and data sharing ecosystem.

In addition to preventing data loss, Microsoft 365 Purview assists organizations in meeting compliance
requirements by offering comprehensive auditing and reporting capabilities. It maintains a centralized
audit log that tracks user activities, data accesses, and policy violations, providing visibility into
data usage patterns and potential security risks. Purview generates detailed reports and analytics,
empowering organizations to assess their compliance posture, identify areas of improvement, and
demonstrate adherence to regulatory frameworks.

Furthermore, Microsoft 365 Purview incorporates advanced threat intelligence and anomaly detection
mechanisms to proactively identify and mitigate data security risks. By continuously monitoring
data activity and applying Al-driven algorithms, Purview can detect suspicious behavior, unusual
data access patterns, or abnormal data movement. It raises alerts and triggers automated responses
to mitigate potential data breaches or unauthorized access attempts, helping organizations prevent
security incidents before they occur.
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To ensure scalability and flexibility, Microsoft 365 Purview offers integration capabilities with third-party
data protection solutions. This allows organizations to leverage existing investments in security tools
and extend the reach of their DLP strategies. Purview’s open architecture enables seamless integration
with various security information and event management (SIEM) systems, DLP solutions, and other
security controls, facilitating a unified and holistic approach to data protection.

In conclusion, DLP in Microsoft 365 Purview is a comprehensive and robust solution that empowers
organizations to gain visibility into their data landscape, classify sensitive information, and protect
it from unauthorized access or leakage. By leveraging Al and ML capabilities, Purview enables
organizations to proactively monitor data activity, enforce policies, and detect potential security risks.

Let’s explore the configuration of DLP in Microsoft 365 Purview. However, before we dive into the setup
process, it’s essential to establish the requisite additional admin roles. These roles grant the necessary
permissions and access for configuring and monitoring DLP policies and actions effectively. Here are
the administrator roles that are typically involved in DLP in Microsoft Purview:

o Global Administrator: The Global Administrator role is the highest level of administrative
access in Microsoft 365. Global Administrators have full control over all administrative features
and settings, including the ability to configure DLP policies in Microsoft Purview. This role is
responsible for managing user roles, assigning permissions, and overseeing the overall security
and compliance of an organization’s data.

+ Compliance Administrator: The Compliance Administrator role is focused on managing
compliance features and settings in Microsoft 365. This role includes responsibilities related
to data protection, retention, and compliance across various Microsoft services, including
Purview. Compliance Administrators have the authority to create and manage DLP policies
and configure DLP settings specific to an organization’s compliance requirements.

+ Data Loss Prevention Administrator: The Data Loss Prevention Administrator role is specifically
dedicated to managing DLP policies and controls. This role is responsible for configuring and
fine-tuning DLP policies in Microsoft Purview to protect sensitive data and prevent unauthorized
disclosure or leakage. Data Loss Prevention Administrators can define policy rules, customize
policy templates, and monitor DLP incidents and reports.

o Security Administrator: The Security Administrator role focuses on managing security-related
features and settings in Microsoft 365. In the context of DLP in Microsoft Purview, Security
Administrators play a crucial role in defining security policies, implementing access controls,
and ensuring data protection across an organization. They work closely with other administrators
to align DLP policies with broader security strategies.

It’s important to note that these roles can be customized and assigned based on the specific needs and
organizational structure. Additionally, the availability and naming of these roles may vary, depending
on the version of Microsoft 365 and the specific licensing plan in use.
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Creating a DLP policy in Microsoft Purview is a straightforward process. By following these steps,
you can set up a basic DLP policy to protect your sensitive data:

1.

3.
4.

Sign in to Microsoft Purview: Access the Microsoft Purview portal using your
administrator credentials.

Navigate to the Data loss prevention Policies section: Once logged in, locate and select the
Policies option in the Microsoft Purview portal. This is where you can manage and create
DLP policies.
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Figure 5.36 — The DLP portal

Create a new DLP policy: Click on + Create Policy in the admin portal, under Policies.

Start with a template or create a custom policy: This helps you identify and understand the
purpose of the policy. Define a category and country region if you need to.
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Figure 5.37 — Configuring a DLP policy

Choose a location to apply the policy: Choose a Microsoft 365 location where you will
apply the created policy. You can leave all the services on by default or choose where to apply,

according to your needs:
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If you wish to add on-premises repositories, click on Choose repositories and type the correct

path to the repository (for example: \ \ server\share):
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Figure 5.39 — Adding a DLP policy for on-premises repositories

7. Policy settings: Customize advanced DLP rules to identify the types of sensitive data you want
to protect. Microsoft Purview offers a wide range of built-in sensitive data types, such as credit
card numbers, social security numbers, or PII. You can also create custom data types if needed:
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8. Policy mode: After creating a DLP policy in Microsoft Purview, it is important to define
how the policy should be handled before releasing it into production. To ensure the policy’s
effectiveness, testing it is highly recommended. By following the following steps, you can test
your created policy and gather valuable information to fine-tune its settings:

A. Enable test mode: Before activating the DLP policy, enable the Show policy tips while in
test mode checkbox. This option provides valuable information and notifications about
policy violations without taking immediate action. It allows you to assess the impact of the
policy on your organization’s data and user interactions without blocking or alerting users.

B. Test with sample data: Utilize sample data that closely resembles the type of content
your organization handles. This can include sample documents, emails, or other relevant
data sources:
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Figure 5.41 - Define the policy mode

9. Review your policy and create it.

As we navigate the landscape of data governance, let’s put our attention to another crucial aspect by
exploring how automatic data classification and labeling set the stage for robust EndPoint Data Loss
Prevention (DLP) settings.

Endpoint DLP settings

Endpoint DLP settings in Microsoft Purview refer to the configuration options that allow you to extend
DLP measures to endpoints, such as desktops, laptops, or mobile devices, within your organization.
These settings enable you to protect sensitive data from being leaked or mishandled at the endpoint level:
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Figure 5.42 — Endpoint DLP settings

Here is a simple explanation of endpoint DLP settings in Microsoft Purview:

Endpoint protection: Microsoft Purview provides options to install and configure endpoint

agents on devices, enforcing data protection policies at the endpoint level. These agents monitor

and analyze data activities on the endpoints to detect potential data breaches or policy violations.

Device management integration: Microsoft Purview integrates with device management

solutions, such as Microsoft Intune (formerly Microsoft Endpoint Manager), to manage and
control endpoint devices centrally. This integration ensures consistent enforcement of DLP
policies across all managed endpoints.
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 Policy synchronization: Endpoint DLP settings allow you to synchronize the DLP policies
defined in Microsoft Purview with the endpoint agents. This ensures that the same rules and
conditions applied at the organizational level are enforced on the endpoints, providing a
consistent approach to data protection.

o Real-time monitoring: With endpoint DLP settings, you can monitor data activities on
endpoints in real time. This includes actions such as file transfers, email communications, or
data uploads/downloads. By analyzing these activities, the endpoint DLP settings can identify
and respond to potential data breaches or policy violations promptly.

o Policy enforcement actions: You can configure specific actions to be taken when a policy
violation is detected on an endpoint.

« Endpoint reporting and analytics: Endpoint DLP settings provide reporting and analytics
capabilities to gain insights into data protection activities at the endpoint level. This includes
generating reports on policy violations, tracking data usage patterns, and identifying areas of
improvement for DLP measures.

By utilizing endpoint DLP settings in Microsoft Purview, organizations can extend their data protection
strategies to endpoints and mitigate the risk of data breaches or leaks. These settings allow for consistent
policy enforcement, real-time monitoring, and centralized management of endpoint devices, enhancing
overall data security and compliance.

Summary

In this chapter, we took a small journey to explore the rich landscape of Microsoft Purview, a powerful
service designed to empower organizations in their data governance and management endeavors.
Recognizing the complexity of Purview, we carefully curated a selection of key components to discuss,
aiming to provide you with valuable insights into its essential elements and highlight the most important
services that you can configure.

With its wide range of functionalities, integrations, and capabilities, Purview is a dynamic platform
that constantly evolves to meet the ever-changing needs of data-driven organizations. Thus, our focus
was on shedding light on the fundamental building blocks that underpin its operation.

One of the important objectives of Microsoft Purview is to facilitate robust data governance. By
establishing comprehensive policies, organizations can enforce data quality standards, access controls,
and regulatory compliance. We explored the mechanisms through which Purview enables the creation
and enforcement of these policies, providing you with practical insights into configuring and managing
them effectively.

Additionally, we covered and showed the importance of data classification and labeling within Purview.
With an ever-increasing volume of data, automating the process of assigning labels and tags becomes
imperative. We examined how Purview employs ML algorithms and predefined rules to streamline
data categorization, leading to improved efficiency and accuracy in data organization and management.



Summary

Throughout our exploration, it is important to emphasize that Microsoft Purview is an evolving
ecosystem. As new features and services are introduced, it is essential to stay abreast of the latest
developments and innovations within the platform. Our intention was to equip you with a solid
foundation, empowering you to adapt and explore the vast possibilities that Purview holds.

In conclusion, this chapter strived to provide you with an in-depth understanding of the essential
components and services offered by Microsoft Purview. While acknowledging the impossibility of covering
every part of service (such as Information Protection, eDiscovery, LegalHold, and information barriers),
we hope we ignited your curiosity and showed you a path to explore and discover Microsoft Purview.

In the forthcoming chapter, we will take a journey through Microsoft Defender for CloudApps, giving
you the opportunity to witness its robust capabilities in safeguarding both applications and users.
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Microsoft Defender for
Cloud Apps

In our increasingly digital world, where businesses and organizations rely on cloud-based applications
and services for their daily operations, ensuring the security of data and applications in the cloud has
become an utmost priority. This is where Microsoft Defender for Cloud Apps steps in as a guardian
of your cloud-based assets, helping you navigate the complex landscape of cloud security threats and
challenges. This chapter serves as your entry point into the realm of Microsoft Defender for Cloud
Apps, offering a comprehensive introduction to its essential concepts, core features, and its vital role
in safeguarding your cloud-based environment Saa$S applications.

As we delve into this chapter, we will explore the fundamental principles that underlie Microsoft Defender
for Cloud Apps, its integration with various cloud platforms, and how it empowers organizations to
proactively detect, analyze, and respond to cloud-based threats. We will be covering the following
topics in this chapter:

o Microsoft Defender for Cloud Apps introduction
« Configuring Microsoft Defender for Cloud Apps
o Managing OAuth applications with Microsoft Defender
o Managing files in Microsoft Defender for Cloud Apps
o Governance log
o Microsoft Defender for Cloud Apps policies
By the end of this chapter, you will have a solid knowledge of what Microsoft Defender for Cloud Apps

brings to the table and how it can enhance your cloud security posture in an era where the cloud is
the cornerstone of modern business operations.
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Introducing Microsoft Defender for Cloud Apps

Microsoft Defender for Cloud Apps is a cloud-native security solution that provides advanced threat
protection for your Saa$ applications. It is designed to help organizations secure their cloud-based
assets and protect them against a wide range of cyber threats, such as malware, phishing, ransomware,
and other attacks.

Microsoft Defender for Cloud Apps is part of Microsoft Defender XDR, which includes Microsoft
Defender for Endpoint, Microsoft Defender for Office 365, and Microsoft Defender for Identity. These
solutions work together to provide a comprehensive, integrated approach to security that spans across
endpoints, applications, identities, and data. With Microsoft Defender for Cloud Apps, organizations can
gain visibility of the security of their cloud applications and services, detect and respond to threats in real
time, and enforce security policies and controls to protect against unauthorized access and data breaches.

One of the key features of Microsoft Defender for Cloud Apps is its advanced threat detection capabilities.
The solution uses a combination of machine learning, behavioral analysis, and threat intelligence to
detect and block malicious activities in the cloud environment. It can identify suspicious behavior,
such as attempts to exfiltrate data, lateral movement within a network, and suspicious login attempts,
and automatically take action to prevent further damage.

Shadow IT poses a significant challenge for organizations, as employees often adopt unauthorized
applications and services, potentially compromising security and compliance. Microsoft Defender for
Cloud Apps emerges as a robust solution to identify, monitor, and manage shadow IT within cloud
environments. This article explores the key features and strategies employed by Microsoft Defender
for Cloud Apps in discovering and effectively handling shadow IT.

Shadow IT refers to the use of unauthorized IT systems, applications, or services without official
approval, presenting a potential threat to an organization’s data security and compliance. Commonly
driven by the need for convenience or specific functionalities, shadow IT can introduce vulnerabilities
that may go unnoticed by traditional security measures.

Discovering shadow IT with Microsoft Defender for Cloud Apps

With comprehensive visibility and advanced threat detection, Defender for Cloud Apps offers unparalleled
insights into unauthorized cloud usage and potential security risks. Safeguard your digital assets and
ensure compliance by proactively addressing Shadow IT with this powerful solution:

o App discovery: Microsoft Defender for Cloud Apps provides comprehensive visibility of the
cloud applications used across an organization. It employs advanced techniques to discover both
sanctioned and unsanctioned applications, offering a clear understanding of the extent of shadow IT.

« Risk assessment: The solution assesses the risk associated with each discovered application.
Factors such as data exposure, compliance violations, and security vulnerabilities are considered,
allowing organizations to prioritize mitigation efforts based on the level of risk posed by
specific applications.
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o Policy enforcement: Microsoft Defender for Cloud Apps empowers organizations to establish
and enforce policies governing the usage of cloud applications. This includes the ability to block
or limit access to high-risk applications, ensuring a more secure cloud environment.

« Anomaly detection: The solution incorporates advanced anomaly detection mechanisms to
identify unusual user behavior or access patterns associated with shadow IT. This proactive
approach enables organizations to detect and respond to potential security incidents promptly.

Discovering and managing shadow IT in Microsoft Defender for
Cloud Apps

In the ever-evolving landscape of cloud computing, organizations face the challenge of managing and
securing their digital environments. One of the persistent issues is the presence of shadow IT, where
employees use unauthorized applications and services without I'T approval. Microsoft Defender for
Cloud Apps emerges as a powerful tool to discover and manage shadow IT, providing organizations
with the visibility and control needed to enhance security and compliance.

Microsoft Defender for Cloud Apps employs advanced techniques to identify and discover all cloud
applications used within an organization. The comprehensive discovery process encompasses both
sanctioned and unsanctioned applications, offering a holistic view of the organization’s cloud landscape.
This visibility is crucial in understanding the extent of shadow IT and the potential security risks
associated with unauthorized applications.

Once cloud applications are discovered, Microsoft Defender for Cloud Apps assesses the risk associated
with each application. This assessment takes into consideration numerous factors, including data exposure,
compliance violations, and security vulnerabilities. By assigning risk scores to different applications,
organizations can prioritize their efforts to mitigate the most significant risks posed by shadow IT.

Beyond discovery and risk assessment, Microsoft Defender for Cloud Apps integrates advanced threat
detection mechanisms. This includes the identification of anomalous user behavior, suspicious access
patterns, and potential data exfiltration attempts related to shadow IT. With real-time threat detection,
organizations can respond swiftly to security incidents and prevent potential data breaches.

Microsoft Defender for Cloud Apps also facilitates user education and awareness initiatives. By providing
insights into the usage of various applications and associated risks, organizations can educate users
about the importance of adhering to IT policies. This proactive approach contributes to a culture of
security awareness, reducing the likelihood of Shadow IT occurrences.

In conclusion, Microsoft Defender for Cloud Apps offers a comprehensive solution for discovering
and managing shadow IT in the cloud. By providing visibility, assessing risks, enforcing policies, and
integrating advanced threat detection, the tool empowers organizations to take control of their cloud
environment, enhance security, and ensure compliance with IT policies. Continuous monitoring and
user education further contribute to a robust defense against the challenges posed by shadow IT in
the modern digital landscape.
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Another important feature of Microsoft Defender for Cloud Apps is its ability to integrate with other
security solutions and tools. The solution supports a range of APIs and connectors, which allow it
to work seamlessly with other Microsoft security products, as well as third-party security solutions.
This integration enables organizations to achieve a more holistic and unified approach to security
across their entire IT environment. Microsoft Defender for Cloud Apps also provides organizations
with detailed insights and analytics about their cloud security posture. The solution offers a range of
reporting and monitoring capabilities, which enable organizations to track their security status, identify
trends and patterns, and make data-driven decisions to improve their security posture.

Technical and license requirements

Microsoft Defender for Cloud Apps is a cloud-native security solution that provides visibility of your
cloud applications and detects and blocks threats targeting your cloud environment. The technical
and license requirements for Microsoft Defender for Cloud Apps are as follows:

Technical requirements:

o Supported cloud services: Microsoft Defender for Cloud Apps currently supports these major
cloud services: Microsoft 365, Google Workspace, Salesforce, Box, Dropbox, Citrix ShareFile,
ServiceNow, and many more

 Supported operating systems: Microsoft Defender for Cloud Apps can be used on any operating
system that supports a modern web browser

o Required permissions: To use Microsoft Defender for Cloud Apps, you must have the necessary
permissions to connect to your cloud applications and to configure security policies

License requirements:

o Microsoft 365 E5 or Microsoft 365 E5 Security: Microsoft Defender for Cloud Apps is included
in Microsoft 365 E5 or Microsoft 365 E5 Security licenses.

« Standalone license: If you don't have a Microsoft 365 E5 or Microsoft 365 E5 Security license,
you can purchase a standalone license for Microsoft Defender for Cloud Apps.

Important note

To use Microsoft Defender for Cloud Apps, you need to have a supported cloud service and
the necessary permissions to connect to your cloud applications. If you want to use Microsoft
Defender for Cloud Apps on Microsoft 365 or Google Workspace, you need to have a Microsoft
365 E5 or Microsoft 365 E5 Security license. Otherwise, you can purchase a standalone license
for Microsoft Defender for Cloud Apps.
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Configuring Microsoft Defender for Cloud Apps

Microsoft Defender for Cloud Apps is a cloud-native security solution that helps organizations protect
their cloud applications and services from cyber threats. Cloud Discovery is one of the key features
of Microsoft Defender for Cloud Apps, which allows organizations to discover and gain visibility of
their cloud apps and services. It offers advanced threat protection capabilities, including behavioral
analytics, machine learning, and security intelligence, to detect and prevent cloud-based attacks.

Cloud apps have become an integral part of modern-day organizations, making it essential to monitor
and manage their usage. Microsoft offers two solutions for discovering and monitoring cloud apps
in an organization’s environment: Microsoft Defender for Cloud Apps and Cloud App Discovery.

Cloud App Discovery works by analyzing network traffic between client devices and cloud applications
to identify which cloud apps and services are being used within the organization. This information is
then used to create a comprehensive inventory of all cloud apps and services used by the organization.

Microsoft Defender for Cloud Apps and Cloud App Discovery are two different solutions provided by
Microsoft that help organizations discover and monitor cloud applications used in their environment.
Here are some of the key differences between their discovery capabilities:

o Scope: Microsoft Defender for Cloud Apps is a comprehensive cloud app security solution that
provides visibility and control over cloud apps across various cloud services and platforms, such
as Office 365, Azure, and third-party cloud apps. On the other hand, Cloud App Discovery is
focused on discovering and monitoring cloud apps used by users within an organization’s network.

« Data sources: Microsoft Defender for Cloud Apps leverages a variety of data sources, such as API
logs, network logs, and proxy logs, to discover and monitor cloud apps. Cloud App Discovery
uses network traffic logs to identify cloud apps used by users within an organization’s network.

« Real-time monitoring: Microsoft Defender for Cloud Apps provides real-time monitoring of
cloud apps and their activities, including user activity monitoring, file activity monitoring, and
access monitoring. Cloud App Discovery provides periodic reports on the cloud apps used by
users within an organization’s network.

« Integration with other security solutions: Microsoft Defender for Cloud Apps integrates with
other Microsoft security solutions such as Microsoft Defender for Endpoint, Microsoft Sentinel,
and Microsoft Defender for Cloud Apps, providing a comprehensive security solution for cloud
environments. Cloud App Discovery does not integrate with other Microsoft security solutions.

Keep in mind that Microsoft Defender for Cloud Apps provides a more comprehensive and real-
time discovery and monitoring solution for cloud apps used in an organization’s environment, while
Cloud App Discovery is focused on discovering and reporting on cloud apps used by users within
an organization’s network.
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The Cloud App Discovery feature in Microsoft Defender for Cloud Apps provides several benefits to
organizations, including the following:

« Visibility: Cloud App Discovery provides organizations with a complete inventory of all cloud
apps and services being used within the organization, which can help them identify potential
security risks and vulnerabilities.

o Control: Once an organization has identified all the cloud apps and services being used, it can
take steps to control access to these applications, enforce policies, and manage data security.

« Compliance: Cloud Discovery helps organizations comply with various regulatory requirements,
such as GDPR and CCPA, by providing a comprehensive view of all cloud apps and services
used within the organization.

Cloud App Discovery is included in the following licenses:

o Microsoft Entra ID P1
o Microsoft 365 E3

o Microsoft 365 E5

« EM+SE3

App Category in Microsoft Defender for Cloud Apps is a feature that helps organizations classify
and manage their cloud applications based on their business functions and security risks. With App
Category, organizations can create custom categories for their cloud apps and services and apply
policies and controls based on these categories.

App Category works by analyzing the metadata and behavior of cloud applications to determine their
business function and security risks. This information is used to classify cloud apps and services into
various categories, such as finance, human resources, marketing, social media, and collaboration.
Once the cloud apps and services are categorized, organizations can apply policies and controls based
on the category. For example, an organization may want to apply stricter data protection policies to
cloud apps in the finance category compared to cloud apps in the marketing category.

App Category provides several benefits to organizations, including the following:

 Improved visibility and control: App Category provides organizations with a better understanding
of their cloud application landscape, allowing them to prioritize their security efforts and apply
appropriate controls.

o Customization: Organizations can create custom categories based on their specific business
needs, allowing them to tailor their security policies and controls to their unique requirements.

« Compliance: App Category helps organizations comply with various regulatory requirements,
such as GDPR and CCPA, by providing better visibility and control over their cloud applications
and services.
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App Category is a powerful feature of Microsoft Defender for Cloud Apps that helps organizations
classify and manage their cloud applications based on their business function and security risks,
enabling them to better manage their security posture and reduce the risk of cyber threats.

The new Cloud Apps portal has been removed from the previous site (https://portal.
cloudappsecurity.com) and can be accessed through the security admin portal (Microsoft
Defender portal) or using this link: https://security.microsoft.com/cloudapps. In
the Microsoft Security admin portal, you can access Microsoft Defender for Cloud Apps, as shown

in the following screenshot:

(ol
| 88
m

m g W m %

It

Cloud apps

Cloud discovery
Cloud app catalog
OAuth apps

App governance
Files

Activity log
Governance log
Policies

Policy management

Policy templates

Figure 6.1 — Microsoft Defender for Cloud Apps portal

The default report can be found on the Microsoft Defender for Cloud Apps dashboard, where you
can define different app categories through the Apps, Users, IP Addresses, Traffic, Upload, and

Transactions sections:
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Figure 6.2 — Cloud discovery in MDCA

In this part, you can create different reports, upload logs from third-party appliances, and create your
own dashboard with specific reports. Create a snapshot with the following steps:

1. Click on Cloud discovery in Microsoft Defender for Cloud Apps.

2. Click on the Actions option and choose Create Cloud Discovery snapshot report:

Cloud Discovery

Tane
32MB Lums

P R |
ATl @ iAo BI0m

5
v

e
s

Figure 6.3 — Cloud discovery snapshot report

3. In the following window, click Next:
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Create new Cloud Discovery snapshot report © Guide

O OVERVIEW ——————————— REPORT DETAILS ———————— UPLOAD TRAFFIC LOGS —————————— FINIEH

Create new snapshot report

Snapshot reports provide ad-hoc visibility into a set of traffic logs you manually upload from your firewalls and
proxies. How to create snapshot report?

Figure 6.4 - Create a new snapshot in MDCA

4. Give a report name and select your source for the report from the drop-down menu:

Create new Cloud Discovery snapshot report @ Guide
QOvERVIEW — (O REPORT DETAILS —— UPLOAD TRAFAICLOGS ——————— FINISH
Report Name *
| Example |
Description
| |
Source *
| Salect appliance_. ~ |
Blue Coat o
Blue Coat ProxySG - Access log (W3C) '
Barracuda
Barracuda - Web App Firewall (W3C)
Barracuda - F-Series Firewall
Barracuda - F-Series Firewall Web Log Streaming
Check Point
Check Point {C5V)

Check Point - SmariView Tracker

Figure 6.5 — Select source for snapshot report
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Follow the instructions to verify your log format (FYI: Cisco Meraki - URLSs log-in screenshot
is an example):

Create new Cloud Discovery snapshot report € Guide
© OVERVIEW —— ) REPORT DETAILS ——— UPLOAD TRAFFICLOGS —————— FINISH

Report Name *

| Exampe |

Description
| |

Source *

| Meraki - URLs log L |

(@} This data source contains partial information
Some data attributes are missing from the standard log format of this data source. Bxplore altematives £2
View details .-

@ Verify your log format

Make sure your log files are in the expected format for your data source, otherwise they cannot be
processed. To add a custom format, reconfigure your data source settings to match your format.,

View log format .~
FTP {Supported in snapshots and automated upload)
Apr 19 28:89:16 192.168.18.1 1 948877314.987556162 MXEE urls src=192.168.18.3:62526 dst=5
4 3
Syslog (Supported in automated upload only)
Apr 18 28:849:16 192.168.18.1 1 S4BA77314. 987556162 MXEE urls src=192.168.18. 3:62526 dst=5
'] .3

+ Download sample log

|:| Anonymize private information
Store and display only encrypted user names

Figure 6.6 — Verify log format for snapshot report

Important note

If you don’'t know how to prepare logs for upload, use Download sample log (see the preceding
screenshot) and correct your logs for upload to Microsoft Defender For Cloud Apps.
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5.

6.

Click Next and upload traffic logs (up to 1 GB in size):

Create new Cloud Discovery snapshot report

® OVERVIEW —————— @ REPORT DETAILS —————— @ UPLOAD TRAFFIC LOGS

Upload traffic logs *
.

H Browse... |

Files with activities up to 90 days old and up to 1 GB in size per log file

e

Figure 6.7 — Upload log file for snapshot report

Click Finish and check your reports.

Microsoft Defender for Cloud Apps supports a variety of third-party cloud-based applications and

services, and it can collect logs from these services through the Cloud App Security data connector.
Here are some examples of third-party logs that can be uploaded to Microsoft Defender for Cloud Apps:

Barracuda: Microsoft Defender for Cloud Apps can collect logs from Barracuda, including
login activity, report exports, and configuration changes

Check Point: Microsoft Defender for Cloud Apps can collect logs from Check Point, including
user activity, traffic, and sharing events

Dropbox: Microsoft Defender for Cloud Apps can collect logs from Dropbox, including login
activity, file uploads and downloads, and sharing events

Google Workspace: Microsoft Defender for Cloud Apps can collect logs from various Google
Workspace services, including Gmail, Google Drive, and Google Calendar

AWS: Microsoft Defender for Cloud Apps can collect logs from various AWS services, including
AWS CloudTrail, AWS Config, and Amazon S3

Cisco: Microsoft Defender for Cloud Apps can collect logs from various Cisco appliances,
including Cisco ASA Firewall, Cisco IronPort, Cisco Meraki, Cisco ASA FirePower, and so on

McAfee: Microsoft Defender for Cloud Apps can collect logs from McAfee, including incident
management events

Sophos: Microsoft Defender for Cloud Apps can collect logs from different Sophos appliances
such as Sophos SG, Sophos XG, and Sophos Cyberoam
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Note that the specific logs that can be uploaded to Microsoft Defender for Cloud Apps may depend
on the specific configuration of the third-party cloud-based applications and services that you are
using. It is important to review the documentation for the Cloud App Security data connector and
the specific third-party applications and services that you are using to ensure that you are sending
the appropriate logs to Microsoft Defender for Cloud Apps.

Besides Cloud Discovery, through Microsoft Defender for Cloud Apps, you can find the Cloud app
catalog. The Cloud app catalog in Microsoft Defender for Cloud Apps is a comprehensive database
of cloud applications and services that have been analyzed and rated based on their security risks.
The Cloud app catalog helps organizations gain visibility of the cloud apps and services being used
within their environment and assess the risk associated with each app.

The Cloud app catalog includes information on thousands of cloud applications and services, including
popular cloud services such as Microsoft Office 365, Salesforce, and Dropbox. For each cloud application
and service, the Cloud app catalog provides a detailed security assessment that includes information
on the following:

« Data protection: This includes an assessment of the data protection capabilities of the app or
service, such as encryption, access controls, and data backup and recovery

o Compliance: The Cloud app catalog includes information on the compliance certifications and
regulations that the app or service adheres to, such as GDPR, HIPAA, and PCI DSS

o Security controls: The Cloud app catalog assesses the security controls of the app or service,
including authentication, authorization, and network security

« Data usage and privacy: This includes an assessment of the app or service’s data usage policies
and privacy practices

Using the Cloud app catalog, organizations can gain a better understanding of the security risks
associated with the cloud apps and services being used within their environment. Organizations can
also create policies and controls based on the risk level of each app or service, enabling them to better
manage their security posture and reduce the risk of cyber threats.

In addition to the information on individual cloud applications and services, the Cloud app catalog
also provides overall ratings for each app or service, based on their security risk level. These ratings
can help organizations quickly assess the risk associated with each app or service and take appropriate
action to manage that risk:
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Figure 6.8 — Cloud App Catalog

Here are the steps to use the Microsoft Defender Cloud app catalog:

1. Login to the Microsoft Defender for Cloud Apps portal using your Microsoft credentials.
2. Once logged in, click on the Cloud app catalog tab on the left-hand side of the screen.

3. You will be taken to the Cloud app catalog page where you can search for specific cloud apps
and services by name or category.

4. To view the security assessment of a specific cloud app or service, click on the name of the
app or service.

5. The Cloud app catalog will display a detailed security assessment that includes information
on the data protection, compliance, security controls, and data usage and privacy of the app
or service.

6. Based on the risk level associated with each app or service, organizations can create policies
and controls to manage the risk.

7. Organizations can also use the overall rating provided by the Cloud app catalog to quickly assess
the risk associated with each app or service and take appropriate action to manage that risk.

You can get more details and information about more than 31,000 apps if you click Show details. On
the Details page, you will see all GENERAL, SECURITY, COMPLIANCE, and LEGAL information
about the site. Following is an example for the Microsoft Xbox app (all green and a risk score of 10):
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For a better overview of newly discovered apps in your organization, use the New policy from
search option.

Cloud app catalog

Filters:
Apps: Apptag @ © Sanctioned & Unsanctioned MNone  Riskscore: 0 ((mmm——(") 10
Browse by category: < [] Bulk selection ~ - New policy from search

Figure 6.11 - Cloud app catalog

To create an app discovery policy in Cloud App Security, follow these steps:

1. Click on the New policy from search tab in the top menu bar.
2. Click on Policy template and select one of the options.
Create app discovery policy

Cloud Discovery policies enable you to create alerts for new apps that are discovered in your organization.

Polig temBIate *

No template ~ |

-

No template

New high volume app
New popular app

New high upload volume app

New risky app

Collaboration app compliance check

Cloud storage app compliance check

CRM app compliance check

Mew cloud st ) .
W cloud storage app > Edit and preview results

MNew collaboration ann
Select a filter  ~

Figure 6.12 - Policy template for app discovery

3. Enter a name and description for the policy.
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4.  Set Policy severity and Category.
Policy severity * Category *
A
| ]| L] ] ]

Figure 6.13 — Define severity for app discovery

5. Under Apps matching all of the following, select one of the filters from the drop-down menu
or add more, if you need:

Apps matching all of the following < Edit and preview results
——

Select afilter ~

— A

App tag

Apps and domains
Category

Compliance risk factor
HIFAA - 150 27001 - SOC 2 - PCI D55 version +25 more

General risk factor
Headquarters - Data center - Hosting company - Viendor +8 more

Legal risk factor
Cata ownership - DMCA - Data retention policy - GDPR readiness statement +13 more

Risk score

- Add a filker
E——

Figure 6.14 — App discovery filter

6. Under App matching all of the following, define the conditions under which the policy will
trigger. For example, you could create a rule that triggers the policy if a user uploads sensitive
data to a non-approved cloud app:
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apps matching all of the following

e
Filters:

* Daily traffic -~ greater than |2 ME

a |

Daily traffic

Alert Downloaded data

Mumber of IP addresses

” | . i .
d Number of devices ning event with the policy’s severity
S store default settings
Mumber of transactions
Mumber of users
pso.com, john@contoso.com
Uploaded data

Daily alert limit per policy | 50 ~

Create a playbook in Power Automate

Figure 6.15 — Additional app discovery filter

7.  Under Alerts, define the conditions under which the policy will create mail notifications, a
daily alert limit per policy, and governance action. You can add a playbook in Power Automate
(requires additional configuration in the Power Automate portal) if you want:
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Alerts
L ]

Create an zlert for each matching event with the policy’s severity

Save as default settings | Restore default settings

Send alert as email (@

For example: jane@contoso.com, john@contoso.com
Daily alert limit per paolicy
L]

Create a playbook in Power Automate

Governance actions

\:' Tag app as sanctioned
\:l Tag app as unsanctioned
\:' Tag app as monitored
\:| Tag app with custom tag

Figure 6.16 — Configure notifications for app discovery policy

8. Click Create to create the policy.

Once the policy is created, Cloud App Security will begin scanning your organization’s cloud usage
to identify any apps and services that match the criteria you specified. You can view the results of the
app discovery policy in the Cloud App Security portal, under the Discover tab.

The Cloud app catalog is a powerful feature of Microsoft Defender for Cloud Apps that provides
organizations with a comprehensive database of cloud applications and services, allowing them to
better understand the security risks associated with their cloud environment and take appropriate
action to manage those risks.

Managing OAuth applications with Microsoft Defender for
Cloud Apps

Microsoft Defender for Cloud Apps allows you to manage OAuth apps for your organization. OAuth
apps are third-party applications that access your organization’s data using OAuth tokens. But what
is an OAuth app?
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OAuth (short for Open Authorization) is a standard protocol that allows users to grant third-party
applications access to their resources without sharing their credentials. An OAuth app, also known as
an OAuth client, is a third-party application that uses OAuth to access protected resources on behalf
of the user. When a user grants an OAuth app access, the app receives an access token that allows it
to access specific resources, such as data or services, without the user having to share their username
and password. This access token is typically short-lived and can be revoked by the user at any time.

OAuth apps are commonly used by cloud services and web applications to access user data stored in
other services, such as social media platforms or email providers. For example, a third-party email
app may use OAuth to access a user’s Gmail account, allowing the user to read and send emails from
within the app without having to share their Gmail username and password with the app. OAuth
provides a secure and standardized way for users to grant and revoke access to their resources, and
for third-party apps to access those resources without compromising user credentials.

For a quick overview of OAuth apps by users, use options from the portal by selecting a username
and a quick report will show you all the details about apps marked as approved or marked as banned:

Manage OAuth apps a
Cueres Selecta guery » @) dcvarced il

fpmSelectapps ~  Usrame Seleclisers v App st Selectvalie ~  Comminityuse Selectwalue - Femiisocs Seedtpermimion « Pewksion sl gEE EED EEE

Buk zeiecion i~ Hew policyfom seanh o Bport 1. Bof T3apes = Showcetsls Teitie setings

. Autheried by ¥ Bermisaion el Lt asthirirt

B O— Ease WEB Lo TR, L

Figure 6.17 - Manage OAuth apps

Here are the steps to manage OAuth apps in Microsoft Defender for Cloud Apps:
1. Click on OAuth apps in the Cloud Apps portal.
< Cloud apps
& Cloud discovery
B Coud app catalog
| % onuthapps
B Apsommence
Files

Activity log

m 3 MW

Governance log

it

Polices

Figure 6.18 — OAuth apps in MDCA
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2. Enable Advanced filters on the portal site.

@ Advanced filters

A ———
Permission level: g [T} (T 1]

Figure 6.19 - Enabling Advanced filters

3. From Queries, create one of the predefined queries and add more filters if you need.

Manage OAuth apps

Queries: Select a query ~ Save as

e

Suggested queries (3)

Apps authorized by admins

Apps authorized by extemnal users
Rare apps with high permissions
Saved gueries

To save a query, add filters and click "Save as”

o - L ==

Figure 6.20 - Select a query

After selecting Query in Manage OAuth apps, click on Select a filter to specify your configuration
preferences. Choose from filters such as App, App state, Community use, and others based on your

query’s requirements.
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Manage OAuth apps
Cueries: Apps authorized by external users + Save as
*  Appstate equals w Approved
* o User w From group equals w External users

¥ Selectafilter »~
]

Q

App
[Jt Appstate t search Export
Community use
Permission level
Permissions
Publisher

User
Mame - Count - From group - Privileges

Figure 6.21 - Select filter for OAuth apps

1. Here, you can see a list of all the OAuth apps that have been granted access to your organization’s
data. You can filter the list by cloud app or by user.

* To revoke access for an OAuth app, select the app from the list and click the Revoke
access button. This will remove the OAuth token and prevent the app from accessing your
organization’s data.

= To block an OAuth app, select the app from the list and click the Block app button. This will
prevent the app from requesting new OAuth tokens and accessing your organization’s data.

= To allow an OAuth app, select the app from the list and click the Allow app button. This will
enable the app to request new OAuth tokens and access your organization’s data.
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You can also create an OAuth app policy to automatically block or allow OAuth apps based on certain
criteria. To do this, click on the Policies tab and select OAuth app policy from the Add policy

dropdown. You can then define the criteria for the policy and choose whether to block or allow OAuth
apps that match those criteria.

1. Click on New policy from search:

Manage OAuth apps

Cueries Salect a query Saue 25

App: Select apps User name: Selact usars. App state: Selectvalue ~  Community use: Selectvalue. »  Parmiss Select ) Permission level g ", [(11]
[ Bulk sstection ~ - Mew pelicy from searc 4+ Byport

Figure 6.22 — Create new policy

2. Fill in the Policy name and Description fields and select the severity level from the Policy
severity and Category menus:

Create OAuth app policy

(1) This poficy applies to Microsoft 365

Policy name *
Qauth App Company Policy |

Policy severity * Category *

[ | [ | ] [ ]} Threat detection -~

#k Threat detection

# Privileged accounts

B Compliance

I OLP

Create filters for the p« o Cloud Discovery

Apps matching all of the follg & Sharing control

O Access control
Select afilter

£ Configuration control

- Add a filter

Figure 6.23 — Define category for new search

3. From Create filters for the policy, select Filter and add additional filters, if you need them:
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Create filters for the ﬁlig

Apps matching all of the following

Selectafiter ~

Q

App
App state

Community use

Permissian level event with the policy's severity

default settings
Permissions

Publisher

User it

Mame - Count - From group - Privileges

Create a playibook in Power Automate

Figure 6.24 - Define filter for new search policy

4. Define Alerts and Governance actions:

Alerts
L]

E Create an alert for each matching event with the policy’s severity
Save as default settings | Restore default settings

D Send alert as email @

Daily alert limit per policy

Create a playbook in Power Automate

Governance actions

1} Microsoft 365 ~
D Revoke app
It may take several minutes for these changes to take effect. |
‘We secure your data as described i our privacy stietement and onfing senvice terms.

Figure 6.25 — Configure alerts

5. Click Create.
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( i
Important note

The Create a playbook in Power Automate option requires additional configuration in the
Power Automate portal. Microsoft Power Automate is a cloud-based service that allows users
to create workflows and automate repetitive tasks across different applications and services.
Formerly known as Microsoft Flow, Power Automate is part of the Microsoft Power Platform
and is available as a standalone service or as part of Microsoft Office 365 and Dynamics 365.
With Power Automate, users can create custom workflows that automate tasks such as data
entry, file management, notifications, and approvals. Workflows can be triggered by various
events, such as the creation of a new file or record, the receipt of an email, or a scheduled time.
. J

By managing OAuth apps in Microsoft Defender for Cloud Apps, you can help ensure that only
trusted and authorized applications have access to your organization’s data. You can get all the details
and permissions for any OAuth app by simply clicking on the app in the Manage OAuth apps portal:

Manage OAuth apps (7]

L Selort 8 quary B ) Actarced Flle

S SeleClaggs - Userrme Sebeciwen w  MOOUe Seechwle - Conmlty ceiSdedvalee o Peminos Seetpeimlon . PeToon el moe aee aee

Figure 6.26 — Manage OAuth apps

Managing files in Microsoft Defender for Cloud Apps

Microsoft Defender for Cloud Apps allows organizations to provide protection and visibility for
cloud-based applications and services. It allows you to manage and monitor file activities in your
cloud applications, including OneDrive, SharePoint, Exchange Online, and Teams. You can simply
create different policies for different purposes and manage activity for all your files stored online in a
Microsoft 365 environment. You can create a policy to manage files in Microsoft Defender for Cloud
Apps by following these steps:

1. Sign in to the Microsoft Defender Security Center (https://securitycenter.
windows.com/).

2. In the left-hand pane, click on Cloud apps and then click on Files:


https://securitycenter.windows.com/
https://securitycenter.windows.com/
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I
g
[}
i

Figure 6.27 — Managing files in MDCA

3. On the Files management page, click on Select a query to view the list of predefined queries.
Use Advanced filters on the right side if you need more options for search and selection:

Files
=3 Partner catalog \/
Assets ~ Queries; Select a query ~ SavE a5
) )
O dentities Q | B
| |
Suggested gueries (1) |
= Email & collaboration ~ [ Ly
Stale files shared externally F
Investigations |
B gat Saved gueries
B Explorer | To save a query, add filters and click "Save as” :
Review '
= %  Contoso Purchasing Permissions.doox
© Campaigns
BrokenPipejpg
k2 Threat tracker
B Wacation Policies.pptx
B Exchange message trace
= Policy Reference Q3.xlsx
B Attack simulation training

A Manager Position Reference Guide.doox
Policies & rules & J

I

Local Resource Guide.docx
5 Cloud apps T

CEEEE———— [ Legal Compliance Policies.pptx
& Coud discovery
2] Job Duty Breakdown Analysis.xlsx
B coud tal
= (Cloud app atalog

2 Oduthapps +  Job Description Manual.doox

I B Fies 1 HR and Legal Compliance Overview.ppix

Figure 6.28 — Select query for files
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4. To create a new file policy, click on + New policy from search:

Files

Queries: Select a query «

App: Select apps v Owner: Select users v Access level: Select access level File type: Select type Matched policy: Select policy

[ Bulk selection ~~ - Mew policy from search L Export

Figure 6.29 — Create new policy from search

5. In the Create file policy window, specify the policy name and select a policy template (selecting
No template is also a possible option), policy name, and set Policy severity and Category for
the policy:

Create file policy

Policy template *

Mo template -

Mo template

File shared with unauthorized domain
Externally shared source code

File containing Pl detected in the cloud {built-in CLP engine)

File containing PHI detected in the cloud (built-in DLP engine)

File containing PCl detected in the cloud (built-in DLP engine)

Stale extemally shared files

File shared with personal email addresses

Shared digital certificates {file extensions)

#  Access level w equals w Public {Internet), External, Public

«  Llastmodified w  after(date) ~ | 04/03/2023 | ‘1-:r.52m -

- Add a filter

Figure 6.30 - File policy template
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6. Once you've chosen a template for a new file policy, proceed to specify the severity and category:
Create file policy
P-Dlig temﬁlate *

Mo template b4

Policy name *
L 1

Test CAS File Template

#% Threat detection

§ Privilegad accourts

B Compliance

B DLP

Files matching all of the follo| & Cloud Discovery

4 Sharing control
X Access level w - c g

S
© Access control
w  Lastmodified w W2 AM o
£} Configuration control

- Add a filter

Figure 6.31 — Define severity and category

7. In the Files matching all of the following tab, define the conditions for the policy, such as
file type, filename, and file location (the following example presents a file policy for all public,
shared files):
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Create file policy

Policy template *

Mo template b

Policy name *

Test CAS File Template

Policy severnity * Category =

"0 | AEN | HAED Sharing control b

Description

Files matching all of the following
e —

X Access level ow equals Public {internet), External, Public  ~

% Llastmodified w  after(date) w | 040372023 | |1cu_-52m.1 o

-— Add & filter

Figure 6.32 - Define additional filters

8. In the Apply to tab, specify the actions to be taken when the policy conditions are met, such
as alerting or blocking access to the file. Select the files, user groups, and inspection method.
Select Create an alert for each matching file:
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Apply to:

all files L
Select user groups:

all file owmers w

Inspection method

Mone i

Alerts

u Create an alert for each matching file
ga'fe as HE'&Jli s#_lngs Eeacre HE'EL. L settings

Send alert as email ()

For examiple: jane@ contose.com, john@contoso.com

Deaily alert limit per policy | 5 '

Create a playbook in Power Automate

Figure 6.33 - Configure alerts and notifications

9. Save the policy by clicking on Create.

Important note

The created policy will be visible in the Policy Management section, not in the Files portal.
The Policy Management portal is located under the Policies tab in the Cloud Apps portal.

To view the file activity logs, click on Investigate in the left-hand pane and then select Logs. On the
Logs page, select the cloud app and the type of log you want to view, such as File activity or File
policy matches.
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Managing the activity log in Microsoft Defender for Cloud

Apps

If you are already creating different policies for managing files in Microsoft Defender for Cloud Apps,
now you can create a policy for monitoring different activities on selected files. Microsoft Defender
for Cloud Apps provides an activity log that allows you to monitor and review events and activities
performed in your cloud environment. Here are the steps to manage the activity log in Microsoft

Defender for Cloud Apps:

1.  Open the Microsoft Defender for Cloud Apps portal (the portal is located in the Security Admin

Center) and sign in with your credentials.

2. In the left navigation menu, select Activity log.

< Cloud apps
H Cloud discovery
HE Coud app catalog
&  OAuth apps
= Files
| s2 Adtivityiog
e

=

e i
—

Figure 6.34 — Activity log in MDCA

3. On the Activity log page, you can filter the events based on date, severity, category, or service.
Click on Select a query to choose one of the options for a quick overview.

Govemance 10g

Polices
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Activity log
1 T improve performance, the Activity Log now displays &

Ceries: Select a query ~ Save as

Q

Suggested quenes (10)
Admin activities
Download activities
Failed log in

File and folder activities
Impersonation activities
Mailbaox activities

Password changes and reset reguests

Figure 6.35 - Select a query

4. To customize the columns displayed in the activity log, select Columns and choose the fields
you want to see:

Queries: Select a query «

App: Selectapps  « User namz: Select users  « Raw P address:  cniar P addres: Activiy type: Sclect value Locetion: Select countries/regions

Figure 6.36 — Define filters for activity report

Important note

If you want to investigate more than 15 days back, click on the top-right Investigate 6 months
back option.
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Investigate © months back 0

@ Advanced filters

Location: Select countries/regions

Figure 6.37 — Activity log report

5. You can also create an alert based on specific conditions by selecting + New policy from search.

6. Select one of the listed templates in the Policy template menu:

Create activity policy

Policy template *

Mo template *

| Ll L C= | - R

Logon from a risky |P address

Administrative activity from a non-corporate P address
Potential ransonware activity

bMultiple failed user log on attermpts to an app

Access level change (Teams)

Activities from suspicious user agents

External user added {Teams)

Mass deletion (Teams)

Log on from an outdated browser -
Figure 6.38 — Activity policy template

7.  Give the policy a name, define Policy severity, and select Category (the following screenshot
is an example with the selected Potential ransomware activity template):
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Create activity policy

Policy template *

Potential ransomware activity b |

Policy name *

Potential ransomware activity |

Policy severity * Category *

[ | [ 1] (]| ] Threat detaction ~

Description # Threat detection

* g
Alert when a user updoads files tg 4 Privileged accounts

R Compliance

I DLP

Create filters for the pe i
&% Cloud Discovery

Act on
() single activity

Every activity that matchel 9 Access control

[ Sharing control

@ Repeated activity: £} Configuration control
Repeated activity by @ singreosers

Figure 6.39 — Define severity and category

Important note

If you select Potential ransomware activity for Policy template, leave all pre-defined Activities
matching all of the following options as is. You can provide additional extensions, only if they
are not already there. There are more than 80 predefined extensions added.

8. After defining the severity and category for a new activity report, you will need to configure
the activities.

Activities matching all of the following
- "~

#  Addivity type  w equals w Upload, Rename

Files and folders  » Mame w ends with Jocky

Figure 6.40 - Define activities

9. In Alerts, select the Send alert as email box and add an email address where notifications for
the selected policy will be sent:
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Alerts
L]

Create an alert for each matching event with the policy's severity
Save as default settings | Restore default settings

Send alert as email ()

| For example jane@ contoso.com, john@ contoso.com
Daily alert fimit per policy

Create a playbook in Power Automate

Governance actions

All apps i

] Office 365 r

‘We s=cure your data as described in our privagy statemant and onfine service temms. - _—
Create Cance

Figure 6.41 — Define alerts and notifications

By managing the activity log in Microsoft Defender for Cloud Apps, you can monitor and review the
events and activities in your cloud environment and take appropriate actions to prevent security incidents.

Governance log

The governance log in Microsoft Defender for Cloud Apps is a feature that enables administrators to
track all administrative activities performed in the Defender for Cloud Apps portal. The governance log
records events related to policy configurations, user and group management, and other administrative
tasks, providing a detailed audit trail of all the changes made in the portal. This log is an essential
component of a comprehensive cloud app security strategy, allowing organizations to monitor and
investigate administrative activities in the portal and detect any suspicious or unauthorized activities.

The governance log captures various types of events related to the administration of Defender for
Cloud Apps, including the following:

» Policy management: Events related to policy creation, modification, deletion, and assignment,
including changes to policy settings and configurations

o User and group management: Events related to user and group creation, modification, deletion,
and assignment, including changes to user and group permissions and access levels
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« Role management: Events related to role creation, modification, deletion, and assignment,

including changes to role permissions and access levels

« Configuration changes: Events related to changes made to the Defender for Cloud Apps portal
configuration, including changes to notifications, alerts, and other settings

The governance log records details such as the user who performed the action, the time and date
when the action was performed, and the outcome of the action. The log also captures the IP address
and the location of the user who performed the action, allowing administrators to track the activities
of users from different geographical locations.

The governance log can be accessed and viewed by administrators who have been granted the appropriate
permissions in the Defender for Cloud Apps portal. The log can be searched and filtered based on
various criteria, such as date range, username, and event type, making it easier for administrators to
find the information they need. The log can also be exported to a CSV file, allowing administrators
to perform further analysis and reporting:

< Cloud apps

H  Cloud discovery
H: Coud app mtalog
&  Oauth apps

B Files

S Adivity log

B Govemnance log
*  Polides

Policy management

Policy templates

Figure 6.42 - Governance log portal

You can find more details by selecting Action type under Filters. There are over 60 predefined action

types that you can use for an overview:
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Governance log ©

Filters:
Action type: Select value ~ Target name: i

PR T 1T "

Require user to sign in again

Resolve Cloud Discovery machine name

Susper® user

Remaove sensitivity label

Transfer all files ownership

Allow editors to share

Re-calaulate Cloud Discovery scores

Run file ownership user notification

Resolve Cloud Discovery usemame -

Figure 6.43 — Select value for governance log

In summary, the governance log in Microsoft Defender for Cloud Apps provides a detailed audit
trail of all administrative activities performed in the portal, allowing organizations to monitor and
investigate administrative activities in the portal and detect any suspicious or unauthorized activities.
The log is an essential component of a comprehensive cloud app security strategy, providing visibility
and control over administrative activities in the Defender for Cloud Apps portal.

Microsoft Defender for Cloud Apps policies

Microsoft Defender for Cloud Apps provides a comprehensive set of preconfigured policies to help
organizations secure their Microsoft cloud environment. Policies are a set of rules and configurations
that define how Microsoft Defender for Cloud Apps works and what actions it takes when it detects a
security threat or vulnerability. Keep in mind that Microsoft Entra ID protection policies have been
removed from the Defender for Cloud Apps policy list.
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=
&
=2

m 8 W m 9

In

Cloud apps
Cloud discovery
Cloud app catalog
OAuth apps

App govemance
Files

Activity log
Govemnance log

Policies

Poiicy management

Policy tempiates

Figure 6.44 — MDCA policies

Microsoft Defender for Cloud Apps provides a wide range of preconfigured policies that organizations
can use to secure their Microsoft cloud environment. The best policies to use with Microsoft Defender

for Cloud Apps may vary depending on the specific needs and security requirements of an organization.
Here is a small selection of predefined Microsoft Defender for Cloud Apps policies that you can use:

« Suspicious inbox forwarding: The Suspicious inbox forwarding policy is a security control
feature in Microsoft Defender for Cloud Apps that helps organizations prevent unauthorized
forwarding of emails from their Exchange Online environment to external email addresses. This
policy can help protect sensitive information from being accidentally or intentionally forwarded
to unauthorized recipients, including attackers. The policy works by monitoring emails that

are forwarded from Exchange Online mailboxes and comparing them to predefined criteria. If
an email meets the criteria for suspicious forwarding behavior, the policy will trigger an alert
and take action to prevent further forwarding of the email.

Policies

Threat detection  Information protection Corditional access  Shadow [T All policies

N

Filtars

Mame:| SssideusinboxForward | Typer Sclacitype ~  Satus [EEE  cesas Severty @ WG EER  Categony Selectriskcategory v
Creste policy | Bxpor

Figure 6.45

Caunt Seuuiity W Catagory

WEE Hgh O Test deection

o5 Lm's i This rray inlicate thet the user sccount i compeomi

—Threat detection policy
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o Impossible travel: The Impossible travel policy is a security control feature in Microsoft Defender
for Cloud Apps that helps organizations protect their cloud-based data from unauthorized
access. This policy detects and alerts suspicious login attempts that appear to have originated
from multiple geographic locations within a short period, making it physically impossible for
a user to have traveled between the locations. The policy works by analyzing login data from
Microsoft Entra ID and other Microsoft services to identify patterns that suggest a possible
breach or unauthorized access. Specifically, the policy compares the location and time of login
attempts to determine whether it is possible for a user to have traveled between the locations
in the time frame. If the policy detects suspicious login activity that meets this criterion, it
generates an alert.

Policies

Threat detection  Information protection  Conditional access  Shadow IT AN polides

Fitbers:

Name | imecsidts wal Type: Select bype v ot [EEGE  neereen Severiby 1 EE: NN Cetegory Select riskcategory v

| Creste policy 4 Bport

Policy Count Sevarity W Catagery

5 - & acte indidents BEE wedi £ Taea deecton

his paicy profies pour Sniicnment and DIJORM e when acthitles a0 detsced Trom the same usan in difersar locatom withi: 3 Tme perind that is shoner than the exp

Figure 6.46 — Impossible travel policy

o Unusual file deletion activity (by user): The Unusual file deletion activity (by user) policy
is a security control feature in Microsoft Defender for Cloud Apps that helps organizations
detect and respond to suspicious activity related to file deletion in their cloud environment. This
policy is designed to detect when a user deletes a large number of files within a short period
of time, which could indicate malicious activity such as data theft or destruction. The policy
works by monitoring file activity in cloud storage services such as OneDrive for Business and
SharePoint Online. When a user deletes a large number of files within a short period of time,
the policy triggers an alert and takes action to prevent further deletion of files. Additionally,
create a retention policy for all files in OneDrive for Business and SharePoint and provide even
more security over files in your organization.

Policies

Threst detechion  Informaticn protection  Conditional access  Shadow IT - All policies

Filars:

Mame| Urunclifisgolstionace | | Type Selecttype v Sarun IEEGEN oeawan Saerty § WEC WA Caegong Salactnsk category v

+ Creste policy i Bport
Policy Count Severicy v Category

Lirnesial fite deletion schivity {by wser) O acews incadarts WEE Mool F Threadewmomen

NS PoNICY DI Iat youT SRTONMENT 3NG TISZSrT SGr WG LIS Perform multle 812 S0iS0Cn ATIFTAT in 3 SINGIS T455I0N WK [SSPGC T the D3531na laamad, whih coul.

Figure 6.47 — Unusual file detection activity policy
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o Multiple failed login attempts: The Multiple failed login attempts policy in Microsoft Defender
for Cloud Apps is a security feature designed to protect against brute-force attacks on user accounts.
This policy is used to detect when an attacker is trying to gain access to an account by repeatedly
trying different passwords or login credentials. The policy works by monitoring login attempts
to a user account in the cloud app and counting the number of failed attempts within a specified
time period. If the number of failed attempts exceeds the threshold set in the policy, the account
is locked out or flagged for further investigation. The policy is designed to be flexible, allowing
administrators to set the threshold for failed login attempts and the duration of the time period
during which login attempts are monitored. Administrators can also specify whether they want
the account to be locked out or flagged for further investigation when the threshold is exceeded.

Policies

Threat detection  Information protection  Conditional access  Shadow IT - All policies
L

Filzers:

Name; | htiplofsicd login stan | Typet Selecttype v Stanes: ISR wsesso severty i EE° WEE  CEtegon: Selact risk category v

+ Cresle poicy & Expart

Faiicy Count Severing v Categery
5 Multil= faied login atiempts Qarzvs incetanss WEW e £} Thvsar sscection
T e e

s 4 " 1 tggees a8 ANAN 505 PeCTOrm MUltEls falad g AANS: N 3 SARGIE TIS1GN U TSEH8CT £0 The atsling |6amas, Wicn sould

Figure 6.48 — Multiple failed login attempts policy

o Unusual file share activity (by user): The Unusual file share activity (by user) policy in Microsoft
Defender for Cloud Apps is a security feature that helps protect against data exfiltration and insider
threats. This policy is designed to detect when a user is accessing and sharing files in a way that is
unusual or outside of their normal behavior patterns. The policy works by monitoring user activity
within a file share and comparing it to their historical behavior. If the user’s activity is outside of
their normal behavior patterns, the policy will flag the activity as unusual and notify administrators.
For example, if a user typically accesses files during regular business hours, but suddenly begins
accessing files in the middle of the night, the policy may flag this activity as unusual and alert the
administrator. Similarly, if a user who typically only accesses a few files suddenly begins accessing a
large number of files, this activity may also be flagged as unusual. Administrators can configure the
policy to specify the threshold for what is considered unusual activity and determine the appropriate
response, such as alerting or blocking the user’s access to the file share.

Policies

Threat detection  Inf: protection  Conditional access  Shadow IT Al palicies
N

Filkers:

Blame | Urusus file share acivty | Types Selecttype » Satun SR omenuco Severt: @ER EEE  EEB Cobegory Select nsk category v

-+ Crestepciey v L Expoit
Palicy Count Seyeity % Categury

5 1 i 03 et MRt 3 Thesat dacsction
This pakcy praflis Your snirmment and TrOgers @S Whan weTs pemam msE fis inamng et 1ot kel nact, which cousd

Figure 6.49 — Unusual file share activity policy
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o Activity from infrequent country: The Activity from infrequent country policy in Microsoft
Defender for Cloud Apps is a security feature that helps organizations protect their data from
potential threats originating from unfamiliar or risky locations. The policy is designed to detect
when a user account logs in to a cloud application from a location that is infrequent or unusual,
based on their past login history. The policy works by analyzing the location information
associated with a user’s login attempts to a cloud app and comparing it to their historical login
patterns. If the location is deemed to be infrequent or unfamiliar, based on the user’s past login
history, the policy will flag the activity as potentially suspicious and notify administrators. For
example, if a user has historically only logged in from the United States, but suddenly logs in
from a location in a country where the organization has no business interests, the policy may
flag this activity as potentially suspicious. Administrators can configure the policy to set the
threshold for what is considered an infrequent location and determine the appropriate response,
such as alerting or blocking the user’s access to the cloud app.

Policies

Threat detection  Information protection  Conditional access  Shadow IT - All policies
Fitters:

Momer| Actiity rominirequste | T Sclecttype v Shotus  [EEEEN onanc Severity W BT EER  Cateoory: Sclectrisk category v

Aalicy Cauns Severiny > Cavegory

s Activity from infrequent country 0 asiie incidents WEE ted £F Towsar dscecion

o - Tlggers alens when ariviny Is SETRcEd DO 2 G0N (931 WES ROT IECERTIY OF Pever wisited by e Lsar o By any wsarin The aigan

Figure 6.50 — Activity from infrequent country policy

These policies are just a few examples of the many preconfigured policies that Microsoft Defender
for Cloud Apps offers. Organizations can choose which policies to enable or disable based on their
specific security needs and requirements.

In the end, working with Microsoft Defender for Cloud Apps policies involves creating and configuring
policies to secure your cloud environment, assigning policies to specific applications or services,
and monitoring the policy status to ensure compliance. By following these steps, organizations can
effectively use Microsoft Defender for Cloud Apps policies to secure their Microsoft cloud environment
and protect against cyber threats.

Summary

In today’s cloud-centric world, securing cloud applications and services has become a top priority for
organizations. Microsoft Defender for Cloud Apps is a cloud-native security solution that can help
organizations secure their Microsoft cloud environments against various cyber threats. It provides
advanced security features, such as real-time protection, vulnerability assessments, and compliance
management, which can significantly enhance an organization’s security posture.



Summary

Even though Microsoft Defender for Cloud Apps is a cloud-native security solution that helps
organizations secure their cloud applications and services against various cyber threats, it is very good
to know the limitations of this service. Microsoft Defender for Cloud Apps provides protection for
Microsoft cloud applications and services as well as different third-party applications that are widely
used by organizations. Organizations should carefully evaluate their security needs and consider the
limitations of Microsoft Defender for Cloud Apps before implementing it as their cloud security solution.

In summary, Microsoft Defender for Cloud Apps is a valuable tool for organizations looking to
secure their Microsoft cloud environment Saa$ applications. With its advanced threat protection, risk
assessment, and compliance management capabilities, it can help organizations reduce their security
risks and protect against cyber threats. Nevertheless, organizations should consider its limitations
and weigh them against their specific security requirements before deploying Microsoft Defender
for Cloud Apps.
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Microsoft Defender
Vulnerability Management

In an era where our daily lives are intricately intertwined with the digital realm, safeguarding sensitive
data and critical systems has never been more crucial. Enter Microsoft Defender Vulnerability
Management—a cybersecurity solution that’s not just smart but also surprisingly user-friendly.
Developed by the tech giant Microsoft Corporation, it’s like your organization’s digital guardian,
protecting you from the ever-shifting landscape of cyber threats.

Picture this: a world where everything from your personal information to your business’s sensitive
data is just a click away from potential hackers and digital mischief-makers. In such a world, robust
cybersecurity isn’t just a choice; it’s a necessity, and that’s precisely where Microsoft Defender
Vulnerability Management takes center stage. This powerful tool is more than just lines of code and
algorithms. It’s like the trusty knight guarding the kingdom’s gates, ensuring that your digital assets
remain safe and sound. Its mission is crystal clear: to identify, assess, and rectify vulnerabilities within
your organization’s I'T infrastructure. Just like a diligent security team, it tirelessly scans, evaluates,
and takes action to patch up potential weak spots, making sure your defenses are rock-solid.

But Microsoft Defender Vulnerability Management doesn’t stop there; it’s also your trusty counselor
in the realm of modern cybersecurity. It doesn't just shield you from danger; it educates you about it.
In this introduction, we're going to delve into the heart of this cybersecurity champion, uncovering
the remarkable features and benefits that make it your steadfast ally in the ever-evolving battle against
digital threats. So, let's embark on this journey together and illuminate the path to a safer, more secure
digital world with Microsoft Defender Vulnerability Management.

In this chapter, we are going to cover the following main topics:
o Getting started with Microsoft Defender Vulnerability Management

« Recommendations and remediation

« Inventories and weaknesses
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Getting started with Microsoft Defender Vulnerability
Management

In the ever-evolving landscape of cybersecurity, organizations need reliable tools to help them
identify and address vulnerabilities in their systems and networks. Microsoft Defender Vulnerability
Management (MDVM) is a comprehensive solution designed to do just that. One of its key features
is the Microsoft Defender Vulnerability Management dashboard, a central hub for tracking and
mitigating vulnerabilities. In this article, we will explore the MDVM dashboard and discuss its
capabilities, benefits, and how it can enhance an organization’s security posture.

Microsoft Defender Vulnerability Management licensing and
technical requirements

MDVM is a component of the broader Microsoft Defender for Endpoint security suite. Licensing for
MDVM is typically associated with Microsoft Defender for Endpoint licensing, as MDVM is included
as part of that suite. Microsoft offers various licensing options for Microsoft Defender for Endpoint,
including the following:

o Microsoft 365 E5: Microsoft Defender for Endpoint, including MDVM, is included with
Microsoft 365 E3 and E5 licensing.

o Microsoft Defender for Endpoint, Plan 2: Within Microsoft Defender for Endpoint, there are
two different plans: Plan 1 and Plan 2. MDVM is included in Plan 2. If you have Plan 1, you
will need to purchase an MDVM Add-On.

o Microsoft Defender for cloud, Plan 2: Among other features, MDVM is included in this
MDC Plan 2 as well.

« Enterprise agreements: For larger enterprises or organizations with complex licensing needs,
Microsoft offers Enterprise Agreements, which can include licensing for Microsoft Defender
for Endpoint Plan 2, including MDVM.

It’s important to note that licensing terms and options may change over time, and it’s essential to
consult Microsoft’s official website or contact a Microsoft licensing expert for the most up-to-date
information and to determine the most suitable licensing option for your organization’s specific needs.
Additionally, the licensing terms and pricing can vary based on factors such as the number of users,
subscription duration, and any additional services or features required.

Key features and capabilities

MDVM provides advanced vulnerability and configuration assessment, as well as these
additional capabilities:
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o Vulnerability assessment: The dashboard offers a comprehensive view of the vulnerabilities
present in an organization’s environment. It categorizes vulnerabilities based on severity, CVE
IDs, and affected assets, making it easier to prioritize the most critical issues.

o Asset inventory: MDVM provides an up-to-date inventory of assets, helping security teams
understand the scope and potential impact of vulnerabilities.

o Risk-based prioritization: The dashboard uses a risk-based approach to prioritize vulnerabilities,
considering factors such as exploitability and asset criticality. This helps organizations focus
on fixing the vulnerabilities that pose the most significant threats.

o Integration with Microsoft Security Center: Integration with the broader Microsoft Security
Center ecosystem ensures that security teams have a seamless experience in managing
vulnerabilities alongside other security-related tasks.

o Remediation workflows: MDVM allows security professionals to create and track remediation
tasks, helping them manage the patching and mitigation process efficiently.

o Customizable reporting: The dashboard provides customizable reporting options, enabling
organizations to create reports tailored to their specific needs and compliance requirements.

Benefits of using the Vulnerability Management dashboard

Using a Vulnerability Management dashboard offers several significant benefits. It enhances an
organization’s security by providing a comprehensive view of vulnerabilities, helping to prioritize and
address threats efficiently. This proactive approach reduces the risk of security breaches and minimizes
the potential downtime associated with reactive fixes. The dashboard’s reporting capabilities simplify
compliance with regulatory requirements, making it easier to demonstrate adherence to security
standards. Some of the benefits of using the Vulnerability Management dashboard are as follows:

o Improved security posture: By providing a clear view of vulnerabilities and their potential
impact, MDVM empowers organizations to make informed decisions, leading to a stronger
security posture.

« Efficient resource allocation: With prioritized vulnerabilities and streamlined remediation
workflows, security teams can allocate their resources effectively and focus on what matters most.

o Reduced downtime and risk: The timely identification and remediation of vulnerabilities
helps prevent security breaches and reduce the potential downtime associated with patching
or mitigating vulnerabilities reactively.

« Compliance and reporting: The customizable reporting capabilities facilitate compliance
with regulatory requirements, making it easier to demonstrate due diligence in securing the
organization’s assets.

o Seamless integration: Integration with other Microsoft security solutions creates a holistic
security ecosystem, allowing organizations to benefit from a unified and coherent approach
to cybersecurity.
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The MDVM dashboard provides an excellent overview of essential and critical MDVM functionality,
a clear overview of the most important data and scores, such as the exposure score, top security
recommendations, top vulnerable software, device exposure distribution, top exposed devices, top
exposed software, and many others.

The MDVM dashboard is a powerful tool for organizations looking to strengthen their security posture.

By providing a centralized platform to discover, prioritize, and remediate vulnerabilities, it helps security
teams effectively manage the evolving threat landscape. Its risk-based prioritization, customizable
reporting, and seamless integration with other Microsoft security tools make it an asset in the fight
against cyber threats:
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Figure 7.1 - MDVM dashboard
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As the cyber threat landscape continues to evolve, having a robust vulnerability management solution,
such as MDVM, is essential to maintaining a resilient and secure organization.

The minimum requirements for MDVM are the same as the minimum requirements for Microsoft
Defender for Endpoint (MDE). The requirements for MDE are explained in more detail in Chapter 4.

In addition to the requirements, you have to ensure the devices you intend to monitor meet the following:

e Are onboarded for MDVM or MDE Plan 2

« Run supported operating systems and platforms (https://learn.microsoft.com/
en-gb/microsoft-365/security/defender-vulnerability-management/
tvm-supported-os?view=0365-worldwide#icapabilities-per-supported-
operating-systems-os-and-platforms)

« Are onboarded to Intune and Microsoft Endpoint Configuration Manager, if you want to take
advantage of MDVM threat remediation capabilities

Permissions

MDVM supports assigning granular permissions, conforming to the best practices of Just Enough
Administration. To access the permissions and roles blade in the Microsoft defender portal, you
must have a Security Administrator or Global Administrator role in Azure Active Directory, that is,
Microsoft Entra ID.

To view and manage permissions for vulnerability management, navigate to the Microsoft 365
Defender portal (https://security.microsoft.com) and log in using an account with a
Global Administrator or a Security Administrator role assigned. In the navigation pane, select Settings,
then Endpoints. The Roles page allows you to define and create administrative roles and permissions
and contains the list of already defined roles to manage MDVM. To create an MDVM role, select
+Add role and follow a very straightforward and simple procedure: choose the role name, describe
the role and its purpose, and assign user groups:
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Permissions
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Figure 7.2 - MDVM permissions

The permissions available in MDVM are well-defined and granular and allow you to allow user groups
to perform the following actions, grouped by permissions and assigned operations:

1. View data:

* Security operations: This allows you to view security operations data such as security
operations dashboard, Incidents, Alerts, Automated investigations, Advanced Hunting
security operations data schemas, Security operations reports, Evaluation lab, API explorer,
Device page security operations tabs, and Device page MDVM tabs.

* Defender Vulnerability Management: This allows you to view the MDVM dashboard,
Security recommendations, MDVM remediations/exceptions, Software inventory, Software
page, Weaknesses (vulnerabilities) page, Missing KBs, Software version distribution, Advanced
Hunting MDVM data schemas, and Device page MDVM tabs.
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2. Active remediation actions:

* Security operations: This allows you to take response actions, approve or dismiss pending
remediation actions, and manage allowed/blocked lists for automation.

* Defender Vulnerability Management - Exception handling: This allows you to create new
MDVM exceptions and manage active exceptions.

* Defender Vulnerability Management - Remediation handling: This allows you to
submit new MDVM remediation requests, create remediation tickets, and manage existing
remediation activities.

* Defender Vulnerability Management - Application handling: This allows you to apply
immediate mitigation actions by blocking vulnerable applications, as part of the remediation
activity; manage the blocked apps and perform unblock actions.

3. Defender Vulnerability Management - Manage security baselines assessment profiles: This
option allows you to create and manage profiles so you can assess if your devices comply with
security industry baselines.

4. Alerts investigation: Grants rights to manage alerts, initiate automated investigations, run
scans, collect investigation packages, and manage device tags.

5. Manage security settings in Security Center: This option grants permission to configure alert
suppression settings, manage folder exclusions for automation (applies globally), onboard and
offboard devices, manage email notifications, and manage the evaluation lab.

6. Live response capabilities:

= Basic: This permission allows you to start a live response session, perform read-only live
response commands on a remote device, and download a file from the remote device.

* Advanced: This option grants rights to upload a file to the remote device, view a script from
the files library, and execute a script on the remote device from the files library.

Microsoft 365 Defender also supports defining custom roles using unified role-based access control
(RBAC). Again, as mentioned earlier, with MDVM roles, you must be a Security Administrator
or Global Administrator member to define unified RBAC roles. After activating the unified RBAC
permission model, it will become the primary authorization model, and any custom roles that you
created previously will no longer be valid; that is, they will no longer grant access to services and data
in Microsoft 365.

To use the Microsoft Defender 365 unified RBAC roles model, you must activate it. In the Microsoft
365 Defender portal, select Permissions, then select Settings, followed by Microsoft 365 Defender.
Select Permissions and roles to view the available options.

The following screenshot from Microsoft 365 Defender Permissions and roles contains the options to
activate unified RBAC options on a variety of workloads and additional data sources.
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Figure 7.3 — Microsoft 365 Defender permissions and roles

To activate workloads to use unified role-based access control, you can choose Endpoints & Vulnerability
Management, Defender for Office 365, Exchange Online permissions, and Microsoft Defender
for Identity. Activating the Secure Score option will enable additional data sources to access Secure
Score data, such as Docusign, GitHub, Okta, Salesforce, ServiceNow, Zoom, Microsoft Teams, and
the Microsoft Defender “family” of products, to name a few.

After switching to the unified RBAC model, the next step would be to create custom roles that will
define permissions for working with security operation, managing settings, authorization, and
security operations.

To create a custom role, navigate to Permissions, select Roles under Microsoft Defender XDR. Select
+ Create a custom Role to start creating a role by defining a role name and entering a role description.
Click on Next to choose permissions from the permissions group. Select each permission group to
bring up a blade allowing you to select permissions from a selected Permission group:
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Choose permissions

Select permissions from each permission group to customize this role.

3 items
Permission group Description Permissions selected
Security operations Manages day-to-day operations and responds to incidents and advisories @ None selected
Security posture Manages the organization’s security posture, performs Defender Vulnerahility Management @ None selected
Authorization and settings Manages the security and system settings, creates and assigns roles @ None selected

Figure 7.4 — Microsoft Defender XDR permission groups

All three permission groups have these three permissions options in common:

o All read-only permissions
o All read and manage permissions

o Select custom permissions

The Security operations group of permissions contains permissions that control access to security
and raw data, which is appropriate for users who act as security incident responders and security
operations managers. Custom permissions include the following:

o Security data basics (read): This enables you to view info about incidents, alerts, investigations,
advanced hunting, Microsoft Defender for Endpoint (MDE), devices, submissions, evaluation
lab, and reports.

« Alerts (manage): This enables you to manage alerts, start automated investigations, run scans,
collect investigation packages, and manage device tags.

o Response (manage): This allows you to take response actions on a device, approve or dismiss
pending remediation actions, and manage blocked and allowed lists for automation.

« Basic live response (manage): This gives you permission to initiate a live response session,
download files, and perform read-only actions on devices remotely.

o Advanced live response (manage): This enables you to create live response sessions and
perform advanced actions, including uploading files and running scripts on devices remotely.

« File collection (manage): This enables you to collect or download relevant files for analysis,
including executable files.
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o Email quarantine (manage): This allows you to view and release email from quarantine.

o Email advanced actions (manage): This permits you to move or delete email actions to the
junk email folder, deleted items, or inbox, including soft and hard deletes of emails.

« Email message headers (read): This lets you view email and collaboration data in hunting
scenarios, including advanced hunting, threat explorer, campaigns, and email entities.

+ Email content (read): This allows you to view and download email content.
Security operations
Select the permissions in this group to users whao perform security operations and those

who respond to incidents and adviseories.

> Clear all permissions

O All read-only penmissions
O All read and manage penmissions

’\.) Select custom permissions

Security data
C) Read-only
O Select all parmissions
i!) Select custom permissions
Security data basics (read) @
E Alerts (manage) ©
n Response [manage) @
E Basic live responss (manage) ©
r Advanced live response (manage) O]
r Filz collection (manags) &

= . -
u Email guarantine (manage} {1

Email advanced actions [manage] (

Raw data (Email & collaboration)
O Read-only

e
1_.) Select custom permissians

n Email content (read) ©

Figure 7.5 — Microsoft Defender XDR Security operations permissions

The Security posture group of permissions includes permissions to grant users rights to act on security
recommendations and track appropriate actions. This group includes these custom permissions:

o Vulnerability management (read): This enables you to view Defender Vulnerability Management
data for software and software inventory, weaknesses, missing KBs, advanced hunting, security
baselines assessment, and devices.
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o Exception handling (manage): This allows you to create security recommendation exceptions
and manage active exceptions in Defender Vulnerability Management.

« Remediation handling (manage): This permits you to create remediation tickets, submit new
requests, and manage remediation activities in Defender Vulnerability Management.

o Application handling (manage): This lets you manage vulnerable applications and software,
including blocking and unblocking vulnerable applications and software in Defender
Vulnerability Management.

« Security baselines assessment (manage): This gives you permission to create and manage
profiles that enable you to assess your devices security industry standards compliance status.

o Secure score (read): This enables you to view Secure Score data, including your current score,
recommended actions, history, and metrics and trends.

o Secure score (manage): This allows you to take actions to improve your Secure Score by editing
the status and action plan, managing tags, and editing score zones.

The following screenshot shows Microsoft Defender XDR security posture permissions options:

bt
Security posture
Select the permissions for users who need to act on securnty recommendations, and
track remediation tasks, exceptions, and vulnerabilities.

¥ Clear all permissions

O All read-only permissions
O All read and manage permissions

@- Select custom permissions

Posture management
O Read-only
O Select all permissians

@ Select custom permissions
Vulnerability management (read) @
n Exception handling (manage) ©
Remediation handling (manage] ©
u Application handling (manage) ©
u Security baselines assessment {(manage) o)
Secure Score (read) ©

n Secure Score (manage) @

Figure 7.6 — Microsoft Defender XDR Security posture permissions
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Authorization and settings: This comprises permissions that will allow users to configure the security
and system settings and create and assign roles:

Authorization: This contains the options to set permissions to view or manage device groups
and custom and built-in roles.

Detection tuning (manage): This allows you to manage tasks related to detections in the
Microsoft 365 Defender portal, including custom detections, alert suppression, and indicators
of compromise.

Core security settings (read): This permits you to view general security settings for the
Microsoft 365 Defender portal.

Core security settings (manage): This enables you to manage general security settings for the
Microsoft 365 Defender portal.

System settings: This defines permissions to view or manage general systems settings for the

Microsoft 365 Defender portal, Defender for Office 365, and Defender for Identity.

( 1
Important note
You can find more information about Microsoft Defender for Endpoint RBAC roles management
and Unified RBAC custom permissions at the following resources:
Create and manage roles for role-based access control: https://learn.microsoft.
com/en-us/microsoft-365/security/defender-endpoint/user-
roles?view=0365-worldwide.
Permissions in Microsoft Defender XDR Unified role-based access control (RBAC): https://
learn.microsoft.com/en-us/microsoft-365/security/defender/
custom-permissions-details?view=0365-worldwide.

N\ J

The following screenshot shows Microsoft Defender XDR authorization and security settings options
and permissions:
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Authorization and settings

Select the permissions for users who need to configure your security and system
settings, and create and assign roles.

@ If you select any permissions on this page, you will also assign the security data read permission
under the Security operations permission group.

> Clear all permissions

O All read-only permissions
O All read and manage permissions

@ Select custom permissions

Authorization @

O Read-only

@ Read and manage

Security settings ©

O Read-only

O Select all permissions

@ Select custom permissions

Detection tuning (manage) ®
Core security settings (read) @
Core security settings (manage) ©

System settings ©
O Read-only (Defender for Office, Defender for Identity)

@ Read and manage
Figure 7.7 — Microsoft Defender XDR Authorization and settings options

After choosing the desired permissions, click Next to display Assign users and data sources, where
you will assign roles to users and user groups, along with the resources to which these users and
groups will have access. Select Create assignments to open the Add assignment blade and enter an
Assignment name:

265



266 Microsoft Defender Vulnerability Management

Add assignment

Assignment name *

Security Analyst 2

Data sources

Users in this assignment can access the following data sources

@ Defender for ldentity experiences will also adhere to permissions granted from
portal.cloudapsecurity.com. Learn more

O Choose all data sources (including current and future supported data sources)

@ Select specific data sources

‘ Microsoft Defender for Endpoint & Defender Vulnerability Management, Microsof...

Microsoft Defender for Endpoint & Defender Vulnerability Management
Asst Microsoft Defender for Office 365
|§ Microsoft Defender for Identity
Microsoft Defender for Cloud

Microsoft Secure Score - Additional data sources

Figure 7.8 — Assigning specific data sources

Choose whether users and groups will have access to all current and future supported data sources
or select between specific data sources: Microsoft Defender for Endpoint and Defender Vulnerability
Management, Microsoft Defender for Office 365, Microsoft Defender for Identity, Microsoft Defender
for Cloud, and Microsoft Secure Score and additional data sources mentioned earlier in this chapter.
Click on Next to review the selection and assignments, and if everything looks good, click on Submit
to create a new role.

( N
Important note

As many users have already set up Defender for Endpoint and Defender Vulnerability Management
permissions, Microsoft has put up a comparison table or a mapping table of MDVM permissions
to Microsoft Defender RBAC permissions to ease the transition between the two permission
models. See page https://learn.microsoft.com/en-gb/microsoft-365/
security/defender/compare-rbac-roles for more information.
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Recommendations and remediation

MDVM is an integral part of the Microsoft Defender for Endpoint suite. It enables organizations to
discover, prioritize, and remediate vulnerabilities in their network, ensuring that security risks are
minimized. The Vulnerability Management dashboard serves as the primary interface for security
teams to monitor and manage vulnerabilities.

Now that you have set up permissions and roles, the next step is to assess and inspect the device and
software inventory, see the MDVM recommendations, and take action on the remediation of weaknesses.

Recommendations and remediation

An integral part of the MDVM is the Devices page, placed under the Assets category, where you
can view all devices protected with Microsoft Defender for Endpoint—ones for which the software
inventories will be assessed by MDVM—and all their details, such as risk and exposure level, tags,
incidents and alerts, timeline, security recommendations, and security policies, as well as software
inventory, discovered vulnerabilities, and much more.

Important note

More about Microsoft Defender for Endpoint, Devices, and related pages is described in more
detail in Chapter 4. In this chapter, we will focus on MDVM features.

Security recommendations

The Security recommendations page contains information about protected devices’ security
recommendations, operating system versions and related OS components, the number of weaknesses
found, remediation types and activities, impact on the secure score and overall security posture, the
number of exposed devices, recommendations timeline, and tags associated with devices.
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Figure 7.9 - MDVM Security recommendations page - Part 1 (left portion)

The Threats column contains two icons that can be either grayed out, which means there are no threats,
or in red, which means a threat has been found. A bullseye icon represents a breach insight, where an
active alert is found and associated with a security recommendation, while a red bug icon represents a
threat insight, where a known public exploit is found and associated with this security recommendation:
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Figure 7.10 - MDVM Security recommendations page — Part 2 (right portion)
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To view more detailed information about a security recommendation, click on a security recommendation
to open a right-side pane, which contains multiple tabs: General, Exposed devices, Installed devices,
and Associated CVEs:

Update Microsoft Teams

< Remediation required

() Open software page &' Report inaccuracy

General  Exposed devices  Installed devices  Associated CVEs  Activities
Description Details
Update Teams to a later version to mitigate 1 known vulnerability affecting your devices. Number of vulnerabilities

1
Associated CVEs
Exploit available

| Critical High Medium Low Yes
1] 1 0 0

Exposed devices
* A verified remote code execution exploit is publicly available for one or more 1/3

weaknesses related to this recommendation
Devices pending restart

Related threats 0/1

Vulnerability profile: CVE-2023-4863 and CVE-2023-5217 vulnerabilities in WebP and Impact

libvpx is associated with one or more weaknesses related to this recommendation.
w 758 + 000

~ Software usage (past 30 days) Exposed operating systems

Exposed devices using this software Median usage Windows 11

11 4 days
Figure 7.11 — A security recommendation details pane

The General tab contains a description of the recommendation, graphical, color-coded information,
and distribution of associated CVEs, the threats related or associated with one or more weaknesses
of the viewed recommendation, as well as details about vulnerabilities and exploits and impacts to
the security score and security posture.

Software usage (past 30 days) displays the information about the median usage of the affected software
on the affected devices in the past 30 days. This is a rather minuscule piece of information but very
valuable for getting a bigger picture of how vulnerable software is used on exposed devices, and it
helps in triaging and prioritizing remediation activities.
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The information about Exposed devices and Devices pending restart is also available, where the first
number indicates the number of exposed devices or the number of devices needed to be restarted,
and the second number indicates the total number of devices:
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Figure 7.12 — A security recommendation details pane — Exposed devices tab

The list of devices is also available on the Exposed devices and Installed devices tabs and, very
conveniently, these lists are clickable or selectable to open a blade with thorough, detailed information
about a device and associated actions, such as those available under the Devices page, under the Assets
category. We will look at the Associated CVEs tab very soon (later in this chapter).

The Activities tab will contain a list of remediation tasks (or activities) created for the security
recommendation you are currently displaying.

Two buttons are available at the bottom of a security recommendation page: Request remediation
and Exception options.



Recommendations and remediation

Click on the Request remediation button to fill in the remediation request so the users with
appropriate permissions, whose task is to remediate the vulnerabilities, know what to prioritize and
what recommendations to address. The Remediation request page includes the Remediation options
categories Software update, Software uninstall, and Attention required, as well as Remediation
due date, Priority, and a space to add any relevant notes to the request that might be valuable and
informative to the remediation team.

For the devices that are joined to Azure Active Directory, there is an Open a ticket in Intune (for
AAD joined devices) option available to select, too. This will add an entry to the Intune portal, where
an administrator can approve remediation action. Click Next to review and Submit to complete the
remediation request.

Select Exception options to create an exception for a security recommendation. This might be
needed if a security recommendation is not relevant or you cannot (or do not) want to remediate a
recommendation. After you click on Submit, you will create an exception, and that will change the
recommendation status from Active to Exception. You must choose exception duration and one
of the following justification reasons: Third-party control, Alternate mitigation, Risk accepted, or
Planned remediation (grace).

Remediation tasks in Microsoft Intune

By connecting Intune with Microsoft Defender for Endpoint, you can use Defender for Endpoint’s
features for threat and vulnerability management to find and rank vulnerabilities. Then, you can
apply Intune to fix the endpoint issues that Defender’s vulnerability management feature detected.
This connection enables a risk-based method for discovering and prioritizing vulnerabilities, which
can enhance remediation speed across your environment.

Defender for Endpoint security admins check data on endpoint vulnerabilities in the Microsoft Defender
Security Center console. After that, admins can create security tasks with a few clicks that mark the
devices with vulnerabilities for fixing. The security tasks are sent right away to the Microsoft Intune
Admin Center, where Intune admins can see them. The security task shows the kind of vulnerability,
priority, status, and the actions to take to fix the vulnerability. Finally, the Intune administrator can
decide to accept or reject the task:
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Figure 7.13 — Microsoft Endpoint security — Security tasks

Navigate to Microsoft Intune admin center at ht tps: //intune.microsoft.com/, select
Endpoint Security, and click on Security tasks to display the list of tickets waiting for approval. Select
a task to display its details and click on the Accept button to accept the task. In the Are you sure you
want to accept this task? dialog box, fill in the task details (optional) and click Yes. The information
about the accepted task is reflected in remediation activities, which helps teams and users who are
working on remediation activities to track remediations better. To complete the task in Intune, open
the task page and select Complete. Add an optional note and confirm the action with Yes. This will
mark the ticket as complete in Intune.

Remediation

The Remediation page contains a list of Activities that are in progress or past due. Select a remediation
activity to display more information on the right-side pane, where you can track a remediation activity,
read the details, and view related recommendations, but also jump to the related component or the
software page for more detailed information about the software you are inspecting.


https://intune.microsoft.com/

Recommendations and remediation

After selecting a remediation activity from the list, a blade opens on the right side with the details of
an activity, as shown in the following screenshot:
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Figure 7.14 — Remediation activity details blade

After you have successfully remediated a vulnerability, click on Mark as completed to set the Device

remediation status as Completed.

The Exceptions page lists all exceptions and, as always, when selecting an entry, displays the details
about the exception where you can, in case you change your mind, cancel an exception or, alternatively,

you can let the exception expire.
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Inventories and weaknesses

To understand the software landscape throughout your organization's MDVM, use the Inventories
page, where you can dive deeper into browser extensions usage and the state of certificates and
firmware vulnerabilities, whereas the Weaknesses page contains a list of common vulnerabilities
exploits (CVEs) currently applicable to your environment. Let’s get into more detail about each of

these two important MDVM pages.

Inventories

The vulnerability management Inventory page gives you an understanding of the software usage in
your organization in the past 30 days. Similar to the Recommendations page, this software usage
information page has the same columns, such as weaknesses, threats, vendors, and others, but here, this
information is relevant to the median usage of the software rather than to the specific recommendation

or a vulnerability:
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Inventories and weaknesses

On the Inventories page, besides the Software tab, three other tabs are available: Browser extensions,
Certificates, and Hardware & Firmware. Naturally, selecting software or an application from a list
opens a side information pane—commonly referred to as a flyout—that gives you more details about
the software vulnerabilities, associated CVEs, and on which devices it is installed:
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3/3 10 days

Figure 7.16 - MDVM software details pane
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Located on top of the side pane is the Open software page button. It contains a wealth of information
about the software, organized in tabs. The Overview tab hosts a summary and graphical display
of discovered weaknesses, exposed devices, software usage in the past 30 days, and top events that
happened in the last 7 days.
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Figure 7.17- MDVM software page

Any information related to the software displayed is located under the tabs Security recommendations
and Discovered vulnerabilities, which provide a list of devices where the software is installed, details
about different software versions and their distribution across devices, any installed browser extensions,
and the associated risks and vulnerabilities, and a timeline of events related to the software.

Weaknesses

Vulnerability Management in Microsoft Defender uses the same signals as endpoint protection in
Defender for Endpoint to find and identify vulnerabilities.

On the Weaknesses page, you can see the software vulnerabilities that affect your devices. Each
vulnerability has a common vulnerabilities and exposures (CVE) ID.
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Figure 7.18 - MDVM Vulnerabilities page

You can also see other information, such as severity, common vulnerability scoring system (CVSS)
rating, how common it is in your organization, related breaches, threat insights, and more.

To protect your assets and organization from risk, you need to fix the vulnerabilities in exposed
devices. If you see 0 in the Exposed Devices column, that means your devices are not vulnerable.

Selecting a vulnerability shows additional details about a CVE. The side pane, or a flyout, opens
with the Vulnerability details tab that shows detailed vulnerability information, a description of the
vulnerability, a reference (if it exists, in the form of a URL), and a link to the threat analytics report.
The Exposed devices tab has a list of affected devices, while the Related software tab contains a list
of related software, possibly affected software versions and different distributions, for example. A
different but insightful view of a vulnerability exposure is readily available after you click on Open
vulnerability page.

For a security investigator or a user working with MDVM, finding out how threats and risks enter an
organization is crucial. There is a dedicated page just for that.

Event timeline

Event timeline is a risk news feed that helps you understand how new vulnerabilities or exploits can
increase the risk for your organization. You can see events that may affect your organization’s risk
level. For example, you can discover new vulnerabilities that have emerged, vulnerabilities that can
be exploited, exploits that have been added to an exploit kit, and more:
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Figure 7.19 - MDVM event timeline page

The event timeline also shows you how your exposure score and Microsoft Secure Score for Devices
change over time and what causes the changes. Events can have an impact on your devices or your
score for devices. You can lower your exposure by taking action on the security recommendations
that are most important.

To reduce cyber risk, you need a single solution that can manage risk-based vulnerability across your
most important assets. You need to find, evaluate, fix, and monitor all your biggest vulnerabilities.
MDVM gives you visibility into your assets, smart assessments of your vulnerabilities, and tools to
fix them for Windows, macOS, Linux, Android, iOS, and network devices. Using Microsoft threat
intelligence, breach likelihood predictions, business contexts, and device assessments, MDVM quickly
and continuously ranks the most serious vulnerabilities of your most critical assets and gives you
security recommendations to lower the risk.

Summary

MDVM is a cybersecurity solution that helps organizations identify, assess, and remediate vulnerabilities
in their IT infrastructure. It integrates with Microsoft Defender for Endpoint and other Microsoft
security tools to provide a comprehensive and user-friendly security platform. With Defender
Vulnerability Management, you can enable your security and IT teams to work together and focus
on the most urgent vulnerabilities and misconfigurations in your organization.

In the next chapter, we will cover Microsoft Defender for Identity, a cloud-based security solution that
protects on-premises Active Directory environments from advanced and targeted attacks, monitors
user activities, devices, and resources, and detects anomalies and threats using machine learning and
behavioral analysis.
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In the ever-evolving landscape of cybersecurity, safeguarding your organization’s digital infrastructure
is paramount. This chapter introduces a critical tool in the arsenal of defense — Microsoft Defender
for Identity. As we delve into the intricate world of cybersecurity, this chapter will illuminate the core
concepts and functionalities of this robust security solution.

As we journey through this chapter, we’ll unravel the secrets behind Microsoft Defender for Identity’s
essential elements, such as anomaly detection, risk assessment, and identity protection. You'll gain
a complete grasp of how these tools team up to spot and tackle security issues early on. We'll also
chat about the smartest ways to set up and tweak the system, making sure it fits seamlessly into your
organization’s security setup. When you reach the end of this chapter, you'll be all set with the knowledge
and tools you need to beef up your security, safeguard your sensitive data, and stay one step ahead of
cyber threats, ultimately fortifying the resilience of your digital world.

In this chapter, we will dive into essential aspects of Microsoft Defender for Identity, providing an in-depth
understanding of key functionalities and configuration processes. We will cover the following topics:

« Configuring Microsoft Defender for Identity
o Configuring Sensors for Microsoft Defender for Identity
«  Working with Detection Rules in Microsoft Defender for Identity

o Integration of Microsoft Defender for Identity and Microsoft Sentinel

Throughout this chapter, we aim to empower you with the knowledge and skills needed to navigate
and use the full potential of Microsoft Defender for Identity. By the end, you'll be well-equipped to
configure, optimize, and integrate these security features into your organization’s identity infrastructure,
improving your defenses against modern cyber threats.
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Introducing Microsoft Defender for Identity

Microsoft Defender for Identity is a powerful cloud-based security solution that is designed to
protect against advanced and targeted attacks on an organization’s on-premises Active Directory
(AD) environment. The solution provides a range of features and functionalities that help detect and
respond to threats in real time, providing administrators with comprehensive visibility into their
network and user activity.

One of the key benefits of Microsoft Defender for Identity is its ability to provide continuous monitoring
of an organization’s environment. By monitoring user activities, devices, and resources, the solution
can quickly identify suspicious behavior and potential security threats. This is particularly important
as the threat landscape is constantly evolving, and traditional security measures may not be sufficient
to protect against sophisticated attacks.

Microsoft Defender for Identity uses advanced machine learning (ML) and behavioral analysis to
detect anomalies and potential threats. The solution uses this data to build a profile of what constitutes
normal behavior within an organization’s environment, and it can quickly identify deviations from
this baseline. This can include activities such as lateral movement, reconnaissance, and privilege
escalation, which are common in advanced and targeted attacks.

In addition to threat detection, Microsoft Defender for Identity provides administrators with a detailed
timeline of an attack. This helps to understand how the attack happened, what actions were taken, and
the impact on the organization. This information is critical for determining an appropriate response
and developing a strategy for preventing future attacks.

Microsoft Defender for Identity also offers automated response capabilities. This means that the
solution can take action to block suspicious activities, isolate compromised devices, and reset user
credentials. These actions are taken in real time, reducing the time required to respond to an attack
and minimizing the impact on the organization.

Another important feature of Microsoft Defender for Identity is its integration with other security
solutions. The solution can be integrated with Microsoft Sentinel and Microsoft Defender for Endpoint,
providing a comprehensive security solution for organizations. This integration enables administrators
to quickly detect and respond to threats across their entire network, from the endpoint to the cloud.

Overall, Microsoft Defender for Identity is an essential security solution for organizations that are
looking to protect against advanced and targeted attacks. The solution provides continuous monitoring,
threat detection, detailed timelines of attacks, automated response capabilities, and integration with
other security solutions. These features help to provide comprehensive visibility into an organization’s
environment, and the ability to quickly respond to threats in real time. Microsoft Defender for Identity
is also highly scalable, making it suitable for organizations of all sizes. Whether an organization has
a small on-premises network or a large, complex environment, Microsoft Defender for Identity can
provide the necessary protection to keep it secure.
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In conclusion, Microsoft Defender for Identity is a highly effective cloud-based security solution that
provides organizations with the ability to detect and respond to advanced and targeted attacks. The
solution offers a range of features and functionalities that help to provide comprehensive visibility
into an organization’s environment and the ability to quickly respond to threats in real time. With its
scalability and integration with other security solutions, Microsoft Defender for Identity is an essential
tool for organizations looking to protect against sophisticated threats.

Technical and license requirements

Microsoft Defender for Identity is a cloud-based security solution that is designed to protect an
organization’s on-premises AD environment. To deploy Microsoft Defender for Identity, several
technical and licensing requirements must be met.

The technical requirements are as follows:

o Operating system: Microsoft Defender for Identity can be installed on a server running
Windows Server 2016 or later.

o AD: To use Microsoft Defender for Identity, an organization must have an on-premises AD
environment. The solution integrates with AD to monitor user activities, devices, and resources.

o Internet connectivity: Microsoft Defender for Identity is a cloud-based solution, which means
that it requires a stable internet connection to function properly. The solution communicates
with the Microsoft cloud, where it analyzes data and provides real-time threat detection. Browser
compatibility requires compliance with HTML5 standards.

o Hardware requirements: The hardware requirements for Microsoft Defender for Identity are
relatively modest. The solution can run on a standard server with 8 GB of RAM and 4 CPU cores.

o Network configuration: To ensure that Microsoft Defender for Identity can communicate with
the Microsoft cloud, organizations must allow outbound traffic to the following IP addresses
and URLs:

= .crl.microsoft.com
= .ctldl.windowsupdate.com
= www.microsoft.com/pkiops/*

* www.microsoft.com/pki/*
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To understand the compatibility and system requirements of Microsoft Defender for Identity, take a

look at the following table, which outlines the supported Windows Server versions:

(0N Server with | Server | Read-only | Domain | AD
Desktop Core | domain controller | Federation
Experience controller | (DC) Services
(RODC) (ADFS)
Windows Server 2016 | Yes Yes Yes Yes Yes
Windows Server 2019* | Yes Yes Yes Yes Yes
Windows Server 2022 | Yes Yes Yes Yes Yes
Table 8.1 - Supported Windows versions
Note

The file version of ntdsai.dl1l must be version 10.0.17763.316 or newer.

Let’s look into the license requirements now.

To use Microsoft Defender for Identity, organizations must have an appropriate license. The solution
is available through Microsoft 365 E5, Microsoft 365 E5 Security, Microsoft Enterprise Mobility +
Security (EMS) E5, and Microsoft 365 Defender plans. These plans provide a range of security solutions,
including Microsoft Defender for Identity. For organizations that do not have an appropriate license,
Microsoft provides a free trial of Microsoft Defender for Identity. The trial period lasts for 60 days,
and it provides all the features and functionalities of the paid version.

In addition to the license requirements, organizations must also ensure that they have the necessary
permissions to deploy Microsoft Defender for Identity. This includes permissions to install software
on servers and to configure AD to integrate with the solution.

Microsoft Defender for Identity is a powerful security solution that requires relatively modest technical
requirements. To deploy the solution, organizations must have an on-premises AD environment, a stable
internet connection, and a server running Windows Server 2016 or later. In addition, organizations
must have an appropriate license to use the solution. With its advanced threat detection capabilities
and real-time response capabilities, Microsoft Defender for Identity is an essential security solution
for organizations looking to protect against advanced and targeted attacks on their on-premises
AD environment.
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( 7
Important note

It is important to note that Microsoft Defender for Identity is only available as part of the
Microsoft 365 E5 suite and EMS E5 license. Organizations must have a valid Microsoft 365
E5 subscription to purchase and use Microsoft Defender for Identity or add EMS E5 to their
E-suite license below E5. In addition to the license requirements, organizations must also
ensure that they have the necessary permissions to deploy and configure Microsoft Defender
for Identity. This includes permissions to create and manage Microsoft Entra ID applications,
configure network settings, and manage user accounts and permissions.

Configuring Microsoft Defender for Identity

Configuring Microsoft Defender for Identity is a crucial step in ensuring that the solution is effectively
protecting an organizations on-premises AD environment. In this section, we will discuss the steps
involved in configuring Microsoft Defender for Identity.

( 7
Important note

Before starting to configure Microsoft Defender for Identity, please use the official Microsoft
Sizing Tool for Microsoft Defender for Identity. The Microsoft Sizing Tool for Microsoft
Defender for Identity is a tool designed to help organizations determine the hardware and
software requirements needed to deploy Microsoft Defender for Identity in their environment.
The Sizing Tool helps organizations plan for the deployment of Microsoft Defender for Identity
by collecting information about their AD environment, such as the number of DCs, the size of
their domain, and the number of users and devices. Based on this information, the tool provides
recommendations for the number of sensors and storage required to support the deployment.
The tool also helps organizations estimate the network traffic generated by Microsoft Defender
for Identity and provides guidance on network bandwidth requirements. This helps ensure that
the organization’s network can handle the traffic generated by Microsoft Defender for Identity
without impacting other applications or services.
- J

Before diving into the configuration details, ensure a seamless integration with Microsoft Defender
for Identity by checking your network firewall settings, examining the specified ports, and verifying
internet access. Additionally, review your Group Policy settings related to Windows events that will
be forwarded to Microsoft Defender for Identity.
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Check your network firewall for the following ports and internet access as well as your Group Policy
regarding Windows events that will be sent to Microsoft Defender for Identity:

Protocol Port | Transport Destination: FROM Destination: TO
DNS 445 | TCP/UDP Defender for Identity sensor | DNS server
Defender for
RADIUS 1813 | UDP RADIUS Identity sensor
Defender
for Identity
SSL 443 | TCP/UDP Defender for Identity sensor | cloud service
(*_atp.azure.
com)
Netlogon 445 | TCP/UDP Defender for Identity sensor | All devices
RDP 3389 | TCP Defender for Identity sensor | All devices
NetBIOS 137 | UDP Defender for Identity sensor | All devices
NTLM over RPC 135 | TCP Defender for Identity sensor | All devices

Table 8.2 - List of network ports

To collect Windows events for Microsoft Defender for Identity, you need to enable auditing for certain
events on the relevant Windows servers or workstations. Here are recommended events to collect:

« Account logon events (event IDs 4624 and 4634)

e« Account management events (event IDs 4720,4722,4723,4724,4725,4726,4727,
4728,4729,4730,4731,4732,4733,4734,4735,4737,4740,and 4765)

 Directory service access events (event IDs 4662,4663,and 4664)
o Logon events (event IDs 4624 and 4634)

o Object access events (event IDs 4656, 4658, and 4660)

« Policy changes events (event IDs 4719, 4902, and 4904)

« Process tracking events (event IDs 4688 and 4689)

« System events (event IDs 1102,4616,and 4621)
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( 7
Important note

It’s important to keep in mind that the list of Windows events needed to be collected and sent to
Microsoft Defender for Identity may vary depending on the specific needs and configurations
of each organization. The examples provided earlier are just a starting point for identifying the
events that may be relevant to your organization’s security posture. Therefore, it’s crucial to assess
your organizations unique requirements and consult with your security team to determine the
most appropriate events to collect and monitor.

- J

Collecting these events can help you detect suspicious activity such as attempts to log on with stolen
credentials, changes to user accounts or group memberships, and attempts to modify critical system
files or registry keys.

The first step in configuring Microsoft Defender for Identity is to onboard the solution. To enable Microsoft
Defender for Identity, go to the Security Portal, access Settings, and choose the Identities option:
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Figure 8.1 — Microsoft Defender for Identity portal
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( A
Important note

If you get the message Something went wrong. Your instance was not created
because a security group with the same name already exists in
Microsoft Entra ID. Delete the existing security groups and try
again., go to your Microsoft Entra ID, and under Groups, search for and delete all three
Azure Advanced Threat Protection (AATP) groups (Azure ATP Administrators, Azure ATP
Users, and Azure ATP Viewers).

Configuring sensors for Microsoft Defender for Identity

Microsoft Defender for Identity (formerly known as AATP) uses sensors to collect information about
user and device activities within an organization’s network.

A sensor is a lightweight software component that is installed on DCs and other types of servers to
monitor and collect security-related events, such as authentication attempts, privilege escalation,
and lateral movement. The sensors collect data from the security logs of servers and send it to the
Microsoft Defender for Identity cloud service for analysis and correlation with other data sources.
The Microsoft Defender for Identity sensor provides visibility into the activities of users and devices,
detects anomalies and suspicious behavior, and provides insights and recommendations to help
organizations improve their security posture. By using sensors, Microsoft Defender for Identity can
detect threats and attacks that might otherwise go unnoticed, enabling organizations to respond
quickly and effectively to protect their sensitive data and assets.

Configuring the Microsoft Defender for Identity sensor involves several steps, including preparing
the environment, deploying the sensor, and configuring the sensor settings. Here’s a general overview
of the process:

1. Prepare the environment: Make sure your environment meets the requirements for deploying
the sensor, which includes having a Microsoft Entra ID tenant and appropriate permissions,
DCs, and other servers to monitor, and a supported operating system and network configuration:

I.  On the Microsoft Defender for Identity portal, under General, click Sensors and press
Add sensor:
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Figure 8.2 — Configuring sensor for Microsoft Defender for Identity

II.  On Add a new sensor, click on Download installer and copy the access key to a safe
place or regenerate a new key:
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. ]
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Access key is only used during the sensor installation. Regenerating the
key will invalidate the existing key and installations using the previous key
will fail.

Regenerate key
A

Figure 8.3 — Adding a new sensor

III.  After successful sensor installation on the DC, press Refresh on Microsoft Defender for
Identity to check the connectivity and visibility of the DC.

2. Deploy the sensor: You can deploy the sensor using various methods, such as Group Policy,
System Center Configuration Manager (SCCM), or manually installing it on each server.
Make sure you use the correct version of the sensor for your environment and follow the

deployment instructions carefully.
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Configure the sensor settings: Once the sensor is deployed, you can configure its settings
using the Microsoft Defender for Identity portal. This includes enabling/disabling specific
sensors, configuring data collection, setting up notifications, and configuring integration with
other security solutions.

When you finish with sensor deployment and configuration, add Directory Services accounts
(DSAs) through the Microsoft Defender for Identity portal:

A. Click on Directory services accounts, choose the Add Credentials option, and define
the following:

+ Account name

+ Domain
+ Password

Microsoft Defender for Identity
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Serrs

Dieoctosy censoes accounts

Add credentials
[
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Figure 8.4 - Adding credentials

In Microsoft Defender for Identity, DSAs are used to manage and monitor AD DCs. DSAs are
privileged accounts that can access sensitive data and perform critical operations, such as modifying
AD objects and group policies.

With Microsoft Defender for Identity, you can use DSAs to do the following:

Monitor DSA activity: Microsoft Defender for Identity monitors and alerts on any suspicious
or anomalous behavior related to DSA accounts, such as unusual login patterns, failed logins,
or attempts to modify critical AD objects.

Identify high-risk accounts: Microsoft Defender for Identity provides a risk assessment
of each DSA, which helps administrators identify high-risk accounts and prioritize their
monitoring efforts.

Investigate DSA-related incidents: Microsoft Defender for Identity provides detailed information
and context about any suspicious activity related to DSA accounts, including the account’s
name, domain, and group membership, as well as the specific activity performed by the account.
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Detect anomalies: Microsoft Defender for Identity uses ML to detect anomalies in the activity
associated with each DSA. If an anomaly is detected, an alert is generated, and the administrator
can investigate further.

Manage DSA permissions: Microsoft Defender for Identity enables you to view and manage
permissions assigned to DSA accounts, including user rights, security groups, and Group
Policy Objects (GPOs) that the account has access to.

Secure DSA accounts: Microsoft Defender for Identity helps you secure DSA accounts by
providing recommendations for improving their security posture, such as enforcing strong
passwords, implementing multi-factor authentication (MFA), or limiting DSA account access
to specific computers or networks.

Mitigate risks: Microsoft Defender for Identity provides guidance on how to mitigate the risks
associated with each incident, such as disabling the compromised DSA, resetting the password
associated with the DSA, or monitoring the affected user accounts.

If you wish to use a VPN, you can easily enable a RADIUS account through the Microsoft Defender
for Identity portal. To enable RADIUS account monitoring in Microsoft Defender for Identity, you
need to follow these steps:

1.

2.

Open the Microsoft Defender for Identity portal: Log in to the Microsoft Defender for
Identity portal using your credentials.

Navigate to the Configuration page: Under General, click VPN:

Microsoft Defender for Identity

‘General
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Enable RADIUS accounting
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Directory services accounts |
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VPN
—

Health issues

Portal redirection
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anced settings

About

3.

Figure 8.5 — Enabling RADIUS accounting

Enable RADIUS monitoring: Under the Monitoring section, toggle the RADIUS monitoring
switch to the On position.
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4. Configure RADIUS settings: Click the Configure RADIUS button and enter the settings for
your RADIUS server, such as the RADIUS server name or IP address, the shared secret, and
the UDP port number.

5. Save the settings: Click the Save button to save the RADIUS server settings.

6. Verify the configuration: Once you've saved the RADIUS settings, verify the configuration
by clicking on the Test Connection button to confirm that the Defender for Identity service
can connect to the RADIUS server.

With these steps, you have enabled RADIUS account monitoring in Microsoft Defender for Identity,
allowing you to detect and investigate suspicious RADIUS authentication activity.

After configuring the sensor, you should test and verify that it's working correctly by reviewing the
data in the Microsoft Defender for Identity portal, running simulated attacks or tests, and validating
the results. All details about Microsoft Defender for Identity deployment can be found on the About
portal. The About portal is located under General and contains all details about workspace, geolocation,
system status, and so on:

Microsoft Defender for Identity

About Useful Links
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Europe. SysCompany

Manage ection accounts
VPN

Health issues

Portal redirection
Agdvanced settings
Abot

Figure 8.6 — General options overview

Entity tags

Entity tags in Microsoft Defender for Identity are a way to group entities (users, devices, groups, and
servers) that have similar characteristics or risk levels. Using entity tags can help you to manage your
environment more efficiently and prioritize your security efforts.

Here’s how to use entity tags in Microsoft Defender for Identity:

1. Navigate to the Entity tags page: Log in to the Microsoft Defender for Identity portal and
navigate to the Entity tags page:
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Figure 8.7 — Entity tags overview

2. Under Sensitive, Honeytoken, and Exchange server, create a new entity tag: Click on the
New entity tag button to create a new entity tag:

* Honeytoken entity tags in Microsoft Defender for Identity are a way to create fake accounts or
resources that are designed to attract attackers and provide early warning of a potential breach.
Honeytokens are essentially fake credentials or resources that are monitored by the Defender for
Identity service, and when an attacker attempts to use them, the Defender for Identity service
generates an alert. With Honeytokens, you can create a more proactive defense against attackers and
get early warning of potential breaches. Honeytokens can be used to detect attacks such as credential
theft or lateral movement and can help you act before an attacker is able to do significant damage:
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Figure 8.8 — Honeytoken tags
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3. Define the criteria for the entity tag: Choose criteria that will be used for Users, Devices,
and Groups entities.

4. Add entities to the entity tag: Once you have defined the criteria for the entity tag, you can add
entities to it manually or by using automatic tagging rules. For example, you could create a rule
that automatically adds all devices running a certain operating system to a particular entity tag.

5. Use entity tags to manage entities: Once you have created entity tags and added entities to
them, you can use them to manage your environment more efficiently. For example, you could
use entity tags to do the following:

* View the activity of entities with similar characteristics.
* Create alerts or policies that apply to all entities in a particular tag.

* Prioritize your investigation and response efforts based on the risk level of entities in a
particular tag.

In the end, using entity tags in Microsoft Defender for Identity can help you streamline your security
management efforts and improve your overall security posture.

Working with detection rules

In today’s digital world, cybersecurity is becoming increasingly important for businesses of all sizes.
Cybercriminals are always looking for new ways to exploit vulnerabilities in networks, endpoints, and
identities to steal sensitive information, disrupt operations, or cause other forms of harm. Therefore, it
is essential for organizations to have robust security solutions in place to protect against such threats.
One of the key features of Microsoft Defender for Identity is detection rules. Let's explore detection
rules in Microsoft Defender for Identity in more detail.

What are detection rules in Microsoft Defender for Identity?

Detection rules are predefined or custom conditions that are used to detect suspicious activities or
behavior on the network, endpoints, or identity data. These rules are designed to help organizations
identify potential security risks and take appropriate actions to mitigate them. Detection rules use a
combination of advanced algorithms, ML models, and heuristics to analyze network traffic, endpoint
logs, and identity data. They can detect a wide range of security threats, such as brute-force attacks,
lateral movement, privilege escalation, suspicious logins, and more.
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Microsoft Defender for Identity comes with a set of preconfigured detection rules that are based on
best practices and industry standards. Currently, there are more than 50 preconfigured detection rules
that you can use. Microsoft Defender for Identity provides several types of detection rules that can be
used to detect different types of threats. These include the following:

Behavioral detection rules: These rules use ML models to analyze user behavior and detect
deviations from normal patterns. For example, if a user suddenly starts accessing resources
that they have never accessed before or if a user is accessing resources from a location that is
not typical for them, it may trigger a behavioral detection rule.

Anomaly detection rules: These rules use statistical analysis to detect anomalies in network
traffic or endpoint logs. For example, if there is a sudden increase in failed login attempts or
if a device starts communicating with an IP address that is not recognized, it may trigger an
anomaly detection rule.

Threat intelligence (TT) detection rules: These rules use TI feeds to detect known malicious
activities or indicators of compromise (I0Cs). For example, if a user tries to execute known
malware or if a device is communicating with a known command-and-control (C2) server,
it may trigger a TI detection rule.

When a detection rule is triggered, Microsoft Defender for Identity generates an alert that includes
information about the suspicious activity, the affected user or device, and recommended actions to
mitigate the threat. The alert can be viewed in the Microsoft Defender for Identity portal, and can
also be sent to other security tools, such as security information and event management (SIEM)
solutions or ticketing systems, for further analysis or action.

Benefits of detection rules in Microsoft Defender for Identity include the following:

Proactive threat detection: Detection rules in Microsoft Defender for Identity enable
organizations to proactively detect potential security threats before they can cause significant
damage. By analyzing network traffic, endpoint logs, and identity data in real time, detection
rules can identify suspicious activities and alert security teams to act.

Customization: Microsoft Defender for Identity allows organizations to create custom detection
rules that are tailored to their specific security needs. This level of customization ensures that
the organization’s unique security risks are addressed.

Simplified security operations: Detection rules in Microsoft Defender for Identity enable
security teams to focus on the most critical security threats by providing automated alerts
and recommended actions. This reduces the time and effort required to investigate security
incidents and respond to them.
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Detection rules in Microsoft Defender for Identity are a powerful tool for organizations looking to
enhance their security posture. By proactively detecting potential security threats, organizations can
mitigate risks and prevent significant damage. With the ability to create custom detection rules and
automate alerting and response, Microsoft Defender for Identity can simplify security operations and
help organizations stay ahead of emerging threats.

Detection rule examples

In this part of Microsoft Defender for Identity, we will try to explain a few preconfigured detection
rules that you can use in your organization and configure as per your needs.

Detection rule: Abnormal ADFS authentication using a suspicious certificate

Abnormal ADFS authentication using a suspicious certificate is a type of cyber-attack where an
attacker uses a forged or stolen digital certificate to authenticate with the ADFS server. This allows
the attacker to bypass authentication controls and gain unauthorized access to resources in the
organization. To help organizations detect this type of attack, Microsoft Defender for Identity includes
a preconfigured detection rule called Abnormal ADFS authentication using a suspicious certificate. This
rule uses a combination of ML models and heuristics to analyze authentication traffic to the ADFS
server and identify anomalies that may indicate the use of a suspicious certificate. The Abnormal
ADEFS authentication using a suspicious certificate detection rule works by analyzing several different
characteristics of authentication traffic to the ADEFS server. These characteristics include the following:

+ Certificate chain validation: The rule checks whether the certificate presented during the
authentication process is part of a valid certificate chain. If the certificate chain is invalid or
does not match the expected chain, the rule triggers an alert.

o Certificate revocation status: The rule checks whether the certificate presented during the
authentication process has been revoked. If the certificate has been revoked or has an unknown
status, the rule triggers an alert.

o Certificate attributes: The rule checks the attributes of the certificate presented during the
authentication process, such as the certificate authority (CA), key length, and expiration
date. If the certificate attributes are suspicious or do not match the expected values, the rule
triggers an alert.

o Authentication context: The rule checks the context of the authentication request, such as the
user account, device information, and network location. If the context is suspicious or does
not match the expected values, the rule triggers an alert.
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Exclusion by detection rules in Microsoft Defender for Identity is a valuable feature that allows
organizations to fine-tune their security alerts and focus on the most critical threats. These rules permit
security administrators to specify criteria that, when met, exclude certain activities or entities from
triggering alerts. Defining such exclusions helps reduce noise generated by false positives, ensuring that
security teams can prioritize and investigate genuine threats more effectively. This capability empowers
organizations to customize their threat detection mechanisms, enhancing the efficiency and accuracy
of their security operations while minimizing unnecessary distractions from non-threatening events:
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Figure 8.9 — Exclusion by detection rules

When the Abnormal ADFS authentication using a suspicious certificate detection rule is triggered,
Microsoft Defender for Identity generates an alert that includes information about the suspicious
activity, the affected user or device, and recommended actions to mitigate the threat. The alert can
be viewed in the Microsoft Defender for Identity portal, and can also be sent to other security tools,
such as SIEMs or ticketing systems, for further analysis or action.

Detection rule: Suspected brute-force attack (SMB)

A Suspected brute-force attack (SMB) detection rule is a security feature in Microsoft Defender for
Identity that helps detect and mitigate brute-force attacks targeting the Server Message Block (SMB)
protocol. Brute-force attacks are a type of cyber-attack that involves automated attempts to guess or
crack login credentials, typically through trial-and-error methods.
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The SMB protocol is a network protocol used for file sharing, printer sharing, and other networking
tasks in Windows-based operating systems. As a result, it is a common target for cyber-attacks, including
brute-force attacks. To help organizations protect against SMB brute-force attacks, Microsoft Defender
for Identity includes a preconfigured detection rule called Suspected brute-force attack (SMB). This
rule analyzes authentication traffic to SMB servers and identifies patterns that indicate a brute-force
attack may be underway.

The Suspected brute-force attack (SMB) detection rule works by analyzing several different characteristics
of authentication traffic to SMB servers. These characteristics include the following:

« Failed login attempts: The rule looks for a high number of failed login attempts to SMB servers
from a single source IP address. This may indicate that an attacker is using a brute-force method
to guess login credentials.

« Account lockouts: The rule checks for a high number of account lockouts on SMB servers.
Account lockouts occur when a user exceeds the maximum number of allowed failed login
attempts, indicating that an attacker may be attempting to guess credentials.

o Login attempts from unusual locations: The rule checks for login attempts from unusual
or unexpected network locations. This may indicate that an attacker is attempting to use a
compromised account to access resources from a different location.

+ Login attempts at unusual times: The rule checks for login attempts outside of normal business
hours or during other unusual times. This may indicate that an attacker is attempting to gain
access to resources when the organization’s security defenses are likely to be weaker.

When the Suspected brute-force attack (SMB) detection rule is triggered, Microsoft Defender for
Identity generates an alert that includes information about the suspicious activity, the affected user
or device, and recommended actions to mitigate the threat. The alert can be viewed in the Microsoft
Defender for Identity portal and can also be sent to other security tools, such as SIEMs or ticketing
systems, for further analysis or action. If you want, you can exclude specific devices and IP addresses
from this detection rule:
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Figure 8.10 — Suspected brute-force attack (SMB) detection rule

In addition to the Suspected brute-force attack (SMB) detection rule, Microsoft Defender for Identity
includes other preconfigured rules that help organizations detect and mitigate a wide range of security
threats, such as lateral movement, privilege escalation, suspicious logins, and more. These rules are
constantly updated by Microsoft to reflect the latest TT and to improve the accuracy of detections.
The Suspected brute-force attack (SMB) detection rule is an important tool for organizations to detect
and mitigate the risk of SMB brute-force attacks.

Detection rule: Suspected NTLM relay attack (Exchange Server account)

The Suspected NTLM relay attack (Exchange Server account) detection rule is a security feature in
Microsoft Defender for Identity that helps organizations detect and mitigate NT LAN Manager (NTLM)
relay attacks targeting Exchange Server accounts. NTLM relay attacks are a type of cyber-attack that
exploits weaknesses in the authentication process to gain unauthorized access to sensitive information.
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Exchange Server is a popular email and messaging platform used by many organizations. As a result, it
is a common target for cyber attackers seeking to steal sensitive information, such as email messages,
contact lists, and other confidential data. To help organizations protect against NTLM relay attacks
targeting Exchange Server accounts, Microsoft Defender for Identity includes a preconfigured detection
rule called Suspected NTLM relay attack (Exchange Server account). This rule analyzes authentication
traffic to Exchange Server accounts and identifies patterns that indicate an NTLM relay attack may
be underway.

The Suspected NTLM relay attack (Exchange Server account) detection rule works by analyzing several
different characteristics of authentication traffic to Exchange Server accounts. These characteristics
include the following:

« Authentication requests from unknown devices: The rule looks for authentication requests from
devices that have not been previously seen or authenticated by Microsoft Defender for Identity.
This may indicate that an attacker is attempting to use a rogue device to relay authentication
requests and gain access to the target account.

 Authentication requests from multiple devices: The rule checks for authentication requests from
multiple devices within a short period of time. This may indicate that an attacker is attempting
to relay authentication requests to multiple devices to gain access to the target account.

o Authentication requests from different locations: The rule looks for authentication requests
from different geographic locations. This may indicate that an attacker is attempting to use a
compromised device to relay authentication requests from a different location.

o Authentication requests at unusual times: The rule checks for authentication requests outside
of normal business hours or during other unusual times. This may indicate that an attacker is
attempting to gain access to resources when the organization’s security defenses are likely to
be weaker.

When the Suspected NTLM relay attack (Exchange Server account) detection rule is triggered, Microsoft
Defender for Identity generates an alert that includes information about the suspicious activity, the
affected user or device, and recommended actions to mitigate the threat. The alert can be viewed in
the Microsoft Defender for Identity portal and can also be sent to other security tools, such as SIEMs
or ticketing systems, for further analysis or action.

Configuring Microsoft Defender for Identity and Microsoft
Sentinel

Before we start to explain the configuration between these two security solutions, we need to explain
what Microsoft Sentinel is.
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In short, Microsoft Sentinel is a cloud-native SIEM solution that helps organizations collect, analyze,
and respond to security incidents across their entire IT environment. Built on top of the Microsoft
Azure cloud platform, Sentinel provides a unified view of security events and alerts from various
sources, including Azure, Office 365, third-party solutions (such as Cisco, Barracuda, and Fortinet),
and on-premises infrastructure. Sentinel leverages advanced ML algorithms and artificial intelligence
(AI) to detect and respond to security threats in real time. It uses a combination of rule-based and
anomaly-based detection methods to identify suspicious behavior and provides a central dashboard
for security analysts to investigate and remediate security incidents.

One of the key benefits of Microsoft Sentinel is its integration with other Microsoft security solutions,
including Microsoft Defender for Endpoint, Microsoft Defender for Identity, and Microsoft Cloud
App Security. This allows organizations to benefit from a seamless and integrated security ecosystem,
with a unified view of security events across different services.

Another advantage of Sentinel is its scalability and flexibility. Because it is a cloud-native solution,
organizations can quickly and easily scale up or down as their security needs change, without the need
for additional hardware or infrastructure. Additionally, Sentinel provides a wide range of connectors
and APIs that allow organizations to easily integrate with third-party security solutions and customize
the platform to their specific needs. In the current Microsoft Sentinel version, you have more than 100
different non-Microsoft connectors to configure (Cisco, IBM, Palo Alto, Barracuda, Fortinet, and so on).

In a short time, Microsoft Sentinel became a very important player in the SIEM world. Overall,
Microsoft Sentinel is a powerful and flexible SIEM solution that helps organizations improve their
security posture and respond to security incidents in a timely and effective manner. With its advanced
ML capabilities, integration with other Microsoft security solutions, and cloud-native architecture,
Sentinel is well suited for organizations of all sizes and industries.

So, how can you connect Microsoft Defender for Identity and Microsoft Sentinel? First, for Microsoft
Sentinel, you need to have a valid Azure subscription and configure Microsoft Sentinel services in
Azure. Configuring Microsoft Sentinel is not a part of this book, so we will focus on configuring the
two solutions and making them work together.

To connect Microsoft Defender for Identity and Microsoft Sentinel, follow these steps:

1. Login to Azure with your Azure admin account.

2. Open the Microsoft Sentinel portal (if you cannot see the portal, type Microsoft Sentinel
in search).

3. In the Microsoft Sentinel portal, go to Data connectors, and in search, type Microsoft
365 Defender:
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Figure 8.11 — Data connectors

Important note

Microsoft Sentinel can accept logs from all Microsoft 365 Defender suite solutions:

Microsoft Defender for Office 365

Microsoft Defender for Cloud Apps

Microsoft Defender for Identity

Microsoft Defender for Endpoint

Alerts

Microsoft Defender Vulnerability Management
Microsoft Entra ID Protection

Microsoft Purview Data Loss Prevention (DLP)
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4. Inthe open window, click on Open connector page: On this page, you will see that the selected
data connector contains 2 workbooks, 4 queries, and 72 predefined analytics rules.

5. Check Prerequisites for proper integration:
* Check Workspace

= Check Connector Access Control

* Check Tenant Permissions

Instructions

E Prerequisites
N

To integrate with Microsoft 365 Defender make sure you have:

~  Workspace: read and write permissions.,
~  Connector Access Control: the user applying changes to the connecter must be a member of the Azure Active Directory {AAD) associated with the tenant that the workspace belongs to.
~  Tenant Permissions: ‘Global Administrator’ or "Security Administratar’ on the workspace's tenant.

@  License: M365 ES, M365 AS or any other Microsoft 365 Defender eligible license.

Figure 8.12 — Prerequisites for proper integration

6. Under the Configuration section, check the Turn off all Microsoft incident creation rules
for these products. Recommended. option:

Important note

Microsoft 365 Defender automatically groups alerts from Microsoft Defender for Endpoint,
Microsoft Defender for Identity, Microsoft Defender for Office 365, Microsoft Defender for
Cloud Apps, and Microsoft Entra ID Identity Protection into incidents. To avoid duplications
in the incidents queue, it is recommended to turn off incident creation rules for those products.
Note that if you have any filters in your incident creation rules, they will not be considered in
the direct incident integration.

. J

X Configuration
L]

Connect incidents & alerts
Connect Microsoft 365 Defender incidents to your Microsoft Sentinel, Incidents will appear in the incidents queue.

Connect incidents & alerts - Turm off all Microsoft incident creation rules for these products. Recommended. (D

Figure 8.13 — Connecting incidents and alerts
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7. Under Connect entities, click on Go the UEBA configuration page:

* Microsoft Sentinel User and Entity Behavior Analytics (UEBA) is a feature within Microsoft
Sentinel, a cloud-native SIEM solution. UEBA uses ML algorithms to detect anomalies in
user and entity behavior by analyzing patterns of activities, such as login attempts, file access,
and network traffic. It helps identify potential insider threats, compromised accounts, and
other suspicious activities that may pose a security risk to an organization. With the help of
UEBA, security teams can investigate security incidents more efficiently and take proactive
measures to prevent potential threats before they cause harm.

Connect entities

Use Microsoft Defender for Identity to sync user entities frem your an-premises Active Directory to Micrasoft Sentinel. [Go to the UEBA configuration page and mark the Active Directory {via MDI) checkbox]

Go the UEBA configuration page
——

Figure 8.14 - Connecting entities

8. Configure options on the UEBA portal, connect your Microsoft Sentinel with your Microsoft
Entra ID and/or AD, and select which data sources you want to send to Microsoft Sentinel:

Entity behavior configuration

1. Turn on the UEBA feature
‘You must complete step 2 for UEBA functionality to start.

@ o A Oinly 2 Globsl Administrator or 3 Security Administrator in your Azure Active Directory can turn this feature on o off

2. Sync Microsoft Sentinel with at least one of the following directory services
This will create profiles for the users and entities in your organization and also creates data stores in Microsoft Sentinel

ﬂ Onily tenants onboarded to Microsoft Defender for Identity can enable Active Directory syncing

[ | Active Directory (Preview)

= | Azure Active Directory

3. Select the existing data sources you want to enable for entity behavior analytics

a| »
m| I
nl >

Audit Logs
Microscft

Security Events
Microscft

Signin Logs
Microscft

After connecting the following data sources you will be able to enable them for entity behavior analytics

Azure Activity
Microsoft

Figure 8.15 - Entity behavior configuration
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9. Under Connect events, select which logs will be sent from Microsoft Defender for Identity to
Microsoft Sentinel:

Connect events
Connect logs from the following Microsoft 365 Defenter products to Sentinel:

W
Microseft Defender for Endpoint {0/10 connected)
Microseft Defender for Office 365 (0/5 connected)

Microseft Defender for Cloud Apps (041 connected)

Microsoft Defender for identity (0/3 connected)

B name Description

B icertiiogonEeent Authentication scthities made through your en-premises Active Directony
B cermmusnsens Infomatian abouT quaries pertormed against Active Dirsctony chjeos

B ceemiresoetients Cactures varous identity-related events

Microsoft Defender Alerts (V2 connected)

Microseft Defender Vuinerability Management - Coeming soon!

Figure 8.16 — Connecting events

We'll now navigate through the world of analytics rules in Microsoft Sentinel, unveiling how these
rules play a pivotal role in identifying and responding to security threats across your organization’s data
landscape. Analytics rules in Microsoft Sentinel are the backbone of proactive threat detection and
response (TDR) within the Microsoft Sentinel platform. These rules serve as the intelligence behind
identifying suspicious activities, security anomalies, and potential threats across an organization’s data
sources. By customizing and deploying analytics rules, security teams can create tailored detection
scenarios, allowing them to promptly identify and respond to security incidents. These rules enable
organizations to stay one step ahead of cyber threats, ensuring the protection of their digital assets
and the integrity of their systems.

Analytics rules in Microsoft Sentinel

Analytics rules templates are preconfigured rule templates that help security teams detect common
threats and suspicious activities in their Microsoft 365 environment. These templates are designed to
work with data sources such as Microsoft Defender for Office 365, Microsoft Defender for Endpoint,
Microsoft Defender for Identity, and Microsoft Entra ID Protection.
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Using analytics rules templates, security teams can quickly set up and customize security monitoring
for their Microsoft 365 environment. They can also create new rules based on the templates or modify
existing ones to better suit their specific needs. This approach helps teams save time and effort in
creating security rules from scratch and enables them to focus on identifying and responding to
potential threats more efficiently.

One of the key benefits of analytics rules templates is that they cover a range of security scenarios,
such as malware detection, phishing attacks, suspicious logins, and data exfiltration. Each template
consists of predefined rules that use advanced analytics techniques, such as ML, to analyze data from
multiple sources and detect anomalies and potential security threats.

For example, the Malware detection template includes preconfigured rules that detect common
malware behavior, such as attempts to install or execute malware on endpoints, or the downloading of
files known to be associated with malware. Similarly, the Phishing detection template includes rules
that detect phishing emails based on various criteria, such as suspicious URLs, sender reputation,
and content analysis.

Another benefit of analytics rules templates is that they provide a starting point for creating custom
rules that meet specific organizational needs. Security teams can use the templates as a foundation and
modify the rules to better suit their unique environment and security posture. They can also create
new rules based on the templates, using the same advanced analytics techniques to detect potential
threats and anomalies.

Custom rules can be created in a variety of ways. For example, teams can create a custom rule based on
a pre-existing template by modifying the rule parameters or logic to better fit their specific environment.
Alternatively, they can create a custom rule from scratch using the same advanced analytics techniques
and data sources used in the analytics rules templates.

For a quick overview of incidents and events in data connectors for Microsoft 365 Defender, you can
simply choose one of the following data types:
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Microsoft 365 Defender
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Figure 8.17 — Microsoft 365 Defender in Microsoft Sentinel
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Microsoft Defender for Identity data types include the following:

e IdentityLogonEvents
e IdentityQueryEvents

e IdentityDirectionEvents

Here are a few examples of Kusto Query Language (KQL) code for searching IdentityLogonEvents:

IdentityLogonEvents
| where TimeGenerated >= ago (7d)
| where UserPrincipalName == "user name@domain"

Also, here’s an example KQL query that searches for all failed logon events in AD within Microsoft Sentinel:

SecurityEvent

| where TimeGenerated >= ago(24h)

| where EventID == 4625

| where AccountType == 'User'

| where Status == '0xc000006d' or Status == '0xc000006e' or Status ==
'0xc000006f' or Status == '0xc0000070'

This query looks for events in the SecurityEvent table within the last 24 hours (ago (24h) ). It
filters for event ID 4625, which indicates a failed login attempt. It also filters for an Account Type
value of 'User', as were interested in failed user logins. Finally, it filters for specific failure status
codes (' 0xc000006d', '0xc000006e"', '0xc000006£f"',0r '0xc0000070 ") that correspond
to various types of failed login attempts.

This is an example of searching for locked user accounts:

SecurityEvent

| where TimeGenerated >= ago(30d)
| where EventID == 4740

| where AccountType == 'User'

| where EventData contains "%%2313" // this is the code for "Account
Lockout"

This query looks for events in the SecurityEvent table within the last 30 days (ago (30d) ). It
filters for event ID 4740, which indicates an account was locked out. It also filters for an Account Type
value of 'User', as were interested in user accounts being locked out. Finally, it searches for the
"$%$2313" string in the EventData field, which is the code for "Account Lockout" in
Windows event logs.
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Important note

For proper searching of events in Microsoft Sentinel, as well as Microsoft Defender for Identity,
it is important to have configured GPOs in your AD environment.

You can modify the time range as needed and adjust the filter conditions to search for specific users
or computers if necessary.

In addition to providing a starting point for creating custom rules, analytics rules templates also
provide a way to keep security monitoring up to date with the latest threats and attack methods.
Microsoft continually updates the templates to include new rules and scenarios based on the latest
TI and security research. As a result, security teams can be confident that their security monitoring
is keeping pace with the ever-evolving threat landscape.

To get the most out of analytics rules templates, it is important to understand the different types of
rules that are included in the templates. There are three main types of rules:

o Detection rules: These rules use advanced analytics techniques to detect potential threats and
anomalies based on data from multiple sources. For example, a detection rule might analyze
logins from a specific IP address and identify suspicious activity based on factors such as the
number of login attempts, time of day, and location.

o Response rules: These rules define actions that should be taken when a potential threat or
anomaly is detected. For example, a response rule might trigger an automated email to a security
analyst when a potential phishing email is detected.

o Data enrichment rules: These rules provide additional context and information about an event
or activity, which can help security analysts better understand the potential threat and respond
more effectively. For example, a data enrichment rule might retrieve additional information
about a user’s behavior or device configuration.

Analytics rules templates in Microsoft Sentinel for Microsoft 365 Defender provide security teams with
a powerful tool for monitoring and detecting potential threats in their Microsoft 365 environment.
The preconfigured rules and advanced analytics techniques enable security teams to quickly set up
and customize security monitoring without requiring extensive knowledge of data analysis or security
best practices. While false positives can be a potential challenge, the templates are regularly updated
to ensure that security monitoring remains effective and efficient.
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Summary

Throughout this chapter, we've taken you on a journey to uncover the multifaceted world of configuring
Microsoft Defender for Identity, a vital component of an organization’s cybersecurity arsenal. With each
step, you've had the opportunity to delve into this robust security solution, discovering how to harness
its full potential for safeguarding your digital environment. This chapter serves as a comprehensive
guide, equipping you with the knowledge and tools necessary to configure Microsoft Defender for
Identity effectively.

After activating the service, we delved into the world of configuration settings. One of the compelling
features of Microsoft Defender for Identity is its adaptability, allowing you to align its settings with
your organization’s specific security policies, threat detection thresholds, and compliance requirements.
The depth of this configurability provides you with the means to optimize the service’s performance,
ensuring it aligns with your organization’s unique security objectives.

In conclusion, this chapter has been a deep dive into the world of configuring Microsoft Defender for
Identity. From service activation to fine-tuning settings, connectors, and sensors, you are now well
equipped with the knowledge and skills needed to unlock the full potential of this robust security
solution. Implementing these configurations eftectively will not only fortify your organization’s security
posture but also enable you to proactively identify and mitigate identity-based threats, ensuring a
safer and more secure digital environment. As we continue this journey, you'll find yourself better
prepared to navigate the ever-evolving landscape of cybersecurity.

We will take a dive into the world of improved data governance with the next chapter on Microsoft
Purview Insider Risk Management. We will see how this state-of-the-art solution gives organizations
the power to spot and address insider risks in their data networks ahead of time. We will explore
everything from advanced threat detection to a thorough risk assessment, and witness the capabilities
that redefine how we safeguard data in the digital age.



Part 3:
Microsoft 365 Governance
and Compliance

In this third part, we will discuss products and features responsible for governance and compliance
in Microsoft 365. We will include Microsoft Purview Insider Risk Management with Insider Risk
Management, Information Barriers, and Communication Compliance, and Microsoft Purview
Information Protection, labeling, and classification capabilities. To wrap it up, we will address auditing
and records life cycle management in Microsoft 365.

This part has the following chapters:
o Chapter 9, Microsoft Purview Insider Risk Management

o Chapter 10, Microsoft Purview Information Protection

o Chapter 11, Understanding the Lifecycle of Auditing and Records
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In a conversation about computer security, cloud security, cyber threats, cyber-attacks, attacks on
computer systems, the ways companies and individuals become victims of attacks and lose their data,
and how the data is stolen, people usually immediately think about hackers and how external attacks
are the reason for data breaches and data loss.

Undoubtedly, hackers and external attacks still pose a threat to company data but as companies and
their computer and cloud infrastructure get progressively better protection, attackers increasingly
turn to the ones with direct contact with valuable company data.

People with direct contact with the data — employees — are becoming the major threat and concern
among businesses of all sizes. Insider threat statistics are scary, and the numbers have been rising
constantly. According to various statistics, around 65% of data breaches are caused by insider threats,
while more than 70% of organizations report that insider attacks have increased constantly over the
last 2 years. More than half of companies have had an insider attack in the last 12 months, and the
number of incidents due to insider threats has increased by over 50% in 2 years.

Obviously, the major threat to company data is privileged users such as administrators and C-level
executives because they have access to the most sensitive data, but essentially, every user is a potential
threat if they have access to the data that attackers want.

According to Eleanor Thompson’s “The Insider Threat — Assessment and Mitigation of Risks,” there
are four types of malicious insiders or insider threats — the malevolent insider, the vengeful insider,
the wicked insider, and the virtuous insider. A malevolent insider deliberately harms a system for
their personal gain, a vengeful insider retaliates against the organization and its leadership, a wicked
insider knows what the rules are but disobeys them either for personal interest or because of some
other intentions, while the virtuous insider is an employee that is usually well intended but places
organizations at high risk through their risky behavior.
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There is no single guaranteed tool to prevent insider threats, but a multitude of tools and a sound,
holistic approach is what organizations need to reduce insider threats: privileged access management;
just-in-time access; access control lists; incident response management; employee monitoring; security
incident, data loss prevention, and event management systems such as Security Information and
Event Management (SIEM); and others.

Fortunately, Microsoft Purview’s comprehensive insider risk prevention features will significantly
increase organizations’ capability to mitigate these types of security and compliance concerns.

In this chapter, we are going to cover the following main topics:

« Insider risk management
« Information barriers

« Communication compliance

In this chapter, you will learn about comprehensive insider risk capabilities in Microsoft 365, information
barriers, and communication compliance abilities, including relevant alerting, reporting, and auditing.

Technical requirements

To be able to use Microsoft 365 Purview Insider risk management, you must have one of the Microsoft
365 E5, A5, F5, or G5 subscriptions. Alternatively, Microsoft 365 E3, A3, F3, and G3 subscriptions
will work too, together with either compliance or insider risk management add-ons.

Ultimately, an Office 365 E3 subscription paired with Enterprise Mobility and Security E3 paired with
a compliance add-on will provide you with sufficient rights to work with Insider Risk Management.

Insider Risk Management

Microsoft Purview Insider Risk Management (IRM) is just one product in the palette of risk and
compliance solutions available in Microsoft Purview that works together with communication
compliance, information barriers, and privileged access management to help organizations successfully
mitigate insider threats.

The potential dangers posed by insider threats, emerging from activities that are illegal, inappropriate,
unauthorized, or unethical, constitute a significant concern for all companies. These risks can often
remain unnoticed until it’s too late. Whether it involves intellectual property theft, data breaches, or
other potential scenarios, safeguarding an organization’s data from both unintentional and malicious
actions is of utmost importance. While it is harder to stop an intentional data exfiltration action than an
unintentional action, IRM provides an additional layer of protection against data leakage and exfiltration.
Microsoft provides solutions that assist organizations in achieving the right, appropriate balance
between safeguarding their data and maintaining productivity among an organization’s employees.

Insider Risk Management will help you mitigate regulatory compliance violations, leaks of sensitive
data, policy and confidentiality violations, IP theft, fraud, and different types of data loss.
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Initial setup

Before proceeding with the technical implementation of insider risk management, organizations should
start the onboarding process with planning activities that will thoroughly assess and determine desirable
and required compliance regulations, procedures, and requirements. This task requires the involvement
of various departments besides the information technology department, and the involvement of
different stakeholders such as privacy, human resources, legal, security, and compliance stakeholders.

Implementing and enabling Insider Risk Management in production should not be different than what
the standard practice describes when implementing any potentially disrupting procedures, products,
or features. You should test insider risk policies on a small subset of users in a test environment to
determine privacy, compliance, or legal issues in your organization, and fine-tune the policies to
meet all necessary requirements. The alternative is to test insider risk policies in the production
environment, but also on a small subset of users to minimize any potentially negative impact on your
production environment.

To get started with Insider Risk Management, log in to https://compliance.microsoft.
com and select the Insider Risk Management option on the left-side menu.

To have access to the Insider Risk Management menu option on the left, you must be assigned at
least one of the following roles:

o Microsoft Entra ID Global Administrator

o Microsoft Entra ID Compliance Administrator
You also need to be a member of at least one of the following role groups:

o Microsoft Purview Organization Management
o Microsoft Purview Compliance Administrator
o Insider Risk Management

o Insider Risk Management Admins

To work with Insider Risk Management, the well-known principle of least privilege should be on the
top of the list of priorities, and for that, there are the following role groups in IRM:

o Insider Risk Management

o Insider Risk Management Admins

o Insider Risk Management Analysts

o Insider Risk Management Investigators
 Insider Risk Management Auditors

 Insider Risk Management Approvers
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Note

For the complete list of IRM role group options and solutions, visit ht tps://learn.
microsoft.com/en-us/purview/insider-risk-management-configure.

Before going deeper into the IRM workflow, you need to consider completing the following initial
and desirable steps, and a high-level summary is very conveniently available on the Overview page.

The following initial steps are not the only steps you should perform, of course; they are instead a
handful of recommended actions only. Selecting All recommended actions will bring up a somewhat
expanded list of recommendations that provide an excellent starting point for configuring Insider Risk
Management. These options are available from the IRM settings anyway, but following this advice will
save you some time in configuring IRM while focusing on the most important configuration settings.
To access the Recommended actions pane, select All recommended actions on the Overview page,
or click on the wrench icon in the upper-right corner of the Overview page:

Insider risk management > Recommended actions

Recommended actions

Whether you're just getting started or actvely and g user achivity, P these rec achons bo get the most out of insaider nsk management capabilities
| Mot started | Completed

@D show completed actions

Setup actions
Action Sratus FRequired or optional Tirre to comphate Turarial
Turn on analytics to scan for potential risks @ Completed Optional @ 48 hours 2 includes video tutorial

Seans un daily and provice real-ime nsighls 1o help detect activity thal matiers mosL

Get to know insider risk management [ Mot started Optional 10 min
Laarn aboul the solulion...whal it is, besl practices, common rms, and more.

Configure insider nisk settings ()Mot startec Fequired & 10 min % Inchades vicen futorial
Defing settings thal apply bo all meidar risk foabures and workBows.

Create your first policy @ Completed Fequired & 5 min
Use predefined templates to detect nsk activibes, such as dala thefl.

Make SUre your team can get their jobs done (i Mot started Required 10 min L Inchades wden wutorial
Assign permissions by addng other admins o nsider nsk mansgement e groups.

Investigation actions
Action Status Fiequiret or optical Time to complets Tustarial
Review users whose activity is being scored () Mot started Optional & 5 min

See which users ars naving Meir aciivity scored by yeur policies.

Review alerts () Mot started Optional & 5 min
Feview alerts generatad by policies 10 dedde I further investigation 12 needed

Investigate a case () Mot started Optional & 10 min
Deaply Mvectigale @ LZars activiies 1o idenity and tke achon on potential nske

Figure 9.1 — Insider Risk Management recommended actions
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The recommended setup actions or initial steps to get started and configure IRM are in fact the list
of actions you should do first when setting up IRM:

o Turn on auditing to record user and admin activity

 Set up the right permissions by assigning users to the correct groups

« Choose policy indicators, that is, risk management activities you want to detect

« Create a policy to start receiving alerts

o Assign permissions to other users, to delegate access

The first thing you should do is turn on analytics to scan for potential risks. Analytics scans different
areas for user activity, such as Microsoft 365 audit logs, Microsoft Entra ID activities, Exchange Online
activities, and, if configured, Microsoft 365 HR data connector activities. The first analytics scan usually
takes 48 hours to complete while analytics scans after that are completed daily. Analytics settings
can be found on the Insider Risk Management settings page and turned on there later if needed. The
recommended setting is to turn analytics on so Microsoft 365 can scan sources in organization logs
to detect activities using insider risk policies. These scans run daily and can be used later to set up
insider risk policies:
et managamts 3 seshs

Results from the last scan for risk activities

The Irsights bekow provide & summary of anonymized user acthities detected. Activities scanned sre the
sarne ones deterted by msider sisk polcies. After reviewing the irsiahts, view their details 1o drill down
furthes and set up a secommended policy 1o addiess petential risks

Insights from Octaber 21 - Dctobar 30

Potential dats leak activities

50% of your users performed
exfiltration activities

Acthety froem 6 Lsars scaned

Recammendatioe: Set up o Tista ks’ poficy

Detects and dorts of | clata leaks, which c

accidontal sharing of info cutside your anganization to dats theft with
malicious infant.

Wiew chetais

Top exfiltration activities

16.7% of users performed sequential activities
that might indicate suspicious exfiliration behavior
16.7% of users copled content to USE

16.7% of users performed activities involving
sensitive info

Recormmendation
Setupa ‘st beaks' policy

reale a pabcy that detects and alorts you of patental data lasks, which

Sending emadl to people cutside your omgsnizstion
Actity from § e acenned

o 1% ¢ ysers omubed penple quss oegEnTHon mer than 15 times

1 rang cdantal sharig aof 2 o o
i thedt with malicions inten

Wiew details

T 9%, o ey mmy e penple Sl megentrsicn morm thn 15 fimes

o 100 12 s arasiint s cusbices orericason o than 15 S

Creating or copying files to LISH
Acmety brm i sneedt

Tap 1% of s copbed Mhes 10 remrosalie masdia more than 773 tees

Downloading Sharefoint files.
Acthaty o 4 e cansed

o 1% 0f users dowrboaded ShorsPoint les mor thas 700 imes

T %% o urers crpeed Mies 1 femowshin rastia mor thas 773 s

o 3% o ners downdcuter Shareoirk firs mor Hus 7T e

T 10F% 0 s opu ke I rmcsvebrbe mecia mees shan 771 smes

T 1086, o e eyt St Pt fies e than 7103 s

Figure 9.2 — Analytics results summary from the last scan for risky activities
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After the initial analytics scan finishes, the analytics report will include insights for any potential data
leaks, data theft, and exfiltration attempts. The report will show details about detected activities and
recommendations for creating policies that will detect alerts and prevent such activities.

The Configure insider risk settings recommended action contains Privacy, Policy indicators,
and Admin email notifications recommended settings that will apply to the entire Insider Risk
Management product:

Recommended settings to get up and running

Privacy
‘When users perform activities matching your insider risk policies, decide whether

admins can see their actual names or anonymized versions. We recommend showing
anonymized versions to mask their identities (this is on by default).

Manage the privacy setting

Policy indicators

Indicators are essentially the activities you want to detect from your users (like
downloading content from SharePoint or copying files to a USB). Indicators you
«choose will be available when you create a policy.

At a minimum, we recommend selecting:

* All Office indicators.

* Indicators relevant to your org.
* Risk score boosters.

Choose indicators

Admin email notifications

Stay up-to-date on alerts across your organization
Send me the following emails

. When a new policy generates its first alert

D When new high severity alerts are generated

D Weekly email summarizing policies that have unresolved wamnings

Manage all IRM email notifications

Save email preferences

Figure 9.3 — Recommended settings to get started with IRM

All three recommended settings to get up and running are a part of the Insider Risk Management
settings, which can be easily accessed by selecting the cog in the upper-right corner.

Select Manage the privacy settings (or Privacy in Settings) to set up a display of anonymized
usernames, where if this option is turned on, masked versions of usernames will be used instead of
real usernames across Insider Risk Management.

Select Choose indicators (or Policy Indicators in Settings) to select different types of built-in or
custom indicators that will be included in policy templates. Indicators are descriptions of user activities
that will trigger alerts when enabled. Not all the indicators are on by default, so you must look at
what indicators are relevant to you and select them to be able to use them later in the policies. Some
indicators, such as device indicators and risky browsing indicators, need additional setups to be able
to select them.
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The available built-in indicators are as follows:

o Office indicators

o Device indicators

o Microsoft Defender for Endpoint indicators

o Risky browsing indicators

e Microsoft Defender for Cloud Apps indicators
o Health record access indicators

o Cumulative exfiltration detection indicators

o Risk score booster indicators

Admin email notifications (or Admin notifications in Settings) allows you to quickly configure
administrative notifications for normal and high-severity alerts, warnings, and summaries, for different
IRM role groups.

The last two recommended actions are Create your first policy and Make sure your team can get
their jobs done, which are the next logical steps to finish the initial configuration of the IRM. The first
recommendation is to create risk management policies, and we will devote more time to that later in
the chapter. The next recommended step is to create the required Insider Risk Management role groups.

( 1

NOTE

Please visit the following link for the Insider Risk Management role groups and permissions
comparison table: https://learn.microsoft.com/en-us/purview/insider-
risk-management-configuref#fstep-l-required-enable-permissions-
for-insider-risk-management.

- J

There are also three recommendations for investigation actions, but you will have to return to these
later because you will need some user activities and alerts to investigate a case.

On the Insider risk management start page, click the cog icon in the top-right corner to display the
IRM settings page. As you already visited it and set a few of the initial settings, such as a privacy policy,
indicators, and admin notifications, you also need to set the policy time frames that will determine
the time periods that IRM will take into account when determining a period to trigger a match for
an insider risk policy. Policy frames have two settings: Activation window, which is the number of
days that the policy will use to detect user activities, and Past activity detection, which sets how far
back a policy will look to detect user activities.

On the Insider risk management page, click on the clipboard icon in the top-right corner to open
the Insider risk audit log page:

317


https://learn.microsoft.com/en-us/purview/insider-risk-management-configure#step-1-required-enable-permissions-for-insider-risk-management
https://learn.microsoft.com/en-us/purview/insider-risk-management-configure#step-1-required-enable-permissions-for-insider-risk-management
https://learn.microsoft.com/en-us/purview/insider-risk-management-configure#step-1-required-enable-permissions-for-insider-risk-management

318 Microsoft Purview Insider Risk Management

Insider risk management > Insider risk audit log Edited indicators in insider risk settings
Insider risk audit log Deis Activly pertarmesd ey
14/03/2023, 174720 MOD Adrmanistrator

Review activity in this log to stay informed about the actions that were taken on insider risk features, Activity here was perform

can fitar on activity ralated 1o settings, polices, alrts, cases, and mare. Learn more about the irsidr rsk audit log 4 Bport titems | 0 Sesrch

4 Export ) Refresh
Filter

Category: Any ~  Adivily performed by: Any > Date rangs: Any

v Meset 3§ FiRters

Indicator Action
Activity from unusual location in a connected cl.. Added
Impossible travel detected in a connected clou..  Added

Unusual mass deletion of contant from a conne... Added

Betivity Category | Muttipia VM Craation activities in 2 connectad ¢ . Added
Edited indicators in insider risk settings SEG Muitipie VM Deletion activities in 8 connected €. Adced
Added indicator ta naw palicy "Data leaks quick pelicy” Polices Muitiple storage deletion activities in a connect.. Added
Ackdod indicator to naw policy “Data leaks quick policy” Polioe Suspicious admin activities ohserved in 3 conne... Adsed
Added indicator with custom threshold to new policy "Data leaks quick policy” Palicies Suupicicnes Clennlival o changes abeere.. - Added
Added Indicator to naw policy “Data leaks quick policy™ Poliies Susplcios resoutce creation acthity In uncom...  Added
#ddad indicator to new policy “Data beaks quick policy™ Policies

Brrassing rostrictad hoabth rarards Lt

Figure 9.4 - Insider risk audit log

One of the important activities to keep in mind is reviewing the Insider risk audit log page regularly,
where a few columns are available: Activity, Category, Activity Performed by, and Date. Selecting a
log activity entry will display additional details about the activity, which of course will be specific to
a log activity, but can include policy template details, actions, membership information, and more.

Some of the most important Insider Risk Management settings are as follows:

Policy timeframes: Here, you can set activation window and past activity detection timeframe
settings. Activation window settings determine how long a policy will detect user activity once
a policy setting is matched. Past activity detection timeframe settings configure how far back
in the past the policy will detect user activity after a policy is triggered.

Intelligent detections: These settings influence the way the policy detects user activity. You can
set different types of exclusions (file types, file paths, sensitive info types, trainable classifiers,
sites, keywords), alert volume settings, and allowed and unallowed domains.

Export alerts: It is possible to turn Office 365 management activity APIs on, to export insider
risk alert details to an external event management service. However, alerts that are exported
do not support the anonymization of usernames.

Priority user groups: If there are user groups that contain users whose risk level is typically
higher than other users, you can prioritize these groups to have more sensitive risk scoring
and prioritized inspection and detection.

There are, of course, more configuration settings available, and at the time of writing, many of them
are in the preview phase.
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After reviewing alerts, incidents, and user actions, you should have gathered enough information to
decide whether such activities are indeed actions that need to be investigated because these might indicate
true positive user behavior and it’s a good time to create and assign an Insider Risk Management case.

Resolving insider risk cases

To be able to create alerts, Insider Risk Management needs to scan user activity and match these
activities to active policies. You have already turned analytics on, as a part of the initial Insider Risk
Management setup; now you need to create and activate policies that will generate alerts if a match is
found. After that, one or more alerts can be assigned to a user, as an Insider Risk Management case,
or just a case for short, which will be used as a boundary to resolve assigned alerts.

Resolving insider risk cases

involves the following flow:

1. Define and create Insider Risk Management policies.

2
3.
4
5

Act to resolve cases.

Triage user activities.

Alerts are created based on matched conditions in policies.

Investigate user activities.

Defining and creating Insider Risk Management policies

To define and create an Insider Risk Management policy, open the Insider risk management blade
athttps://compliance.microsoft.com, and select Policies from the top menu:

Insider risk management

Overview  Alerts  Cases  Policies  Users

I Policy warmngs Paolicy recommenddations Healthy policies
0
{ Create policy 7, Start scoring activity for users () Retresh 4 iterms

[[] palicy mama Status Usdas i scope Hetive alarts Confirmed alerts Aetions takin on alerts
[[] Adaptive Protec.. ® 1 recommencstion 1 1 ] ]

[[] Datatheftbyd.. ® twaming ! reccemmandstion [ ) o o

[ test ® 2yamings, 1 recommendztion ] ] v ]

[] Dataleaks quic.. ® 1 reccmmendstion 1 1 o o

Forensic evidence  Motice templates  Adaptive protection (preview)

Figure 9.5 — Insider Risk Management policies

25 e P

~ Policies

Data theft by departing users

Detects data theft by departing users neat their
resignation o terminaton dane

Cubck setup Custamize

Date leaks

Detects data heaks by ary wses incaded in this
palicy. Diata leaks can range from acoidental
uershanng of inarmation outside your
crganization to data theft with mahicicus intent.

Quick setup Customiza

Data leaks by priority users

@

This opens the Policies dashboard, which gives an overview of defined policies, their status, active

and confirmed alerts, actions taken on alerts, and policy alert effectiveness.
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The quicker way to create an Insider Risk Management policy is to click on an arrow on the right side
of the blade, which will open the Policies menu on the side. Some policies have a quick setup button
that allows you to create a policy quickly, with preset or predefined settings. You can always choose
the Customize button to modify a policy and granularly set it up to better suit your needs.

To create a policy from scratch, click on the +Create policy option. There are several policy template
categories to choose policies from: Data theft, Data leaks, Security policy violations, Health record
misuse, and Risky browser usage:

Choose a policy template

Policy templates specify the conditions and indicators that define the risk activities you want to be alerted to.

Data theft Data leaks by risky users
Dita theft by departing users Detects data leaks by users whose activity might be risky hased on messages they send or
having experienced a stressor event, such as a poor performance review. Data leaks can range
Data leaks from accidental oversharing of sensitive info outside your org to data theft with malicious
intent.
Data leaks
Prerequisites
Data leaks by pricrity users O communication compliance policy detecting inappropriate content | ofmosal | HEDMMERDID
in messages
Diata leaks by risky users You'll be able to create a communication compliance policy when selecting the triggering

event later in this wizard, .
Security policy violations (proview)
O HR data connector | oenow. | iicomsain

Sea, I : L : PR, o= ,
Security policy violstions (preview) Configure to periodically import resignation and termination date details for your

Security policy violations by ganization. Set up HR Connector
departing users (preview) °

Devices onboarded | csmonu
Security policy violations by risky

users [preview)
O Physical badging connector | csnona

Security palicy violations by

priority users {preview) Physical badging connector configured to periodically impart access events to priority

N il e i physical locations. 5  badging conn
Triggering event ()
Health record misuse (preview) » User matches a communication compliance palicy that detects inappropriate content in
messages.
Risky browsor usage {proviow) » HR connector imports performance or job level change data for a user.
Risky browser usage (preview} Activities detected include ()

s Downloading files from SharePeint near a stressor event
= Printing files near a stressor event
» Copying data to personal doud storage services near a stressor event

Figure 9.6 — Insider risk policy settings

Not every policy template has the same requirements or prerequisites, but they all share the same
characteristics. Each policy has prerequisites that are specific to the policy you are configuring, such
as Physical badging connector, HR data connector, a Microsoft Defender for Endpoint subscription,
a DLP policy, devices onboarded, or a previously defined priority user group, for example.

Next, a policy needs a triggering event, which will determine how the policy assigns a risk score to a
user activity. An example of such an event might be a user account being deleted from Microsoft Entra
ID, a user having exfiltrated data and exceeded the defined thresholds, or a user activity triggering
and matching a specific DLP policy.
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Lastly, the policy will be triggered if specified user activities are detected, and each policy uses specific
indicators to detect user activities to detect anomalous user behavior. After an event is triggered, a
user’s activity is assigned a risk score. Such activities might include printing files and copying data to
third-party cloud storage, mass downloading files from SharePoint or OneDrive, installing malware,
tampering with security features, or browsing websites that aren’t allowed.

Name your policy concisely, and do not forget to enter a description for a policy as well. Generally,
and not just related to Insider Risk Management policies, you should always write a clear and concise
description of a policy, setting, or feature wherever possible, that is, where a Description text field is
available. Doing so will greatly help you and other administrators in the future.

After you choose and include specific users and groups that this policy will apply to, you must decide
whether to prioritize content from SharePoint sites, sensitivity labels, sensitive info types, file extensions,
or trainable classifiers. Any activity associated with any chosen object, such as labels, file extensions,
or sites, will be assigned a higher risk score. The scoring of risks can be applied to all activities defined
in this policy or to activities that include priority content only.

Additionally, you must choose a triggering event for the policy, which will determine activities after
which the policy will begin assigning risk scores:

; Detection options

@ Name and description These advanced detection options are used to generate alerts for the activity detected,

@ Users and aroups Sequence detection

| A sequence is a group of two or more activities performed one after the other over a period of 7 days that
i might suggest an elevated risk. Specific indicators are used to detect each step in a sequence, which are

@ Content to priitize organized into four main types of activity: download, exfiltrate, obfuscate, and delete. Leam meore about

| SEQUENCES

@ Triggering event B setectal

| . Downlaad from Microsoft 365 location then exfiltrate O

. Indiextars u Download from Microscft 365 location, obfuscate, then exfiltrate (O

| - Download from Microsoft 365 location, exfiltrate. then delete ©

®  Detection options ’ Download from Microscft 365 location, abfuscate, exfiltrate, then delzte O

| jve then exfiltrate ©

o I - Archive then exfiltrate

| B ~rchive. obfuscate then exdiltrate O

O Finish B ~rchive. exfiltrate. then detete 1

B ~rchive, obfuscate, exittrate, then detete @

ﬂ Downgrade of remove label then exfilirate ©

Figure 9.7 - Insider risk policy detection options

In the last step, you must choose indicators that will be used to generate alerts for the activities that
the policy defined. You can choose any indicator available from the categories of Office indicators,
Device indicators, Physical access indicators, and Microsoft Defender for Cloud Apps indicators.
Additionally, choose any sequence detection options, as well as cumulative exfiltration detection
options, that might suggest an elevated risk based on specific steps taken in sequence, while detecting
out-of-the-baseline exfiltration types of activities.
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The last policy setting allows you to use default indicator thresholds or to fine-tune your own custom
indicator thresholds. At this point, I suggest that you use default thresholds for all indicators that you
have selected in the policy. You can always fine-tune and choose your own thresholds after the policy
has been in effect for a few days or weeks when you investigate triggered alerts and determine whether
the policy behavior is as expected or needs additional adjustments.

As you review the policy settings, click the Submit button to finish creating the policy. The policy
will go into effect immediately, but it may take up to 24 hours for a policy to start generating alerts.

Triaging and investigating alerts

After policies generate alerts, the alert information is displayed on the Alerts tab. It displays a graph
displaying the total number of alerts that need to be reviewed, information about your responsiveness
in resolving alerts — that is, the average time it took to resolve alerts — as well a summary or list of alerts
containing important alert details: its unique ID and any user that triggered the alert, the policy that
generated an alert, the severity, the time when an alert was triggered, details about the case, and the
assigned user. The status of the alert will show a summary of confirmed and resolved alerts, as well
as dismissed alerts or how many of them still need to be reviewed.

As you select an alert, the details of the alert — or, we could also say that these are the details of an
alert policy - are opened and displayed on a dedicated page.

The details page of an alert - or, we could also say that these are the details of a triggered policy event
- contains all details of the alert, organized into two main parts. Along with the alert details already
available on the alert page, the top part shows more information about the activities that triggered
the alert, describing similar events that occurred close to that timeframe, details of the user involved
in the event, as well as the user alert history.

All relevant information is synthesized on the page, allowing an analyst to obtain additional, detailed
information with just a click.

The lower part hosts three tabs, each containing abundant and thorough information about the risk
factors involved, activities that led to triggering the alert, as well as relevant user activities:
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Insider risk management © Alerts » [ara leaks quick policy
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policy What i hese ctons do
WEW High  flisk scoe 1007100 & Alent created on 29 Sep 2023 [UTC)
Activity that generated this alert Reduce sens lonhis iy Triggering event (0 User details User alert history
o ive exfiltration 29 Sep 2023 AUITE] 4 Priority user group member Last 30 days
100/100 High severity | 28 Aug 2023 - 26 Sep 2023 (UTC) This wsar parfommed exfétration activity Colevel Executhes Adaptive Protection poicy fo.. 1 alert
33 events: Emails sent with attachments outside the arganization #hnonymizedAEARAABOWIRVRS/DinerC.  Diata laaks quick policy 1 alert
Mare events than 100% compared to all users in org. BE2dvPpO/ Y DIegimD SIS0 X i
Vi full user histony
53 events: All exfiltration activities: i 1)
Viow all datails
Mare evenits than T5% compared Lo all users in arg
View zll activity
All risk factors  Activity explorer  User activity
All risk factors for this user's activity
Top exfiltration activithes Cumulative exfiltration activities (T3
A\ 114 exfiltration activities £\ High severity cumulative exfiltration activities detected (Risk score: 100/100) a

Usar activity detected ranges fam 29,08 - 27709

Emall sant to extemal recipiant 114
Emails sent with attachments
outside the organization All exfiltration activities
Maore events than 100% compared to Mare events than 75% compared to
sl users in arg all ugess in org
User 93 Uses o3
Org 30-day median 2 g 30-cay median 16

View all exfiltration activity

Sequences of activity

&4 19 sequence activities

View all curnulative exfiltration activities

Unusual activity for this user

£ 1 activity is considered unusual for the

Prierity content

Mo activity includes events with priority content

Figure 9.8 - Insider risk policy overview page - All risk factors information tab

The All risk factors tab is the home of all risk factors for this user’s activities, and content detected,
presented in convenient, graphical information, paired with clickable links that lead to further exploration
of detailed information connected to the specific activity. The information presented might include
but is not limited to top exfiltration activities, cumulative exfiltration activities, activities performed
in a sequence, and any unusual activities detected for a user.

The Activity explorer tab contains two lists of activities, separated vertically. The list on the right side
is the detailed list of activities that a user has performed, including the timestamp, activity, filename
and type, object identifier including URL, and the workload (service or application) that performed
the activity.
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4 Export 10f 2094 selected > Resetcolumns [F Customize columns [ Save this view = View
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Figure 9.9 — Insider risk policy activity explorer

Selecting an activity reveals a lot about the activity itself — location details such as the site URL and
client IP; device details such as the device’s full name, platform, and whether the device is managed;
item details such as the item type and its URL, filename and extension, and a unique object ID.

The right-side activity list contains the list of activities that the policy triggered, which can be categorized
as suspicious, and by default scored activities in the alert, while grouping adjacent activities, such
as ones that have been performed sequentially. The following screen clip shows examples of only a
few of the activities that have been performed, and have triggered the policy, such as Emails with
attachments sent outside the organization and Files downloaded from OneDrive while syncing.
These activities have been conveniently grouped together under the (2) SEQUENCE: Files collected
and exfiltrated, where (2) denotes the number of activities a sequence contains:
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All risk factors  Activity explorer  User activity

Unelinve wille synang, then sent to people outside

org & <

% € (2) SEQUENCE: Files collected
and exfiltrated
5 Oct 2023 - 7 Oct 2023 (UTC) | Risk score: 5/100
3 events: Sequence: Files downloaded from
OneDrive while syncing, then sent to people outside
org

v () (2) SEQUENCE: Files collected
and exfiltrated
3 Oct 2023 - 7 Oct 2023 (UTC) | Risk score: 5/100
2 events: Sequence: Files downloaded from
OneDrive while syncing, then sent to people outside
org

Exfiltration: Emails with attachments

sent outside the organization

7 Oct 2023 (UTC) | Risk score: 5100

2 emails: sent to 1 recipient outside the organization
1 email: containing sensitive info, induding: Oatari 10
Card Number

Collection: Files d loaded from
OneDrive while syncing

3 Oct 2023 (UTC) | Risk score: 0,100

5 events: Files synced from 1 OneDrive account
5 events: Files synced to unmanaged device

@ Exiltration: Emails with attachments
sent outside the organization
7 Oct 2023 (UTC) | Risk score: 5/100
2 emails: sent to 1 recipient outside the organization
1 email: containing sensitive info, including: Qatari 1D

Figure 9.10 - Insider risk policies user activity sequence

Each suspicious activity handily contains links to entities involved in the activity, such as emails, files,
and events. These activities might include events that are excluded from scoring as risky activity if a
sequence includes activities and steps that are considered to be risky behavior.

The User activity tab contains some of the most important information in the insider risk analysis
process. The left side contains a list of risk alerts in chronological order, including the details of the alert,
timestamp, risk score, and information about actions and entities included, such as emails and events.

The right side contains time filters where you can filter the scatter plot chart by selecting different time
ranges, for example, one-month, three-month, and six-month time ranges to display activities. Risk
activity details are displayed as colored bubbles or circles, where each color represents a different risk
category: access, deletion, collection, exfiltration, obfuscation, infiltration, security, custom indicator,
sequence, cumulative exfiltration activities, and an exfiltration charts bubble:
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Figure 9.11 — Insider risk policy user activity

The Activity explorer and User activity lists together present a complex yet complete overview and
insight into users’ behavior. Using User activity, you will have a view that will help you find potentially
hazardous actions and observe related activities that unfold in sequences. It is designed to facilitate a
swift examination of a case, offering a chronological record of all activities, specific details about each
activity, the current risk assessment for the user in question, the sequence of risky events, and filtering
options to aid in investigative endeavors. A window into users’ activities, the Activity explorer tab offers
risk investigators extensive analytics capabilities that give in-depth insights into activities. Through
Activity explorer, you can promptly assess a timeline of identified risky behavior and pinpoint and
filter all potentially hazardous activities linked to alerts.
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Resolving cases

To create a case, in the upper-right corner, click the Confirm all alerts & create case button. Enter
the case name and comments and select the Create case button to finish creating a case. Now that you
have created a case, return to the Overview tab of the Insider Risk Management blade, and select
the Cases tab at the top of the screen. Here, you can see the list of all active and closed cases, their
status (whether a case is active or closed), the date and time when a case was opened, and to whom
it has been assigned. To see more details about a case and to continue working on resolving a case,
click or select the case.

There are several tabs on a case page. Some of them contain the same information as the alert tabs
but there are some more tabs specific to the Insider Risk Management case, such as Alerts, Content
explorer, Case notes, and Contributors.

While the case overview has general information about the case, the Alerts tab contains a list of all
alerts associated with the incident, and with the case.

The Activity Explorer tab contains a list of all users’ activities, with detailed information about an
activity, location, and device details, as well as further information such as an activity object ID, file
path, relative URL, and more.

The Content Explorer tab includes a list of all files and emails captured by the policies included
in the case. It takes an hour, on average, for files and emails to appear on the list, while it will take
significantly longer if you have more alerts and more entities involved in an incident. To preview an
email or a file, simply select the desired content to display it.

To keep track of the case investigation, you can use the Case notes tab, whereas the Contributors
tab is useful if you want to include additional collaborators to assist you with a case investigation.

A Case actions button is available above the Cases tabs, to assist you with a case during an investigation,
with additional actions such as sending an email to a user included in a case; escalating it for investigation
creating an eDiscovery (Premium) case for this user, and at the same time notifying the eDiscovery
Administrator and eDiscovery Manager about the case; creating Power Automate flows, which can
be very useful to manage risk management processes automatically, creating a record for an insider
risk case in ServiceNow, for example; copying and sharing a case link via email; and managing the
pseudonymize option to show anonymized versions of usernames, to preserve user-level privacy.

After an investigation is concluded, a case can be closed by selecting the Resolve case button. A case
can be resolved as Benign where case alerts have been observed as non-risky, or as false positives for
example, or as Confirmed policy violation if investigation has shown case alerts have indeed been
confirmed as having malicious or risky intent. You are required to enter information about and describe
actions taken and optionally can delete the case and case content immediately.

Microsoft Purview Insider Risk Management is a compliance tool designed to mitigate internal risks
by detecting, investigating, and addressing both intentional and unintentional misconduct within
your organization. It allows you to establish insider risk policies to specify the kinds of risks you
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want to monitor and provides the option to escalate cases to Microsoft eDiscovery (Premium) if
necessary. Risk analysts can swiftly take appropriate steps to ensure users adhere to your organization’s
compliance standards.

This system utilizes a range of signals to pinpoint potential insider risks, such as intellectual property
theft, data leaks, and security breaches. It empowers customers to establish policies for handling security
and compliance. Importantly, it's designed with privacy in mind, as user identities are anonymized by
default. Additionally, role-based access controls and audit logs are in place to safeguard individual privacy.

Information barriers and access management

Microsoft 365 streamlines communication and collaboration across teams and organizations, offering
tools to set boundaries when needed. This could mean limiting interactions between specific groups
to prevent conflicts of interest or safeguard sensitive information.

Microsoft Purview Information Barriers (IB) is seamlessly integrated into Microsoft Teams, SharePoint
Online, and OneDrive for Business. Administrators have the power to establish policies regulating
communication between defined boundaries within an organization. This feature comes in handy for
scenarios such as restricting finance personnel handling confidential company data from communicating
or sharing files with specific groups within their organization or securing internal teams with sensitive
trade secrets, preventing them from calling or chatting online with users in specific groups.

Microsoft Purview IB is a two-way communication and collaboration compliance tool, allowing you
to impose communication restrictions between users in Microsoft SharePoint, Teams, and OneDrive.

Microsoft Purview IB requirements

To work with Microsoft Purview IB, you must have at least one of the following licenses: Microsoft
365 E5, E5 Compliance, Office 365 E5, F5, or F5 Compliance. Additionally, you must be assigned
one of the following roles: Microsoft 365 Global Administrator, Office 365 Global Administrator,
Compliance Administrator, or Information Barrier Compliance Administrator.

Microsoft Purview IB comprises several parts and terms:

« IB policies: The rules that define communication boundaries or limits. There are two types
of IP policies:

* Block policies prevent one segment from interacting with another segment.
= Allow policies grant one segment the ability to communicate solely with specific other segments.
« Segments are essentially collections of groups or users, defined either in the compliance portal

or through PowerShell, utilizing selected group or user account attributes. Each organization
can create up to 5,000 segments, and users can be associated with a maximum of 10 segments.
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o User account attributes are present in Microsoft Entra ID, encompassing details such as
department, job title, location, and team name, providing a comprehensive job profile. Microsoft
Purview IB will use these attributes to link users or groups to specific segments.

o Policy application occurs after all IB policies are defined and ready for implementation.
In OneDrive, information barriers serve to identify and block the following unauthorized collaborations:

o Accessing OneDrive or its stored content

o Sharing OneDrive or its stored content with other users

In Microsoft Teams, information barriers are in place to identify and prevent the following unauthorized
collaboration types:

o Adding a user to a team or channel

o Accessing content within a team or channel
o Accessing 1:1 and group chats

o Accessing meetings

« Disabling lookups and discovery, rendering users invisible in the people picker

In SharePoint, information barriers are deployed to identify and prevent the following
unauthorized collaborations:

o Adding a user to a site
o Accessing a site or its content

« Sharing a site or its content with other users

Note

At present, IB policies do not offer the capability to limit communication and collaboration
between groups and users in email messages but are only supported in Exchange Online. If you
require the ability to restrict email communications, it is recommended to utilize Exchange
mail flow rules instead.

. J

The typical workflow to configure and implement Microsoft Purview IB would consist of the
following steps:

1. Ensure that requirements are satisfied: Ensure that your organization’s hierarchy is accurately
represented in the directory data. This involves verifying that user account attributes such as
group membership and department name are correctly filled in within Microsoft Entra ID.
Additionally, audit logging must be turned on in Microsoft 365.
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Create organizational segments: Tailor IB policies to suit your organization’s requirements.
Categorize your policies into two types: Block policies restrict one group’s communication
with another, while Allow policies permit a group to communicate exclusively with specific
groups. Once you've determined and outlined your required groups and policies, move on to
identifying the segments needed for implementing IB policies.

Segments

In addition to your initial list of policies, make a list of segments for your organization.

~+ Newsegment () Refresh

I:l Mame Last madified by

I:‘ Financial Sasha (Sasa) Kranjac
I:‘ Research Sasha (Sasa) Kranjac
[J Marketing Sasha (Sasa) Kranjac

Figure 9.12 — Information Barriers Segments definition

Create Information Barriers policies: Before defining your IB policies, assess whether you
need to either restrict communications between specific segments or confine them to particular
segments. It’s advisable to employ the fewest IB policies necessary to meet industry compliance
standards, as well as any internal or legal policies or regulations. You have the option to create
and enforce IB policies through either the compliance portal or PowerShell.

Configure communication and collaboration details

and collat fon *

| Blocked

4 Choose segment

Marketing Research

MNote: Communication aver Teams and callaboration on SharePoint & CneDrive would be restricted based on this policy.

Figure 9.13 — Configuring communication and collaboration options in Information Barriers

Apply Information Barriers policies: On the Information barriers page, select Policy
application. Select Apply all policies to apply all IB policies. The application of policies starts,
but it can take 30 minutes for policies to go into effect. As the policies are applied by the user, it
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may take significantly longer to process all users in large organizations. IB policies are applied
to approximately 5,000 user accounts per hour.

Microsoft Purview IB is a compliance tool that enforces restrictions on two-way communication
and collaboration within Microsoft Teams, SharePoint, and OneDrive. Primarily utilized in heavily
regulated sectors, IB serves to prevent conflicts of interest and protect sensitive internal information
among users and different parts of the organization.

Once IB policies are implemented, users who should not interact or exchange files with specific
others will be unable to locate, select, chat, or call those individuals. These policies establish automatic
safeguards to identify and prevent unauthorized communication and collaboration within designated
groups and users.

Communication Compliance

Microsoft Purview Communication Compliance is an insider risk solution designed to identify, capture,
and respond to inappropriate messages that may pose a risk to data security or compliance within
your organization. It assesses both text- and image-based messages across various platforms such
as Microsoft Teams, Viva Engage, Outlook, and more. This includes monitoring for policy breaches
such as improper sharing of sensitive information, the use of threatening or harassing language, and
potential violations of regulatory standards. Communication Compliance employs machine learning
models and keyword matching to flag messages that may contain potential breaches of business conduct
or regulatory policies. These flagged messages are then subsequently reviewed by a Communication
Compliance investigator.

Some examples of Communication Compliance uses are to serve the purpose of enabling organizations to
identify, assess, and address communications that may potentially breach business conduct or regulatory
compliance standards. Similar to other Microsoft Purview features or products, Communication
Compliance uses predefined policy templates, powered and helped by machine learning classifiers
for uses covering areas such as the following:

« Business conduct: Discrimination, profanity, threat, and targeted harassment classifiers

« Regulatory compliance: Corporate sabotage, customer complaints, gifts and entertainment,
money laundering, regulatory collusion, stock manipulation, unauthorized disclosure classifiers

Communication Compliance can flag risk indicators found in messages to be used in Insider Risk
Management policies for potentially risky users. By employing a specialized policy that detects
inappropriate text with Communication Compliance, it is possible to have the option to incorporate
this policy into Data leaks by risky employees or Security policy violations by risky employees
policies found in Insider Risk management. Any risky users identified in messages through the
communication Compliance policy can serve as a triggering event, bringing them under consideration
for Insider Risk Management policies.
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Communication compliance

Overview  Policies  Alerts  Reports

© The policy "User-reported messages” was automatically created by Microsoft to detect Teams messages that users reported as inappropriate.

about this policy

—~+ Create policy » > Export policy updates () Refresh [= Show v
Detect i iate text
Stect inappropriate tex Items pending review Resolved items
Detect inappropriate images
152 = 2 0
Detect sensitive info types
= 0 0

Detect financial regulatory compliance
Detect conflict of interest

Custom policy

Figure 9.14 - Communication Compliance policies

Status

@ Active

@ Active

Several Communication Compliance policies exist now, enabling you to detect many different unwanted

ways of communication, such as the following:

 Sending inappropriate text: targeted harassment, threat, discrimination
 Inappropriate images: adult or racy images
o Sensitive information types

o Conflict of interest

o Financial regulatory compliance communication breaches: customer complaints, regulatory
collusion, stock manipulation, gifts and entertainment, unauthorized disclosure, money laundering

Creating custom policies is also supported, where you can do the following:

o Include different users and groups
o Select reviewers
o Choose locations to detect communications: Exchange, Teams, Viva Engage

o Select communication direction: inbound, outbound, internal

o Include OCR content: extracted printed and handwritten text from embedded or attached

images in email and Teams chat messages are analyzed for inappropriate content
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Choose conditions and review percentage

Communication direction *
B inbound.

Detects communications sent to supervised users from external and internal senders, including other supervised users in this policy,
B outbound.

Detects ications sent from j users to external and internal recipients, including other supervised users in this policy.
B mtomal.

Detects ications between the ised users or groups in this pokicy.
Conditions

By default, we'll detect all communications from the users and gmups ynu speaﬁed TD reflne the scope of this policy, we recommend adding conditions to limit
the results to communications matching specific criteria. Learr |

| Defautt || Anyofthese v |

Sensitive info types

Austria Tax Identrfication Number R El m.. (0]
wsancacomt [1 |w[any | ©
N e W P
rrron[i o[ ]
veen[s_Julin |0
wsancacomt [1 |w[any | ©
TR
sl o[ ]
veen[s_Juliy |0
|mcm|:||o (0]

Figure 9.15 - Communication Compliance policy condition definition

Croatia Personal Identification (O1B) Number

EU National Identification Mumber

EL Social Security Number (55N) or Equivalent ID

EU Tax Identrfication Mumber (TIN)

Germany Tax identification Number

Hungarian Social Security Number (TAJ)

International Banking Account Mumber [IBAN)

International Classification of Diseases (ICD-10-CM)

B BRI RER R R B R 2

International Classification of Diseases (ICD-9-CM)

In a policy, you can refine the scope of the policy by choosing and fine-tuning policy conditions:
content matches, attachments, and message characteristics. After creating or updating a policy, it
might take up to one hour to activate it. Subsequent policy scans are processed every 24 hours from
the time the policy was created or updated.

Once you've established a Communication Compliance policy, you have the option to temporarily halt
its operation if necessary. This pause can be useful for conducting tests, addressing policy matching
issues, or refining the policy’s criteria. Opting to pause rather than delete a policy ensures that any
existing policy alerts and messages are retained for ongoing examination and evaluations. While a policy
is in a paused state, it suspends the examination and alerting process for all user message conditions
defined and specified in the policy. To initiate or lift a policy pause, a user must hold membership of
the Communication Compliance Admins role group.
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To investigate issues flagged by your policies, the initial step is to examine policy matches and alerts.
Within the Communication Compliance section, there are distinct areas designed to expedite this process:

Policies: This page is accessible by signing into Microsoft Purview with administrative credentials.
Navigate to Communication Compliance and select the Policies page. Here, you will find a
list of Communication Compliance policies set up for your Microsoft 365 organization. It
also provides links to recommended policy templates. Each listed policy includes information
such as the count of pending policy matches (found in the Items pending review column),
the number of escalated and resolved items, the policy status, and the date and Coordinated
Universal Time (UTC) of the last policy modification, along with the UTC for the last policy
scan. To initiate remediation actions, select the policy linked to the alert, which will direct
you to the Policy details page. From there, you can review an overview of activities, examine
and address any pending policy matches on the Pending tab, or review the history of resolved
policy matches on the Resolved tab.

Alerts: Head to Communication Compliance, and click Alerts to view alerts from the past 30
days, categorized by policy matches. This layout allows you to do a swift assessment of which
Communication Compliance policies are generating the highest number of alerts, sorted
by severity. It’s important to note that an alert encompasses multiple policy matches, rather
than just one. Once the requisite number of policy matches triggers a specific alert, an email
notification is dispatched to the designated recipient.

Overview  Policies Alerts Reports

Recent policy matches Resolved items by policy Policies with most matches
Last 30 days, updated 03:10 (UTC) today Last 30 days, updated 03:10 {UTC) today Updated Last 30 days, updated 03:10 (UTC)
3
Policy name
2
/ o Insider risk trigger 23-10-12T08.08.15

]

0

User-reported messages

02}10 09."‘\0 16|f|0 ?JJI"IO 30/10 02.!'10 09.!"\0 16‘/10 EJ"IO 30/1(|J

Insider risk trigger 23-10-12T08.08.15Z Insider risk trigger 23-10-12T08.08.15Z
User-reported messages

User-reported messages

Figure 9.16 - Communication Compliance reporting

Reports: Visit Communication Compliance, then click on the Reports tab to access Communication
Compliance report widgets and graphs. Each widget offers an overview of Communication
Compliance activities and statuses. It also provides access to more detailed insights regarding
policy matches and subsequent remediation actions.



Summary

Summary

An important part of any organization is to stay compliant with standards, regulations, and laws, whether
small, medium, or enterprise-sized. In today’s digital landscape, safeguarding sensitive information
and ensuring compliance with internal policies is paramount for any organization. Microsoft 365
offers a comprehensive suite of tools designed to address these concerns: Insider Risk Management,
Information Barriers, and Communication Compliance capabilities. Together, they form a robust
defense against potential risks and compliance breaches.

These capabilities collectively empower an organization to fortify its security and compliance efforts.
By utilizing advanced technology and machine learning, these tools offer a proactive defense against
potential threats and breaches. As organizations navigate an increasingly digital landscape, having a
comprehensive suite of compliance solutions is not just an advantage - it’s a necessity. Microsoft 365
provides the robust framework needed to ensure secure collaboration and maintain regulatory compliance,
ultimately safeguarding the integrity of organizations in today’s fast-paced, interconnected world.

Further readings

There are many reports and research that show various cybersecurity-related statistics and, while
there are numerous important publishers and institutions, here are some links to help you get started.

o ISACA State of Cybersecurity 2023 report: https://www.isaca.org/resources/
reports/state-of-cybersecurity-2023

o The ENISA Threat Landscape (ETL) report: https://www.enisa.europa.eu/topics/
cyber-threats/threats-and-trends

o CompTIA State of Cybersecurity 2024: https://www.comptia.org/content/
research/cybersecurity-trends-research

o CompTIA IT Industry outlook: https://connect . comptia.org/content/research/

o Microsoft Digital Defense Report: https://www.microsoft.com/en-us/security/
business/security-intelligence-report
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Microsoft Purview
Information Protection

In the modern business landscape, information plays a pivotal role in shaping organizations’ success.
It includes a wide range of data, including proprietary knowledge, customer details, financial records,
strategic plans, and intellectual property. Given the ever-increasing reliance on technology and the
importance of safeguarding, this information has become very important.

Information can be defined as data that has been processed, organized, or structured in a meaningful
way, providing insights, knowledge, or context to the user. It is the lifeblood of modern organizations,
enabling informed decision-making, efficient operations, competitive advantages, and innovation.
Information can exist in various formats, such as digital documents, databases, emails, or physical records.

In this chapter, we will learn about the following:

o Microsoft Purview Information Protection (formerly known as Microsoft Information Protection)

o Configuring Information Protection

About Microsoft Purview Information Protection

The Information Protection service in Microsoft Purview is designed to help organizations identify,
classify, and protect sensitive information throughout its lifecycle. It enables businesses to gain visibility
into their data landscape and establish robust data protection policies. With this service, organizations
can effectively mitigate risks associated with data breaches, unauthorized access, and non-compliance.

The Information Protection service delivers the following advantages to businesses:

« Confidentiality: Businesses handle sensitive information, including trade secrets, proprietary
formulas, and customer data. Unauthorized access or disclosure of such information can lead
to severe consequences, such as the loss of competitive advantage, reputational damage, or legal
liabilities. Robust information protection measures ensure the confidentiality of valuable assets.
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Competitive advantage: Businesses that can effectively protect their information gain a
competitive edge. Safeguarding strategic plans, research and development initiatives, and
intellectual property prevents competitors from gaining insights into key differentiators. This
protection fosters innovation, allowing organizations to maintain their market position and
stay ahead of rivals.

Compliance: Is it enough to mention GDPR compliance? In today’s regulatory landscape,
companies are subject to numerous data protection and privacy laws. Failing to comply with
these regulations can result in substantial penalties, loss of public trust, and even business
closure. By implementing strong information protection practices, businesses can demonstrate
their commitment to data privacy and regulatory compliance.

Business continuity: Information is crucial for the smooth functioning of business operations.
In today’s interconnected world, disruptions or loss of critical information can paralyze
organizations, leading to financial losses, operational inefficiencies, and missed opportunities.
Robust information protection measures including data backups, disaster recovery plans, and
cybersecurity protocols ensure operational continuity and mitigate risks.

In the present business landscape, information is a strategic asset that requires higher protection.
Safeguarding information ensures confidentiality, maintains competitive advantages, aids regulatory
compliance, fosters trust, and enables operational continuity. As the reliance on technology continues
to grow, organizations must prioritize robust information protection measures to mitigate risks,
preserve their reputation, and thrive in an increasingly competitive environment.

To fully utilize Microsoft Purview Information Protection and its features, certain licenses are
required. The specific licenses needed may vary depending on the Microsoft 365 subscription plan
and the level of functionality required. Here are some licenses commonly associated with Microsoft

Purview Information Protection:

Microsoft 365 E3/E5: Microsoft 365 Enterprise plans such as E3 and E5 include the necessary
licenses for MIP. These plans offer comprehensive security and compliance features, including
sensitivity labels, data loss prevention (DLP), and encryption capabilities.

Microsoft 365 E5 Compliance: This license includes advanced compliance features, making
it suitable for organizations with stringent regulatory requirements. It provides enhanced
capabilities for information protection and governance, including advanced data loss prevention,
eDiscovery, and communication compliance.

Office 365 E3/E5: Office 365 Enterprise plans such as E3 and E5 also include basic MIP
functionality. They provide sensitivity labels, encryption options, and some data loss prevention
capabilities. However, advanced features such as auto-labeling may require additional licenses.

Microsoft 365 E5 Information Protection and Governance: This license is specifically designed
to meet the data protection and governance needs of organizations. It includes features such as
sensitivity labels, data classification, auto-labeling, and data loss prevention policies.
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o Azure Information Protection (AIP) Premium P1/P2: AIP is a standalone solution that
offers advanced information protection features. It can be used in conjunction with Microsoft
365 plans to enhance data classification, labeling, and protection. AIP Premium P2 provides
additional capabilities such as automatic labeling and integration with on-premises solutions.
In the following table, you’ll find all the information you need about the various Microsoft
Purview Information Protection options. These options correspond to different subscription

plans, so you can make a well-informed decision:

Features

Microsoft
365 E3

Microsoft
365 E5

Microsoft 365
E3 Security

Microsoft 365
E5 Security

Information
Protection Plan 1

Information
Protection Plan 2

Manual, default,
and mandatory
sensitivity labeling

Automatic
sensitivity labeling

Automatic sensitivity
labels in Exchange,
SharePoint,

and OneDrive

Sensitivity labels
based on machine
learning/trainable
classifiers/exact
data match

Basic
message encryption

Advanced
message encryption

It's important to refer to the official Microsoft documentation to determine the precise licensing
requirements for MIP based on your organization’s needs. Licensing models and options may change

over time.

Table 10.1 - Information protection plans overview
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The list of supported file types is as follows:

.dng, .doc, .docm, .docxk, .dot, .dotm, .dotx, .mmp, .mpt, .oxps, .pdf, .potm,
.potx, .pps, .ppsm, .ppsx, .ppt, .pptm, .pptx, .psd, .pub, .vdw, .vsd, .vsdm,
.vsdx, .vss, .vssm, .VSt, .vstm, .vssx, .vstx, .xls, .xlsb, .x1t, .x1lsm, .x1lsx,
.x1tm, .x1tx,and .xps

Supported image file types: . jpg, . jpe, .jpeg, .jif, .jEif, .jfi, .png, .tif,
and .tiff

Unsupported file types: . 1nk, .exe, .com, .cmd, .bat, .d1l1, .ini, .pst, .sca, .drm,
.8ys, .cpl, .inf, .drv, .dat, . tmp, .msp, .msi, .pdb,and .jar

To effectively manage and configure Microsoft 365 Information Protection (formerly known as Azure
Information Protection), the following permissions are typically required:

+ Global Administrator: The Global Administrator role has the highest level of administrative
privileges in Microsoft 365. This role can perform all administrative tasks related to Microsoft
365 Information Protection, including configuring labels, protection policies, and Data Loss
Prevention (DLP) settings.

 Security Administrator: The Security Administrator role focuses on managing security-related
features and settings within Microsoft 365. This role often includes permissions necessary to
configure and manage Information Protection, such as creating and modifying sensitivity labels,
configuring protection policies, and managing DLP policies.

« Compliance Administrator: The Compliance Administrator role is responsible for managing
compliance-related features and settings within Microsoft 365. This role typical policies and
permissions to configure sensitivity labels, create and manage retention policies, and perform
compliance-related tasks such as eDiscovery and data retention.

o Information Protection Administrator: The Information Protection Administrator role is
specifically designed to manage Information Protection features in Microsoft 365. This role
has permission to configure sensitivity labels, protection policies, and other settings related to
data classification and protection.

 SharePoint Administrator: SharePoint Administrators have permission to manage SharePoint
sites and settings. They may require additional permissions to configure Information Protection
features specific to SharePoint, such as applying sensitivity labels to SharePoint sites, libraries,
or lists.

It’s important to note that the specific permissions required may vary depending on the complexity
of the Information Protection configuration and the level of administrative control needed. It is
recommended to review the official Microsoft documentation and consult with your organization’s
IT administrators to determine the precise permissions required for Microsoft 365 Information
Protection based on your organization’s needs and security requirements.
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Data classification

One of the key features of the Information Protection service is data classification. It enables users
to automatically or manually classify data assets based on sensitivity levels, such as personally
identifiable information (PII), financial data, or intellectual property. Purview leverages powerful
machine-learning capabilities to analyze data patterns, identify sensitive information, and apply
appropriate labels and classifications. This enables organizations to prioritize their efforts and focus
on securing critical data assets.

In addition to classification, the Information Protection service facilitates data protection through access
controls and encryption. Purview integrates with Microsoft Entra ID (former Azure AD), allowing
organizations to define fine-grained access policies and permissions for data assets. Administrators
can ensure that only authorized users and applications have access to sensitive information, thereby
minimizing the risk of data breaches and unauthorized disclosures.

The Information Protection service also assists organizations in achieving compliance with regulatory
requirements. Purview provides built-in connectors and integrations with various data sources and
systems, enabling organizations to discover and classify data residing in disparate locations. This
facilitates compliance efforts by ensuring that sensitive data is properly identified, protected, and
audited, reducing the risk of non-compliance penalties.

Furthermore, Purview supports encryption both at rest and in transit. Data assets stored within
Purview are encrypted using industry-standard encryption algorithms, providing an additional layer
of protection against unauthorized access. When data is transmitted between Purview and other
systems, secure communication protocols, such as HT'TPS, are utilized to maintain data integrity
and confidentiality.

Moreover, Purview offers advanced auditing and monitoring capabilities through its Information
Protection service. Organizations can track data access, modifications, and data protection activities
to gain insights into potential security incidents or policy violations. These auditing features help in
maintaining an audit trail and demonstrate compliance with regulatory obligations.

In Microsoft Purview, DLP and Information Protection are two distinct but interconnected concepts
that work together to enhance data security and privacy. DLP in Microsoft Purview focuses on
preventing the unauthorized disclosure or leakage of sensitive data, whereas Information Protection
encompasses a wider range of measures aimed at protecting data throughout its lifecycle. DLP
primarily deals with detecting and preventing data leakage, while Information Protection includes
additional security controls such as encryption, access controls, and data classification to ensure data
confidentiality, integrity, and availability.

Overall, the Information Protection service in Microsoft Purview offers a comprehensive suite of
tools and features to protect sensitive information, establish data governance policies, and comply
with privacy regulations. By leveraging data classification, access controls, encryption, and auditing
capabilities, organizations can strengthen their data protection posture, mitigate risks, and ensure the
confidentiality, integrity, and availability of their valuable data assets.
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Labeling is an important aspect of data management and protection in Microsoft Purview. Here are
a few reasons why labeling is crucial in this context:

« Data classification: Labels provide a systematic way to classify and categorize data based
on its sensitivity, importance, or regulatory requirements. By applying labels to data assets,
organizations gain a clear understanding of the types of data they possess and can prioritize
their protection efforts accordingly. This classification enables more efficient data governance,
security, and compliance management.

 Risk mitigation: Labels help identify and mitigate potential risks associated with data handling.
By assigning labels that reflect the sensitivity of the information, organizations can enforce
appropriate security controls and access permissions. This helps prevent unauthorized access,
data breaches, or accidental exposure of sensitive data, reducing the risk of financial, reputational,
or regulatory consequences.

o Compliance and regulatory requirements: Many industries and regions have specific data
protection regulations and compliance requirements. Labels enable organizations to align
their data management practices with these regulations by applying the necessary protection
measures to labeled data. Labels help track and enforce compliance requirements, ensuring that
sensitive data is handled and stored in accordance with legal obligations and industry standards.

 Data protection policies: Labels facilitate the implementation and enforcement of data protection
policies. By associating policies with specific labels, organizations can define rules and controls
that govern the handling, storage, sharing, and retention of labeled data. This enables consistent
and automated application of security measures, such as encryption, access controls, and data
loss prevention, based on the sensitivity level indicated by the label.

o Advanced data discovery and search: Labels enhance data discovery and search capabilities
within Microsoft Purview. With labeled data, users can easily search for and locate relevant
information based on its classification. This streamlines data retrieval processes, enhances
productivity, and promotes efficient data utilization across the organization.

« Data lifecycle management: Labels play a crucial role in managing the lifecycle of data. By
assigning labels that define retention periods or disposition instructions, organizations can
automate data archival or deletion processes. This helps ensure compliance with data retention
policies and reduces the risk of retaining unnecessary or obsolete data.

Labeling in Microsoft Purview is essential for effective data management, security, and compliance. It
enables data classification, risk mitigation, compliance management, policy enforcement, improved data
discovery, and streamlined data lifecycle management. By utilizing labels, organizations can enhance
their data protection strategies, mitigate risks, and ensure proper governance of their data assets.
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( 7
Important note

Data classification is a crucial aspect of data management and protection. It involves categorizing
data based on its sensitivity, value, and importance to the organization. This process is vital
for data security, risk management, compliance, effective data governance, incident response,
resource allocation, and facilitating collaboration. It provides the foundation for implementing
appropriate security measures, minimizing risks, and ensuring that data is handled and protected
in a manner consistent with its value and sensitivity.

Configuring Information Protection

As we prepare to take on the journey of configuring Microsoft Purview Information Protection in the
upcoming sections, it’s crucial to begin with a solid foundation. By gaining a clear understanding of
the key components and concepts we'll be delving into, you'll be well-equipped to effectively navigate
the world of information protection within the Microsoft ecosystem.

Information Protection

Before you start configuring labels, go to Overview and check the recommended information
protection features:

1. Login to the Microsoft 365 Purview admin center, and in the left menu under Information
protection, click on Overview.

2. Click on Choose what to set up, as shown in the following screenshot:

e control of the sensitive info

lllll 375 activities ,‘ . Upgrade to a Teams
e 345 Label apglizd A 1 Premium license to

74 File read ' apply labels to meetings

g 5 File repamed

Figure 10.1 - Information Protection Overview dashboard
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3. Check Create and publish sensitivity labels for recommendations. (Checked option Set up
in-app labeling suggestion for my labels is optional and if you select, you can choose additional
labeling protection for newly created sensitivity label.):

Create and publish sensitivity labels

L3¢ 220 Sharepoint and
OneDrive files contained

credit card numbers
Empower users to ciassify their sensitive
content by recommending sensiti
be applied to items containing credit card
numbers,

earn more about these settings

User impact

* Users will see the labels in Outlook,
Waord, PowerPoint, and Excel and can
manually apply them to items.

* |f an item contains credit card numbers,
they'|l see a recommendation o apply
one of the labels.

Set up in-app labeling suggestions for
o

my labeis

Label for items with 1-9 credit card
numbers

‘ External e ‘

Label for items with 10+ credit card
numbers

‘ External ‘

Figure 10.2 - Create and publish sensitivity labels
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4. Check Create auto-labeling policy for recommendations. (The following screenshot shows
some examples of these recommendations. See the checked options):

Create auto-labelinﬂ Eoliﬂ

1624 Exchange emails that
contained credit card

numbers

Gain insight into your org's sensitive
content by reviewing items containing
credit card numibbers to help decide if you
want to automatically apply a sensitivity
label to them.

What we'll set up for you

o Auto-labeling policy that detects items
in SharePgint, OneDrive, and Exchange
containing credit card numbers

@ Policy is run in simulation mode so you
can review which items will be labeled
when you turn the policy on.

Learn more about these settings

User impact

+ Labels won't be applied to items while
the policy is in simulation mode.

* |fyou turn the policy on after reviewing
the simulation, the "Confidential’ label
will automatically be applied to users’
emails and docs that contain credit card
numbers,

ﬂ Create auto-labeling policy in
simulation made for my labels

a Use the same labels as your in-app
labeling suggestions {recommended)

Figure 10.3 - Create auto-labeling policy
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5. Check Create data loss prevention (DLP) policies (The following screenshot shows some
examples of these recommendations. See the checked options.):

Create data loss prevention (DLP) policies

—— Gt ratilien when tedit cant numbers s
shared in Teems meszages o detected 1
device activity 6 you €an apply restrictions
1 neaded.

; 2 = I l = J What well set up for you

# DLP palicy that detects when coadi? card
numders & shared in Teams chats and
crarnel meszages

-

DLF policy 1hat detects when fiies on
uzers cevices conts
numbers 32 imil
printing or copy

Le=m mare anou

Uses impact

» Detect=d ackvity ir Teams and an
devices is only audited for your review.
Ko iy |5 piocked,

ing activity, you tan edi the

apply restrictions or show

policy Ups to users.

B3 0w far Teams
B o for Erdpeint Deviess

Figure 10.4 — Create DLP policies

6. Ifyou choose to apply any of the recommendations, press Activate recommended features.

Here’s a general overview of the steps to create information protection labels using the Microsoft 365
Purview admin portal:

1. Login to the Microsoft 365 Purview admin center and in the left menu under Information
protection, click on Labels:

Solutions
E Catalog
B} App governance
B auon

/O Content search
[2 Communication compliance

[& Data loss prevention ~
ﬂ eDiscovery iV
= Data lifecycle management ~

E. Information protecticn b

Overview

I Labels

Label policies

Auto-lzbeling

Figure 10.5 - Labels dashboard
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2. Now we need to define some sensitivity labels. Click on + Create a label and fill in the fields
under the Name and tooltip section. Use commonly used names, descriptions, and colors for
different labels:

New sensitivity label

@ Mame s0d toottip Name and tooltip

| e

O s The protection settings yow choose for this lakel will be immediataly enforced on the items or cortent containers to which its apghed,

] o Labeled files will ba protected wherever they ga, whether they're savad in the doud or downloaded 10 8 computar

Q) e

| Name (0

O Groups & stes

| [ |
(D) Schamstized dats sseete (preview) )

| Disphay name = (2]

O Finizn | Confidsnt |

Description farusers © (0

11 THIS 15 EXARPLE I

Description for sdmirs (2

EITHIE 15 EXOMPLE ‘

Label color
T sevected below is currently applied to the parent label. As a result, 3l sublabeels of the parent label will inherit the sarme color, If you
wart to use a cifferant color, edit the parant label Leam mors sbout label colar

Figure 10.6 — Creating a sensitivity label

Important note

When creating labels in Microsoft Purview, it is important to use easily available names that
clearly indicate the purpose or sensitivity of the data being labeled. Additionally, it is beneficial
to define descriptions for each label to provide users with more detailed information about
its intended use and implications. Using common names for labels helps promote clarity
and understanding among users. It allows them to quickly identify and comprehend the
purpose or sensitivity level associated with a particular label. For example, using names such
as Confidential, Internal Use Only, or Public can help users make informed decisions about
handling and sharing data.

Including descriptions for labels provides additional context and clarification. Descriptions
can explain the criteria for applying the label, provide guidance on handling the labeled data, or
highlight any compliance requirements associated with it. These descriptions serve as valuable
resources for users, helping them make informed decisions and reinforcing best practices for
data protection.
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The choice of label colors is another crucial consideration. Labels should have distinct and
easily recognizable colors to avoid confusion. Each color should be assigned to a specific
label, ensuring consistency and clarity across the labeling system. For instance, using red for
Confidential, yellow for Internal Use Only, and green for Public establishes a visual association
that reinforces the intended meaning of each label.

J

3.

New sensitivity label

@ MHame and scoro Define the scope for this label

@ Soope Labels can be apphied directly to items {such as files, emails, mestings), tontaimners ke SharePoint sites and Teams, Power Bl items,

schematized data assats, and mare, Let us know where you want this label to be used so you can configure the applicable protection
settings. Learn more about label scopes

O tems

l

Be aware that restricting the soope to anly files or amals might impact encryption settings and whers the label can be applied. Learn

O Groups & sites e

-

) Schematized data assets {preview) Frotect files created in Word, Excel, PowerPoint. and more,

B e

Protect messages sent from all versions of Outhook.

QO Finish

B resting:

Frotect calencar events and mestings schedued in Outhook and Teams.
ure privacy, access control. and other settings to protect labefed Teams, Microsoft 365 Groups, and SharsPoint sites.
@ y Teans 385 Groups. you mis At

B scnematzea dats assets (preview
Apply labels to files and schematized data assets in Mitrosoft Purview Data Mag, Schematized data assets include SOL, Azure SOL
Azure Synapse, Azure Cosmos, AWS ROS, and more.

(1 To apioky thés ettt cchamatinad 09t S0EatE o s i narm o Gialag Sor Mcroatt Furdcn Dara Wiae: Vo o dio it from The Labals page. Lsam mos sl
nbmlin o st Burviwss Dutn e

Figure 10.7 - Defining the scope for the new sensitivity label

Next, we configure label settings. Define the scope for the label as Files, Emails, and Meetings:

Choose protection settings for label items: Add custom header, footer, watermarks, and control

who can access protected documents (define when access will expire, offline/online access, etc.):

New sensitivity label

L]
|
L]
|
®
|
@]
|

Name and tooltip Choose protection settings for labeled items
Scope Configure encryption and content marking settings to protect labeled items.

! Apply or remove encryption
Items Control who can access items that have this label applied.

! Apply content marking

, Add custom headers, footers, and watermarks to items that have this label applied.

Groups & sites

! Protect Teams meetings and chats

Configure protection settings for Teams meetings and chats.

Figure 10.8 - Selecting protection for new label
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Once you've established the protection criteria for the new label, the next step is to define
encryption and apply it to the sensitivity label:

New sensitivity label

& Mame and tooitip

& =zcape

O Grovos 8 sites

O Schematized data assels Dreview)

|
O rinsh

Encryption

Cortrol whe can access itemns that have this labet applied. Bems include emails, Office files, Power BI files and meeting inates {if you chose
o configure meeting settings for this lakell, Learn mare about encryphion settings

() Remmsove encryption I the Mk ar email er caendar event is encrypted

(®) Cortigure encryption settings

AsSIgn permissions ndw or iel users dedide?
Cucocspemn.

ASSip) PRSI |

The encryptian settings you thoose will be silomaticaliy enforced when the labe: 5 appled 1o emall and Office Mes,

User sccess to content expires (L
s v|

P

©n 2 secific dxe

&numaer of days after abel Is anpded

10 specitic users and groups ©

Assign permissicrs

Qitems

Lrners anel greups Ferrasam

Bo dats susilabie

[ Use Double ey Encryption

Figure 10.9 - Defining encryption for new sensitivity label

5.  Assign permission for users and groups:

Assign permissions

Only the users or groups you choose will be essigned permissions to use the content that has
this label aoplied. You can chocse Tram existing permissions (such as Co-Owner, Co-Author,
and REVIEWEr] of CLSTOMIZE them To Meet your neeos,

= And all users and groups in your nrganization
- Aco any authenticatea users (1)
T A WSETS OF gIoups

T Ao specific email agdresses or domains O

Ditems

Fermissions mssigned to Delste:

Mo data available

Chooge permissions.

Ca-Aathar
View content,View rights Edit content, Save Print, Copy and extract content,Reply,Reply
afl Forward Al

Figure 10.10 — Assigning permissions
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6. Define a header, footer, and watermark.

New sensitivity label

& Customize text

S Hame znz moitn Content marking
[ e
& seope Add custom headers, footers, and watermarks to content that has this ksbel appied. Leam n
5
O e o BRpied to doaiments bt only e
Fieader wacl footer el w3z tw el i mewing e
® ltems
[ Fa—— Content marking
®  Comont marking
O Teare westings B chos
O Acsoubeiing fer fisa arcl smals
O Groups & sites & Customizedent
() Schematzes dats assets (areview] [ ELEE L

ier 11 e 30pe 10 v Tssmges. Fy0u CROSS 10 FOMRQUIE mesting SeTEngs forTris Izhel tne

Figure 10.11 - Defining content marking

7. Configure label settings for Teams meetings and chats:

New sensitivity label

tzameng 5 eharge the swtting in Taava 4 yo dart

© Neme ind tooltip Settings for Teams meetings and chats
L . These sattings apply to all Teams meetings that have this lebed applied.
| R 2
. e Salartd senting. wsirs wil D0 abiG 10 SaN0L Tt e s wihdrt CHaing & Teans mesting.
s
| || contral wha can bypass the lebiby &
zeerypen [ Contral wha can present
|. PR [ contral wha can recard
| omCinareng faslectac] you wor's b shie ba o mestings sutoaticaly, spply vd-besn snoEn, o sl wateman.
[] contral whether mestings are recorsed autamaticasy

.l B iy B €11 T SRRCIOE, yOu WoN T B Sk 00 Contral e Can Moo, sy end -10-end SRCTITION o S0k waliimars.
O Aite-labising for et and ma || Contral end-to-end encrypben for meetng video and sudio

Contral watsmmaris (0

| [ Control mesting chat

T —— [ Prevert capying chat cantent to dipbeand
b 5o maedng pans
| Taarrs coasnd. L o

Faslectac) you et ke sbim b recer mestings sstaabsaly o o ke cen e

) Groups B sites A aeiacTec, YU WO T be 27 13 CONTE] Who CB rezord 0T recn meeTnge ainomatizsly

. il 130 A DAL O, COFING MASS33GE 1M, LS M1ing C1aT, A150, S0itoeic! ST0GS 916 #soad 1D ravent Copying O1at CORRET fram Mestrgs reatid in

Figure 10.12 - Configuring settings for Teams meetings and chats

8. Leave auto-labeling off. (More about auto-labeling follows shortly.)

9. Review, submit, and publish the new label.

Another way of creating labels is by creating an auto-labeling policy. Auto-labeling refers to the
process of automatically assigning labels or tags to data based on predefined rules, machine learning
algorithms, or other techniques. This approach can help categorize and organize large volumes of data

more efficiently. Auto labeling can be particularly useful in data management and data governance
scenarios, allowing organizations to streamline data classification and improve data discovery.
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To create an auto-labeling policy in Microsoft Purview, follow these general steps:

1. Access the Microsoft Purview admin center, and in the menu on the left under Information
protection, click on Auto-labeling. Click on + Create auto-labeling policy:
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Figure 10.13 - Creating auto-labeling policy

2. Choose the information and categories to which you want to apply the auto-labeling policy:
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Figure 10.14 - Selecting information to whichi to apply the auto-labeling policy

3. Define the auto-labeling policy by providing the necessary details for your auto-labeling policy,
including the name, description, and scope of the policy, and assign admin units.
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4. Choose the locations where the auto-labeling policy will be applied (the Exchange Online
location toggled on in the following screenshot is just an example):
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Figure 10.15 - Selecting locations for the auto-labeling policy

5. Next, configure general or advanced rules for your auto-labeling policy. Here you can create
new rules based on your business needs. The following screenshot presents examples of the
advanced rules you can create for your auto-labeling policy.
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Figure 10.16 - Defining rules for your auto-labeling policy

Defining rules for content across all locations within Microsoft Purview Information Protection is a
pivotal step in ensuring comprehensive data security and compliance.
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Figure 10.17 - Defining rules for content
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Figure 10.18 — Choosing a sensitivity label

Check Additional Settings. There are two additional settings which you can select:

o Automatically replace existing label that have the same or lower priority: If chosen, this label
will replace existing labels with equal or lower priority, irrespective of whether the existing
label was applied automatically or manually.
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o Apply encyption to email received from outside your organization: The chosen label includes
encryption settings. Upon application to messages originating from external sources, encryption
will be activated. This occurs when you assign a Rights Management owner from within
your organization. This process guarantees that authorized personnel possess the necessary
permissions to decrypt the content when necessary.

It's recommended to test your newly created auto-labeling policy before applying it more broadly. To
do this, click on Run policy in simulation mode, as shown in the following screenshot:
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Figure 10.19 - Test created policy

Review the details and click Next to create your auto labeling policy.

With this, you have created an auto-labeling policy. Auto-labeling policies hold a vital role within
Microsoft Purview as they significantly contribute to effective data governance and management.

After creating a new sensitivity policy, the next step is to understand how to effectively publish this policy.
This is a crucial process in ensuring that the policy’s rules and protections are enforced throughout
your organization. Let’s explore the steps involved in publishing your newly created sensitivity policy.

Publishing label policies

Publishing labels in MIP allows organizations to classify and protect their sensitive data. Labels define
the properties of the data and specify the actions to be taken based on those properties. By applying
the following steps, you can easily publish labels in Microsoft Purview Information Protection:

1. Understand your labeling requirements: Before publishing labels, it’s important to have a
clear understanding of your organization’s data classification and protection requirements.
Identify the types of sensitive data that need to be labeled, the desired classification levels, and
the corresponding protection policies.
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2. Configure Microsoft Purview Information Protection: Ensure that you have the necessary
permissions to configure Information Protection in your organization’s Microsoft 365 environment.
Access the MIP settings and make sure the required features are enabled, such as sensitivity
labels, protection settings, and retention policies.

3. Define label names and descriptions: Create a list of label names that accurately represent the
different types of sensitive data within your organization. Include a brief description for each
label to help users understand the purpose and implications of applying the label.

4. Specify label properties: Define the properties associated with each label. These properties may
include classification levels (e.g., Public, Confidential, Highly Confidential), visual markings (e.g.,
watermarks, headers, or footers), protection settings (e.g., encryption or rights management),
and retention policies (e.g., a specified data retention duration).

5. Configure label settings: Access the label settings in MIP and configure the properties defined
in the previous step. Specify the visual markings, protection options, and retention policies for
each label. You can also customize the behavior of each label, such as whether it’s auto-applied
or requires user confirmation.

6. Test the labels: Before publishing the labels to the entire organization, it’s crucial to thoroughly
test them. Apply the labels to different types of files and validate if the expected visual markings,
protection, and retention settings are applied correctly. Engage with a select group of users to
gather feedback and address any potential issues.

7. Publish the labels: Once the labels have been tested and refined, it’s time to publish them to
the organization. Use the Microsoft 365 Security & Compliance Center or the Azure portal to
distribute the labels. Ensure that the labels are made available to all users or targeted to specific
departments or user groups as required.

8. Educate users: It is extremely important, to ensure successful adoption, that you educate your users
about the newly published labels. Conduct training sessions, create documentation, and provide
clear instructions on how to apply the labels to different types of data. Help users understand
the importance of data classification and the role they play in protecting sensitive information.

9. Maintain and update labels: Data classification and protection requirements may evolve over
time, so it’s essential to review and update the labels periodically. Stay updated with the latest
features and enhancements in Microsoft Purview Information Protection to leverage new
capabilities and improve the overall data protection posture of your organization.

By following these steps, you can successfully publish labels in Microsoft Purview Information
Protection, enabling effective data classification and protection within your organization.

Once the labels have been successfully published, the next stage involves configuring the Information
Protection scanner. Lets dive into the process of setting up this scanner to enhance your data protection
and security measures.
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Information Protection scanner

In an era where data breaches and information leaks constitute significant risks to organizations,
protecting sensitive information has become a very important concern. Microsoft has developed an
innovative solution called the Information Protection scanner to help businesses protect their data
and ensure compliance with regulatory standards. The MIP scanner is a comprehensive tool that
empowers organizations to identify, classify, and protect sensitive data, minimizing the potential
for data loss or unauthorized access. In this section, we will explore the features and benefits of the
Microsoft Purview Information Protection scanner and its crucial role in bolstering data security.

The Microsoft Purview Information Protection scanner is an advanced security tool that works by
continuously scanning on-premises and cloud repositories, identifying sensitive data, and applying
appropriate protective measures. Let’s delve into the key features that make the MIP scanner an
invaluable asset for organizations:

« Data discovery and classification: The MIP scanner employs powerful machine learning algorithms
to analyze files and identify sensitive information across various data repositories. It can detect
sensitive data such as PII, financial records, intellectual property, and more. Additionally, the
MIP scanner offers predefined and customizable data classification labels, enabling organizations
to categorize their data based on sensitivity levels and compliance requirements.

o Automatic and manual labeling: Once sensitive data is identified, the MIP scanner can
automatically apply classification labels and protection policies based on predefined rules or
organizational guidelines. These labels can be used to track and control access to sensitive data,
ensuring that the right users have appropriate permissions. Furthermore, organizations can also
utilize manual labeling options to review and assign labels to files based on their unique context.

o Integration and collaboration: The Microsoft Purview Information Protection scanner
seamlessly integrates with Microsoft 365 services, enabling organizations to enforce data
protection policies across multiple platforms. This integration facilitates collaboration and
secure information sharing within and outside the organization. The MIP scanner’s unified
dashboard provides a centralized view of data protection activities, allowing administrators to
monitor and manage data security effectively.

o Compliance and reporting: The MIP scanner plays a vital role in helping organizations
meet regulatory compliance requirements. It provides comprehensive auditing and reporting
capabilities, offering detailed insights into data usage, access controls, and policy violations.
This feature is particularly crucial for industries such as healthcare, finance, and legal sectors
that deal with sensitive information and have stringent compliance obligations.
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Implementing the Microsoft Purview Information Protection scanner can bring numerous benefits
to organizations:

« Enhanced data security: By continuously scanning and identifying sensitive data, the MIP
scanner helps organizations stay one step ahead of potential threats and vulnerabilities. It
enables proactive measures to safeguard critical information, reducing the risk of data breaches
and unauthorized access.

« Compliance: The MIP scanner assists organizations in adhering to various regulatory frameworks,
including GDPR, HIPAA, and CCPA. By automating data classification, labeling, and protection,
it ensures compliance with data protection regulations, avoiding potential legal consequences
and reputational damage.

o Increased productivity and collaboration: With the MIP scanner, employees can confidently share
and collaborate on sensitive data, knowing that appropriate security measures are in place. This
promotes productivity and teamwork while maintaining the necessary data protection controls.

o Simplified data governance: The MIP scanner simplifies the management and governance of
sensitive data by providing a unified platform for data discovery, classification, and protection.
Organizations control any track data usage, monitor access controls, and respond swiftly to
any policy violations.

Configuring the Microsoft Purview Information Protection scanner involves several steps to ensure the
effective implementation and protection of sensitive data. Here is a general guide to help you get started:

1. Assess your requirements and objectives:

* Identify the sensitive data that needs protection and determine the specific compliance
requirements applicable to your organization

* Define the goals and objectives you aim to achieve through the implementation of the
Microsoft Purview Information Protection scanner

2. Prepare the environment:

* Ensure that your organization has the necessary infrastructure. Your server must meet
the following minimum requirements: a quad-core processor, 8 GB of RAM, and a 64-bit
version of Windows Server, with compatibility extending to at least Windows Server 2012R2.
(Supported versions also include Windows Server 2016, 2019, and 2022.) Your organization
also needs to meet the licensing requirements for Microsoft Purview Information Protection.

*  Verify that your systems meet the minimum hardware and software requirements for the
MIP scanner.
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3. Install and configure the Microsoft Purview Information Protection scanner:

* Open the Microsoft Purview admin center and click on Settings.
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Figure 10.20 — Open the settings for the information protection scanner

* Select Information protection scanner.
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4. Create a cluster (the cluster name serves as an identifier for the scanner’s configurations and
repositories. For instance, you may input any name to denote the geographical locations of the
data repositories you intend to scan. Later, you will utilize this name to specify the installation

or upgrade location for your scanner):

= Click on + Add to create a new cluster:
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Figure 10.22 - Setting up the information protection scanner

= Configure the necessary connections within the MIP scanner to establish communication.

5. Define and customize the scanner:

* Create content scan jobs by clicking on + Add, as shown in the following screenshot:
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Figure 10.23 - Creating content scan job
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* Edit the content scan job and assign your created cluster.
Edit content scan job

General

Content scan jobs specify how the on-premsise repositories should be scanned

Content scan job name *

| Test Content Job Scan |

Description

| This is EXAMPLE |

Cluster

l Test Cluster ~ |
Schedule O

| Manual hd |

Info types to be discovered O

|AII V|

Figure 10.24 — Assigning a cluster to the information protection scanner

6. Configure scanning rules and policies:

* Define the scanning rules and policies that the MIP scanner should enforce during the
scanning process.

*  Specify criteria for identifying sensitive data.

* Configure actions to be taken upon detecting sensitive data, such as applying classification
labels, protecting files, or generating alerts. (The settings in the following screenshot are
just examples.):

Treat recommended labeling as automatic (0
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Enable DLP policy rules O

@ or

Enforce sensitivity labeling policy &

@ o

Label files based on content (O

@ o

Figure 10.25 — Configuring scanning rules
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7. Schedule and run your scans:

* Set up a scanning schedule that aligns with your organization’s needs and resource availability

* Configure scan parameters, such as scanning frequency, scan depth, and exclusions for
specific file types or directories

* Initiate the scanning process and monitor the progress and results

Default label

| Policy default v

Relabel files ()

@) or

Preserve “Date modified”, “Last modified”, and “Medified by” O
@ o

Include or exclude file ﬁEE to scan (0 *

@ Exclude
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| .Ink,.exe,.com,.cmd, . bat .dll,.ini.pst .sca,.drm_sys, cpl,.inf.drv,.dat, . tmp,msp,.msi.pdb, jar... |

Default owner

| Scanner Account e |

Figure 10.26 — Configuring file type to scan

8. Define Universal Naming Convention (UNC) paths and SharePoint Server sites for
SharePoint on-premises:

* Click on the created content scan job and select Repositories.

= Define SharePoint URLs.
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Figure 10.27 —Testing your content scan job
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* Use the following path format:

+ For a network share, use \\Server\Folder:

+ For a SharePoint library, use http: //sharepointonline.sitename.com/
Shared$%20Documents/Folder.

+ Foralocal path: C:\Folder

Repository
T ——

Delete

Path *

| Repository path |

realid path
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| Content scan job default |
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| Content ccan job defauit e |
Default label
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Relabel files
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Enable DLP policy rules

| Content scan job default = T |

Presarve "Cate modified”, "Last modified”, and "Modified by"

| Content scan job defauft - |

Include or exclude file type to scan

| Content scan job defauft |

Default owner

| Content scan job defaut ! |

5et repository owner

| Content scan job default v |

Save Cancel

Figure 10.28 - Configuring repository

Remember, the specific configuration steps may vary based on your organization’s requirements and
the Microsoft 365 services you are utilizing. It is recommended to prepare a detailed plan for the
implementation of Microsoft Purview Information Protection, if needed to ensure a smooth and
effective configuration process.


http://sharepointonline.sitename.com/Shared%20Documents/Folder
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Summary

Installing the Microsoft Purview Information Protection scanner

Important note

Please be aware that the installation of the Microsoft Purview Information Protection scanner
is performed through PowerShell. Additionally, it is essential to have access to Microsoft Entra
ID and create the necessary AD token to proceed with the installation.

1. Sign in to the server where you want to run the information protection scanner.

2. From the Microsoft website, install the latest version of the Azure Information Protection
(AIP) unified labeling client (use any internet browser and search for the last AIP URL, then
download and run AzInfoProtection UL.exe).

3. Search for and open Windows PowerShell as an admin.

4. Run the following command: Install-AIPScanner -SglServerInstance <names
-Cluster <cluster names> where -SglServerInstance isyourlocal SQL Server
instance with a database created for the MIP scanner and where -Cluster is the name of
the cluster you created in your Microsoft Purview Information Protection portal

5.  Enter your Active Directory username and password.
6. Check the status of the Microsoft Purview Information Protection scanner under Services.

7. Get a Microsoft Entra ID token for the created service to run unattended.

When we say that the scanner can run unattended, it means that the Microsoft Purview Information
Protection scanner can operate without the need for manual intervention or user interaction.
This capability allows the scanner to perform its scanning and protection tasks automatically,
following predefined rules and policies, without requiring constant supervision or input from
an administrator or user. By running unattended, the scanner can perform scheduled scans,
continuously monitor data repositories for sensitive information, apply classification labels,
and enforce protection policies as configured. This unattended operation ensures that data
security measures are consistently applied, even in the absence of direct human involvement.

Summary

In this chapter of the book, we took on a journey to explore the rich landscape of Microsoft Purview,
a powerful service designed to empower organizations in their data governance and management
endeavors. Recognizing the vastness and complexity of Purview, we carefully curated our discussion of
a selection of key components, aiming to provide you with valuable insights into its essential elements
and highlight the most important services that you can configure.
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We covered the importance of data classification and labeling within Purview. With an ever-increasing
volume of data, automating the process of assigning labels and tags is imperative. We examined how
Purview employs machine learning algorithms and predefined rules to streamline data categorization,
leading to improved efficiency and accuracy in data organization and management.

It is important to mention that Microsoft Purview is an evolving ecosystem. As new features and
services are introduced, it is essential to stay up to date with the latest developments and innovations
within the platform. Our intention is to equip you with a solid foundation, empowering you to adapt
and explore the possibilities that Purview holds. While acknowledging the impossibility of covering
every part of the Purview service (such as eDiscovery, LegalHold, information barriers, etc.), we
hope we have ignited your curiosity and have shown you directions in which to explore and discover
Microsoft Purview Information Protection further. In the next chapter, we will try to understand
auditing lifecycle and records.
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Understanding the Lifecycle of
Auditing and Records

In today’s digital age, data is the lifeblood of organizations. It holds sensitive information, intellectual
property, and other critical assets. As a result, maintaining security, integrity, and compliance in terms
of data is of paramount importance. Microsoft 365, a comprehensive suite of cloud-based productivity
and collaboration tools, offers a range of features to help organizations manage their data effectively.
Among these features, the lifecycle of auditing and record management represent key components for
ensuring data security, compliance, and overall governance. We will delve into the concepts of auditing
and records in terms of their lifecycle in Microsoft 365, exploring their significance and best practices.

We'll cover the following topics in this chapter:

o Getting started with the lifecycle of auditing and records
o Microsoft data lifecycle management

« Records management

o eDiscovery and data holds

o Auditing and alerts

Getting started with the lifecycle of auditing and records

Getting started with the lifecycle of auditing and managing records is a critical step in maintaining
data security and compliance. To begin, organizations should define their auditing objectives and
decide what aspects of data access and usage they want to monitor. Next, configuring audit policies
within tools such Security and Compliance Center in Microsoft 365 is essential to tailor the auditing
process to specific needs.

As for the lifecycle of records, organizations must establish retention policies to determine how long
data should be kept and when they should be disposed of. This ensures compliance with regulatory
requirements and facilitates efficient data management. Training employees on the importance of
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following record-keeping and disposal procedures is also crucial to maintaining an organized and
secure data environment. In this digital age, getting started with the lifecycle of auditing and record
management is a fundamental aspect of modern data governance.

The lifecycle of audits and records in Microsoft 365

Auditing is the process of tracking and recording activities related to data access, usage, and changes
within Microsoft 365. This functionality is vital for organizations, as it helps in understanding who is
accessing data, what they are doing with it, and when these actions occur. In Microsoft 365, auditing
provides a comprehensive set of tools to monitor and analyze data-related activities. The key aspects
of auditing in Microsoft 365 include the following:

o Audit logs: Microsoft 365 maintains detailed audit logs that record activities across various
services such as SharePoint, OneDrive, Exchange, and more. These logs capture user actions,
including file access, sharing, modification, and even administrative changes, such as adding
or deleting users.

+ Security and Compliance Center: This central hub in Microsoft 365 offers a user-friendly
interface for managing auditing. It allows administrators to configure audit policies, review
audit reports, and set up alerts for specific events, ensuring they stay informed about critical
activities in their environment.

o Data retention policies: Auditing data can accumulate quickly, making it essential to manage
its retention. Microsoft 365 provides retention policies that allow organizations to specify
how long audit logs should be kept. This is crucial for compliance purposes and can help in
forensic investigations.

« Advanced threat protection: Microsoft 365’s advanced threat protection features, such as threat
intelligence and advanced security management, complement auditing by helping to identify
and respond to security threats and vulnerabilities effectively.

Record lifecycle management is a systematic approach to managing documents, emails, and other
digital assets throughout their entire lifecycle. In Microsoft 365, the records management feature plays
a crucial role in ensuring that data are retained, archived, and disposed of in accordance with legal,
regulatory, and business requirements. The records lifecycle typically consists of the following stages:

o Creation and capture: This is the initial phase, where records are created, whether through
emails, documents, or other forms of data. In Microsoft 365, records can be automatically
classified and tagged during this stage, making it easier to manage them throughout their lifecycle.

« Retention and archiving: Microsoft 365 allows organizations to define retention policies and
labels. These policies specify how long data should be retained, and labels help classify records
accordingly. Data that needs to be retained for legal or compliance reasons can be archived to
ensure their preservation.
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« Disposition and deletion: Records that have reached the end of their useful life or those that
are no longer needed can be disposed of in a controlled manner. Microsoft 365 offers disposition
policies that automatically delete or archive records when their retention period expires.

o Legal hold and litigation support: In case of legal investigations or disputes, Microsoft 365
provides the ability to place content on legal hold. This ensures that potentially relevant records
are preserved and cannot be altered or deleted during the litigation process.

o Audit and reporting: Throughout the records lifecycle, organizations can audit and report on
the management of records. This includes tracking who accessed, modified, or deleted records,
which is essential for compliance and transparency.

Microsoft Purview Records Management

Microsoft Purview Records Management is a component of the Microsoft Purview data governance
service designed to help organizations effectively manage their records throughout their lifecycle. This
feature offers capabilities for defining, classifying, and managing records, ensuring that sensitive and
valuable data are appropriately retained, archived, and disposed of in compliance with regulatory
requirements and organizational policies. Purview Records Management provides a structured
approach to record declaration, retention policies, and disposition workflows, making it easier for
businesses to maintain compliance, reduce legal risks, and ensure the integrity and security of their
critical records. This feature is particularly valuable for organizations in highly regulated industries
and those seeking robust data governance solutions.

Licensing for Microsoft Purview Data Lifecycle Management is an essential consideration for
organizations seeking to govern and manage their data assets effectively. Microsoft typically offers
licensing options tailored to specific services within the Microsoft 365 Purview ecosystem, such as
Retention and DLP. These licenses enable administrators to access features such as data discovery,
data classification, and metadata management. Additionally, organizations may need to explore
Microsoft 365 compliance and security licenses if they plan to integrate Purview with Microsoft 365
for enhanced data governance and regulatory compliance. Accurate and up-to-date information on
licensing options should be obtained directly from Microsoft to align with an organization’s specific
needs and objectives.

Permissions for Microsoft 365 auditing and records lifecycle management are crucial for ensuring
the security, compliance, and effective management of an organization’s data. In Microsoft 365,
administrators can configure permissions to control who can access and modify audit logs, set retention
policies, and manage records. This granular control allows organizations to restrict access to sensitive
data and compliance-related functions to authorized personnel. Properly configured permissions help
safeguard critical data, maintain regulatory compliance, and promote efficient record management
while preventing unauthorized access and potential data breaches. The regular auditing and monitoring
of permissions ensures that access rights align with organizational policies and security best practices.
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The Microsoft Purview compliance portal empowers administrators to oversee and control user
permissions for performing compliance-related tasks directly within Microsoft 365. Through the
newly introduced Permissions page in the compliance portal, you gain the ability to finely tune user
access to a range of critical compliance features, including device management, Microsoft Purview
Data Loss Prevention, eDiscovery, insider risk management, retention, and more. Users are only able
to engage in compliance tasks that have been explicitly authorized.

Access to the Permissions tab within the compliance portal is contingent on user roles. Users must
hold the position of a Global Administrator or be assigned the Role Management role (which is
exclusively designated to the Organization Management role group). The Role Management role
endows users with the capabilities to view, create, and adjust role groups, thus ensuring the precise
management of permissions.
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Figure 11.1 - Permission portal in Microsoft Purview

Within the compliance portal, permissions are governed by the well-established role-based access
control (RBAC) permissions model. RBAC serves as the foundation for permissions across many
Microsoft 365 services, making the process of granting permissions within the compliance portal
akin to that in other services you may be familiar with. It’s essential to bear in mind, however, that
the permissions administered in the compliance portal are specific to its realm and do not encompass
the entirety of permissions required for each individual service it interfaces with.

You have the capability to include users and groups within administrative units through the utilization
of the following predefined role groups:

o Compliance administrator

o Compliance data administrators

 Information protection (admins, analysts, investigators, and readers)
« Organization management

« Records management

o Security administrator

» Security operator
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o Security reader

Pammissions > Role groups for Microsoft Purview solutions

Role groups for Microsoft Purview solutions

Admin roles give users permission to view data and complete tasks in the Microsoft Purview compliance portal, Give users onfy the access they need by assigning the least-permissive role. Leam
G 00Ul role Qroups

+ Create role group. ) Refrash 63 items ’T‘ =
HName Type Description Last modified
[ Attack Simulator Administrators Built-in
[]  Attack Simulator Paylcad Authors Built-in
[[] organization Management Buit-in
[[]  Security Administrator Builtin
[ Audit Manager Built-in
[[] Billing Administrator Built-in
[[] eDiscovery Manager Built-in
[0 Compliance Administrator Built-in

Figure 11.2 - Built-in role groups in Microsoft Purview

When assigning role groups, you are presented with the flexibility to choose individual members or
groups for inclusion. Additionally, you can leverage the Assign admin units option to specify and
select administrative units previously established within Microsoft Entra ID. This approach empowers
you to finely tune the access control and responsibilities of users and groups in alignment with your
organizational structure and objectives:

Organization Management

® Members Edit members of the role group
ok el i Sehect users for this robe group, Users can perform tasks that match their role group permissions. You <an restrict role group permissians to
( i
L) Revlew and tish apply o sre or mare ademin unils. Leam more
B, Chocseusers 8 Choosegroups & Assign admin urt Femave membars litem =

Figure 11.3 — Assign admin units

Creating Administrative Units in Microsoft Entra ID allows you to segment your directory into
smaller, more manageable units for the delegation of administrative tasks. Here are the steps to create
Administrative Units:

1. Goto the Azure Portal (https://portal.azure.com)and sign in with your Microsoft
Entra ID global administrator or privileged role account.
2. Inthe left-hand navigation pane, click on Microsoft Entra ID (formerly Azure Active Directory).

3. Within the Microsoft Entra ID section, select Administrative units.


https://portal.azure.com
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4. Add a new Administrative unit.

5. Click on the + Add button to create a new Administrative unit.

& T | Administrative units

"""" Microsoft Entra ID

« @ Learn more —+ Add |i_'ﬁ| Delete C_) Refresh

@ Overview -
Preview features | S Search administrative units | +7
#% Diagnose and solve problems Name 7. Description
M No administrative units found.
anage
& Users
& Groups

BI External Identities
&, Roles and administrators

I Administrative units

‘b Delegated admin partners

Figure 11.4 — Create administrative units in Microsoft Entra ID

6. Configure the administrative unit details (you will need to provide a display name and a
description for the administrative unit you’re creating).

7. Select Administrative Role and add members (click on the Members tab to add users or groups
to the administrative unit. You can select the users or groups that you want to associate with
this administrative unit. These members will have delegated administrative privileges for the
objects within this unit).
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Add administrative unit
&' Got feedback?

Properties  Assign roles  Review + create

Administrative roles
Administrative roles can be used to grant access to Microsoft Entra 1D and other Microsoft services. Learn more

Role Description Type
::.:r Authentication Administrator Can access to view, set and reset authentication method infor...  Built-in
‘:"-‘ Cloud Device Administrator Limited access to manage devices in Microsoft Entra (D Built-in
:'- Groups Administrator Mermbers of this role can create/manage groups, create/mana...  Built-in
:r Helpdesk Administrator Can reset passwords for non-administrators and Helpdesk Ad...  Built-in
.-Z}_ License Administrator Can manage product licenses on users and groups. Built-in
?‘» Password Administrator Can reset passwords for non-administrators and Password Ad...  Built-in
_:?‘- Printer Administrator Can manage all aspects of printers and printer connectors, Built-in
} SharsPoint Administrator Can manage all aspects of the SharePoint service. Built-in
3’- feams Administrator Can manage the Microsoft Teams service. Built-in
:r Teams Devices Administratar Can perform management related tasks on Teams certified dev..  Built-in
:I’ User Administrator Can manage all aspects of users and groups, including resettin...  Built-in

Figure 11.5 — Assign roles and members for the administrative unit

8.  After setting up the details, members, and roles, review your settings to ensure they are accurate.
Then, click the Create button to create the administrative unit.

Administrative units are particularly useful for delegating tasks and responsibilities within Microsoft
Entra ID. The users or groups added to an administrative unit will be able to manage objects within
that unit, making it easier to manage access control in a structured way.

Please note that the ability to create administrative units might be subject to licensing and role
requirements, and Microsoft Entra ID capabilities and features can change over time, so it’s a good
practice to refer to the most current Microsoft documentation or consult with your Microsoft Entra
ID administrator for precise guidance.
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Microsoft data lifecycle management

Data lifecycle management is a critical aspect of modern business operations, and Microsoft offers a
comprehensive suite of tools and services to assist organizations in managing their data throughout
its entire lifecycle. Whether it’s about retaining critical business information, safeguarding sensitive
data, or ensuring compliance with regulatory requirements, Microsoft’s Data Lifecycle Management
solutions are designed to meet the needs of businesses of all sizes.

The data lifecycle encompasses the entire journey of data within an organization, from its creation
and capture to its disposal. It typically includes the following stages:

1. Data creation and ingestion: This is where data is initially created or ingested into the organization’s
systems. It could be through customer interactions, internal processes, or external data sources.

2. Data usage and analysis: Once data is captured, it is put to use for various purposes, such as
analytics, reporting, decision-making, and more.

3. Data retention: Some data must be retained for specific periods due to legal, compliance, or
business requirements. This stage involves defining retention policies and ensuring data is
preserved accordingly.

4. Data archiving: Data that is no longer actively used but needs to be retained is typically
archived. Archiving reduces the load on active systems while ensuring data is still accessible.

5. Data disposal: At the end of its useful life, data are disposed of in a secure and compliant
manner to minimize risks and legal liabilities.

Microsoft’s Data Lifecycle Management solutions address each of these stages to help organizations
streamline their data management processes. In summary, Microsoft offers a robust set of solutions
for data lifecycle management, encompassing data retention, archiving, disposal, and compliance.
By adopting best practices and utilizing Microsoft’s tools, organizations can efficiently manage their
data from creation to destruction while staying in line with regulatory and business requirements.
Data lifecycle management not only reduces risks but also contributes to the overall efficiency and
security of an organization’s data assets:

i g gyenznce Data lifecycle management
B audn
Overview Retention policies Labels Labed policies Adaptive scopes Fodicy laokup Impart

£ Contoes sasech
B Commnication complisnce Dala lifecycle management provkdes you with tooks and capabiiities 1o etaln the content that you need to keep, and dekets thie content 1hat you don't. Lam man
[ Dty lnss prevention

ot used reberition |abels Dt lifecychs management ressurces
B eDboowry “ s { =

Mo retention labels detected Stay informed about data lifecycle management
B Ot ileyele management = -

I Micosalt 365 : D0 Rt the o dois
Exchange (legacy) B Get the latest news.

[k information protection, i =0 Walch ra:
(B information Bsrien “
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Figure 11.6 — Data lifecycle management portal
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Retention policies serve as the foundation of data lifecycle management within Microsoft 365,
covering a range of critical workloads, including Exchange, SharePoint, OneDrive for Business, and
Teams, among other services. With these policies, you have the flexibility to define whether content
should be retained indefinitely, for a specific duration, or be automatically and permanently deleted
after a set period, especially if no user action prompts its deletion. A common configuration involves
a combination of both retention and deletion actions, such as retaining emails for three years and
subsequently deleting them.

These retention policies can be applied universally across your organization, including all instances
such as mailboxes and SharePoint sites, or selectively, targeting specific departments, regions, or
chosen SharePoint sites.

In cases where you require special treatment, such as extending how long legal documents are kept,
Microsoft 365 has you covered with retention labels. These labels can be shared with your applications,
giving users the ability to apply them either by hand or automatically based on the content they’re
working with. This way, you can ensure that data receive the precise handling they need within your
data lifecycle management setup.

Creating retention policies

Creating a retention policy in Microsoft 365 involves defining how long you want to retain certain
types of content and what should happen to that content when the retention period expires.

To create a retention policy, you need to be assigned a Compliance Administrator role or a Retention
Management role. To have read-only rights for a retention policy, use View-Only Retention
Management rights.

Here’s a step-by-step guide on how to create a retention policy:
1. Sign in to Microsoft 365 Purview Center using an account that has the necessary administrative
permissions, such as a Global Administrator or Compliance Administrator account.

2. In Purview Center, navigate to Data Lifecycle Management|Microsoft 365. Then, select
Retention policies.
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3. Click on the New retention policy button or a similar option to initiate the creation of a new
retention policy:

Data lifecycle management

Overview  Retention policies  Labels  Label policies  Adaptive scopes  Policy lookup  Import

Wour users create a lot of content every day. from emails to Teams and Yemmer conversations. LUse retention policies to keep the content you want and get rid of what you don't need. Laam maore

(T} It your robs group parmissions ars reetrictad to 3 specific set of ussrs ar graups. ou'll only ba b 1o manage palices for thass users or groups - Laam mom shout ol IR Sermisons: b4

View role groups

+ Mew retention palicy % Export = Inactive mailbax () Refrash titem | O Search |

Figure 11.7 — Create retention policy

4. Give your retention policy a descriptive name and, if needed, add a meaningful description to
help you and other administrators understand its purpose.

5. Configure Retention settings: Define the type of retention policy to create. Choose between
the Adaptive or Static options.

Policies come in two flavors: adaptive and static. The beauty of an adaptive policy lies in its
ability to self-adjust its application based on the attributes or properties you set. It’s like having
a policy that stays in sync with your changing needs. In contrast, a static policy remains rooted
in a specific set of locations, requiring manual updates if those locations ever change. In the
adaptability contest, the adaptive policy takes the crown, making your life easier by automatically
evolving with your requirements:

Choose the type of retention policy to create

A policy can be adaptive or static. Advantage of an adaptive policy will automatically update where it's applied based on attributes or
properties you'll define. A static policy is applied to content in a fixed set of locations and must be manually updated if those locations
change.

Adaptive

@ After selecting adaptive policy scopes, which consist of attributes or properties (e.g. ‘Department’ or 'Site URL') that define the users, groups, or sites in your
org, you'll choose supported locations containing the content you want to retain. The policy will automatically update to match the criteria defined in the
scopes.

O static
You'll choose locations containing the content you want to retain. If locations change after this policy is created (for example if a SharePoint site is added or
removed), you'll need to manually update the policy.

Figure 11.8 - Choose the type of retention policy
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6. Choose where to apply the policy:

Choose where to apply this policy

The policy will apply to content that's stored in the locations you choose.
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7. Specify how long content should be retained by defining a retention period. You can choose
to retain content indefinitely, retain it for a specific duration (e.g., 7 years), or specify custom
retention settings. Decide what should happen when the retention period expires. You can
either delete the content automatically or keep it forever:

Decide if you want to retain content, delete it, or both

(®) Retain items for a specific period

"EITIS WI! Ef_‘ FEEInEa Tor E e DEI’IOa you choose,

Retain items for a specific period

[ s 2

5years  dention period based on

7 years TS were created N |

of the retention period
10 years B

items automatically
Custom

() Retain items forever
Items will be retained forever, even if users delete them.

hing

O Only delete items when they reach a certain age
Items won't be retained, but when they reach the age you choose, we'll delete them from where they're stored.

Figure 11.10 - Define the retention period

8. Review the policy details to ensure they match your requirements. Once you are satisfied, click
the Create or Save button to create the retention policy.

After the policy is created, it may take some time for it to be applied to the specified locations and
content. Be patient while the policy takes effect.

Regularly monitor the policy’s application to ensure it is working as intended. You can also adjust
or delete policies as needed to accommodate changes in your organization’s requirements. Creating
retention policies in Microsoft 365 is crucial for effective data management, compliance, and data
security. Ensure you thoroughly understand your organization’s requirements and consult with legal
and compliance teams to establish appropriate retention policies.

Creating and publishing labels

Generate labels within your retention policies for content that requires special treatment. These
exceptions might involve extending the retention period for documents or safeguarding select emails
from permanent deletion, as needed. You can create a label in the following way:

1. Logon to the Microsoft Purview portal and select Data Lifecycle Management|Microsoft 365
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2. Select the option Label and click on Create a Label:

Data lifecycle management

Overview  Retention polices  Labels  Label policies  Adaptive scopes  Policy lookup  Import
| —

Create labels for itens that need exceptions to your retention policies. Exceptions include extending the retention peried for specific documents or preventing certain emails from being

permanently deleted, for example. If you need even more label options, use Records managenment > Fila plan to manage your content, Learn about using retention labels fior exceptions
+ Createalabel = Publishlabels F import L Export (D Refresh items IE Group by v [ Customize columns
O mame Retentian duration Created by Last moiilied

Figure 11.11 — Create a label

3. Define the label settings and choose from the three options available, shown as follows:

Define label settings

We'll apply the settings you choose to labeled items

@ Retain items forever or for a specific period
Labeled items can't be permanently deleted during this period. You'll define how long the retention period is and what hagppens to items during and after the
retention period in the next steps.

O Enforce actions after a specific period
Labeled items won't be retained. You can decide whether they should be deleted, or relabeled when the period you specify in the next step ends.

() Justlabel items
Choose this setting it you only want to classify labeled items. The items won't be retained and your users won't be restricted from editing, moving, or
deleting them

Figure 11.12 - Define the label settings

4. Define the retain period and retention periods based on different conditions:
Define the retention period

Specify how leng the retention period should be.

Retain items for

7 years w |

Start the retention period based on

| When items were created b |

‘When items were created

When items were last modified

When items were labeled

Employee activity (event type)

Expiration or termination of contracts and agreements (event type)

Froduct lifetime (event type)

Figure 11.13 - Select retention period
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5. Choose what happens after the retention period:

Choose what happens after the retention period

These settings determine what happens to items when the retention period ends.

(®) Delete items automatically
We'll permanently remaove labeled items from wherever they're stored.

O Start a disposition review
Let the disposition reviewers you assign in the next step decide if items can be safely deleted or whether other actions (such as changing the retention period)

should be taken. Learn more

() change the label
You can extend the period by choosing an existing label to replace this one with. Learn more ahout relabeling items

O Run a Power Automate flow
Customize what happens to labeled items with a Power Autornate flow, You can run a flow to meet a specific business need, such as moving labeled items to 8

certain location or sending email notifications.
Learn more about running a Power Automate flow

O Deactivate retention settings
Labeled iters won't be retained or deleted when their retention settings are deactivated. You'll have to manually remove any itermns that you want deleted.

Figure 11.14 - Select settings for after the retention period

6. Review the configuration of the label and press Create.

7. If you're satisfied with the label you've created, simply choose Publish Label to complete
the process.

Data lifecycle management

Overview  Retention policies  Labels  Label policies  Adaptive scopes Policy lookup  Import
——

Create labels for items that need exceptions to your retention policies. Exceptions indude sxtending the retention period for specific documents or praventing certain emais from being
permanently deleted, for example. If you need even more fabel options, use Records management > File plan to manage your content. Learn about using tetention |abels for exceptions

4 Crestealabel T Publishlsbels T Import 4 Export () Refresh Ditems

[ mame Retention duration Creatd by Last modified

= Groupby ~ @ Customize columns

Figure 11.15 — Publish label

In having covered the fundamentals of data lifecycle management, it’s time to shift our focus to
understanding the workings of Microsoft record management within the broader context of the
Microsoft 365 ecosystem. Let’s explore how this aspect of data governance can help organizations
efficiently manage their records and stay compliant.

Records management

Microsoft Purview’s record management system provides organizations with a centralized and user-
friendly platform to not only meet their legal obligations but also to maintain a defensible compliance
posture. This entails creating and implementing robust retention policies, ensuring that records are
disposed of in accordance with regulatory requirements, and streamlining the overall management of
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crucial information assets. By doing so, organizations can improve data governance, reduce compliance
risks, and optimize the allocation of resources, all while aligning with evolving regulatory landscapes.
A systematic approach ensures that organizations maintain a well-organized and compliant repository
of their records, reducing the risks associated with non-compliance, data breaches, and legal disputes.

Within the records management solution in the Microsoft Purview compliance portal, when you create
a retention label, you're given the flexibility to designate items as records, signifying their importance
and need for special handling. Alternatively, if you've previously executed the PowerShell command,
you can also choose to classify items as regulatory records. This distinction is particularly significant,
as regulatory records carry specific legal and compliance implications, requiring careful handling
to ensure full adherence to regulatory standards. By providing these options, Microsoft Purview
empowers organizations to manage both their general records and regulatory records effectively,
contributing to a comprehensive records management strategy that encompasses all facets of data
governance and compliance.

When utilizing retention labels to mark items as records in SharePoint and OneDrive, it's important
to consider whether adjustments to the default tenant setting are needed. Specifically, you should
evaluate whether users should have the capability to modify the properties of a locked record when
dealing with files larger than 0 bytes. This decision can significantly impact how your organization
manages and maintains the integrity of critical records within these platforms. The following steps
show how to change default settings:

1. Logon to the Microsoft Purview portal and select Data lifecycle management|Records management

2. Select Record management settings:
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Figure 11.16 - Record management settings

3. In new windows, enable the following settings:

* Enable records versioning

= Allow users to edit record properties
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Figure 11.17 - Configure records management settings

File plan serves as SharePoint’s central records management blueprint. While its specifics may vary
from one organization to another, a typical file plan encompasses the following:

« Record identification: Identifying the specific types of items recognized as records within
the organization

» Categorization: Grouping these items into broader categories to facilitate efficient organization
and retrieval

» Storage locations: Specifying the designated repositories or locations where these records
are stored

« Retention timelines: Defining the duration for which records should be retained, whether
permanently or for specific periods

» Responsibility assignments: Clearly delineating the individuals or roles responsible for the
management of distinct types of records, ensuring accountability throughout their lifecycle

You can create a file plan in the following way:

1. Log on to the Microsoft Purview portal and select Data lifecycle management |
Records management
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2. Select File plan and click on Create a label:
Records management 5 Records management setings

Overview  File plan  Label policies  Adaplive scopes  Policy lockup  BEvents  Disposition

Take adventage of a more flexible and comprehensive way to manage your business-critical data. Our fe plan lats you apply item-leved retenticn settings, import or export templates of your
content mansgement plan, define whatever kabel seftings meet your needs, review detailed labal analytics, and more. Learn about using o file plan
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Figure 11.18 — Create a label for a file plan

3. Define the following settings:

= Business function/department

= Category

* Authority type

* Provision/Citation

For any of the settings above, you can create your own records. Select the Choose options:

Define file plan descriptors for this label

By default, this label will be included in your file plan. To help organize this label, choose any values related to the default descriptor columns
included in your file plan.

Reference |D

Business function/department No data available Choose

Category Mo data available Choose

Sub category = No data available Choose

Authority type Mo data available Choose

Provision/citation  No data available Choose

Figure 11.19 — Define the file plan

4. Define Label settings and Period for File Plan

5. Review and save
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In conclusion, record management within the Microsoft Compliance ecosystem stands as a crucial
pillar of data governance, compliance, and efficient organizational operations. By adopting Microsoft’s
robust record management solutions, organizations can systematically organize, classify, and control
their records throughout their lifecycle. This ensures adherence to legal and regulatory obligations,
reduces the risk of data breaches, and enhances operational efficiency. The ability to define and
enforce retention policies, establish comprehensive file plans, and classify records with retention labels
empowers organizations to maintain an organized and secure repository of records.

eDiscovery and data holds

eDiscovery, short for electronic discovery, has become a critical aspect of legal and compliance
processes for organizations. It involves identifying, preserving, collecting, and analyzing electronic
information, typically in the form of emails, documents, and other digital records, as part of a legal
or regulatory investigation. Microsoft offers a robust eDiscovery service within its Compliance suite,
designed to help organizations efficiently manage and respond to eDiscovery requests. In this overview,
we'll delve into the key features, benefits, and best practices for eDiscovery in Microsoft Purview.

The Microsoft Purview eDiscovery service is a component of the broader Microsoft 365 Purview
Center. It provides organizations with the tools and capabilities required to manage the discovery
process efficiently and in compliance with legal and regulatory requirements. The service empowers
organizations to do the following:

« Identify and preserve relevant data
+ Collect and review electronic records
« Apply legal holds to prevent data deletion

o Export data for legal review and production
The key features and benefits of eDiscovery are as follows:

o Data identification and preservation: eDiscovery in Microsoft Compliance allows organizations
to identify and preserve relevant data across Microsoft 365 services, including Exchange Online,
SharePoint, OneDrive, and Microsoft Teams. This ensures that potentially critical information
is retained, preventing accidental data loss.

+ Legal holds: Organizations can apply legal holds to specific data, ensuring that it cannot be
deleted or modified. Legal holds are crucial to maintaining data integrity during litigation
or investigations.

o Advanced search and filtering: The service offers powerful search and filtering capabilities,
allowing users to pinpoint specific documents, emails, or other electronic records. It helps
streamline the identification process, reducing the volume of data that needs to be reviewed.
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o Review and export tools: eDiscovery includes built-in review and export tools to facilitate
legal reviews. Users can collaboratively review and tag documents for relevance or privilege.
The service supports exporting data in various formats for use in legal proceedings.

o Integration with Microsoft 365: eDiscovery seamlessly integrates with Microsoft 365 services,
making it easier to manage and discover data within the Microsoft ecosystem. This integration
ensures a consistent and comprehensive approach to eDiscovery.

« Audit and reporting: Robust auditing and reporting features enable organizations to track
eDiscovery activities, ensuring compliance and transparency throughout the process.

o Scalability and cost-efficiency: Microsoft Compliance eDiscovery is scalable, making it
suitable for organizations of all sizes. It also offers cost-efficiency by eliminating the need for
third-party eDiscovery solutions.

While Microsoft Search is indeed a powerful tool, it understandably restricts the content it displays
to what you have regular access to in your daily work. When conducting investigations that require
delving into locations not typically accessible, such as multiple user mailboxes, additional tools and
permissions become essential. This is precisely where the eDiscovery tools step in.

Within Microsoft 365, several tools cater to the needs of investigations, including the following:

o eDiscovery (Standard)
o eDiscovery Premium
« Content Search

o User Data Search

o Microsoft Priva Subject Rights Requests

Content Search serves as the foundation for every eDiscovery tool, functioning as the primary search
interface. However, it’s the standard eDiscovery and premium eDiscovery that truly shine, providing
extra features that go beyond basic search capabilities. These enhancements make them invaluable
resources when conducting comprehensive investigations.

The difference between eDiscovery Standard and Premium and their distinct features are shown in
the following list:

o eDiscovery (Standard):

= Search and export
* Legal hold
* Case management

= Search for data (with Content Search)
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eDiscovery Premium (additional features to eDiscovery Standard):

* Advanced indexing

* Legal hold notification

* Analytics

* Custodian management

* Predictive coding models

* Tagging

To access eDiscovery services in Microsoft Purview, users must have one of the following licenses:

Microsoft 365 E3 (for eDiscovery Standard)

Microsoft 365 E5 (for eDiscovery Premium features)

To enable individuals to make the most of eDiscovery tools within the Microsoft Purview compliance
portal, it’s vital to grant them the necessary permissions. The most straightforward method is to
include them in the relevant role groups on the Permissions page of the compliance portal. There are
two administrator subgroups:

eDiscovery Manager: Those belonging to the eDiscovery Manager subgroup are equipped
to use eDiscovery search tools to search various content locations within the organization.
They possess the ability to execute a range of search-related actions, including previewing
and exporting search results. It's important to note that eDiscovery Managers are limited to
accessing and managing only the cases they have personally created, with no access to cases
originating from other eDiscovery Managers.

eDiscovery Administrator: This role is a notch above the eDiscovery Manager, and the members
of this group inherently possess the same content search and case management capabilities.
They can access the full roster of cases listed on the eDiscovery (Standard) and eDiscovery
Premium pages within the compliance portal. A noteworthy distinction is that only eDiscovery
Administrators hold the authority to remove members from an eDiscovery case. This capability
is exclusive to them, as users within the eDiscovery Manager subgroup lack this power, even
if they initiated the case.

Add users to the eDiscovery Manager group in the following way:

1.
2.

Log on to Microsoft Purview Admin Center

Click on Roles and scopes and select Permissions



eDiscovery and data holds 385

3.  Under Microsoft Role Group for Microsoft Purview solutions, in the search field, type
eDiscovery and select the eDiscovery Manager built-in group:

Permrsiions - P gt for Ucitsct Pissew Soafions.

Role groups for Microsoft Purview solutions
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Figure 11.20 - eDiscovery built-in admin group

4. In the new open windows, click on Edit:

eDiscovery Manager
& et D copy

Role group name

eDiscovery Manager

Role group description

Roles in the role group
Case Management
Communication
Compliance Search
Custodian

Export

Hold

Manage Review Set Tags
Preview

Review

RMS Decrypt

Scope Manager

eDiscovery Manager

Display name Type Admin units

There's no assigned member.
eDiscovery Administrator
Display names Type Admin units

Omar Kudowvic User Organization

Figure 11.21 - Edit eDiscovery Manager group
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5. Add users to eDiscovery Manager and the eDiscovery Administrator groups. Review and save:

eDiscovery Manager

B Manage oDiscovery Manager

(O Manage eiscovery Administratar
—

O Review and fich

Manage eDiscovery Manager

Chiodse the BHSCovery Marager you want 1o inclisde in his role group. An eDEcoverny Managsr can caly view and edi cases t whidh he o
sha has access,
B, Cnoosa usan it it ' =
Dcplay mame Emidl andress Tres Adeie units.
— —— Cnganzatin

Figure 11.22 — Add users to eDiscovery groups

It's important to note that various administrator groups within Microsoft Purview come with distinct
sets of options and capabilities. The following table offers a comprehensive overview of administrative
rights within the realm of eDiscovery:

Role eDiscovery Manager Compliance Organization

and Administrators Administrators Administrator
Case Management Yes Yes Yes
Export Yes No No
Hold Yes Yes Yes
Preview Yes No No
Search and Purge No No Yes
Compliance Search Yes Yes Yes
Review Yes No Yes
Custodian Yes No No

Table 11.1 - eDiscovery roles

Once administrative permissions are defined and the necessary licenses are in place, let’s explore the
configuration process for both eDiscovery Standard and Premium services. This will enable organizations
to harness these services to meet their specific eDiscovery and compliance needs effectively. These
services play a pivotal role in enabling your organization to manage eDiscovery tasks and investigations
efficiently, ensuring compliance and streamlined processes.
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Configuring eDiscovery Standard and Premium

WEe'll begin our journey by creating and configuring an eDiscovery Standard Hold case in the
Microsoft Purview Admin Center. This is a fundamental step in ensuring that your organization can
effectively manage and retain data as part of the eDiscovery process. The process involves several key
stages, including the following:

o Case creation: You'll initiate the process by creating a new eDiscovery Standard Hold case. This
case will serve as the container for the data that need to be preserved during the investigation
or legal matter.

« Data identification: Within the case, you'll define the criteria for identifying the data to
be placed on legal hold. This could include specifying data sources, search terms, or other
relevant parameters.

o Legal hold implementation: You’ll implement legal holds on the identified data to ensure it
cannot be altered or deleted. This is a critical step in preserving the integrity of the information
throughout the eDiscovery process.

o Case management: The case itself will be managed within the eDiscovery Standard service,
allowing for the efficient organization and tracking of the data associated with the specific
investigation or legal matter.

« Datareview and export: As part of the case management process, you'll configure workflows
for reviewing and tagging data within the case. Once the necessary data have been identified and
reviewed, you’ll establish procedures for exporting these data for legal review and production.

o Ongoing monitoring: It’s essential to set up mechanisms for ongoing monitoring and reporting
within the eDiscovery Standard service. This ensures that the eDiscovery process remains
compliant with legal and regulatory requirements and provides insights into the progress of
the investigation.

o Compliance updates: Given the evolving nature of legal and regulatory standards, it’s vital to
continuously assess and update your eDiscovery Standard Hold case configuration to align
with these changing requirements.

By taking a methodical and well-planned approach to creating and configuring your eDiscovery
Standard Hold case, your organization can confidently address legal and compliance challenges,
ensuring that data are preserved and managed appropriately throughout the eDiscovery process.

Perform the following steps for configuration:

1. Log on to the Microsoft Purview Admin portal and click on eDiscovery.
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2. Select the Standard option:

Solutions

H

Catalog

el

App governance

Audit

Content search

Communication compliance

Bl Al o W

Data loss prevention Ea
Overview

Policies

Alerts

Endpoint DLP settings

Activity explorer

ﬂ eDiscovery =
| standare

Premium

Figure 11.23 — eDiscovery portal

3. Click on Create a case and provide a name and description for a new case:

eDiscovery (Standard)

New chse

Trier a 2ars and enrmpaen

Figure 11.24 — Create a new eDiscovery case

4. Click on a newly created case in the portal and define the following options:

= Search
= Hold
= Exports

* Settings
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eDiscovery (Standard) » MewCase

Home

Searches

Hold

Exports  Settings

MewCase

Created

Status
Active
X Close case

Description

]m Delete case

Figure 11.25 — New case setting

5. In the Search section, click on New Search and provide the Name and destination.

6. Define Location for search and users or group for a new case.

New search

@ nNams and descripton

@ Locatons

O Conditions

O Review your search

Locations

(®) Specific locations
—

Statuz

@ -

@ o

@ o

() Locations on hokd

Location Included

B Exchangs mailbowes ol

B Moot M Goups W Teww % Vwm uscr s

% SharePoint sites

¥ Toom Sk

I Exchangs public folders

Figure 11.26 - Define the location in the search case
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7. Define search conditions by using Query Builder or KQL editor and Add condition:

Define your search conditions

Query language-country/region: Nona F

(®) Query builder
() L estar

= Keywords

Enter keywords

[ shaw keywara st

-+ Add conditian - Date
Sender/Author
Sice (in bytes)
SubjectTite
fetention label
Massage king
Participants
Type
Recened
Recipierts
Sender
Zent
Tubject
To
Author
Title
Created
Lest modified

Back File type

Figure 11.27 - Define search conditions

8. Review and create a New Search. After creating New Search, let’s create New Hold for our case:
9. Click on the Hold option and select Create, provide a Name and Description for the new Hold:

eDiscovery (Standard) » MewCase

Home  Searches Hold Exporis  Settings

Create holds to preserve content. Manage hold policies associated with custodians, create and manage additional locations, and optionally scope your held policy.Learn more

—+ Creste L Download list () Refresn
—

Name

Figure 11.28 - Create a new Hold



eDiscovery and data holds 391

10. Choose a location and define the Query for the New Hold:

New Hold
@ Nameyourhald Choose locations
| 2 Location Incluced
@ Choose locations
—
| @ o B Fxchangs maihoies Nane
® ey e e R e e €nonss users, groups, or tsams
@ o &) sharePoint sitas
O Review your settings @ Criwsioe M et 18 GGt B e
Wy MNeteuic
@) o B Exchange public foiders

Figure 11.29 - Choose a location and define the query

11. Review and create.

If you want to select who can access your new case, click on Settings in your case and select additional
users or admins who can access all information.

eliecovery [Premium) » Cases » Casel?

Overview  Datasources  Collections  Review sets  Communications  Held  Processing  Exports  Jobs  Settings

Bl Case Information 2 Access & permissions & Search & analytics & Review sets
Edit general information about Manage whao can access your Canfigure how search will Configure review sets
your case, such as: case and what they can do. weork within your crganization.
= Enable group
= (ase name = Add/ remove members = Duplication identification &
® Case number « Add / remove role groups grouping
= [Description = Invite guest users = Near duplicates/email
» Status threading
* [Delete case * Themes
* Email threading
= OCR settings
-

Texts to ignore

o

Figure 11.30 - Define access and permissions for a new case

Creating an eDiscovery Premium case is the next step in unlocking the advanced capabilities of
Microsoft Purview for managing comprehensive eDiscovery requirements. Let’s explore how to
initiate and configure eDiscovery Premium cases, highlighting the key distinctions when compared
to the Standard option.
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Creating and configuring eDiscovery premium cases

Create a new eDiscovery Premium case with access to Microsoft Purview Admin Center. Begin by
logging into Microsoft Purview Admin Center using the administrative credentials with the necessary
permissions for creating and managing eDiscovery Premium cases:

» Navigate to eDiscovery Premium: Within the Admin Center, locate and select the eDiscovery

Premium section. This is where you’ll kickstart the process of setting up and configuring
Premium eDiscovery cases.

o Create a new eDiscovery Premium case: Look for the option to create a new eDiscovery
Premium case. This involves providing essential case details, such as the case name, description,

and any pertinent information relevant to the case’s context. Clear documentation is key for
a well-organized case.

eliscovery (Fremium) » Cases > Test

Overview  Datasources  Collections  Review sets  Communications  bold  Frocessing  Exports Jobs  Settings

Case format Custodian Communication semmary
This case is in the classic format

We plan 1o deprecate this oldes format, which supporis fewer items and
SM¥ er Feview 5

Compare cage fomuat limits

0 Total custodians 0 Notices sent
0 Total custodians on hold 0 Notices Acknowledged

Figure 11.31 — eDiscovery Premium

« Define case scope: Specify the scope of the eDiscovery Premium case. This includes selecting
the data sources and locations to be encompassed within the case. Premium eDiscovery often
covers a broader range of sources, including Microsoft 365 services (Exchange, SharePoint, and
OneDrive), as well as the ability to integrate data from non-Microsoft sources.



eDiscovery and data holds

* Open a New Case in eDiscovery Premium and select Data sources and define new Data sources:

eDiscovery (Premium) » Cases » Test

Owverview Data sources  Collections

Start your case by setting up people as custodians

Add data source ™ [:i' Refresh
. ]

Custodians:

Add new custodians
Import custodians
Diata Locations

Add data locations

Figure 11.32 - Add data source

Set legal holds: Just like with the Standard cases, implement legal holds on the selected data
sources within the Premium case. Legal holds serve the crucial purpose of preserving data
integrity throughout the eDiscovery process. Ensure that you're well-versed in the specific legal
requirements and parameters of your case to set holds accurately.

Advanced search capabilities: One of the key distinctions in eDiscovery Premium is the
availability of advanced search capabilities. Configure search criteria that align with your
investigative objectives, which can include intricate search terms, conditions, and filtering
options. These advanced features can help streamline the search process and reduce the volume
of data to be reviewed.

Review and tagging workflows: Implement workflows for the review and tagging of data.
Premium eDiscovery facilitates more sophisticated review processes, enabling users to efficiently
categorize and mark data for further action.

Data export procedures: Set up procedures to export data for legal review and production,
such as the Standard option. Specify the format, delivery method, and intended recipients for
the exported data.
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o Monitoring and reporting: Leverage robust monitoring and reporting mechanisms to stay
informed about the status and progress of your eDiscovery Premium case. These tools are
indispensable for maintaining transparency and compliance with legal and regulatory standards.

« Configure settings: There are more options in eDiscovery Premium, as you can see in the
following screenshot:

eDiscovery (Premium) > Cases Test
———

Overview  Datasources  Collections  Review sets  Communications  Hold  Processing  Exports  Jobs  Settings

N
@ case Information < Access & permissions & Search & analytics & Review sets
edit general information about Manage who can access your Configure how search will Configure review sets
your case, such as: case and what they can do. work within your organization.
* Enable group
® Case name * Add / remove members * Duplication identification &
* Case number * Add / remove role groups grouping
* Description s Invite guest users » Mear duplicates/email
® Status threading
® Delete case * Themes
* Email threading
* OCR settings
s Texts to ignore

Figure 11.33 - Settings in eDiscovery Premium

By following these steps, your organization can fully harness the advanced capabilities of eDiscovery
Premium cases, efficiently manage complex investigations, and ensure alignment with legal and
regulatory requirements. The ability to integrate a broader range of data sources, coupled with advanced
search and review functionalities, makes eDiscovery Premium a powerful tool for addressing intricate
eDiscovery demands.

Auditing and alerts

Microsoft Purview’s extensive set of auditing and alerting capabilities has been meticulously designed
to equip organizations with the essential tools required for the proficient management of logs, vigilant
tracking of data access, and swift response to security incidents. These capabilities are of paramount
importance in upholding the integrity of data, ensuring compliance with regulatory standards, and
establishing a formidable defense against potential security threats.

In this overview, we will take on a deeper exploration of these critical features and delve into the best
practices that govern the domains of auditing and alerting within the Microsoft Purview ecosystem.
Auditing within Microsoft Purview is grounded in its meticulous Audit Logs. These logs are digital
records that capture a comprehensive spectrum of user activities across the platform’s multifaceted
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services. Whether it’s interactions with SharePoint, OneDrive, Exchange, or other services, these
logs serve as the vigilant guardians of data access and utilization. Their comprehensive data trail is
indispensable for gaining insights into the who, what, and when of data interactions.

Central to this auditing framework is the Security and Compliance Center, a user-friendly interface that
empowers administrators to configure audit policies, scrutinize audit reports, and establish timely alerts
for specific events. The Center acts as the nucleus from which organizations derive both information
and actionable insights, ensuring proactive responses to critical activities within their environment.

To manage the substantial data generated through auditing effectively, Microsoft Purview has
introduced data retention policies. These policies enable organizations to stipulate the duration
for which audit logs should be preserved. This capability is pivotal in maintaining compliance with
regulatory retention requirements and supporting in-depth forensic investigations. Augmenting the
auditing toolkit is the integration of advanced threat protection features. These encompass threat
intelligence and advanced security management, elevating the effectiveness of auditing by identifying,
pre-empting, and effectively mitigating security threats and vulnerabilities.

Before starting with audits, Administrators must have proper permission. To access audits and search
through logs, these must be assigned to at least one of the following audit-related role groups:

o Audit Manager
o Audit Reader

Audit portal can be accessed in the following way:
1. Log onto the Microsoft Purview portal and select Audit:

Solutions

Hi Catalog

H App governance

B Audit

/O Content search
[ Communication compliance

Figure 11.34 — Audit portal
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2. Click on Audit retention policies and create a policy:

New audit retention policy

Create a policy to retain audit logs for up to ten years based on the Microsoft 365
service where the activities occur, specific activities in the selected services, and the
user who performs an activity. Learn more

Policy name *

‘ Enter a name ‘

Description

‘ Enter a description ‘

Please choose users or record types to apply this policy to. *

Users

‘ Search ‘

Record type

‘ Select record types ' ‘

Duration *

Choose how long to retain logs that match this policy's conditions before they're
automatically deleted. Leam more about licensing

‘ Select duration b

Priority * (D)

‘ Enter a number

Figure 11.35 - Create audit retention policy

3. For audit and search, click on New Search and choose one of the predefined reports. Define
the time, users, groups, file, folder, or site for the audit:
Audit @ toam sech s
Mow Seanch  Osar Search  Audil stanion policies (Pristen)
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Figure 11.36 — New search in audit



Summary

Microsoft Purview’s alerting capabilities are designed to facilitate prompt responses to significant events
within the platform. Alert policies can be configured to cater to the organization’s unique security
and compliance needs. Rather than a one-size-fits-all approach, these policies can be finely tuned to
ensure that the right individuals are promptly notified of critical occurrences.

Real-time alerts are a notable component of this framework. They can be triggered by critical events,
such as, unauthorized access attempts, potential data breaches, or suspicious activities. The alerts can
be delivered through various channels, including email and SMS, and can also be seamlessly integrated
with other communication and incident response tools.

Moreover, these alerting capabilities extend beyond mere notifications. They facilitate incident response
by enabling automated actions in response to alerts. For instance, in the event of a compromised
account, automated responses can include temporarily blocking access, initiating investigations, and
triggering predefined workflows.

In conclusion, Microsoft Purview’s auditing and alerting capabilities form a robust and sophisticated
framework that empowers organizations to take charge of their data security, compliance, and
incident response. Through meticulous auditing and proactive alerting, organizations can navigate
the complexities of modern data management with confidence and ensure they are well-equipped to
face the ever-evolving landscape of potential threats and regulatory standards.

Summary

In summary, getting a handle on the ins and outs of auditing and records lifecycle management in
the Microsoft 365 landscape is a critical need for organizations aiming to successfully navigate the
intricacies of data governance and compliance.

Think of auditing as the supreme watchman, constantly keeping tabs on data-related activities to
maintain data security and integrity. It offers a window into who's interacting with the data, what
they’re up to, and when these actions take place.

Record lifecycle management, on the other hand, assumes the role of a trusted custodian for an
organization’s regulatory, legal, and mission-critical records. It not only helps in meeting legal
requirements and showcasing regulatory compliance but also streamlines the process of tidying up
data that have served their purpose, enhancing operational efficiency along the way.

Arming yourself with these fundamental concepts empowers organizations to establish robust data
governance, ensuring the safety of sensitive information. It also equips them to confidently tackle the
ever-evolving challenges that come with data management in the digital age. This knowledge serves
as the cornerstone for building trust, achieving compliance, and fostering operational excellence in
a data landscape that is in a constant state of change.
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We would like to thank you for reading all the chapters—We hope you did not skip any of the content
;-) This book provided an overview of the security, compliance, and governance features and capabilities
of Microsoft 365 and covered numerous topics such as threat protection, information protection, data
governance, compliance management, and security management. This book also explained how to get
started with Microsoft Defender products, Microsoft 365 Security features, vulnerability management,
eDiscovery, Purview solutions, and many more.

While the topics of Microsoft 365 security, governance, and compliance embrace multiple products
and features, including them at the number, scope, and depth that we wanted simply was not possible
for various reasons. The book would have had too many pages, and it would have taken too long
to finish, and in this fast-paced, rapidly evolving, and changing information technology era, we
emphasized and prioritized you—our esteemed readers and professionals—and strived to finalize the
book as fast as possible, knowing you will need it to start embracing and learning about Microsoft
365 as fast as possible.

Security, compliance, and governance are essential aspects of any organization’s digital transformation
journey. Microsoft 365 offers a comprehensive and integrated solution that helps you protect your
data, devices, and users from various threats and risks while also meeting your regulatory and legal
obligations. Microsoft 365 enables you to leverage the power of the cloud, artificial intelligence, and
automation to simplify and streamline your security and compliance processes and to gain insights
and visibility into your security and compliance status. By adopting Microsoft 365, you can enhance
your security, compliance, and governance capabilities and achieve more with less.



Index

A

Active Directory (AD) 280 auditing process
Active Directory Domain advanced threat protection 366
Services (AD DS) 43 audit logs 366
Advanced Threat Analytics (ATA) 9 data retention policies 366
advanced threat protection 395 lifecycle 365, 366
alerts security and compliance center 366
creating 394-397 audit portal 395
responding to 85 audits
anti-malware policies 73 creating 394-397
configuring 74, 75 auto-labeling policy
anti-phishing policy 65 creating 351-354
configuring 65-68 automated investigation and
anti-spam policy 69 response (AIR) 21
Anti-spam inbound policy, Azure Advanced Threat
configuring 70-72 Protection (AATP) 286
Anti-spam outbound policy 70 Azure Information Protection (AIP) 9, 363
Connection filter policy 70 Azure Information Protection (AIP)
settings 69 Premium P1/P2 339
App Category 216
benefits 216, 217 c
Application Governance 23
artificial intelligence (AI) 201, 299 certificate authority (CA) 294
Atomic Red Team 109 Cisco 221
AttackIQ 109 Classic roles 38, 39

Attack simulation training 81
using 82-84



400

Index

classifiers, Microsoft 365 Purview 183
exact data match (EDM) classifiers 183
managing 184
sensitive info types 183
sensitive info types, configuring 184-189
trainable classifiers 183

cloud access security broker (CASB) 22

Cloud App Discovery 215
benefits 216

Co-management Authority 117
configuring 118-120

command-and-control (C2) 293

common vulnerabilities exploits (CVEs) 274

common vulnerability scoring

system (CVSS) 277

Communication Compliance 331
alerts 334
custom policies 332
examples 331
policies 332-334
reports 334

Compliance Administrator 24, 41, 202, 340

Compliance Administrator role, in

organization departments
compliance and legal department 198
data governance and data
management department 199
internal audit department 199
IT security and governance department 198
risk management department 199

Compliance Data Administrator 24

Compliance Manager 169

Compliance Manager dashboard 175
assessments 175
Compliance reports and alerts 176
Compliance Score 175
regulatory requirements 176
solutions 176

compliance policy
configuring, for Windows devices 121
Compliance Score 169
account lockout, implementing 173, 174
benefits 169, 170
improving 170-172
Conditional access (CA) 117
configuration management dashboard 107
configuration profile
configuring, for Windows devices 121
content explorer 190
classification and labels 191
data actions 192
data catalog 190
data insights 191
data lineage 190
data profiling 191
search and discovery 191
Content Search 192, 383
collaboration and cross-functional
alignment 194-198
comprehensive compliance oversight 194
data discovery, streamlining 192
data governance and compliance,
enhancing 193
independence and objectivity 194
recommended action 199, 200
regulatory oversight and accountability 194
risk mitigation and control 194
continuous asset discovery
and monitoring 23

Coordinated Universal Time (UTC) 334

D

data classification 342, 343



Index

data lifecycle management 372
data archiving 372
data creation and ingestion 372
data disposal 372
data retention 372
data usage and analysis 372
labels, creating 376, 378
labels, publishing 378
portal 372
retention policies 373
retention policies, creating 373-376
Data Loss Prevention Administrator 202
data loss prevention (DLP) 4,
201, 202, 300, 338
endpoint settings 206-208
policies 183
policies, creating 203
policies, setting up 203-206
data management and protection
labeling 342
data retention policies 395
detection rules
examples 294-298
in Microsoft Defender for Identity 292
working with 292
digital assets protection, Microsoft
Defender for Office 365
anti-malware policy 73-75
anti-phishing policy 65-68
anti-spam policy 69-72
Attack simulation training 81-84
quarantine policy 62-65
rules 80, 81
Safe Attachment 76, 77
Safe Links 78-80
Directory Services accounts (DSAs) 288
DomainKeys Identified Mail (DKIM)
configuring 80, 81

eDiscovery 382
benefits 382
features 382
roles 386
eDiscovery Administrator 384
eDiscovery Manager 384
users, adding 384-386
eDiscovery Premium 384
configuring 387
eDiscovery Premium cases
creating 392-394
managing 392-394
eDiscovery Standard 383
configuring 387
eDiscovery Standard Hold case
configuring 387-391
endpoint DLP settings 206
device management integration 207
endpoint protection 207
endpoint reporting and analytics 208
policy enforcement actions 208
policy synchronization 208
real-time monitoring 208
Endpoint Security 139-141
account protection, configuring 158, 159
antivirus policy, configuring in
Intune portal 148-151
attack surface reduction,
configuring 157, 158
Conditional Access policies,
configuring 160-163
device compliance, configuring 159, 160
disk encryption, configuring 152, 153
endpoint detection and response,
setting up 155-157
firewall policy, configuring 154, 155

401



402

Index

policies, creating 147

policies, managing 147

security baseline profile, creating for

Windows 10 and later 141, 142

Enterprise Mobility + Security (EM+S) 4, 6
entity tags

in Microsoft Defender for Identity 290-292
event timeline, MDVM 277, 278
Exchange Administrators 40
Exchange Online Protection (EOP) 69, 73
Exchange Recipient Admin 40

G

Global Administrator 24, 39, 202, 340
Global Reader 39

Global Secure Access Admin 39
Google Workspace 221

Group Policy Objects (GPOs) 289

identity and access management (IAM) 27
indicators of compromise (IoCs) 293
information barriers and access
management 328
Information Protection. See Microsoft
Purview Information Protection
Information Protection Administrator 340
Information Protection
configuration 343-350
Information Protection scanner 356, 357
label policies, publishing 354, 355
Information Protection scanner 356
benefits 357
configuring 357-362
features 356
installing 363

Insider Risk Management (IRM) 312
alerts, investigating 322-326
cases, resolving 327
initial setup 313-317
insider risk cases, resolving 319
policies, creating 319-321
policies, defining 319
settings 318

K

Kusto Query Language (KQL) 21, 306

L

labeling, data management and protection
advanced data discovery and search 342
compliance and regulatory requirements 342
data classification 342
data lifecycle management 342
data protection policies 342
risk mitigation 342

Licensing Program 17

M

machine learning (ML) 201, 280
McAfee 221
MDVM dashboard 95, 96
Microsoft 365 3
add-ons 15, 16
benefits 4
components 5
features 4
for enterprise 5, 9-15
for Frontline Workers plans 5
for home plans 5
for small and medium-sized businesses 5-9
licenses 4



Index

licensing 17-19
options, for commercial customers 17
security 19, 20
services 17
software as a service (Saa$S) offering 4
Microsoft 365 admin center
URL 39
Microsoft 365 compliance 24-26
Microsoft 365 Defender 19
URL 257
Microsoft 365 Defender integration 21
Microsoft 365 E3/E5 338
Microsoft 365 E5 Compliance 338
Microsoft 365 E5 Information
Protection and Governance 338
Microsoft 365 E5 suite and
EMS E5 license 283
Microsoft 365 group membership types
assigned 46
dynamic device 46
dynamic user 46
Microsoft 365 groups 43, 44
guests 43
members 43
owners 43
Microsoft 365 group types
distribution group 45
dynamic distribution group 45
mail-enabled security group 45
Microsoft 365 group 45
security group 45
shared mailbox 46
Microsoft 365 Purview 183
classifiers 183
Microsoft 365 roles, in Microsoft Entra ID
Compliance Administrator 41
Exchange Administrator 40
Global Administrator 39

Security Administrator 40
Security Operator 40
Security Reader 41
SharePoint Administrator 40
Teams Administrator 40
User Administrator 40
Microsoft Compliance
advanced data protection capabilities 183
alert policies, configuring 180
alert policies, creating 179
alert policies, managing 181
alert policies, monitoring 181
assessments, adding 177
assessments, configuring 178, 179
assessments, managing 179
assessments, tracking 179
automatic data classification
and labeling 182
data classification 181
manual labeling 182
Microsoft Defender for Cloud
Apps 9, 22,212
activity log, managing 240-244
app discovery policy, creating 225-228
configuring 215-222
files, managing 234-239
governance log 244-246
OAuth applications, managing with 228-234
policies 246-250
shadow IT, discovering with 212, 213
shadow IT, managing 213
using 223, 224
Microsoft Defender for
Endpoint 6, 22, 89,91
advanced features, configuring 102-104
Android restriction, creating 124
app configuration policies, creating 137
app protection policies, creating in
Intune admin portal 130-136

403



404 Index

benefits 90 detection rules 292-294
Co-management Authority 117-120 detection rules, examples 294-298
compliance policy, configuring DSAs, using 288, 289
for Windows devices 121 entity tags 290-292
configuration management license requirements 282
dashboard 106-108 sensors, configuring 286-290
configuration profile, configuring for technical requirements 281, 282
Windows devices 121, 122 working, with detection rules 292
configuring 93-95 Microsoft Defender for Office 365 20, 53, 55
Device Overview portal 93, 94 advanced hunting 21
enrollment device limit restrictions 125, 126 AIR 21
enrollment device platform assets, protecting 62
restrictions 122, 123 attack simulation training 21
features 22 configuring 56-61
inventory 97 features 20, 21
licenses 92 Plan 1, versus Plan 2 55
MDVM dashboard 95, 96 Threat Explorer 21
plans 90 Threat Trackers 21
policies for Office apps, creating in Microsoft Defender Vulnerability
Intune admin portal 138, 139 Management 23, 92, 253, 254
profile, creating for iOS/iPadOS capabilities 254, 255
update policies 127-129 dashboard, benefits 255-257
profile, creating for macOS event timeline 277,278
update policies 129, 130 features 254
security recommendations 104, 105 inventories 274-276
tutorials and simulations 108-110 licensing 254
web content filtering, creating 114-116 permissions 257-266
Windows 10 quality updates, recommendations 267
configuring in Intune 126, 127 remediation 272, 273
Windows devices 98-102 remediation tasks, in Microsoft
working 90 Intune 271, 272
Microsoft Defender for Endpoint baseline technical requirements 254
creating 143 Weaknesses page 276, 277
Microsoft Defender for Endpoint Microsoft Edge baseline
Windows Hello for Business 103 creating 143-145
Microsoft Defender Microsoft Entra ID 27
for Identity 9, 22, 280, 281 administrative units 369-371

configuring 283-303 best practices, for roles 42, 43



Index

classic roles 39
editions 28
Microsoft 365 roles 39-42
plans and features 28
roles 38

Microsoft Entra ID Free 28

Microsoft Entra ID Governance 28

Microsoft Entra ID P1 28
Microsoft Entra ID P2 28

Microsoft Entra ID Privileged Identity
Management (Entra PIM) 9 43

Microsoft Entra ID Protection 23, 46-49

Microsoft Purview 24, 165
benefits 166, 167

Communication Compliance 25, 331

Compliance Manager 26, 169

compliance portal 368

Compliance Score 169

configuring 169

content explorer 190

Customer Key 26

Customer Lockbox 25

Data Lifecycle Management 25

eDiscovery 26

features 166

Information Barriers (IB) 26

Insider Risk Management 26, 312

licensing options 168, 169

Message Encryption 25

Microsoft Purview Audit 26

permissions portal 368

role groups 369

working 166

Microsoft Purview Data Loss
Prevention 10, 25
Microsoft Purview Information

Barriers (IB) 328

requirements 328-330

Microsoft Purview Information
Protection 10, 25, 337
advantages 337, 338
data classification 341, 342
features 338, 343
licenses 338, 339
permissions 340
utilizing 338, 339
Microsoft Purview Records
Management 367
licensing 367
Microsoft Secure Score 86, 87
Microsoft Sentinel
analytics rules 303-307
configuring 298-303
Microsoft Sizing Tool 283
Microsoft Volume Licensing (VL) 17
mobile device management (MDM) 117
multi-factor authentication (MFA) 28, 289

N

non-delivery reports (NDRs) 71
NT LAN Manager (NTLM) relay attacks 297

(0

OAuth 229
OAuth apps
managing, with Microsoft Defender
for Cloud Apps 229-234
Office 365 6, 28
Anti-Phishing Default (Default) policy 65
E3/E5 338
Office Professional Plus
features 19

405



406

Index

P

personally identifiable information
(PII) 184, 341
PIM, for assigning sensitive admin roles
access reviews and auditing 200
compliance and regulatory requirements 200
justification and approval workflow 200
just-in-time access 199
least privilege principle 200
privileged access monitoring 200
time-bound access 200
Privileged Identity Management
(PIM) 27,199
Productivity Server
features 18

Q

quarantine policy 62
custom quarantine policy 63
message access 64
notification settings 65
threat policies 65

R

recommendations, MDVM 267
security recommendations 267-271
record management 378
file plan, creating 380, 381
settings 379
records lifecycle 365, 366
audit and reporting 367
creation and capture 366
disposition and deletion 367
legal hold and litigation support 367
retention and archiving 366

remediation 23
remediation tasks, in Microsoft
Intune 271,272
risk-based intelligent prioritization 23
role-based access control (RBAC) 368

S

Safe Attachment 76
configuring 76, 77
creating 76
SafeBreach 109
Safe Links 78
configuring 78-80
Security Administrator 40, 202, 340
security information and event
management (SIEM) 202, 293
Security Operator 40
Security Reader 41
Server Message Block (SMB) 295
shadow IT 212
discovering, with Microsoft Defender
for Cloud Apps 212,213
managing, in Microsoft Defender
for Cloud Apps 213
SharePoint Administrator 40 340
simulations, Microsoft Defender
for Endpoint 110
creating 111-114
Sophos 221

System Center Configuration
Manager (SCCM) 287

T

Teams Administrators 40
Teams Communications Admin 40



Index

Teams Communications
Support Engineer 40
Teams Devices Admin 40
threat detection and response (TDR) 303
Threat Explorer 85, 86
portal 85
threats
mitigating 85
tracking 23
tutorials, Microsoft Defender
for Endpoint 108, 109

U

Universal Naming Convention
(UNC) paths 361

User Administrators 40

User and Entity Behavior
Analytics (UEBA) 302

User Subscription License
(USL) principle 17

W

web content filtering, Microsoft
Defender for Endpoint
creating 114-116
Windows 365 122
configuring, for Microsoft Defender
for Endpoint 122
security baseline, creating 145
Windows Enterprise 6
Windows Information Protection (WIP) 9

407






packtpub.com

Subscribe to our online digital library for full access to over 7,000 books and videos, as well as
industry leading tools to help you plan your personal development and advance your career. For more
information, please visit our website.

Why subscribe?

o Spend less time learning and more time coding with practical eBooks and Videos from over
4,000 industry professionals

o Improve your learning with Skill Plans built especially for you

o Geta free eBook or video every month

« Fully searchable for easy access to vital information

o Copy and paste, print, and bookmark content
Did you know that Packt offers eBook versions of every book published, with PDF and ePub files
available? You can upgrade to the eBook version at packtpub . com and as a print book customer, you

are entitled to a discount on the eBook copy. Get in touch with us at customercare@packtpub.
com for more details.

At www . packtpub. com, you can also read a collection of free technical articles, sign up for a range
of free newsletters, and receive exclusive discounts and offers on Packt books and eBooks.


http://packtpub.com
http://packtpub.com
mailto:http://customercare%40packtpub.com?subject=
mailto:http://customercare%40packtpub.com?subject=
http://www.packtpub.com

Other Books You May Enjoy

If you enjoyed this book, you may be interested in these other books by Packt:

Microsoft Intune
Cookbook

ANDREW TAYLOR

Microsoft Intune Cookbook

Andrew Taylor

ISBN: 978-1-80512-654-6

Set up your Intune tenant and associated platform connections
Create and deploy device policies to your organization’s devices
Find out how to package and deploy your applications

Explore different ways to monitor and report on your environment
Leverage PowerShell to automate your daily tasks

Understand the underlying workings of the Microsoft Graph platform and how it interacts
with Intune


https://packt.link/1805126547

Other Books You May Enjoy

Mastering

Microsoft 365 Defender

RU CAMPBELL | VIKTOR HEDBERG

Mastering Microsoft 365 Defender

Ru Campbell, Viktor Hedberg

ISBN: 978-1-80324-170-8

Understand the Threat Landscape for enterprises

Effectively implement end-point security

Manage identity and access management using Microsoft 365 defender
Protect the productivity suite with Microsoft Defender for Office 365

Hunting for threats using Microsoft 365 Defender

411


https://packt.link/1803241705

412

Packt is searching for authors like you

If you're interested in becoming an author for Packt, please visit authors . packtpub . comand
apply today. We have worked with thousands of developers and tech professionals, just like you, to
help them share their insight with the global tech community. You can make a general application,
apply for a specific hot topic that we are recruiting an author for, or submit your own idea.

Share Your Thoughts

Now you've finished Microsoft 365 Security and Compliance for Administrators, wed love to hear your
thoughts! If you purchased the book from Amazon, please click here to go straight to the Amazon review
page for this book and share your feedback or leave a review on the site that you purchased it from.

Your review is important to us and the tech community and will help us make sure we’re delivering
excellent quality content.


http://authors.packtpub.com
https://packt.link/r/1837638373
https://packt.link/r/1837638373

413

Download a free PDF copy of this book

Thanks for purchasing this book!

Do you like to read on the go but are unable to carry your print books everywhere?

Is your eBook purchase not compatible with the device of your choice?

Don't worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical
books directly into your application.

The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content
in your inbox daily

Follow these simple steps to get the benefits:

1. Scan the QR code or visit the link below

https://packt.link/free-ebook/9781837638376

2. Submit your proof of purchase

3. That’s it! We'll send your free PDF and other benefits to your email directly


https://packt.link/free-ebook/9781837638376

	Cover
	Title Page
	Copyright and Credits
	Contributors
	Table of Contents
	Preface
	Part 1:
Introduction to Microsoft 365
	Chapter 1: Getting Started with Microsoft 365 Security and Compliance
	Technical requirements
	Introduction to Microsoft 365 offers, plans, and licenses
	Microsoft 365 plans and components
	Microsoft 365 licensing

	Introduction to Microsoft 365 security
	Introduction to Microsoft 365 compliance
	Summary

	Chapter 2: The Role of Microsoft Entra ID in Microsoft 365 Security
	Technical requirements
	Microsoft Entra ID plans and features
	Microsoft Entra ID roles and groups
	Azure roles, or Azure RBAC roles
	Microsoft Entra ID roles
	Classic roles
	Microsoft 365 roles in Microsoft Entra ID
	Best practices for roles
	Microsoft 365 groups

	Microsoft Entra ID Protection
	Summary

	Part 2: 
Microsoft 365 Security
	Chapter 3: Microsoft Defender 
for Office 365
	Technical requirements
	Getting started with Microsoft Defender for Office 365
	Protecting assets with Microsoft Defender for Office 365
	Quarantine policy
	Anti-phishing
	Anti-spam
	Anti-malware
	Safe Attachment
	Safe Links
	Rules
	Attack simulation training

	Responding to alerts and mitigating threats
	Summary

	Chapter 4: Microsoft Defender 
for Endpoint
	Introducing Microsoft Defender for Endpoint
	Technical and license requirements
	Configuring Microsoft Defender for Endpoint
	Microsoft Defender Vulnerability Management dashboard
	Microsoft Defender for Endpoint Device inventory
	Windows devices
	Configuring advanced features in Microsoft Defender for Endpoint
	Security recommendations
	The Microsoft Defender for Endpoint configuration management dashboard
	Microsoft Defender for Endpoint Tutorials & simulations
	Microsoft Defender for Endpoint Co-management Authority
	Configuring a compliance policy for Windows devices
	Configuring a configuration profile for Windows devices
	Windows 365
	Enrollment device platform restrictions
	Enrollment device limit restrictions
	Configuring quality updates for Windows 10 and later in Intune
	How to create a profile for update policies for iOS/iPadOS in Intune
	How to create a profile for update policies for macOS in the Intune portal
	How to create app protection policies in the Microsoft Intune admin portal
	How to create app configuration policies
	How to create policies for Office apps in the Intune admin portal

	Endpoint Security
	Creating a profile for a security baseline for Windows 10 and later
	Creating a Microsoft Defender for Endpoint baseline
	Creating a Microsoft Edge baseline
	Creating a Windows 365 security baseline
	Managing and creating different policies under Endpoint Security
	Configuring an antivirus policy in the Intune portal
	Configuring disk encryption
	Configuring a firewall policy
	Setting up endpoint detection and response
	Configuring attack surface reduction
	Configuring account protection
	Configuring device compliance
	Configuring Conditional Access policies

	Summary

	Chapter 5: Getting Started with 
Microsoft Purview
	About Microsoft Purview
	How it works…
	Benefits

	Technical and license requirements
	Configuring Microsoft Purview
	Compliance Score

	Classifiers in Microsoft 365 Purview
	Configuring sensitive info types
	Configuring content explorer

	Content search
	Streamlining data discovery
	Enhancing data governance and compliance
	Independence and objectivity
	Regulatory oversight and accountability
	Risk mitigation and control
	A comprehensive compliance oversight
	Collaboration and cross-functional alignment

	Data loss prevention
	Endpoint DLP settings

	Summary

	Chapter 6: Microsoft Defender for 
Cloud Apps
	Introducing Microsoft Defender for Cloud Apps
	Discovering shadow IT with Microsoft Defender for Cloud Apps
	Discovering and managing shadow IT in Microsoft Defender for Cloud Apps

	Technical and license requirements
	Configuring Microsoft Defender for Cloud Apps
	Managing OAuth applications with Microsoft Defender for Cloud Apps
	Managing files in Microsoft Defender for Cloud Apps
	Managing the activity log in Microsoft Defender for Cloud Apps
	Governance log
	Microsoft Defender for Cloud Apps policies
	Summary

	Chapter 7: Microsoft Defender Vulnerability Management
	Getting started with Microsoft Defender Vulnerability Management
	Microsoft Defender Vulnerability Management licensing and technical requirements
	Key features and capabilities
	Benefits of using the Vulnerability Management dashboard
	Permissions

	Recommendations and remediation
	Security recommendations
	Remediation tasks in Microsoft Intune
	Remediation

	Inventories and weaknesses
	Inventories
	Weaknesses

	Summary

	Chapter 8: Microsoft Defender for Identity
	Introducing Microsoft Defender for Identity
	Technical and license requirements
	Configuring Microsoft Defender for Identity
	Configuring sensors for Microsoft Defender for Identity
	Entity tags
	Working with detection rules
	Configuring Microsoft Defender for Identity and Microsoft Sentinel

	Summary

	Part 3: 
Microsoft 365 Governance
 and Compliance
	Chapter 9: Microsoft Purview Insider 
Risk Management
	Technical requirements
	Insider Risk Management
	Initial setup
	Resolving insider risk cases

	Information barriers and access management
	Microsoft Purview IB requirements

	Communication Compliance
	Summary
	Further readings

	Chapter 10: Microsoft Purview 
Information Protection
	About Microsoft Purview Information Protection
	Data classification

	Configuring Information Protection
	Information Protection
	Publishing label policies
	Information Protection scanner
	Installing the Microsoft Purview Information Protection scanner

	Summary

	Chapter 11: Understanding the Lifecycle of Auditing and Records
	Getting started with the lifecycle of auditing and records
	The lifecycle of audits and records in Microsoft 365
	Microsoft Purview Records Management

	Microsoft data lifecycle management
	Creating retention policies
	Creating and publishing labels

	Records management
	eDiscovery and data holds
	Configuring eDiscovery Standard and Premium
	Creating and configuring eDiscovery premium cases

	Auditing and alerts
	Summary

	Index
	Other Books You May Enjoy

