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[lpeancnosue

Bel He mpeicTaBiisieTe, HACKOIBKO 37I0POBO, YTO BbI CEYaC YUTaeTe 3Ty KHUTY.

B 1998 roay s ObLI MOAAIONIMM HAIEKIbl XaKePOM, a TaKKe OJHUM U3 COOCHOBATE-
Jieit IpohecCuoHaNIbHON KOMaH/bl «GeIbIX > (XaKepoB, He HapyIIAIONIIX 3aKOH ).
Mol ObLIN AE€THMU, ITOJTYYUBIIUME paboTy MeuThl. HaM IaTuan 3a MpOHUKHOBEHMUSI
B caMble 3alUIIeHHbIe KOMITbIOTEPHbIE CUCTEMbI, CETU U 3IaHUST MUPA.

3By4YnUT BECbMa 3aMAaHYMBO, HO Ha CaMOM JieJie OOJIbLIYIO YACTh BPEMEHH MbI IIPOBO-
JINJTY, HABKCAsl HAJl KIIABUATYPOIi, BOOPYKUBIIUCH ITU(DPOBBIMU HHCTPYMEHTAMU HAIIIETO
pemecia. B Hamewm pacnopsikenun Oblia yooras KOJLIEKIMS IPOIPaMM, CO3/IaHHbIX,
4TOOBI HAXOAUTH CETH U OGHAPYKUBATH I1€JIM, 3aTEM CKAaHUPOBATH UX, 9KCILIyaTHPOBATh
Y MEHSITD UX 33/I1a9¥ B HAITUX WHTepecax. B HEKOTOPBIX carydastx OJIMH U3 HaC (3a4acTyio
JlxxuM Yammenr) MOT HalucaTh CeuaabHy 0 YTHIUTY /IS TPSI3HBIX JICJTUIIEK THUTIA
CKaHMPOBaHUS ceTel kiaacca A (To, 4ero B TO BpeMsI He MOTJIO ¢/ielaTh HA OJTHO JIPyTroe
CPEJICTBO), HO Yallle MbI HCITOIH30BAJIH MJIN MOIUMDUTINPOBATIN MHCTPYMEHTBI, CO3/JaHHbIE
XaKepCKuM coodiecTsoM. B Te 1Hu, Korza ee He cyiiectBoBaio Google, Mbl yacTo 1mo-
cemasu BugTraq, AstalaVista, Packet Storm, w00w00, SecurityFocus, X-Force u mpo-
Yi1e Pecypehl 11l IPOBEAEHMs UCCIEA0BAHUI U TOCTPOEHNSI COOCTBEHHOIO apCeHaa.

[Tockosbky Ha Ka)k/l0€e 3a/laHKe OTBOJUIOCH OTPAHMYEHHOE BPEMsI, HAM TIPUXOJIH-
Jioch pabotaTh OBICTPO. DTO 3HAYKIIO, YTO MbI HE MOLJIN J0JI'O BO3UTHC C YTUIUTAMHU.
A 3HAYUT, MBI BBIHY’K/IEHbI ObLIM MU3YYUTh OCHOBHBIE MHCTPYMEHTHI BOJIb U TIOIEPEK,
a BCTIOMOTaTe IbHbIE HAa BCAKUM CTydal ieps;KaThb o pyKoil. V1 Haim mHCTpyMeHTapuii Ham
CTIEZIOBAJIO COZIEPKATD B TOJTHOM MOPSIIKE, IOKYMEHTUPOBAHHBIM 1 TPOTECTUPOBAHHBIM,
4T0OBI BO BpeMs1 PabOThI UMETh KaK MOKHO MEHBbIIIE CIOPIPU30B. B KoHeunoM cuere, ecim
MIPOHUKHYTD HE y/IaBAJIOCh, MBI TEPSIJTH JIUTIO TIEePE/] KINEHTAaMK U HAIIA PEKOMEH/IAITUT
BOCIIPUHUMAJHICH MEHee CEPhEe3HO.

W3-3a aTOTO 9 TpaTHII HEMATIO BPEMEHN HA KATAJOTU3AINIO HHCTPYMEHTOB. Takum
00pazoM, KaK TOJIbKO BBIXOAMUIU HOBBIE IIPOrPAMMbI WJIM IIOSIBJISIMNCH OOHOBJIEHUSI
JULsL yoKe JOCTYIIHBIX, HAauMHAIACh MOSI PYTUHHAS AeITeNbHOCTh. 51 00s13aH ObLI BbI-
SICHUTD, OyIeT JIM HHCTPYMEHT (QYHKIMOHKPOBATh Ha IaTdopMe aTaky (4acTh U3 HIUX
He paboTaja) U 3acIyKUBAeT JIU OH BHUMAHUS BOOOILE (HEKOTOPBIE TOIO HE CTOMIIN).
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Mue npuxoauIoch OOHOBIATH KasKABINA ClIeHAPUI, 3aBUCALINI OT 9TOTO HHCTPYMEHTA,
JOKYMEHTHPOBATH €r0 U TECTUPOBATH, BKJII0UAs TIEPEHOC JTIOOBIX M3MEHEH T, BHECEHHBIX
B IIPE/BIYINX BEPCUSIX.

3areM s peOPraHM30BbIBAJ BCe MHCTPYMEHTHI M TIOMEMIAT UX B Pa3JinIHbIe KaTa-
JIOTY COTJIACHO WX MpefHasHaueHu 0. S 1o/ukeH Obll MIcaTh ClIeHAPUI-000T0UKHI JJIsSk
OTpe/ieJIeHHBIX NHCTPYMEHTOB, OOBEINHATD YaCTh U3 HUX U TIOMEIIATh BCE 3TO Ha OT-
JETTBHBIT KOMITAKT-IUCK, KOTOPBIA MBI MOTJIH GBI HCTIOIH30BATH B YSI3BUMBIX 00JIACTSIX,
KOIJIa KJIMEHTBI He T03BOJISATIM HaM IPUMEHSTD MAIlIMHbI ATAKU WM U3BJIEKATh HOCUTETN
JIAHHBIX 13 CBOUX JaO0PATOPHIi.

ITOT MpoIiece OB MHOTOCTPAIATBHBIM, HO HEOOXOIMMBIM. M bl 3HAJIH, UTO Y HAC UME-
JIACh BO3MOKHOCTD IPOHUKHYTH B JIIOOYIO CETh: IOCTATOYHO OBIIIO TOJIBKO HA/IIEKAITNM
006pa3oM MPUMEHUTD HAIIY HABBIKH ¥ OIIBIT, OCTABATHCSI OPTAHU30BAHHBIME 1 PaOOTAThH
s dexTrBHO. V1 XOTS JKeTaHre 0CTaBaThCsT HEMOOEK IEHHBIMU HAC OYeHb MOTHBUPOBAJIO,
BCE JKe PeUb 1A O MPEOCTABICHUN YCIIYT KIUEHTaM, KOTOPbIE HYiOaiuch B HUX JIJIST
[IPOHUKHOBEHUSI B PA3JINUHBIE CETH TAaKUM 00Pa3oM, 4TOOBI OHU MOTJIM 3aITOJTHUTH TPO-
GeJIbl U TIEPEBECTH JICHBIHM HA KDUTUIECKH Ba)KHBIE, HO JIOJIZKHBIM 06Pa3soM HEOI[EHEHHBIE
[IPOrpaMMbl, CBSI3aHHbIE ¢ HH(MOPMAI[MOHHOI 6E30MACHOCTHIO.

Ha to, 94T06BI OTTOYNTH HAIIN HABBIKK U MPUOOGpPECTH GECIEHHBIN ONbIT, OBLIN
MOTPAYEHBI TOJBI, HO MBI He TOOUINCH OBI 9TOTO yerexa 6e3 T0KHON OpTraHu3aIii
1 5 berTUBHOCTH. MBI O/IHO3HAYHO OTEPIIETN OBl HEYyauy, He OKaKUCh HEOOXONMbIE
WHCTPYMEHTBI B HY>KHBIII MOMEHT T10/] PyKOH.

NMenHO 1109TOMY 4 TPAaTHUJ MHOTO BPEMEHU Ha MTPOBE/ICHUE PA3IMYHOTO POJa HC-
CJIeJOBAHUH, IPOBEPKY U KaTAJIOTU3aIUI0 UHCTPYMEHTOB, U Ha opore XXI Beka Bce
HepevrcaeHHOE OUeHb OBICTPO CTAJIO HETIPOCTON PaboTOl ¢ moJHOI 3austTocThio. C pac-
npoctpaHenneM HTepHeTa pasHooOpasue aTak Mo BCeMY MUPY 3HAYUTENHHO YBEJIH-
YUJIOCh U, COOTBETCTBEHHO, KOJMYECTBO MHCTPYMEHTOB JIJIs TTPOBE/IEHNUS aTaK BO3POCIO
HKCIIOHEHIINAIBHO, KaK W KOJMUYECTBO YCUJIHIA, HeOOXOAUMBIX JIJIsT UX MOIEP/KAHS.

Hauwnas ¢ 2004 roga HTEpHET CTAJ CTPEMUTENBLHO PAa3BUBATHCST HE TOJHKO KaK
6asa J1JIsT MHOTUX BapUAHTOB BejleHUs OM3Heca, HO U KaK MPOTPECCUBHASI COIMATbHAS
matgopma. KoMibioTepsl cTaiy JOCTYIHBIMY, IIOBCEMECTHBIMU U IIPOCTBIMU B UC-
mosTb30BaHuN. TeXHOMOTHS XpaHeH st GblTa paciiipena oT MerabaiiToB 10 THrabaiiToB.
Ethernet BbIpoC ¢ cOTEH KMIOGHUT JI0 IECATKOB METaGUT B CEKYH/LY, & HHTEPHET-COE/IHHE-
HUsE CTaJTi GBICTPEE U JIEIIEBIIE, 4eM KOTIa-no peskie. DIEKTPOHHAsS KOMMEPIUs Oblia
Ha [1o/IbeMe, TIOSIBUJIMCh TaKue collnanbHbie cet, Kak Facebook (2004) u Twitter (2006),
a Google (1998) Bo3aMy:kasl HACTOJNBKO, YTO JOOOH (B TOM YKCIIE U TIPECTYITHUK) MOT
HaiiTu B MIHTepHeTe 4To yroHo.

[TpoBeeHme MCCAETOBAHNI CTANO KPUTHIECKU HEOOXOAUMBIM JE€UCTBHEM JIJIsT
KOMaHI, TOJIOOHBIX HAIIEH, TIOCKOJIbKY HaM ITPUXOANUIIOCH /TH B HOTY C HOBBIMU BHIAMU
aTak 1 HabopaMu MHCTPYMEHTOB. MbI MeJIH 1eJ10 ¢ GOJIBIITIM KOJTMYECTBOM KOMIThIOTED-
HBIX TIPECTYTIJICHWI, 1 KPUMHHATHCTHUECKas paboTa TpeboBasa, UTo6b MbI IEHCTBOBAIN
OCTOPO’KHO, HE TOBPEANB TOTEHIIHAIbHBIE Yauku. KoHtemnust [ive CD 103BoJIsIIa HaM
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MIPOBECTH TIOJTHOIEHHY0 9KCIIEPTH3Y Ha MOJBEPTIIIEMCSI aTaKe KOMITbIoTepe Oe3 yiepba
TSI YITUK.

Teneps Haieit MaJeHbKON KOMaH/Ie IIPUXOAMIIOCH YIIPABJIATBCA C HHCTPYMEHTaM1
aTaky, KPUMUHAIUCTUYCCKUMHU YTUJIUTAMU U paciipefieJieHueM ITPOrpaMM ys3BUMBIX
30H. MBI JI0OJUKHBL OBLIM HE OTCTABATD OT BCEX TOCJEHUX METOJIOB MPOBEEHUST aTaK
U B3JIOMOB; U HaM TIPUXOJIMJIOCH J€JaTh TO, 3a YTO HaM, COOCTBEHHO TOBOPSI, U MJIATH-
JIV, — TIPOBOJIUTH TECTHI HA TPOHUKHOBEHHUE, KOTOPBIE TIOJB30BATICH GOJIBITIM CITPOCOM.
Bce BBIXOMIO M3-110/1 KOHTPOJISA, M BCKOPE MbI ITIPOBOJIMJIN YK€ MEHbBIIIe BpEMEHU He-
MOCPEACTBEHHO B 6OIO 1 TOPasio HOJIbIIe — 32 MCCASTOBAHUAMHU, OTTAUNBAHUEM HATITHX
WHCTPYMEHTOB W JIETATbHBIM TIIIAHUPOBAHTEM.

Mb1 6bl1n He onHu B 910l 60pbbe. B 2004 rony Matu MyTc AXapoHu, XaKkep U crie-
muanuct 1o 6esonacuoctu, Boimyctia WHoppiX (White Hat Knoppix), live CD s
Linux, koTopsbiii HazBan «Oxonyarenbhas Bepeust live CD s TecTrpoBanus Ha 1Ipo-
HUKHOBEHUE» . DTOT MHCTPYMEHT COJIePsKall «Bce aKcIuionTsl us SecurityFocus, Packet
Storm u k-otik, Metasploit Framework 2.2 u ap.».

A nmomuro, kak ckauuan WHoppiX u gyman, HaCKOJIbKO 3TO 3aMeyaresibHasd Bellb.
S cxauas apyrue o6passl live CD u gymaii, 4to eciim Koraa-aubo nomauy B HeKyIo repe-
JPSATY, 9TH JMCKU CMOTYT PeajibHO CIAcTh MO0 TKYpy. TeM He MeHee s He 0c000 pac-
cuntbiBaa Ha WHoppiX wim jo6ble ApyTre AUCKU B peasibHOI pabote. 51 He moBeps
HU OTHOMY M3 HUX, BBITIOTHSS CBOU OCHOBHBIC 33/1a4; HU OJMH U3 HUX HE MOJXO/INJI
ISt MOETO pabouero MpoIecca; BCe OHU He OBLIN MOJHBIMY YCTAHABIMBAEMBIMU JIHC-
TpUOYTHBAMU ¥ B MOMEHT UX CKAUMBAHUS YiKe SIBJISLTACH yeTapeBinnmu. Vcmob3osa-
HIFE YCTapeBITNX HAOOPOB MHCTPYMEHTOB B HAIIEH chepe eI TebHOCTH PAaBHOCHIBHO
MOIIEJTYI0 CMEPTH.

51 pocto moGaBuI 3TH 0OPA3bl KOMIIAKT-AMCKOB, HECMOTPST HA UX OTHOCUTEIHHO
GOJIBIIIIE PasMePbI, B HAIIT apCEHA U IPOAOJIKILIT GOJIE3HEHHBIH TTPOIIECC MOIEPIKAHIIS
HAIIEro «PeajbHOr0» HHCTPYMEHTAPUSL.

OnHako HECMOTPST Ha MOe JIMYHOE MHEHHME B TOT MOMEHT U, BO3MOXKHO, HECMOTPS
Ha oxxunanusg Mytca, WHoppiX 1 ero «TTOTOMKU» TTPOU3BENN CCHCMUYECKUHN TOTIOK
B sku3HU MyTca, Haleil cdepe IesITebHOCTI U HALIEM COOOIIECTBE.

B 2005-m WHoppiX asosononuposai 8 WHAX ¢ pacmnpeHHbIM 1 0OHOBJIEH-
HBIM HaOOPOM UHCTPYMEHTOB, OCHOBaHHBIM Ha <6osee momyabHoM live CD SLAX
(Slackware)». MyTc 1 pacTyias KOMaH/[a BOJOHTEPOB U3 COOOIIECTBA XaKePOB,
Ka3aJI0Ch, MOHUMAJIA: HE3AaBUCUMO OT UX YPOBHS MPOHUIIATEIHHOCTH, OHU HUKOT/IA
HEe MOTJIY TIPE/IBU/IETh BECh POCT U ITOCTOSHHYIO M3MEHYMBOCTD Halllell cdepsl ged-
TEJLHOCTH U TO, YTO TIOJIH30BATEM UX KOMITAKT-AUCKOB OYAYT UMETh abCOTIOTHO
pasmbie moTpebHOCTH B 3TOH 06macTu. IIpeacTaBisaoch OueBUAHBIM, 4T0 MyTC 11 €ro
Komanza paktudecku ucnobzosanun WHAX B peanbHoii paboTe 1 ObLiIK 3auHTEDE-
COBaHbBI B TOM, YTOOBI OH (DYHKIIHOHUPOBAJ HOJLKHBIM 06pa3oM. TO MEHST OYeHb
BOOJLYIIIEBJISTIO.

B mae 2006 roga Mytc u Makc Mosep o6beautnnu Auditor Security Linux u WHAX
B oauH auctpubyTus mmox HassanueM BackTrack. Bee eme ocHosbiBasich Ha SLAX,
BackTrack npogoskan pacru, Bkiarodas B cebst GoJiblie yTuauT u (ppeiiMBOPKOB, pac-
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[IUPEHHYIO SI3BIKOBYIO TIOJIEPIKKY, MIMPOKYI0 OECTIPOBOJHYIO MOIIEPKKY, CTPYKTYPY
MEHI0, 00CTYKUBAOIILY 10 KaK HAUMHAIOIINX, TaK U TPOMECCHOHATBHBIX TT0Ib30BaTe e,
u cuibHO MouduimpoBanHoe aapo. BackTrack cram Bexymum auctpubyTuBoM B 06-
sacTu 6e30MaCHOCTH, HO MHOTHE, KaK 1, BCE €Il TIPUMEHSIIN €T0 B KauecTBe Pe3ePBHOIL
KOITUU JIJIT CBOUX «PEATTbHBIX HHCTPYMEHTOBY.

K nmauamy 2009 roma Myrc u ero koMaHaa 3HaunTeabHO pactummpuii BackTrack
1o Bepcun 4. Bynyun nocrosuHoil paboroii s Myrtca, BackTrack Gosbiire He Gbin
mpocro live CD, a siBistin co6oii monHonenusiii auctpubytus Ubuntu, ncmonssyrommit
penosutopun nporpammuoro obecreuerus (I10) Ubuntu. /lannoe nuamenenne 03Ha4aso
cepbesnyo aBosonuio: BackTrack 4 mven mexanuam obHoBeHMst. TTo croBaM caMoro
Myrtca: «IIpu cunxponusanuu ¢ pernozutopusimu BackTrack Bor 6yzere peryasipro
HoJIy4aTh OGHOBJIEHUS CPEICTB GE30MACHOCTH BCKOPE MOCJIE UX BBITYCKa».

Ito 6611 meperoMublii Moment. Komanga BackTrack nacrponnacs na Ty 60pn0y,
KOTOPYIO BEJIU BCE CIIETTMAJIACTBI TI0 TECTUPOBAHWIO Ha TPOHUKHOBEHWE, KPUMUHATTUCTH -
YecKue aHATMTHKY U TTPOYHeE CIEIMaIuCThI, paboTaionie B Harmelt cdepe. VX yenmmst
COKOHOMMUJIM HAM MHOTO BPEMEHHU U MIPEJOCTABUIN TBEPIYIO U YBEPEHHYIO OCHOBY, 10-
3BOJISISI HAM BO3BPAIATHCS B 00#T U TIPOBOANTH OOJIBINE BpEMEHU HaJl PEIIEHUEM BasKHBIX
(u 3a6aBHBIX) 3a71a4. B pesysbTate cOOOIIECTBO OTPEarnpoBaIo aKTUBHOI IUCKYCCueit
Ha hopyMax 1 B « BUKi»; MHOTHE MOAKIIOYNINCH K KoMaHjie pa3paborunkos. BackTrack
GBI TIOMCTUHE OOIECTBEHHBIM JIeTUIIIeM ¢ MyTcoM BO TiaBe.

BackTrack 4 nakomnerr cTaj IIpoOMBIIILIEHHO MOIIHOMN 11aT(hOPMOIL, 1 Mbl ¢ KOJLIETaMU
CMOTJIH B3JJOXHYTh ¢ obsierdeHrueM. Mbl TIpeKpacHO 0CO3HABaJIH BCIO «00JIh U CTpajia-
HUE», KOTOPOE UCIBITBIBAT MYTC 1 €0 KOMaH/Ia, TTOCKOJIbKY BCE MBI OBLIHM Ha X MECTE.
B pesyabraTe MHOTHE U3 HAC HavaJu UCToab30BaTh BackTrack B kauecTse 6azoBoit
OCHOBBI JIJIsI HAIIIEN JeATeNbHOCTHU. JIa, MBI TO-TIPEsKHEMY PabOTaIN ¢ HHCTPYMEHTAMI,
mucaa cOOCTBEHHBIN KO U pa3pabdaThiBajIv JIMUHbBIE TPUEMbI U PAa3JUYHBIC TEXHUK;
MBI TIPOJIOJIKATN UCCJIEIOBATh W 9KCIIEPIMEHTHUPOBATh, HO HE TPATUJIN BCE BPEMs HA
c60p, 06HOBIIEHNUE, TIPOBEPKY U OPTAHUZAIUIO YTUJIUT.

B 2010 roxy BackTrack 4 R1 u R2 cranu ouepeiHbIMU M3MEHEHUSIMU, TIPUBE/ITUMU
K BoccTaHoBJeHuo ¢ Hysst BackTrack 5 8 2011 roxy. ITpogosikast OCHOBBIBATHCS Ha
Ubuntu 1 Habupast 060poTHI ¢ KaxkIbIM HOBBIM BbilTyckoM, Back Track cras MmaccuBHbIM
ITPOEKTOM, KOTOPBIi TeMepb yske TPeOOBA He TOIBKO OTPOMHBIX YCUJIUH CO CTOPOHBI BO-
JIOHTEPOB U COOOIIIECTBA, HO U cephe3Horo (huHancuposanust. Myrc samycrin Offensive
Security (8 2006 romy) He TOJBKO IS TIPEIOCTABIEHUS TPEHUHTa MIPOBOTO KJiacca
U YCIIYT TeCTUPOBAHYSI Ha TPOHUKHOBEHWE, HO U JIJISI TOTO, YTOOBI 06ECTIeUNTh MEXaHU3M
paspaborku BackTrack u ybeautnest B Tom, uto BackTrack mo-npesknemy ocranercst
C OTKPBITHIM MCXOHBIM KOJOM ¥ OECILTATHBIM B HCIIOJB30BAHIH.

BackTrack mpomoskan passuBathest u yayumarbest 1o 2012 roga (¢ R1, R2 u R3),
nozzepskuBast gapo Ubuntu 1 MOMONHASCH COTHSIMH HOBBIX HHCTPYMEHTOB, BKITIOUAST
cpescTBa (PU3NUECKOro U armapaTHoro obecriedenst, noaaepxky VMware, Gecunciien-
Hble GECITPOBOIHBIE U AMIAPATHBIE JAPAWBEPDI I MHOKECTBO YJIYUIIEHH CTaOMILHOCTH
u ucnpasseHus omubok. OxHako mocse Boimycka R3 paspaborka BackTrack mpomos-
JKUJTA PA3BUBATHCS KAK-TO MOJJ03PUTENBHO CITOKOIHO.
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Cpasy ke MosIBUJIOCh HECKOIBKO OCHOBHBIX MPE/IIONI0KEHNUN OTHOCUTELHO TOTO, YTO
JKe TIPOUCXOANT Ha camoM jese. Hexoropsie cuntas, Oyaro BackTrack 3a orpomuyio
CYMMY «IIPOJIAJT IYTITY» HEKOeMY 3T06HOMY KopTiopaTuBHOMY moBeutesio. Co BpeMeHeM
Offensive Security npeBpaTiiach B OJIHY 13 CAMBIX YBAKAEMbIX 00yJaIONINX KOMIIAHUT,
a TaKKe cTaja JUAEPOM HOBATOPCKUX MbICJIEH B Haleil cdepe, M Koe-KTO CyTaumn,
4TO TOAOOHBII YCIIeX TOTIOTHII U OTTECHUIT Ha BTOPOU TIJIaH BEAYIINX Pa3pabOTUMKOB
BackTrack. Ograko HuuTO He MOTJIO GBITH HACTOJIBKO JATEKIM OT MTPAB/IBL.

B 2013 roxy 6bina Beimyiiena sepeus Kali Linux 1.0. M3 npuMmedanuii K BBILYCKY:
«UYepes rox 6esmonsnoro passutusa Offensive Security ¢ TOpAOCTBIO OOBSBIIAET O BbI-
mycke u obreit gocrymHocTr B cetrt Kali Linux — caMoro mepeioBoro, HaJie;KHOTO ¥ CTa-
GUITLHOTO IUCTPUOYTHBA TSI TIPOBEIECHUST TECTOB Ha TPOHUKHOBEHHE Ha CETOHSATITH I
nenb. Kali — 6oee spenas, 6esomacuas 1 rorosast Kk pabore Bepcus Back Track».

Kali Linux ue 6611 npoctbim pebpenaumarom BackTrack. Britouast B cebst Goliee
600 OTHOCTHIO TIepeyTaKOBAHHBIX HHCTPYMEHTOB, OH SIBJISIII COOOH IIPOCTO TIOTPSICATO-
it Habop yTUIIUT, HO 910 enle He Bee. Kali 6b11 cosnan ¢ Hyist Ha ocHoe Debian. st He-
OCBEIOMJIEHHBIX JIAHHBIN (hakT MOJKET MOKA3aThCst HE OYeHb OOJBITIM JOCTHKEHUEM.
Birarogapst orpoMHBIM YCUJIUSM 110 HIepeyaKkoBKe HHCTPYMEHTOB 11osib3oBaTesan Kali
MOTJTH 3arPy3UTh UCXOHBIN KO IS KJKZOTO OTJETBHOTO CPE/ICTBA; OHU MOTJIM MO/ -
(UTIMPOBaTH U TIEPECTPANBATD €TO MO MePe HEOOXOMUMOCTH BCETO JIUIITL HECKOTbKUMHI
HAKATUSIMU KJIABUIL. B oT/iMyme OT APYrUX OCHOBHBIX COBPEMEHHBIX OTIEPAIOHHBIX
cucrem, Kali Linux curxponusuposasics ¢ penosutopusivu Debian uetsipe pasa B setn,
a 9TO 3HAUUJIO CJIECAYIONIEE: TOJIb30BATEIN MOTJIH MTOJYIUTh aKTYaIbHbIe OOHOBICHISI
MaKeTOB W HeOOXOMUMBIE UCTIpaBIeHus Ge30macHocTr. PazpaboTunk mpuiarasm
OTPOMHBIE YCUJIHS IS CO3/[AHMS HOBBIX TIAKETOB W MOIEPIKKN H0oJIee CBEKUX BEPCHil
UHCTPYMEHTOB TaKUM 00pa3oM, 4T0ObI MOJIb30BATETN BCETIa UMEJTH JOCTYTI K JIIOOBIM
obuoBseHusiM. Biraromapst Debian-koprsm Kali mosmbaoBaTesi MOTJIH 3arpysKaTh IHC-
TpubyTHB mn ISO-06pas HEMOCPEACTBEHHO U3 PETTO3UTOPUEB, UTO MPETOCTABIIO HOBBIE
BO3MOYKHOCTH JIJISI TIOJTHOCTBIO HacTpoeHHbIX Kali-ycTaHoBOK M MacCUBHBIX pasBep-
THIBAHUH MIPEIIPUATHIL, KOTOPBIE MOKHO OBLIO GBI IOTIOJHUTEHBHO aBTOMATH3NPOBATh
U HACTPOUTH C TIOMOTIBIO (haiiyioB-ipeceToB. U B 3aBepiieHe HACTPAUBAEMOTO TPHO
nospzoBatesn Kali Mot maMeHsITh cpey pabodero cTosia, MeHIo, 3HAUKH U Jlaske 3a-
MeHATh cpenbl oKoH. [1Iupokoe pazsutue ARM co3nano npeanochuIKy 1J1s1 yCTaHOBKU
Kali Linux Ha 60J1b1110#i CHIEKT] allnapaTHbIX IIaT(OPM, BKIIOUAsA TOUKK JOCTYIIA, OHO-
mIaTHBIE KOMIbloTeps! (Harmpumep, Raspberry Pi, ODROID, BeagleBone u CubieBoard)
u kommnbioTepbl Chromebook na 6ase ARM. U nocientee, Ho He 110 BakHocTu: Kali
Linux mojziepkuBaeT raBHble MaJeHbKHe 1 G60JbIne OGHOBIEHUS, a 9TO 3HAYUT, YTO
npusep:xennaMm Kali HuKor1a He MPUAETCS TEPEyCTaAHABINUBATD YK€ HACTPOCHHbIE
noJb3oBarebekue yeraHoku Kali Linux.

Co0011ecTBO 06PATIIO BHUMAHMKE, UTO B T1epBbie 1aTh AHeil 90 000 uesoBek 3arpy-
s Kali 1.0.

I10 6b110 TONBKO Havano. B 2015 roay 66wt Beimymien Kali 2.0, 3a koTopbim cireayior
KaseHaapubie pennsbl B 2016 roxy. Brpatie: «Ecau Kali 1.0 611 oprieHTHpPOBaH Ha
cosganue mpouHoil nHgpacTpykTypsl, To Kali 2.0 B 0CHOBHOM COCPENIOTOUYEH Ha TOM,
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4TOOBI PEOPTAaHU30BBIBATD OIIBIT MMOJH30BATES U MOIEPKUBATE OOHOBJICHHBIE TTAKETHI
U PEMTO3UTOPUN MHCTPYMEHTOB.

Cospemennas Bepcus Kali Linux asisiercsa iuHaMuyecKuM AUCTPUOYTHBOM, 4TO
caMo 110 cebe 3HaMeHyeT KOHel[ IUCKPETHBIX Bepcuil. Ternephb moib30BaTe M MOCTOSHHO
OOHOBJISIIOTCSI U [TOJIyYat0T OOHOBJIEHUSI U UCIIPABJIEHUS TI0 MEPE MOSIBJIEHUST TIOCJIE]-
Hux. OCHOBHBIE HHCTPYMEHTHI OOHOBJISIIOTCS Uatie 6jarogaps 6ojiee HOBOI Bepcuu
CHCTEMBI SIPJTBIKOB, TAKKE OB PEATM30BAHbI PEBOJIOIHOHHbIE YIIYUIIEHUS TOCTYII-
HOCTHU JI7ist CIAaGOBUSIIX UJIH TIOMHOCTBIO CJETIBIX JToieit, a siapa Linux 06HOBIEHbI
U WCTIPABJIEHBI B TEJISX MTPOIOJIKEHUST TOAMEPKKN OecipoBoAHON nHbekimu 802.11.
Software Deffined Radio (SDR) u Near-Field Communication (NFC) gobasaser
MOJAEPKKY /I HOBBIX oOsiacTeil TectupoBanus 6esonactoctu. baarogaps Linux LV
n LUKS fgocTymnubl 0TMOMHUTENbHBIE BO3MOKHOCTH YCTAHOBKH 3aIMU(MPOBAHHBIX
nuckoB Linux, a Takske gobasiensl oy USB-ycTol4nBOCTH, T03BOJISIONINE TOALEP-
JKUBATh U3MEHEHWS MLy Tiepesarpyskamu, st yeranosku Kali ¢ USB-nakonwresist
HE3aBUCHUMO OT TOTO, 3aniudpoBan oH win HeT. U HakoHerr, mocieanne sepcun Kali
OoTKpBLIN ABepb st NetHunter — omnepainnoHHoil cucteMbl MUPOBOTO KJjacca ¢ OT-
KPBITBIM MCXO/HBIM KOZOM, paboTaroiieil Ha MOOMJIBHBIX ycTpoiicTBax Ha Oase Kali
Linux u Android.

Juctpubytis Kali Linux aBosonnoHrpoBast He mpocTto B 1atdopMy 1Jist Ipodeccuo-
HaJIOB MH(MOPMAIMOHHOI 6€30MaCHOCTH, a B TIOJHOTIEHHBIH, 6€30MaCHbIii, OllepaTUBHBIIT
U CO3PEBIIHIT IUCTPUOYTUB MUPOBOTO KJIacca.

Ha nmporszkennn gecsitur et MyTe 1 ero KoMaH/[a BMecTe ¢ GeCUrCIeHHBIM MHOKE-
CTBOM BOJIOHTEPOB U3 XAaKEPCKOTO COOBIIECTBA 3aHMMAICH OTITHMI3AIIHEN U OpraHu3a-
1ueit Hareit paboyeii cpeibl, TakuM 06pazoM 0CcBOOO/IMB HAC OT MOHOTOHHBIX OTIEPAITHii,
[IPEIOCTABUB OE30TIACHBII U HaleKHBIN (DYHIAMEHT, TO3BOJINB CKOHIIEHTPUPOBATHCS HA
MPOJBYKEHUN Hatiel cepbl AesITeTbHOCTH K (DUHATBHON Tien — obecrieueHuo 6es-
OTIACHOCTH HAIIeTo UM POBOTO MIPA.

OueHb MHTEPECHO, HO HEYIMBUTENBHO, 4To BOKPYT Kali Linux o6pasosaioch morpsi-
caioriee coobrmectBo. Kaxkpiit Mecsiit o 300 10 400 ThICST HOBBIX MOTB30BATEEN CKAYN-
Bator Bepcuto Kali. Mbr cobupaemcs va Kali-opymax copoKaThICSTIHBIM COOBIIECTBOM,
a 300—400 u3 Hac MOKHO opHOBpeMeHHo HaiiTn Ha IRC-kanane Kali. Mbr Betpeuaemcst
Ha koHdepernuax u noceniaeM Kali Dojos, uto6bl y3HaTh y caMux pa3paboOTUHKOB, KakK
syarire mpumensTs Kali.

Kali Linux uameHnr Mup nHGOPMAIHOHHOM 6e30MMaCHOCTH K JTydiieMy, i MyTc co
CBOEH KOMAHION CIIACTH KaXKI0TO U3 HAC OT OECYNCIEHHBIX YaCOB PAOOTHI I pa304apoBa-
HYSI, YTO MO3BOJIMIIO HAM TPATUTH GOJIBIIIE BPEMEHH 1 OHEPTUY Ha COBMECTHOE PA3BUTHE
Harreii chepsl eI TeTHHOCTH.

OjiHaKO HECMOTPST Ha YANBUTEIbHOE IPU3HAHHIE, OIEPIKKY U IOy ISIPHOCTD, k Kali
HUKOT/Ia He IPUJIaTasoch ouInasbHOe PyKOBOACTBO. Tenepb cuTyarus n3aMeHUIach.
51 ouenp pag, 9To BMecTe ¢ KoMaHoi paspaborunkos Kali (Matu Axaponu, Padasiem
Xepiorom, /leBonom Kupncom u /[xkumom O’TopMaroM) MOTY MPEJIOKUTH BaM 9TO
PYKOBOJICTBO — BO3MOJKHO, [IEPBOE M3/IaHKEe B MIPEACTOIIEH cepun myOauKalni, mo-
csiiennbix Kali Linux. B gaHHOM KHUTE MBI COCPEIOTOUNMCSI Ha CAMOM JUCTPUOYTUBE
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Kali Linux, KOTOpbIii MOMOKET BaM OHATh U MAKCUMAJIbHO YIIPOCTUTD UCIIOJIb30BaHUE
Kali ¢ nyss. Tem He MenHee 1moka Mbl He Gy/1eM YriaybJsiThbCst B apCeHas MHCTPYMEHTOB,
cozepsxkanuxcs B Kali Linux. OHako, HE3aBUCUMO OT TOTO, SIBJISIETECH JI BbI BETEPAHOM
uJ abCOJTFOTHBIM HOBUYKOM B JIAHHO#T chepe, HAUMHATD JIyUIIIe OTCIO/A, ECIIU BBI TOTOBBI
pasbuparbes B Kali Linux 11 oTHOCHTBCS K HeMy €O Beell cepbesHocTbio. HezaBucnumo ot
TOT0, CKOJIbKO BpeMeHH BbI paboTaeTe B aTOH cdepe, Ballle pelieHne MpounuTaTh KHUTY
cBsi3bIBaET Bac ¢ pactymum coodmiectBoMm Kali Linux — oguHuM u3 crapeiinmx, Kpyii-
HeUIMNX, aKTUBHENIINX U ApUailllinX B Halllel OTPacJu.

Ot umern MyTca n octanbHO# wacTu motpsicaionieii komansl Kali mosapasisaio Bac
¢ nepBbIM 1aroM K ocsoennio Kali Linux!

Jlorconnu Jlone,
Qespanv 2017



BcTynneHue

[lectHaanaTh TpoheccHOHANBHBIX HOYTOYKOB, 3aKa3aHHbBIX JIJIs Ballell KOMaH bl
CTIEIUAJTUCTOB TI0 TECTUPOBAHUIO HA TIPOHUKHOBEHIE, TOJBKO YTO TPUOBLIH, U BaM I10-
CTaBJIeHa 33j[a4a HACTPOUTD WX JIJIS IMCTAHIIMOHHOTO NCII0JIb30Banus. Bbl ycTanoBuin
Kali u sarrycrum opns u3 HoyTGyKOB, 4TOOBI BBIICHUTD, paboTtaeT iu oi. HecmoTpst Ha
Hoseifimee sapo Kali, cereBast kapra 1 MbIiih He (DYHKIIMOHUPYIOT, a MOIIHAST BUIEO-
kapra NVIDIA u GPU BeiBoISAT H300pasKeHUE YKACHOTO KAUECTBA, TAK KAK JIJIST HITX HE
YCTaHOBJICHBI JipaliBepbl. Bbl B3/ibIxaere.

B Kali B peacume peanvnozo epemenu Bo1 6u1cTpo HabMpaeTe B 060T0UKe KOMAHTHOM
cTpoku 1spci uskaere. IIpokpyunBaete crincok anmnaparHoro obectiedenust: «PCI-mocr,
USB-kontpoiep, SAT A-konrpoJuiep. Aral Konrposuiepst cetn u Ethernets». Boictpbiii
nonck B Google COOTBETCTBYIONIIX HOMEPOB MOJIEJIEl, COOTHEeCeHHBIX ¢ Bepeuei Kali, —
1 OKa3bIBAETCH, YTO ITU JIPANBEPHI €llle He TIOMAIN B OCHOBHOE SI/IPO.

Ho ne Bce motepsito. B Batieii rosioBe mocreneHHo co3peBaeT IiaH, U Bbl 1aroapure
Hebeca 3a 3Ty KHUTY, KOTOPYIO TIPHOGPEH TTapy Helesb Hazajl. Bbl MoKeTe IPUMEHHUTh
live-c6opky cucrembr Kali, uto6et coznars nosmszosaresbekuii [ISO-o06pas Kali, B kotopbiit
Gy /1y T BXOAUTH HEOOXOIMMBIE JIPAifiBEPBI, BCTPOCHHBIE B CHCTEMY yeTaHOBKI. Kpome Toro,
MoskeTe 100aBuTh ApaiiBepsl A BugeokapTel NVIDIA, a taksxke 6ubinorekun CUDA,
HYKHBIE 17151 TOT0, 4T00BI 3T0T GPU «Musio obmascst» ¢ xernkatom (hashcat) u e merasn
GBICTPO B3JIAMBIBATH MAPOJIH. X0-X0, BBl MOJKETE JasKe BHEIPUTB MOJTb30BATETbCKUE 000
¢ jjoroturioM Microsoft, 4ToOBI MOAPAZHUTE CBOK KOMAHLIY.

Tak Kak TexHUYeCKUe TPOMUIIH JIJIs Ballleil yCTAHOBKU UAEHTUYHBI, BbI 100aBIIsIeTE
OIIHMIO ABTOMATHYECKOTO 3armycka /uist ISO, uTo6bl Ballia KOMaHIa MOTJIa MOAKII0YHTH
USB u ycranosuts Kali 6e3 BMermaTebeTBa MOTH30BaTENST — YCTAHOBKA CaMa T03a-
6orurcs o cebe, o MUbPOBAHUN JUCKOB U T. .

Besnkousenno! Tenepb BBl MOXKETE CO3/1aBaTh MO MEPBOMY TPEOOBAHUIO YCOBEP-
[IEHCTBOBAaHHYIO Bepcrio Kali, clipoekTUpoBaHHYIO ¥ ONTHMHU3UPOBAHHYIO MO BaIlle
anmaparHoe obeciiedernue. Bbl COKOHOMUIIN 1eJIblii ieHb. Muccust BoioJiHeHal

Y4uThIBast OTPOMHOE KOJIMIECTBO AMapaTHOTO 00ecTieYeH ust, HABOJHUBIIETO PHIHOK,
JIAHHBIN CIIEHAPHH CTAaHOBUTCS H0JIEE TPUEMIIEMBIM JIJIST TEX, KTO XOUET YITH OT OCHOBHBIX
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OTIEPAIMOHHBIX CUCTEM B ITOUCKE Y€T0-TO O0JIee SKOHOMHOTO, CPEHETO WU OoJiee Co-
OTBETCTBYIONLIEro Halel paboTe U CTUIIIO.

Beiireckazannoe 0coOeHHO IPUMEHMMO K TeM, KOro IpuBjekaeT obaactb Gesomac-
HOCTH, Oy/Ib TO X060, yBJI€UeHe WK TTOCTOsTHHAS paboTa. HOBUYKHN Y4acTo 3aX0OMsT
B TYIIUK M3-32 OKPY’KEHSI WU OTIePAIlnOHHO#T cuctembl. JI7ist MEOrIX HoBruKoB Kali —
nepBbIif mar k Linux.

Mbl 3aMeTU/IN 9Ty TEHJIEHIIUIO B Hallell 6ase 1mojib3oBaTeieil mapy JeT Hasaj U 110-
HSJIM, YTO MOKEM TIOMOYD UM, CO3/IaB CTPYKTYPUPOBAHHYIO KHUTY, KOTOPask yIIPOCTUT
OPHEHTAIUIO B MUPe OE30MACHOCTH, TTPEIOCTABIISISI 3HAHUS 0 Linux, He0OXOAUMDbIE JIJIst
Hauaja paboThbL.

B utore MbI ocTasmch OBOJBHBI pe3yabTaTaMu. KHITa COOTBETCTBYET BCEM HATITUM
TPeOOBAHSIM, U S ¢ TOPJOCTHIO MOTY CKa3aTh, YTO OHA MTPEB30IILIA OKUAAHVsI. MbI MO-
HSUIU, UTO YBeJUYuin 6asy MOJIb30BaTENbCKOTO TToTeHMa a KHuru. Ona 6osibiine He
MpeHAZHAYAETCST JIJIT HOBUYKOB B 00/1acTH GE30MACHOCTY U BKJIIOYAET MHOTO TTOJIE3HOM
uHGMOPMATMN JIJIST OTIBITHBIX CIIEIUATUCTOB, KOTOPHIM HEOOXOIMMO YJIYUIIATH UX KOH-
tpoJib Hay Kali Linux, 4To TO3BOJUT UM PACKPHITH BECH TIOTEHITUAT HAIIIETO TIPOYKTA.
BynyT v oHM TecTUPOBATDH OJIHY MANIMHY WJIU TBICSYU TI0 BCEMY MPEANPUATUAIO, BHO-
CHUTDh HE3HAYUTENbHBIE U3MEHEHUST JIHOO MOJTHOCTHI0 MOAUMDUIIUPOBATH TPOTPAMMHOE
obecrieueHwe 1Mo/ 3aKa3UnKa, CO3/1aBaTh COOCTBEHHBIE PEMTOZUTOPUH UK YTIIYOJISATHCS
B Y/IUBUTEJBHBIN MTAKET cucTeMbl yripasienus Debian, — sTa kHura Beera mpeoctaBuT
TIJIaH JIeficTBU.

C BammMm 1yTeBoAUTENEM B PyKaX, OT CBOEIO UMEHU U MMeHu Beeil komanabl Kali
Linux s skesato BaM 3aXBaThIBAIOIIETO, BECEIOTO, TIJIOIOTBOPHOTO M «PACKPBIBAIONICTO
myTernecTBus!

Mymc, gpespanv 2017



BBepeHue

Kali Linux — cambIil MOIIHBIIT ¥ HOIYJISPHBIIA B MUPE JUCTPUOYTUB /IS TECTUPOBAHMS
HAa [TPOHUKHOBEHUE, UCTIOJIB3YEMBbI TIPoheccHoHaIaMu GE30ITACHOCTH B IIUPOKOM CITEK-
Tpe CIIEeIUAIbHOCTEH, BKJIIOYAsd TECTUPOBAHME HA TIPOHUKHOBEHNE, KPUMUHAJIUCTUKY,
00OpaTHOE MPOEKTUPOBAHUE U OIEHKY YSA3BUMOCTU. JTO KyJIbMUHAIUS MHOTOJIETHIX
YCOBEPIIIEHCTBOBAHUIA U Pe3yJIbTaT HenpepbiBHON aBoJonuu oT WHoppiX k WHAX,
3arem K BackTrack, a rernieps K 1oJiHOIEHHOMY JUCTPUOYTHBY TECTUPOBAHMUS HA IPOHUK-
nosenwe. B Kali mpumensiiorest muorue hyuxiun Debian GNU /Linux u y4uTbhIBarOTCst
[[EHHBIE COBETBI WIEHOB IMHAMHUYHOTO MUPOBOTO co001ecTBa, paboratoriero Haj [1O
C OTKPBITBIM UCXOTHBIM KOZIOM.

Kali Linux 6bL1 co3al He Kak IIpocTast KOJJIEKIUs MHCTPYMEHTOB, a CKopee Kak
rubKast CTPYKTypa, B KOTOPOU CIIEIMAIUCTDI 10 TECTUPOBAHWIO HA TPOHUKHOBEHHUE,
SHTY3HUACTHI B chepe GEe301aCHOCTH, CTYIEHTHI U JIIOOUTENN MOTYT HACTPOUTD Y THUIIATHI
B COOTBETCTBUU C KOHKPETHBIME TTIOTPEOHOCTSIML.

[MoyeMy MMEHHO 3Ta KHUra?

Kali Linux — 2710 He ipocTo Habop pas/IMIHBIX CPEACTB MH(DOPMAIIMOHHO Ge30IacHOCTH,
KOTOpbIE YCTAaHOBJICHBI Ha CTaHAapTHO# taTdopme Debian v ipeaBapuTeibHO HacTpOE-
HBI, YTOOBI TO3BOJIUTD HE3aMETUTEIBHO HauaTh paboTy. J1Jist oy YeHrst MaKCUMaTbHOI
ormaun ot Kali BakHO UMeTh TTOTHOE TIPEAICTABIEHNE O BO3MOKHOCTSIX €T0 OCHOBAHUIT
Debian GNU/Linux (KoTOpbIe MOAAEPKUBAIOT BCE 9T MPEKPACHBIC MHCTPYMEHTBI )
1 U3YYNTH, KAKUM 0OPA30M BBI MOJKETE UCTIOTB30BATh UX B CBOEH CpETIE.

Xotst Kali onipeieieHHO MHOTOIIEIEBOM IUCTPUOYTHB, OH B IIEPBYIO 0UePE/Ib TPE/IHA-
3HAUEH JIJTs1 OKa3aHUs TOMOIIU B TECTUPOBAHUU Ha MPOHUKHOBeHuUe. 1lesb aToit kauTn
COCTOWT B TOM, YTOOBI HE TOJIBKO MOMOYb BaM UYBCTBOBATH ce0s1 yBEPEHHEE B MOMEHT
ucnosbzoBanus Kali Linux, Ho Takske yriyOuTh Baliie TOHUMaHUE U OMTHMU3UPOBATH
otbIT. [Ipu TpoBeieHny TecTa Ha MPOHMKHOBEHNE U OTPAHUYECHHOM BPEMEHU BaM HE TIPU-
JIETCS TEPEKUBATD O TIOTEPE IPATOIEHHBIX MUHYT, YXOASIINX HA yCTAHOBKY HOBOTO TTPO-
TPaMMHOTO O0ECTIEUeH ST MJTH BKITIOUEHHE HOBOTO CETEBOTO CepBIica. B aToit kHure Mo
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MO3HAKOMKM CHavasa ¢ Linux, a 3aTeM, OKYHYBIITICh 4y Th TIyOKe, PACCMOTPUM HIOAHCH,
xapakrepHbie s Kali Linux, 4ro0bl BBl TOYHO TTOHUMAJH BCIO CYTh TIPOUCXO/SIIIETO.
IT0 bGecrieHHbIe 3HAHNSA, 0OCOOEHHO €CITH BaM MPUXOAUTCS PabOTaTh B YCJIOBUSAX OTPa-
HUYeHHOTO BpeMeHu. OHM 06513aTeIbHO MPUTOISITCST, KOT/Ia BbI Gy/IeTe HACTPauBaTh MPO-
rpaMMY, YCTPAHSITh TPOGJIEMY, IBITATHCS CKOH(UTYPUPOBATH HHCTPYMEHT TI0 CBOEMY yC-
MOTPEHUI0, AaHATIM3UPOBATH BHIBOJ y THJIMTHI MUK UCTIONb30BaTh Kali B pacimiperHoii cpeze.

[1ns BacC N1 31a KHUra?

EcJit BbI XOTHTE TIOTPY3UTHCS B UHTEJUIEKTYAJILHO OOTaTYIO0 U HEBEPOSITHO YBJIEKATE b=
HYI0 00J1acTh HH(MOPMAIMOHHON Ge30macHoCTH 1 1o TipaBy BeiOpau Kali Linux B kaue-
CTBE OCHOBHOIO AMCTPUOYTUBA, TO 9Ta KHIIA HOAAEPKHUT BaC B JAHHOM Iy TEIIeCTBIM.
Ona ObL1a HanmcaHa, 4ToObl IOMOYb T€M, KTO MCII0JIb3yeT Linux BIepBble, a TaKKe
nosb3oBaressiv Kali, crpemsiiiiumcst yrory6uts cBou suaHust 06 ocHosax Kali, u rem, K10
yske MHOTO JieT mpumensieT Kali, Ho xoueT (hopmasizoBaTh cBoe 00yUeHMe, PACIIHPUTD
3HAaHUA 00 9TOM JUCTPUOYTHUBE U 3AMIOJHKUTH IIPOOEJIbl B 3HAHUSIX.

Kpome Toro, sTa KHUTa MOKET CJIYKUTh IIyTEBOAUTENEM, TEXHUYECKOM CChLIKOI
u y4eOHBIM 1ocobueM st TeX, KTo rorosutces K cepruduranuu Kali Linux Certified
Professional.

O6LKMI Noaxoa U CTPYKTypa U3aaHus

Krura cTpyKTypupoBana TakuM 06pasom, 9TO BbI MOXKETE TPUCTYTIUTD K NCTIOTH30BAHUIO
Kali Linux ¢ camoro Hauasia ee ipouTeHus. BaM He puIeTcst YnTaTh 10 CepenHbl KHUTH,
Ipesk/ie YeM HavyaTh IpakTHKoBaThes. Kaskias rema paccMaTpuBaeTcst 04€Hb MoApoOHO,
U M3/[aHUe HATIOJHEHO TPUMePaMK U CHUMKAMU 9KPaHa, TIPU3BAHHBIMU CIeIaTh 00b-
sICHeHsT G0JTee HATJISITHBIML.

B rmaBe 1 «O Kali Linux» MbI onpeseinM HeKyro 6a30BYI0 TEPMUHOIOTHIO U 06b-
sichuM npegHasHauerre Kali Linux. B rnase 2 «Hauasno paborsi ¢ Kali Linux» MbrI mar
3a IaroM TposejieM Bac oT 3arpysku [SO-o6pasa K 3amycKy 3Toro AucTpubyTBa Ha
BarieM koMmbiotepe. Jlasnee caemyet riaBa 3 «OcHOBBI Linuxs», B KOTOPOH MPeIoCTaBICHBI
HeoOXoMMBIe Ga30BbIe 3HAHMS O crcTeMe Linux, Takme Kak ee apXUTEKTYpa, MPOIEeCe
YCTaHOBKH, Mepapxus (HailloBoii cCCTeMbl, pa3pelleHus 1 T. /1.

ITocJie pouTeHNs EPBLIX TPEX IJIaB BbI OyIeTe yMeThb HCII0ab30BaTh Kali Linux b
B Kauectse live-cucrembr. B rimase 4 «Y cranoBka Kali Linux» BbI y3HaeTe, Kak BHITIOJHUTH
TOCTOSTHHYTO YCTAHOBKY TUCTPUOYTHBA (Ha BTl JKECTKIIA IMCK), 1 B TmaBe 5 « HacTpotiika
Kali Linux» — Kak HaCTPOMTb €ro 1o BalieMy yeMOTpeHuo. CTaB II0JHOLEHHBIM 110/Ib-
3oBatesieM Kali, BbI TO1ydniim BO3MOKHOCTh O3HAKOMUTHCST ¢ BA)KHBIMU PECYPCAMIL
rinaBa 6 «CaMocTosITETbHOE pelliertie TPOOIeM 1 TIOJIYIeHHe TOMOIIN» AACT BaM KITIOUH
JIJIST PETITEHTST HETIPEABUIEHHBIX TIPOOJIEM, C KOTOPBIMH, BEPOSITHO, TTPUIETCS CTOTKHY THCS.

[TocKOIBKY OCHOBBI OCBEIIEHBI I0CTATOYHO MOAPOGHO, B OCTATHHON YaCTH KHUTH
o6bsicHAIOTCS GoJiee MPOABUHYTHIE TeMbL: TiiaBa 7 «3atura 1 KouTpoab Kali Linux»
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[IOMO’KET YAOCTOBEPUTHCS, UTO YCTAHOBKA AMCTPUOYTHBA COOTBETCTBYET BalIUM
tpebosanuam GesonacHoctu. Jlasee, B raase 8 « Yipasienue nmakeramu Debian» 00b-
SICHSIETCsI, KaK MPUMEHITh Bech MOTEHIMaA cucTeMbl makeToB Debian. U1 B riase 9
«PacmmpenHoe MCIob30BaHIE CUCTEMBI» BBl y3HAETe, KAK CO3/1aTh MOJHOCTHIO Ha-
crpoennbiii ISO-o6pas Kali Linux. Bece ot Temsl ere 6oJiee akTyasibHbl, KOT/A BbI
MepexouTe K MOJTHOIIEHHOU paboTe ¢ AucTpubyTHBOM, Kak onucaHo B riase 10 «Kali
Linux B opranmuzarun».

I'nasa 11 «Ortienka 3auneHHOCTH MTHMOPMAITMOHHBIX CHCTEM»> YCTAHABJINBAET CBSI3b
MEJK/Ly BCEM, UTO Bbl Y3HAJIM B 9TON KHUTE, U TOBCEAHEBHON pabOTOl CIIEIMATUCTOB 110
6e301acHOCTN.

bnarogapHoctu oT Padasnsg Xepuora

s1 xoren 661 nobnarogaputh Matu Axaponu: B 2012 rogy oH cBs3ajicsl CO MHOIA, 110-
CKOJIBKY 5T OBLT OJJHUM U3 JI€CITKOB KOHCYJIbTaHTOB Debian, a eMy Hy KHO OBLIO CO3/aTh
npeemurka BackTrack, kotopsiii octoBbiBasics 66 Ha Debian. Tak s1 Hauasn paboTaTh
nag Kali Linux, u Mie nmonpasujioch mmyremectsue B mup Kali.

3a npomtesure roasr Kali Linux npubausuics k Debian GNU /Linux, ocobeHHO
¢ nepexozoM k Kali Rolling, ocrosartomy #a Debian Testing. Teneps 6oJibliiast 4acTh
Moeii paGotsl, Ha Kali min Debian, oGeciieunBaer npeumylnecTsa ijis BCeil CucTeMbl
Debian. M 5T0 ©IMEHHO TO, YTO MOTUBUPYET MEHsI IIPOAOJIKATh, M30 JHA B A€Hb, MECSILI
3a MeCsIIeM, 13 TO/Ia B TOI.

PaGota Ha/l JaHHOU KHUTOU TaK/Ke SBJISIETCST TPEKPACHON BOBMOKHOCTBIO, KOTOPYIO
peIoKuI MaTtu. DTO COBEPIIEHHO IPYTOil BUJ IESITEBHOCTH, HO BCE TAKOU K€ TI0-
JIE3HBII: TIOMOTATh JIOSM U JCJUThCSA ¢ HUMU CBOUME 3HAHUAMU 00 OTIePaIiuOHHOI
cucreme Debian/Kali. OcHoBbiBasich Ha MoeM o1ibiTe ¢ kuuroi Debian Administrator’s
Handbook, s mameioch, 4T0 MOU pa3bsCHEHUsT TOMOTYT BaM HavyaTh paboTy B OLICTPO
Pa3BUBAIOIIEMCSI MUPE KOMITBIOTEPHOH Ge30IacHOCTH.

I Taxsxke xorest Gbl mobmarogaputh Beex npeacrasutenein Offensive Security, koto-
pbie ObLIH BOBJIEUEHBI B paboTy Haj aroii kauroil: sxuma O’Topmana (coaBropa oT-
nenbHBIX T1aB), JleBona Kuprca (perniersenta), Pona I'enpu (TexHIMUeckoro peakTopa),
ko Ieiin6axa u Tonn Kpysa (pykoBoauresneii npoexta). 1 cnacubo JxouHu JIoHry,
KOTOPBIii IPUCOEUHUIICS, YTOOBI HAITKCATD TIPEAUCIOBIE, HO B UTOTE paboTas Hajl Beeil
KHUTOM.

bnarogapHoctn oT Ixnma OTopmaHa

S1 xoten Gpl MOOIATOIAPUTD BCEX, KTO YIaCTBOBAJI B 9TOM IIPOEKTE, 32 UX BKJIA, B KOTO-
POM JIMIITb MaJias 4acTh Mos. JlaHHast KHUTa Tak JKe, kak u cam aucrpudyrus Kali Linux,
CTajla COBMECTHBIM MTPOEKTOM MHOKECTBA JIFO/Iei, BBITOJHSIONINX TIPOCTYIO paboTy.
Ocobas 6aarogaproctb Padasimo, lesony, Matu, JIxonHu u PoHy 3a To, 4TO B3s1/IU Ha
cebs IbBUHYIO OO0 yCUuIni. bes HuX KHura He II0sSBUIach ObL
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bnarogapHoctn ot MaTu AxapoHu

ITpotiio HeCKOIBKO JieT ¢ Tex mop, Kak Kali Linux ObL1 BliepBbie BBIIYIIEH, 1 ¢ IEPBOTO
JTHSI 51 BCErJia MeuTasl ormyOJInKoBaTh O(hUITHATbHYIO KHUTY, KOTOPast OXBaThIBAET BCIO
onepanuonnyio cucremy Kali B niesiom. TToaromy st MeHst GoJibliiast 4eCcTh HaKOHEI[
BUJIETh KHUTY, KoTopas caesaer Kali goctynubim st obiectBeHHOCTH. S X0TET OB
UCKPEHHE MOOJIATOIAPUTH BCEX, KTO YYACTBYET B CO3/IaHUH JAHHOTO TIPOEKTA, BKIIIOUAsT
Jloxkuma, [lesona, [Ixonau u Pona. Ocobas Giarogapiocts Padasiio 3a To, 4To OH cjie-
JiaJt GOJIBIIYIO YaCTh TSIKEJIOH paboThl B 3TOH KHUTe U IIPUBHEC CBOW OTPOMHBIN OIIBIT
B Hally IPYIIILY.
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Q anctpmbyums Linux;
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Kali Linux (https://www.kali.org/) — ato auctpubyrtus Linux jist mpoBepKu KOpropa-
TUBHOU GesonacHocTH, ocHoBanubiil Ha Debian GNU /Linux. OnepaimonHas crucreMa
Kali npeanasnauena aisg crernuanarcros 1o 6esonacHoct 1 MT-aqMUHUCTPATOPOB
U TI03BOJISIET UM TIPOBOAUTD NMPO(deCCHOHANBHOE TECTUPOBAHNE HA MIPOHUKHOBEHUE
B cucTeMy, HH(MOPMAIMOHHDIA KPUMWHATUCTHYECKAN aHAJN3 U ayAUT GE30MacHOCTH
MH()OPMATTMOHHBIX CUCTEM.

Yto Takoe XoTs 00bI4HO Tak Ha3bIBalOT Leslyl0 onepaLymoHHyto cucTemy, Linux —

BUCTPUOBYTUB  3TO IMLLIb Ha3BaHWe AApa, YacTv NPOrpaMMHOro obecneyeHuns, Kotopas

Linux obpabatbiBaeT B3anMogencTeus Mexxay 06opyAoBaHNEM U KOHEYHbBIMM
NoJfb30BaTENbCKMMU MPUIOKEHWUAMMU.

B 70 >xe Bpems BbipaxkeHue «anctpnbyTms Linux» onpepenser B Lenom
onepaLuoHHYyto CUCTEMY, MOCTPOEHHYO Ha sape Linux, 0bblyHO copep-
>KaLlylo NMporpamMMy yCTaHOBKM M MHOXECTBO MPUIIOKEHWU, KOTopble
n1bo npeaBapuUTesIbHO YCTAHOBIEHbI, 60 NaKeTUpOBaHbI LS NErkom
YCTaHOBKM.

Debian GNU/Linux (https://www.debian.org/) — Bepywnit yHuBepcab-
HbI AUCTPUBYTUB LinuXx, N3BECTHbIV CBOMM Ka4yecTBOM W CTabuabHO-
cTbto. Kali Linux ocHoBbIBaeTcs Ha pabote npoekta Debian, pobaBnsa
6onee 300 cobcTBEHHbIX CNeLMann3npoBaHHbIX NakeToB, CBA3aHHbIX
C HpopMaLmoHHoW besonacHocTbio, 0cobeHHo B 0bnacTv TecTpoBaHns
Ha NPOHUKHOBEHME.

Debian — 3To npoekT, oTHocALWMINCcA K cBobOAHO pacnpocTpaHaeMo-
My MO n npefocTaBASIOLWNA HECKOIbKO BEPCUIA ONepaLMOHHOM CU-
cTeMbl. [1nsi 0603HayeHUs ero KOHKPETHON BEPCUM YACTO UCMOSb3YHOT
TEPMUH «OUCTPUBYTUB», ckaxeM, auctpmbytusel Debian Stable nau
Debian Testing. To e camoe oTHocuTcs 1 Kk Kali Linux — Hanpumep,
ouctpnbytme Kali Rolling.

1.1. HeMHoro ncropum

ITpoekt Kali Linux mrasuo craprosan 8 2012 roay, koraa crenuanuctsl Offensive
Security penmim 3aMeHUTD CBOI TIOUTeHHbIH poekT Linux BackTrack, koropsrii mos-
NEPAKUBAJICA BPYUHYIO, YUEM-TO, YTO MOTJIO OBl CTaTh HACTOSIINUM JepuBaTuBoM Debian
(https://wiki.debian.org/Derivatives/Census), OIMOJHEHHBIM BCeMU HEOOXOAUMBIMU 0ObEK-
TaMU 1 YJIy4IIeHHBIMUA METO/IAMU TIAKEeTUPOBaHUSA. BblIo IPUHATO pelienne mocTponuThb
Kali nmosepx aucrpubyrusa Debian, naBecTHOro cBouM KauecTBOM, CTaOMILHOCTHIO
U MIXPOKUM BEIGOPOM AOCTYIIHOTO IPOrpaMMHOro obecnedenns. Bor mouemy a (Pada-
9JIb) y4aCTBOBAJI B 9TOM IIPOEKTE KaK KOHCYJIbTaHT Debian.

Iepsorii pesms (Bepeust 1.0) Bbimies roj cirycrst, B Mapre 2013 roza, u 6611 ocHOBaH Ha
Debian 7 Wheezy, crabunsaom (B To Bpems ) guctpubytuse Debian. B teuenue nepsoro
rojia pa3paboTKH Mbl KOMITIOHOBAJIM COTHHU MTPUJIOKEHIIA, CBSI3AHHDBIX C TECTUPOBAHIEM
Ha BO3MOKHOCTH TPOHUKHOBEHNS, U CO3/IaBaI UHPPACTPYKTYPY. VI XOTS KOJIM4YecTBO
NPUJIOKEHWIT UMEEeT 3HaueHne, OHU GBI TIATENBLHO OTOOPAHBI — MbI OTOPOCUJIH Te
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13 HUX, KOTOpble GoJible He paboTaliu, a TakxkKe Te, YTo AyOaupoBaan (GYHKINHU, yiKe
noctyiHbie B 60Jiee 3(hPeKTUBHBIX MHCTPYMEHTAX.

Ha npotspkennu 1Byx Jet mocite Bbixoza sepcun 1.0 y Kali mosiBriocs MHOKECTBO
JIOTIOJTHUTETHHBIX OOHOBJIEHUT, KOTOPbIE PACIITMPUIIN AUATIA30H JOCTYTHBIX PUIOKEHNUI
U YJIYUIITAIN AlapaTHyIo MOJIEPKKY O1aroapsi HOBbIM BEPCUSIM siipa. BRIajbrBast
CUJIBI ¥ CPEJICTBA B HEMIPEPBIBHYIO WHTETPAITUIO, MBI CTPEMUJINCH TAPAHTUPOBATD, YTO
BCE BasKHBIE TTAKETHI TOTOBBI K YCTAHOBKE U MOJIb30BATENb BCETIA CMOXKET CO3/IaTh CO0-
crBeHHbIe live-06passl (OTIMYNTEIbHAS YepPTa AUCTPUOYTHBA).

B 2015 rozxy, korga sbiies peaus Debian 8 Jessie, 1ma paboTa Haji IepeHOCOM Ha ero
6asy Kali Linux. Xors cucrema Kali Linux 1.x o6xoaunacs 6e3 GNOME (ucnob3yst
BMmecto atoro GNOME Fallback), B HOBoIT Bepcuu MbI pEITIIN OXBATUTD U YJIYUIITHTh
a1y 060s104Ky. B yactHocTH, Mbl obaBuin HekoTopbie paciupenuss GNOME i sres-
peHus HeJlocTaonmx (GyHKINN, B IEPBYIO ouepeb MeHTo Applications (IIpumnoxkenmst).
Pesynbrarom Hamrell gestesnbHoctu crai guctpudytus Kali Linux 2.0, BITyIIEHHDINA
B asrycre 2015 roza.

GNOME — Pab6ouas cpena (cpena paboyero crosa, HacTosibHaa cpena) npeacras-
pabouyas cpepa nset cobon Habop rpaduueckmUx NpPUNOXKEHUN, KOTOpPble UCMOJb3YT
Kali Linux ob6wuin rpaduyecknin MHCTpyMeHTapuin 1 npefHa3HavatoTca Ans co-
Mo YMOJIYaHUI0  BMECTHOr0 NpMMeHeHus Ha pabounx MecTax nonb3oBaTeneil. Ha cep-
Bepax Takue cpefbl 0bblYHO OTCYTCTBYIOT. Hallle BCero OHM NpefocTaB-
NIAI0T NporpamMMy 3arycka npuioXeHUn, meHemxep dainnos, bpaysep,
MOYTOBBIN KANEHT, 0OQUCHbBIM NakeT U T. 4.
GNOME (https://www.gnome.org/] — ogHa 13 caMbIx NOMyAAPHBLIX Cpeq,
paboyero ctona (BMecte ¢ KDE (https://www.kde.org/), Xfce (https://
xfce.org/), LXDE (https://Ixde.org/], MATE (http://mate-desktop.org/]),
yCcTaHaBnMBaeTcs Ha ocHoBHble ISO-o06pa3bl, npepnocTaBnsemMble Kali
Linux. Ecnu Bam He HpaBuTcs GNOME, To MoxeTe fierko co3gatb nosb-
3oBatenbckuin ISO-obpas co cpepoi paboyero ctona no BaLlemy Boibopy.
WHCcTpyKLMM onrcaHbl B rnase 9.

B T0 ke BpeMs MblI ellle TiarejibHee IpopadoTaa HHCTPYMEHTHI, OTBEYAIOLINE 32
3aIIUTY OT HECAHKIMOHUPOBAHHOIO JOCTYIIA, C IIeJIblo TapaHTUPOBaTh, yTo Kali Linux
BCET/Ia COJEPKUT TTOCIIEHIOI0 BEPCHUIO TIPUIIOKEHUI JIJIsT TECTUPOBAHUST HA IPOHUKHO-
Benue. K coxkaneHuro, JaHHas 3aiaua HEMHOTO PACXOANJIACH € UCIToIb3oBaHeM Debian
Stable B kKauecTBe OCHOBBI AMCTPUOYTHBA, TIOCKOJIBKY ISl €€ BBIIIOJHEHNsT TPeGOBAIOCh
Pe3epBUPOBATh MHOKECTBO IAKETOB. DTO CBA3aHO ¢ TeM, uTo B Debian Stable mpuopure-
TOM SIBJISIETCS] CTAOMIBHOCTD IIPOIPAMMHOI0 00€eCiedeH s, PE3Y/IbTaTOM Yero BbICTYaeT
GOJIBIIOI TPOMEKYTOK OT MOMEHTA BBIILyCKa OOHOBJIEHUS IO €r0 HHTErpaluu B JIKC-
TpuOYTHB. YUNThIBas HAllle CTPEMJIEHIE K HelIPEPhIBHON MHTErpaiuu, ObLIO BIIOJIHE
ecrectBeHHbIM Inarom repeHectr Kali Linux va 6a3y Debian Testing, uro6br MbI MOIJIH
BOCIIOJIb30BAThCS TOCAeHeN Bepereil makeTos Debian, Kak TOJIBKO OHM CTAHOBUJIKCH
nocrynabivu. Y Debian Testing ropasao 6oJiee HHTEHCUBHBIN MK 0OHOBJIEHNUSI, KO-
TOPBI ONTUMaIBHO cooTBeTcTBYET (hrtocodun Kali Linux.
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ITo cytu, aTo Konueniwms peaunsa Kali Rolling. B To BpeMs kak aucTpuOyTUBDI C T11a-
BAIOIIMMU PeJTN3aMu ObLIH JOCTYITHBI B TEUEHHUE YK€ JOBOJIBHO JJIUTETHHOTO BDEMEHH,
Kali 2016.1 cran nepsbiM pean3oM, 0opUIIUANBHO IPUHABIIIM IIIaBAIOMIMIA XapaKTep.
Korza BBl ycTanasimBaete mociennon Beperto Kali, Bama cucrema dhakTuuecku oT-
cneskusaet quctpubyTus Kali Rolling u kascowiii denwv 6ot nonyuaeme noswvie 061ogienust.
Panbie seimyckn Kali npencrasisiim coboii cHuMky 6azoBoro auctpubyrusa Debian
C yCTaHOBJIECHHBIMU B Hero maketamu Kali.

JlucTpubyTHB ¢ MIABAIOIUM PEJIM30M UMEET MHOTO MPEUMYIIECTB, HO COTPSIKEH
U CO MHOJKECTBOM TTPOOIIEM KaK /TSI TEX M3 HAC, KTO PAOOTAET Hal HUM, TaK U JIJIST TIOJTb-
30Batesied, KOTOPBIM IPUXOUTCS CIPABJIATHCS ¢ GECKOHEUHBIM TOTOKOM OOHOBJICHUIA,
a WHOTJA 1 0OPATHO-HECOBMECTUMbBIMY M3MEHEHUSIMU, JTA KHUTA MPETOCTABUT BaM
uHGOPMAIHI, HeOOXOAUMYIO JIJIs PEIeH s BceX TPOGJIeM, KOTOPbIe MOTYT BOSHUKHYTh
npu yrpasiaennn yeranoskoit Kali Linux.

1.2. B3anmooTHoweHusa ¢ Debian

Juctpubytus Kali Linux ocroBan Ha Bepcun Debian Testing (https://www.debian.org/
releases/testing/) (31O TeKyIIee cOCTOSTHUE Pa3pabOTKU CJAEAYIONIETO CTAOMIBHOTO JUC-
pubyrusa Debian). Kax cienctsiie, GOJMbITMHCTBO MakeToB, ocTymHbix B Kali Linux,
UCXOJIAT TIPSIMO 13 perosutopust Debian.

Xors Kali Linux B 3HaunTebHOI cTeenu 3aBucuT oT Debian, oH Tak:ke OJIHOCTBIO
HE3ABHCUM B TOM CMBbICJIE, UTO €CTh COOCTBEHHASI HHPPACTPYKTYPA, B KOTOPYIO MOKHO
BHOCHTD JIFOObIE MI3MEHEHUST TI0 CBOEMY JKEJIAHUIO.

[1BM>KeHne nakeToB

Cosnarenu Debian esxxenHeBHO BeyT paboTy Ha/l OGHOBIEHIEM TTAKETOB 1 3aTPy3KOH NX
B nuctpubytus Debian Unstable. Orryna makersi mepetocsarces B guctpubytus Debian
Testing cpasy mocJie yajieHus caMbiX BpeoHOCHBIX ook, [Tpoiecc eperoca raksxe
rapaHTUpyeT HePYHIMMOCTh Kaknx-nubo sasucumocteit B Debian Testing. 3azaua co-
CTOUT B TOM, 4T0OBI mojiiepskuBath Debian Testing Becer/ia B yioO0HOM JIJIsI TOJIb30BATESI
(nm paske o61Ien0CcTyITHOM! ) COCTOSTHUN.

Iesn Debian Testing n Kali Linux moJIHOCTBIO COBIIAAIOT, TAK YTO MbI B3SLIU UX 32
ocHoBy. UTo6bI 106aBUTH B ANCTpUOYTUB MakeTsl, crienuduynbie st Kali, MbI cemxyem
IIPOIIECCY, COCTOSINEMY U3 JBYX ITAIIOB.

Jlist nauasia Mot Gepem Debian Testing u npunyuTesIbHO BHEIPsieM HAIN COOCTBEH-
Hbie makeTsl Kali (pacmomnoskennsie B HatieMm xpanusmuiie kali-dev-only) st cozmanust
pemnosuropus kali-dev. Bpemst ot BpeMeHH mocieiHuii OyAeT HeJOCTYeH: HalpuMep,
HAIN TTakeThl, crerudansre 17st Kali, MOTyT He ycTaHABIMBATHCS 10 TEX TOP, TIOKA He
Gy Iy T EPEKOMITMIINPOBAHBI B OTHOIIEHUH HoJiee HOBBIX GHOIMOTEK. B Ipyrux curyarusx
MaKeThl, KOTOPHIE MBI PA3BETBJIAJIU, MOTYT TpeHGOBATH OOHOBJIEHMIT, YUTOOBI CHOBA CTATh
TOTOBBIMU K YCTAHOBKE UJIM UCIIPABUTD IIPOOJIEMY HEBO3MOKHOCTH YCTAHOBKHU JIPYTOTO
TaKeTa, 3aBUCSIIETO OT H0sIee HOBOW BEPCUHU PA3BETBIEHHOTO TTakeTa. B mobom cirydae
kali-dev He nipeHasHaU€eH 1JIs1 KOHEUHBIX TIOJIb30BATEEIN.
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kali-rolling — aro guctpubyrtus, o6HOBIEHMsT KOTOPOTO ToJab30BaTean Kali Linux
JIOJIKHBI OTCJIEKMBATH U KOTOPBIN OCHOBaH Ha penosutopun kali-dev takum ke o6pasom,
kak 1 Debian Testing 6asupyercs #a Debian Unstable. ITakers iepeHOCSATCS B TaHHBIT
JMCTPUOYTHB TOJBKO MOCJE MTPOBEPKU COOTBETCTBUSI BCEX 3aBUCUMOCTEH B T[ETE€BOM
ICTpUOY TUBE.

YnpasneHue pasnuuuamm ¢ Debian

B kauecTBe KOHCTPYKTUBHOTO PEIIEHUS MBI CTapaeMcsi MUTHIMU3UPOBATH KOJUIECTBO
Pa3BETBJICHHBIX TTAKETOB, HACKOJIBKO 3TO BO3MOKHO. OTHAKO pean3arus HEeKOTOPBIX U3
yHUKaJIbHBIX ocobennocreii Kali Tpebyer BHeceHUs onpeie/IeHHbIX n3MeHeHuil. B 1ie-
JIIX OrPaHUYEeHUS BJAUSHUSA 9TUX U3BMEHEHUIN Mbl CTPEMUMCS OTIIPABUTD UX «BBIIIE 110
TEYEHUI0», UHTETPUPYST OCOOEHHOCTD HATIPSIMYIO WK J0OABJISIS HEOOXOIUMbIE METO/[BI
TakuM 00pa3oM, YTOOBI HEIOCPEACTBEHHO BKIIOUUTD HYKHble (PYHKIIH OBLIO JIETKO Oe3
JaTbHenIel MoIuMUKAINY CAMUX BBIIECTOSTIINX MTAKETOB.

Kali Package Tracker (http://pkg.kali.org/derivative/kali-dev/) TtomoraeT HaMm oTcCJIe-
JKUBATh pacxoskierus ¢ Debian. B m060if MOMEHT MOKHO YBUIETh, KaKOii MaKeT ObLI
pasBeTBJIEH, CAHXPOHU3UPOBaH Jin oH ¢ Debian nim He Tpebyercs m emy o6HOBIIEHHE.
Bce namm nakerst xpansres B penosuropusix Git, rie psgom HaxosaTces Berku Debian
n Kali. Baiarogaps aromMy 06HOBJIEHNE pa3BeTBIECHHOTO IIAKeTa — IIPOCTOI IBYXITaIlHbIN
nporecc: obHossenre Berku Debian, a 3atem o6begunenue ee ¢ Berkoii Kali.

Xots passersieHHbIX MakeToB B Kali cpaBHUTEIbHO HEMHOTO, KOJIMYECTBO JOTOJI-
HUTEJIbHBIX TAKETOB JOBOJIbHO BHYIINTEAbHOE: B anipesie 2017 roga ux 6b110 moutu 400.
BosbmunctBo u3 aux — 370 OGeciaruoe 10, coorBercrByioniee PykoBoacTBY 10
cBobonHoMy mporpaMMmHomy obecniedennio Debian (Debian Free Software Guidelines)
(https://www.debian.org/social_contract), 1 Hallla KOHEeYHas [eJIb 3aK/II0YaeTCH B TOM, 4TOOBI
Bcer/a mojiyiepskuBaTh oTu maketsl B Debian. Bot mouemy Mbl cTpeMUMCST CJIe10BaTh I10-
sutrke Debian (https://www.debian.org/doc/debian-policy/) 1 npuaepKUBaThCS XOPOIIUX
METO/IOB MAKEeTHPOBAHUS, NCTIOIb3yeMbix B Debian. K coxarnermio, ecTh Takike HeEMAO
HCKJIIOYEHUI, KOT/Ia IPaBUJIbHOE [TAKeTHPOBAaHKE ITPAKTUYECKN HEBO3MOXKHO. B pesyiib-
Tare HEXBATKU BPEMEHH HECKOJILKO MaKkeToB Obliu iepeMenterbl B Debian.

1.3. MNpeaHa3HayeHre 1 BapuaHTbl UCMOb30BaHUS

Xotst ocroBHast 11es1b Kali 06061meHHO MozkeT GbITh chopMyTMpOBaHa KaK «TeCTHPOBAHIE HA
TPOHUKHOBEHUE M ayIUT OE30TIACHOCTH, 32 OTHMH CJIOBAMY CKPBITO OOJIBIIIOE KOJHMYECTBO
passmunbix 3aza4. Kali Linux cosuan Kak peimeopk, IIOCKOIbKY BKIIOYaeT MHOKECTBO
WHCTPYMEHTOB, Ipe/IHa3HAuYEHHbIX /IJISI CAMbIX PA3JINYHBIX 3a/1a4 (IIPU 9TOM OHU MOTYT
MIPUMEHATHCS] KOMOMHUPOBAHHO BO BPEMSI TECTUPOBAHISI Ha IPOHUKHOBEHNE).

K npumepy, Kali Linux MOKHO HCIT0/Ib30BaTh Ha PasHbIX THIIAX KOMIIBIOTEPOB: KO-
HEYHO JKe, Ha HOYTOYKaX CennagnCcTOB M0 TECTHPOBAHNIO Ha TPOHUKHOBEHYE (TIeHTe-
cTepoB — penetration tester), HO TaksKe ¥ Ha cepBepax CUCTEMHBIX a/[IMUHUCTPATOPOB,
JKEJIAIOIUX KOHTPOJUPOBATH CBOIO CETh, HA PAOOUYMX CUCTEMAX KPUMUHAIUCTHYECKITX
aHaMTHKOB. UTO eriie 6oJiee HEOKUJIAHHO, AUCTPUOYTUB MOKHO IPUMEHSITH Ha CKPBITHIX
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BCTPOEHHBIX YCTPOUCTBAX, KaK IIPABUIIO, ¢ Tiporieccopamu ARM, KoTopbie MOTYT paboTath
YIAJIEHHO B inatia3ote 6ecrpoBOIHON CeTH UTH GBITH MOAKIIOYEHHBIMI K KOMITBIOTEPY
11eJIEBBIX MoJib30BaTesieil. Kpome Toro, Muorne ARM-ycrpoiicTBa — rpeKkpacHble aTaky-
FOTITIIE MAIITUHBI 6J1aroapst CBOMM KOMITAaKTHBIM pasMepaM 1 HeOOJIbIOMY KOJIMIECTBY
norpebasiemoii anepruu. Kali Linux takske Mosker paGorars B obsake JJist CO3/[aHUS
«apMUHU» MAIH, 3aHUMAIONTUXCS B3JIOMOM TapoJieil, 1 Ha cMapThOoHaX U TJIAHIIeTaX,
9TO6BI 0OECTIEUNTD AEHCTBUTEIBHO MOPTATHBHOE TECTUPOBAHIE Ha TIPOHUKHOBEHHE.

Ho sro erite ve Bee. [TeHTeCTEPDI TAKIKE HYKIAIOTCS B cEpBepax: 4TOObI 3a/1eiCTBOBATD
porpaMMHoe obecriedeHne IJIsi COBMECTHOI paboThl B KOMaH Ie, HacTparBaTh BeO-cepBep
JUUIS1 UCTIOJTBb30BaHMS B (PUIIMHTOBBIX KaMIIAHUSX, 3aIIyCKaTh MHCTPYMEHTBI JIJIS CKaHU-
POBAaHUS YSA3BUMOCTH U JIJISE TPOYUX COOTBETCTBYIONINX J€HCTBUIA.

ITocue sarpysku Kali Be1 o6HapyskuTe, uto raasHoe Merio Kali Linux opranuszosano
IO TeMaM Pa3JIMYHBIX 33/1a4 W JACHCTBUI, MOIXOASIINX /I TEHTECTEPOB U IPYTUX CIIe-
LUAINCTOB 110 nHdopManonHoil 6e3onacnoctu (puc. 1.1).

1 - Informaticn Gath

Bility An

Puc. 1.1. MeHto npunoxenui Kali Linux

OTHU 33/1aUM ¥ JIEWCTBUS BKIIOYAIOT CJIEyTOTTHE.

O Coop undopmanuu — cHOp JAHHBIX O [[EJEBOW CETU U €€ CTPYKTYPE, HACHTU(DUKAIIUS
KOMIIBIOTEPOB, UX OIlEPAIIMOHHBIX CUCTEM U CJIYK0, KOTOpbIe OHU 3amycKatoT. Omnpe-
JleJIeH1e TOTEHIUAJIBHO YSI3BUMbBIX UyacTeil nHhopMaIimonnoi cucreMbl. VI3Bieuenue
BCEX BUJIOB JIMCTUHTOB U3 3aIyIIEHHBIX CEPBUCOB KATAJIOTOB.

O Auaau3 ysA3BUMOCTEHl — GbICTPOE TECTUPOBAHKE JIOKAIBHOM UK YaJIeHHON CH-
CTEMBbI Ha MTPeMET MOIBEP;KEHHOCTH BIAUSHUIO PS/Ia U3BECTHBIX YSI3BUMOCTEH Min
HeHAIeKHBIX KoHuryparnuil. CKaHepsl YsI3BUMOCTEH MCMOIb3YIOT 6a3bl JAHHBIX,
coJiepKalllie ThICSYM CUTHATYP, /11 BBISBJIEHUS TOTEHIINAIbHBIX YS3BUMOCTEN.
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Ananus BeO-IPUIOKEHHH — NAeHTU(DUKAI HEIPABIIbLHBIX HACTPOEK M CIaObIX
MecT B 6e3omacHocTy BeO-puiioskerii. KpailHe BasKHO BBISBJISATD U YCTPAHATh 9TH
POGJIEMbI, YYUTHIBAS, YTO OOIIEA0CTYITHOCTh TAKUX ITPHJIOKEHIIT JeiaeT uxX uje-
AJTBHBIMU TIEJISIMU JIJIST 3JTOYMBITIIIIEHHUTKOB.

Ouenka 6a3pl JaHHBIX — 0T SQL-MHBEKINH 0 aTaK yYeTHBIX JaHHBIX — aTakyu (a3
SBJISIOTCS OYEHB MOMYJISPHBIM HATIPABICHUEM JIJIS1 3JIOYMBIIJIEHHUKOB. B MeHT0
MO>KHO HAUTU MHCTPYMEHTHI JIJIsl TECTUPOBAHUS BEKTOPOB aTaky, HaunHas oT SQL-
VHDBEKIINN 1 3aKaHYNBas U3BJICUYCHIEM U aHAJIN30M JTaHHbBIX.

Araku napoJseii — cucrembl ayTeHTHU(PUKAIIMK BCEr/ia SIBJISIOTCSA BEKTOPOM aTaKH.
31ech MOKHO HAITH MHOKECTBO MOJIE3HBIX MHCTPYMEHTOB: OT OHJIAH-YTUJIUT aTaKn
TapoJieii 10 aBBTOHOMHBIX aTaK € TTOMOTIBIO CUCTEeM MMM POBAHNS NN XETITHPOBAHNS.

BecnpoBoaHble aTaku — TTOBCEMECTHBIN XapakTep GeCPOBOHBIX ceTell 03HaYaeT,
YTO OHM Beer/ia Oyy T MOy ITPHBIM BEKTOPOM aTaki. Biarogapst IupoKoMY CIIEKTPY
MO/JIEPIKKU Pa3aYHbIX GectpoBoaHbix KapT Kali — oueBumblit BHIOOD 1151 TpOBe-
JIEHUS aTaK POTUB MHOKECTBA TUTIOB GECIIPOBOIHBIX CETEH.

Oo6parHoe npoeKkTupoBanue (PEeBEPC-UHKUHUPUHT) — 9TO JeATeJbHOCTD, BKJIIOYa-
011asi MHOYKECTBO 3a/1ad. B pamMkax Moaep:KKu aTaKyIoNUX JefCTBUM BBICTYIIaeT
OJTHMM M3 OCHOBHBIX METO/IOB BBISIBJICHUS YSI3BUMOCTH M Pa3BUTHs akcnionta. Co
CTOPOHBI 000POHBI UCIIOAB3YETC Il aHaIu3a BpegonocHoro 110, npuMeHsgeMoro
B II€JIEBBIX aTakaX. B 9TOM ciiydae 3ajada COCTOMT B TOM, YTOObI OIIPEAEINUTDH BO3-
MOKHOCTH aTaKyIOIeH Bac MIMUOHCKOHN MTPOTPAMMBI.

HMHcTpyMeHTBI 9KCIUIyaTallMd — 9KCIIyaTallis WK UCIOJIb30BaHUE YA3BUMOCTI
(panee neHTU(GUITMPOBAHHON ) MTO3BOJISET TTOJYYUTh KOHTPOJb HAJl yIaJIeHHOH
MaIUHOM (MU YCTPONUCTBOM ). JlaHHBIH I0CTY T MOXKHO TPUMEHUTD JIJISI JIATbHEHIen
ACKATAINHN aTaK! Kak Ha B3JIOMAaHHOM KOMITBIOTEPE, TaK M Ha IPYTUX KOMIIBIOTEPAX,
JOCTYITHBIX B €TI0 JIOKIBHOH CeTU. DTa KAaTErOPUs COIEPKUT Pl MHCTPYMEHTOB U YTH-
JIAT, KOTOPBIE YITPOTIAIOT ITPOIECC CO3MAHMUS BANTHX COOCTBEHHBIX IKCIIONTOB.

Cuucdunr u ciyuHr (mepexsart v I0JIMeHa) — I0JIydyeHUe JOCTYIA K IAHHBIM BO
BpeMs UX IIePEMEIEH NS [0 CETU YaCTO BBITOHO [IJisI 3/I0YMbIIILIEHHUKA. B MeHI0 Bb
MOKeTe HAliTH MHCTPYMEHTBI LIS CITy(DIHTaA, KOTOPBIE MO3BOJIAT BaM BbIAABATh ceOst
32 aBTOPU3UPOBAHHOTO MOJIb30BATEJISI, & TAKIKE J1JIs1 CHI(D(UHTA, TPUTOIHBIE K 3aXBaTy
U AaHAJIN3Y JAHHBIX IIPSIMO B MOMEHT UX Hiepenadn. [Ipu coBMeCTHOM UCTIOTb30BAHNT
STU UHCTPYMEHTBI MOTYT OBITh BechbMa 3(h(heKTUBHBIMU.

IMocr-akcnmyaranus — 1ocJie oJLydeHys 10CTyIla K cCUcTeMe BaM HePeKO 3aX04eTCs
[OJIJIePKUBATD IAHHBIH YPOBEHD I0CTYIA MM YBEJIUYUBATH KOHTPOJIb IIyTEM IIPO-
JIBUKEHMUS 110 ceTH. B MeHI0 Hali/iyTCst MHCTPYMEHTBI, KOTOPbIe TOMOTYT BBIITOJTHUTD
9T 33/]a4M.

KpuMunanaucTuueckas 9KCnepTusa — KpuMuHaaucTuieckas live-cpesa sarpysku
Linux ouens momymsipaa yske MuOTO JieT. Kali comep:kut 60b110e KOTMIeCTBO T0-
MYJIAPHBIX KpUMUHATMCTUYECKUX MHCTPYMEHTOB, OCHOBaHHBIX Ha Linux, mo3Boss-
IOTIUX BBITIOJTHSATH BCE: OT HAYATBHON COPTUPOBKY 1 06PAGOTKHU JAHHBIX [0 TTOJTHOTO
aHaJIM3a U BEeJICHUS JIeI.
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O HucTpymeHTbI OTYETHOCTH — TECTUPOBAHUE HA MMPOHUKHOBEHUE 3aBEPIICHO JTUIITH
TOr/[a, KOrja ObLI BBIIIOJHEH OTYET O MOJYYEeHHBIX pe3yJ/ibTaTaX. JTa KaTeropusi co-
JIEPsKUT MHCTPYMEHTBI, KOTOPbIE TOMOTIYT cOOPATh JlaHHbIE, IOJIYyYeHHbIE U3 CPELCTB
cbopa nHdOpMaIn, 0OHAPYKUTH HEOUEBUIHBIE B3AUMOCBSI3H U IIPEACTABUTH 00be/ -
HEHHbIE CBE/ICHUS B PA3JIMYHBIX OTUETAX.

O MucTpyMeHTHI cOnMaIbHON HHIKEHEPHH — KOT/Ia TeXHUYeCcKasi CTOPOHA XOPOIIIO 3a-
HIAIIEHA, YaCTO CYIIECTBYET BO3MOXKHOCTD UCIIOIb30BAHUSA YeTI0BEeUYeCKOro (hakTopa
B KauecTBe BeKTopa aTaku. IIpu rpaMOTHOI MOTHBAIINH JIIOAEH HEPEIKO MOKHO 1100y -
JIATH K JIEFCTBUSIM, KOTOPBIE CTABSIT MO/ yTPO3y O€3011aCHOCTH OKPY KeHust. besomacen
sin PDF-aiin na Flash-nakonureie, KOTOPbIil TOJIBKO YTO MOIKJIIOUNI CEKPETAPH?
W 5T0 GbLI TPOSIHCKUI KOHb, YCTaHOBUBIIUI G9K10p? Bl in GaHKOBCKUI CaiiT,
HA KOTOPOM TOJIBKO YTO 3aPErUCTPUPOBATICS OyXTaiTep, OPUTHHAIBHBIM CAUTOM WU
€ro 1/1eaTbHO KOITHUEN, UCITOJTh3yeMOH /i (DUITMHTOBBIX 1esieii? J[annas kateropust
COJIEPKUT UHCTPYMEHTBI, TOMOTAIOIINE CITPABJIATLCSA C TAKUMU TUIIAMY aTaK.

Q Cucremnbie CEPBUCHI — I9Ta KAaTEropusd BKJIOYAET CPEACTBA, KOTOPbIE ITO3BOJIAIOT
3allyCKaTb 1 OCTaHaBJIMBATb IIPUJIOJKEHU S, BBITIOJIHAEMbIE B (bOHOBOM PpeXMnME B BU/ZlE
CHUCTEMHBIX CEPBUCOB.

1.4. OcHoBHble xapakTepuctuku Kali Linux

Kali Linux — 5710 gucTpubyTtuB Linux, KOTOPbIii COAepKUT COOCTBEHHYIO KOJLIEKIIUIO, CO-
CTOSIILYIO U3 COTEH IIPOIPAMMHBIX CPEJICTB, CIIEIUATIBHO ITPe/IHA3HAYEHHDIX JIJIS 11ETIEBBIX
nosbzoBaresieit Kali: menrectepos u Apyrux crieruanuctos 1o 6ezonacuocti. OH mocTas-
JIAETCSA BMECTE C IPOrPAMMOii ISt yCTAHOBKU, YTOOBI MOKHO ObLJIO TIOJHOCTHIO HACTPO-
uthb Kali Linux B KauecTBe OCHOBHOU OIIEPAIMOHHON CHCTEMBI Ha JIIOOOM KOMITBIOTEPE,

JlanHblii 1ueTprOyTHB MOXO0K Ha BCe IIPOYKE CYLIeCTBYIomue AucTpubyTuBbl Linux,
HO uMeeT 1 ocobbie (hyHKIMH, cBolicTBeHHble Tobko Kali Linux, MHOr1E U3 KOTOPHIX
AIAIITUPOBAHBI K KOHKPETHBIM MOTPEOHOCTSIM TIEHTECTEPOB. PaCCMOTPUM YacCTh 3THX
bynkimit.

Live-cuctema

B orsmuie ot GosbiinHCTBA AUCTPUOYTUBOB Linux, ckaunBaeMbiii ISO-06pas mpejiHa-
3HAY€EH HE TOJIBKO JIJIST YCTAHOBKY ONEPAIIMOHHOM CUCTEMBI; €T0 TaK:Ke MOKHO HCITOJIb-
30BaTh B KaUeCTBE caMo3arpyskaeMoii live-cucreMbl. JIpyruMu cioBaMu, Bbl MOJKETE
saneiicrBoBath Kali Linux 6es peaBapureibHO# ycTaHoBKH, IPocTOo 3arpy3us ISO-o6pas
(06b1uHO nocIIe Konuposanusa obpasa Ha USB-HakommTe b ).

Live-cucremMa cOfepKUT MHCTPYMEHTBI, HAanb0JIee 4aCTO MCIOJIb3yeMble MEHTE-
cTepaMu, MO3TOMY, jiake ecyiu Bl He ipuMensiete Kali Linux peryJsipHo, To MOXKeTe
MPOCTO BCTaBUTH AUCK Wi USB-HakomuTesb U mepe3arpy3uThest, 4TOObI 3aIlyCTUTh
Kali. Ognako nmeiite B BUJy, 4T0 KOH(MUIYPALUS 110 YMOJIYAHUIO He OyAeT COXPaHATh
M3MEHEHUS MEXKIy repe3arpy3kamu. HacTpoiika mocTOSSHHOTO XPaHUJIUIIA C TTOMOTIBIO
USB-nakonuresns (cM. pasent 9.4) 03BoJISeT 3371aTh APAMETPBI CHCTEMBI TIO CBOEMY
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BKyCy (Hanpumep, U3MeHsTh (hailjibl KOHMUTYPaIMK, COXPAHATb OTYEThI, OOHOBJIATH
IIporpaMMHO€E O6eCHe‘{eHI/Ie N yCTaHaBJIMUBATDH JOIIOJTHUTEJIbHbIE HaKeTbI), 1 U3MEHEHN A
OyLyT COXpaHEHBI TIPH Mepe3arpysKe.

Pexxum KPUMWUHAJ NCTUYECKON SKCrNepTu3bl

B ocHOBHOM, IIPOBOAS KPUMUHAIUCTHYECKYIO PaOOTy Haj CHCTEMOIL, BEI IIOKETAETe
usbesxarh J000I AeATeIbHOCTH, KOTOpas KakiuM-1160 00pasoM crocoOHA UBMEHUTh
JaHHbIE B aHasmaupyeMoit cucteme. K coxamennio, coBpeMentble paboune Cpejibl, Kak
IIPABUJIO, MEIIAIOT BBIIOJIHEHMIO TON 3alaui, IBITAsICh aBTOMATHYECKU MOHTUPOBAThH
mo6ble 0OHAPYKEHHbBIE UMH AUCKA. V30€KaTh TAKOTO MOBEACHNST IIOMOKET MMEIOTIHUIACST
B Kali Linux peskum KpUMHHAIMCTIHYECKO 9KCIIEPTUSbI, KOTOPbII MOKHO aKTUBUPOBAThH
13 MEHIO 3arPy3K1: OH OTKJIIOUYUT BCE TOA00HbIE (DYHKITMH.

Live-cucrema 0COGEHHO TI0MI€3HA /1T KPUMUHATICTUYECKHX 3371, IOCKOJIBKY II0-
3BOJISIET IIEPE3ArPY3UTh JTI000M KomibioTep B cucteMy Kali Linux 6e3 gocTymna K sKecTKIM
JUCKaM WM U3MEeHEHUs JaHHbIX Ha HUX.

lNMonb3oBaTenbckoe A4po Linux

Kali Linux Bcerja mpezocras/ser mocjaefHee HacTpoeHHoe SApo Linux, ocHOBaHHOE
Ha Bepcuu B Debian Unstable. 9to obecrnieunBaet HaiesKHYIO anmapaTHy o HOAIEPKKY,
0COOEHHO JIJIST MIIUPOKOTO CHEKTPa OECIIPOBOHBIX YCTPOUCTB. SIp0 MOIEPHU3UPOBAHO
TS IOZIIEPKKY GECITPOBOTHOM NHBEKITUH, TAK KAaK MHOTHE CPE/ICTBA OIEHKY 3allIUIIEH-
HOCTU OECTIPOBO/THO CETH TIOJIATAIOTCST UMEHHO Ha 3TY (DYHKIIUIO.

TTocKOJIBKY JIJIT MHOTHX allllapaTHBIX YCTPOUCTB TPEOYIOTCST 0OHOBJIEHHBIE (hailyibl
MPOIIMBKY (PACIIOTIOKEHBI B Katajore /1ib/firmware/), To Kali ycranasiuBaer ux mo
YMOJIYAHUTO, BKJIIOUAst IPOIIUBKY, IOCTYITHYIO B 3aKPBITO# cekitnu Debian. Onu He ycTa-
HOBJIEHBI TI0 yMosTdaHuto B Debian, Tak xax 3akpbIThI U, CJIe0BATEIHHO, HE SIBJISTFOTCS
gacThio Debian.

MNonHas HacTpamMBaeMoCTb

Kali Linux cosman menrtectepamMu Jijist IEHTECTEPOB, HO MbI TOHMMAEM, YTO HE BCE CO-
TJIACSITCS C HAIMME TIPOEKTHBIMU PEIIEHUSIME WJIH BEIGOPOM MHCTPYMEHTOB 110 YMOJI-
qaruio. [TOMHsI 0 TaHHOM 0OCTOSTETLCTBE, MBI BCET/Ia TAPAHTUPYEM BO3MOKHOCTD JIETKO
ractpouth Kali Linux B coOTBeTCTBIY € BaMMU COOCTBEHHBIMU TTOTPEGHOCTSIMU U TTPE]I-
nouterusiMu. C 9ToH 11ebI0 MBI Ty6inKyeMm live-c6opKu, NCTIOIb3YEeMbIE JIJIs CO3/IaHUST
ourmanmpibx 06pazos Kali, 4to6bl BB MOTJIH HACTPOUTH UX MO CBOEMY BKycy. Biaro-
JIapst yHUBEPCATBLHOCTH live-cO0PKH 04€Hb TIPOCTO HAYaTh PaboTy ¢ TIPUMEHEH s JaHHOTT
KOH(MUTYpaIMy 1 BHECTH Pa3/InyHble N3MEeHEHNs, OCHOBBIBASICh HAa BALIMX HYK/1aX.

Live-c60opKa BKJIIOUaeT MHOKECTBO (DYHKIWIT JJIsI MOJEPHU3ALNUN YCTAHOBJIEHHOM
CUCTEMbI, YCTAHOBKU BCIIOMOTATEJIbHBIX (DaiiyIoB, TOIOTHUTEbHBIX IIAKETOB, BBIIIOJI-
HEHUS [IPOU3BOJIbHBIX KOMaH/l M MU3MEHEHNS 3HAaUEeHUH, IIPe/IBApUTEIBHO 3arPy>KEHHbIX
B debconf.
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HageXxHasa onepaumoHHasa cuctemMa

ITosb30BaTe M JaHHOTO AUCTPUOYTUBA, MMes LENbIo obecreuerne 6e30IacHOCTH, 110
[PaBy XOTAT 3HATh, MOKHO JIM eMY JOBEPITH 1 ObLIL JIM OH paspaboTaH TaKKM 00pas3oM,
YTO KasKZbIil MMeJl BO3MOKHOCTh O3HAKOMUTBC ¢ MexoaHbiM Kogom. Kali Linux pas-
paboTan HeGOIBIION KOMAH/I0I1 OIIBITHBIX IIPOEKTUPOBIINKOB, PAGOTAIOIINX IIPO3PAYHO
U ¢ cobIoeHreM JyYInX METOLOB 0e30IIaCHOCTU: OHU 3arpysKaloT IIOANKMCAHHbIE
HCXO/HbIE TTAKEThI, KOTOPbIE 3aTEM COOMPAIOTCS Ha CIIENNaJN3UPOBAHHBIX JIEeMOHAX
c60pKH. 3aTeM MaKeThl IPOBEPSIOTCS U PACIPOCTPAHSIOTCS KaK YacTh IIOANNCAHHOTO
penosuTopus.

PaboTa Haj naketaMy MOKET ObITh IIOJHOCTBIO IIPOCMOTPEHA YEPE3 PEHO3UTOPHUL
naketupoBanusa Git (cozjepskaliue MoANMMCaHHbIe TETH ), KOTOPbIe UCTIOJIB3YIOTCST /IS
cosanus ucxoaubix makeroB Kali. Kpome Toro, 9BoJonmo Kax/oro makera MosKHO
OTCJIeKUBATD Yepes KoHTpoJiep makeros Kali (http://pkg.kali.org/).

icnonb3yeTcs Ha LUMPOKOM Anana3oHe ARM-ycTponcTB

Kali Linux npenocrasisier GuHapHbie TTaKkeThl [Jis Takux apxutektyp ARM, kak armel,
armhf 1 arm64. Biarogapst JeTko ycTaHaBJIUBaeMbIM 0OpasaM, MPEAOCTaBIEHHBIM
Offensive Security, AucTpuOyTHB MOKHO Pa3BEPHYTH HA PA3JIMYHBIX THUIIAX YCTPOICTB:
oT cMapThOHOB ¥ TmanieToB 10 Wi-Fi-poyTepoB 1 KOMIIBIOTEPOB Pa3andHbIX (hOpM
U pa3MepoB.

1.5. Monutnkm Kali Linux

Xora Kali Linux crpemurcs ciaegosarh noautrke Debian, HACKOIBKO 9TO BO3MOKHO,
BCE JKe CYIIECTBYET psijt 00sacTeil, B KOTOPBIX HAIN BaPUAHTHI AN3aliHA 3HAUNTEIHHO
pasHsiTcs U3-3a crenu(uueckux noTpedbHOCTeN IeHTeCTEPOB.

OauH cynepnonb30BaTesb MO YMOMYaHUIO

BosbmHCTBO AUCTPUOYTUBOB LinuX J0BOJIBHO Pa3yMHO MOOIIPSIOT UCIIOAb30BaHIE
HEeINPUBUJIETHPOBAHHON YYETHOU 3aMTUCH TIPU 3aITyCKe CUCTEMBI U TIPUMEHEHUN TaKO!
YTUJIATBI, KaK sudo, KOTr/Ia HeOOXO MBI aIMIHICTPATHBHBIE TPaBa. IT0 000CHOBaHHAS
PEKOMEHIAIHS TT0 HE30MaCHOCTH, 0OeCTIeUMBAIOIIAst IOTTOJHUTEIBHBII YPOBEHD 3aIIATHI
MESKLY MOJIb30BaTEIeM 1 JIFOOBIMU MTOTEHIIHATBHO AeCTPYKTUBHBIMU KOMAHIAMK U
omeparusMiy OlePalMOHHOI cucTeMbl. JJlaHHOe 3aMedanne 0COOEHHO CIIPABEIINBO IS
MHOT'OII0/Ib30BATENILCKUX CUCTEM, T/Ie OTPaHIYEHUE [IPAB [0JIb30BaTe sl — 00sI3aTeIbHOE
TpeboBaHMe, TaK KaK HEIIPaBUJIbHOE MOBEAEHIE OJHOTO YYACTHUKA MOKET HAPYIIUTh
WA YHIYTOKUTH PAGOTY IPYTHX.

BBuy TOro uTo MHOTHE WHCTPYMEHTHI, BKaoueHHble B Kali Linux, MOTYT BbITIOJI-
HSATBCSI TOJIBKO C [TPaBaMK root, Takast yueTHas 3aluch noJb3osatess Kali ycraHosieHna
1o yMosryaHuto. B otsmane ot Apyrux aucTpubyTuBoB Linux, Bam He OyIeT IPeIIoKeHO
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CO3/IaTh HETPUBUIJIETMPOBAHHOTO MMOJIb30BaTelIst ipu ycranoBke Kali. VimernHo sta uepra
CITYsKUT OOJIBIIMM OTJIMYUEM OT OOJIBIIMHCTBA cHcTeM Linux u, Kak MPaBUJIO, BBOJAUT
B 3a0JIysK/IeHIE HEOIIBITHBIX T10JIb30BaTesieil. HoBUYKaM Hy:KHO OBITH 0COOEHHO OCTO-
POKHBIME B MOMeHT mipuMeHenust Kali, MOCKOIbKY camble IeCTPYKTUBHbBIE OMUOKU
BO3HUKAIOT UMEHHO ITpU paboTe ¢ paBaMu root.

CeTeBble CEPBUCHI OTKJTKOYEHbI MO YMOJTYaHUIKO

B orsnmune ot Debian, B Kali Linux oTK/I004€HbBI BCe YCTAHOBJIEHHbBIE CEPBUCHI, KOTOPbIE
CBSI3BIBAIOTCS 110 OOIIEOCTYITHOMY CETEBOMY HHTEP(dECY M0 yMOJIYaHIIO, HATPUMED
HTTP u SSH.

Ito petnierre 060CHOBAHO MUHUMU3AIMEH YSI3BUMOCTH BO BPEMSI TECTa Ha MPO-
HUKHOBEHME, KOT/Ia HeOe30IacHo coo0IIaTh O BallleM MPUCYTCTBUU U CYIIECTBYET PUCK
0obOHapy KEHMsI N3-32 HEOKUIAHHBIX CETEBBIX B3AUMOIECHCTBHUIA.

Bbl mo-npeskHeMY MOJKETe BPYUHYIO aKTUBUPOBATH JIIOObIE CEPBUCHI 110 BaIIEMY
YCMOTPEHUIO, 3AIyCTUB cepBuC systemctl. Mbl BepHEMCST K 9TOMY O3JKE B TJIaBe 5.

Konnekuwns npvmo>|<eHvu7| C conpoBoXxXxaeHnem

Debian crpemuTcst ctath yHUBEPCaIbHON ONMEPAIIMOHHON CHCTEMON U yCTaHABIUBAET
OYEeHb MaJI0 OTPAHUYEHUIT KacaTeJbHO TOrO, YTO Oy/IeT MaKeTHPOBAHO, IPU YCIOBUK
HaJIMYUS Y KaXKIO0TO TTaKeTa COMPOBOKIEHUSI.

Kali Linux, HaripoTuB, He TAKETUPYET KakK/0e CPEACTBO JJIsSt TECTUPOBAHUS Ha IIPO-
HUKHOBeHMe. BMeCTO 9TOro MbI CTPEMUMCST TTPEIOCTABUTD TOJIBKO JIyUIIIe MHCTPYMEHTHI
co cBOOOIHOM JIMIIeH3KElH, OXBaThIBaOIIMe GOJNBIINHCTBO 3ajla4, KOTOPbIE MOTYT I10-
TpeGOBaThCS TIEHTECTEDPY.

Paspa6orunku Kali, mpakTukyrolie meHTecTepsl, yIPaBJIsSIOT MPOIeCcCOM 0TOOPa,
1 MbI ICIIOJIb3YEM X OIBIT U KOMIIETEHTHOCTD, YTOOBI CIeIaTh MY IPbIi BEIOOD. B 60.1b-
[IMHCTBE CJIyYaeB 3TO MPOUCXOJAUT UMEHHO TaK, HO €CTh U Apyrue, 6ojiee CI0KHbIE
peleHus, MPUHSATHE KOTOPBIX TIPOCTO CBOAUTCS K IMYHBIM MTPEATIOUTEHUSIM.

Bort yacth BorpocoB, paccMaTpUBaeMbBIX TP OIleHKE HOBOTO TIPUJIOKEHUS:

MOJIE3HOCTH MTPUIOKEHNS B KOHTEKCTE TeCTUPOBAHUS Ha TPOHUKHOBEHNE;
YHUKAJIBbHOCTD (DYHKITUN 9J1eMEHTOB TIPUJIOKEHUS;

JINIIEH3Ws Ha ITPUJIOKEHNE;

0O00D0ODO

pecypcHbie Tp66OBaHI/IH TIPUJIOKEHUA.

[Moanepsxka OOHOBAECHHOIO U TIOJE3HOTO XPaHUJIUIA UHCTPYMEHTOB /IS TEeCTH-
pOBaHUA Ha MPOHUKHOBEHWE — CJOXKHAA 3a1a4a. Mbl TPUBETCTBYEM TTPEATOKEHUS
KacaTeJbHO HOBBIX YTUIUT B paMKax Bbigenentoil kareropun (New Tool Requests —
3anpocst HoBbIX nHCTpyMeHToB) B Kali Bug Tracker (https://bugs.kali.org/my_view_page.php).
Mol IIpeAIoYrTaeM MoAyYaTh Te 3alIPOChl HOBBIX IPOrPAMM, B KOTOPbIX €CTh IOAPOOHOe
[IpejICTaBJIeHue CPEACTBA, B TOM YKc/ie 00bsICHEHHUE ero M0JIe3HOCTH, CPaBHEHHUE C IPY-
UMU TI0A00HBIMK TPUIOKEHUSAME U T. 1.
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6. Pe3tome

B aroii rinase mbl tosnakoMuu Bac ¢ Kali Linux, cierka yiuwim 8 BCTopuio, HpodesKaiuch

110

HEKOTOPBIM M3 OCHOBHBIX (DYHKIIUI U TTOKA3aJiM HECKOJbKO BAPUAHTOB MCIIOJIb-

30BaHUs1 HTOrO AUCTPUOYTUBA. MbI TaksKe 0OCYANIN PSJI CTPATErHid, KOTOPbIe ObLIN
[IPUMEHEHBI TIPHU €70 pa3zpaboTKe.

a

Kali Linux — aro auctpubytus Linux mas ayaura KOpHnopaTuBHON 6e301acHOCTH,
ocHoBanublil Ha Debian GNU /Linux. Kali npeanassaden [ clieluaancToB 110
6ezonacHocTu 1 VI T-aiIMMHICTPATOPOB ¥ TI03BOJISIET UM ITPOBOIUTH OOIITPHBIE TECTH-
POBaHUsI HA TPOHUKHOBEHUE, KPUMUHATIMCTHIECKUI aHAJIN3 U ayTUT Ge301ACHOCTH.

B oryure ot 60JIbIIMHCTBA OCHOBHBIX OIlepalinoHHbIx cucteM, Kali Linux — guctpu-
OYTHE C IIABAIOIIIM PEJIM30M, TO ECTb 8bL OY0eme noayuamy 00HOGACHUS KANCObLTL 0etib.

Kali Linux ocrosamn ra Debian Testing. [Toatomy GOIBITHHCTBO MTAKETOB, TOCTYTHBIX
B Kali Linux, nmocrasisitorcst mpsimo us xpanuiuiia Debian.

Xotst ocHoBHas 11es1h Kali 00061meHHO MOKeET OBITh CHOPMYTUPOBAHA KaK «TECTHPO-
BaHWE Ha MPOHUKHOBEHUE N ayIUT 6630H3CHOCTI/I>>, CYHIECTBYIOT Pa3JIMIHbBIC BApUAHTDI
HCIIOTb30BAHUS AUCTPUOYTUBA, BKITIOUAs TIOTPEOHOCTH CUCTEMHBIX 3/IMUHUCTPATOPOB,
JKEJTAIOTINX KOHTPOJIMPOBATH CBOM CETH, KPUMUHATUCTUYECKUIT aHAIN3, YCTAHOBKY
BCTPOEHHBIX YCTPOUCTB, 6ECTPOBOIHON MOHUTOPHUHT, YCTAHOBKY Ha MOOWJIbHBIX
maTdhopMax u mp.

Memnto Kali o6sierdaer goctyin K MHCTPyMEHTaM /it Pa3IMYHbIX 3ajla4 U JeiiCTBUI,
BKJIIOYAs aHAJIM3 YSA3BUMOCTH, aHAIU3 BeO-IIPUIIOKEHNH, OlleHKY Oa3bl JaHHbIX, aTa-
KM 11apoJieid, 6eciipoBo/HbIE aTaku, 06paTHOE IPOEKTUPOBAHNE, DKCILIyaTal[HOHHbIE
cpencTBa, CHUMOUHT U CIIyUHT, YTUIIUTHI TOCTIKCILIyaTAIIUN, KpUMUHAJIUCTUKH,
[IPOTPAMMBbI JIJIsl OTYETHOCTH, UHCTPYMEHTBI COIUAIbHON UH)KEHEPUU U CUCTEMHbIE
CEPBUCHI.

Kali Linux nMeeT MHOKECTBO JOIMOJIHUTEIbHBIX (QYHKIIUN, B TOM YHCJIE: UCIIOIb30-
BaHMe B KauecTBe live-cucrempl (He IpeLyCTaHOBIEHHON ), HaeAKHbI 1 6e3011aCHbII
pPeXUM KPUMHWHATUCTUKY, HACTparuBaeMoe s/ipo Linux, BO3MOKHOCTD MTOJTHOM Ha-
CTPOMKM CHCTEMBI, HajieskHas U Ge3omacHas 6a30Bast OllepallioOHHast CUCTEMa, BO3-
MOKHOCTD ycTaHOBKHM Ha ARM-ycrpoiicTsa, 6esomacHas ceTeBas IOJINTHKA 1 Habop
MIPUJIOSKEHUH C CONTPOBOK/IEHUEM.

B caenyromieit rorase Mbr niepeiiem k Kali Linux u onpobyeM ero ¢ omorisio live-

pekmma.
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B orsiume 0T HEKOTOPBIX APYTUX OTEPAI[HOHHBIX crcTeM, HauaTh pabory ¢ Kali Linux
pocTo Garogaps TOMY, 4TO €ro AUCTPUOYTUBBI IIPEACTaBALIOT coOoi live-oOpasbl
B opmare ISO. D10 3HAUNT cJepyIOlIee: Bbl MOKETE 3arpysKaTh CKauyaHHbIH 00pa3
6e3 KaKoii-mbo TpeBapUTENbHON MTPOIEYPBl YCTAHOBKH, KaK U MPUMEHSITH OJIUH
U TOT jKe 00pa3 JIJIst TECTUPOBAHISI, B KaueCTBe 3arpy304Horo obpasza ¢ USB-nakomureist
i DVD B cayyae KpUMUHATUCTHYECKON 9KCTIEPTU3bl UJIH JIJ1S1 YCTAaHOBKHU B Kaue-
CTBE TIOCTOSTHHOU OTEPAIMOHHOI CUCTEMbI Ha (PU3UUECKOM WJIU BUPTYAIbHOM 060-
PYIOBaHUU.

M3-3a 3TOI TIPOCTOTHI JIETKO 3a0BITh 0 HEOOXOMUMOCTH COOIOIATH ONPEIeIEHHbIE
Mepbl pegoctoposxkuocTy. Iosbzosarenn Kali vacto craHOBATCS sKepTBAMK 3JI0YMbIIII-
JIEHHUKOB, OY/Ib TO CIIOHCHPYEMBIE TOCYIAPCTBOM IPYIIIIBI, OPTaHU30BAHHBIE ITPECTYITHBIE
IPYIITUPOBKY UK OT/eIbHBIE XakepbL. Jloctyn k ncxogHomy koay Kali Linux mossosisier
JIETKO CO3/1aBaTh U PACIIPOCTPAHSITH MOIETbHBIE BEPCUH, TIOITOMY OU€Hb Ba)KHO, UTOOBI
BbI 3aBeJIN MMPUBBIUKY CKAUYMBATD MAKETHI NCKIIOUUTETHHO ¢ OPUTTHAIBHBIX PECYPCOB
U TIPOBEPSTH TEJOCTHOCTD U TOJIMHHOCTD CKAYaHHBIX (DallsIoB. DTO 0COOEHHO BaKHO
IS CITEITUAITCTOB TI0 0€30IIACHOCTH, KOTOPBIE YaCTO UMEIOT JIOCTYII K YSI3BUMBIM CETSIM
1 KOTOPBIM JIOBEPEHBI JAHHBIE KITUEHTOB.

2.1. CkaumnBaHue ISO-o6paza Kali

[(ne ckayaTb

EnuncrBennbiii opuimanbabiii pecype ISO-o06pasos Kali Linux — pasmen Downloads
(3arpysku) Ha caiite Kali (https://www.kali.org/downloads/). N3-3a monyasipaoctu Kali
MHOTOUYKCJIEHHBIE CATBI TPEJIAratoT €ro 00pasbl IJIs CKAUMBAHS, HO MX HEJIb3sI CYUTATh
JIOCTOBEPHBIMHU, 11, 60JIee TOTO, OHU MOT'YT OBbITh 3apaskKeHbl BPEIOHOCHBIMHU IIPOTPAMMaMU
WJIK MHBIM 00Pa3oM HAaHOCHUTh HEIOIPAaBUMBbIil YPOH Balllell CUcTeMe.

Caiit nocrynen yepes mpotokos HTTPS, uro 3atpynusier mozpesnky daiiion. Boamox-
HOCTb BbINOJTHUTB ataky Thia MIM (man-in-the-middle) gocrymsa He B mostHoMm o0beMe,
TaK KaK 3JIOYMBIIIJICHHUKY Takxke Oyaer HeoOxoauM ceprudukar https://www.kali.org/,
nofimMcanubIil opranoM ceptuduranuu Transport Layer Security (TLS), kotropomy
nosepsieT Opaysep sKepTBbl. [T0CKOIBKY OpraHbl cepTHdUKAIUN CYIIECTBYIOT HMEHHO
JUISE TIPEIOTBPAIIEHUST TAKOTO POJIa IPOGJIeM, TO MTPEAOCTABISIOT CePTUHUKATHI TOJTHKO
TEeM, YbM MACHTH(MUKAIIMOHHBIE JaHHbIE ObLIN IIPOBEPEHBI, U TEM, KTO TPEIOCTABIII J10-
Ka3aTeIbCTBA BIAIEHUST COOTBETCTBYIOTUM CAlTOM.

cdimage.kali.org Ccbiniku, HaiieHHble Ha CTPaHWLLe CKaYMBaHUS, YKa3biBAKT Ha LOMEH
cdimage.kali.org, KoTopbIi nepeHanpaBnseT Ha banxkanluee K BaM 3ep-
Kasno, ynyylias TakMm 0b6pasoM cKopocTb Nepefayn 4aHHbIX U yMeHbLUas
HarpysKky Ha LeHTpanbHble cepBepbl Kali.

Cnmcok [oCTyNHbIX 3epKas MOXKHO HaiTu 3geck: http://cdimage.kali.org/
README.mirrorlist.
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YTO ckayaTtb

Ha oduinanbHoll cTpaHuIle CKaYMBaHUsI IpUBeAeH KpaTkuil ciiucok [SO-o06pazos
(puc. 2.1).

Download Kali Linux Images

We generate fresh Kali Linux image files every few months, which we make available for download. This page provides
the links to download Kall Linux In Its latest officlal release. For a release history, check our Kall Linux Releases page.
Please note: You can tind unofticial, untested weekly releases at http://cdimage.kali.org/kali-weekly/.

Image Hame Download | Size | Version sha256sum
Kali 64 bit 150 | Tarrent | 2.6G 7.1 49b1c57650905220060dc4c0e11ae09d97a270a00d259e 057731 01df62e1 1e9d
Kali 37 it 1500 | Tarrent 276 7.1 501h3747e5ac TeA9R 73971 edSec 2] daces 277404500 49044 Dee A2 6250 abe

Kali 64 bit Light 150 | Torrent 0BG FLIFR scofe300bfosdzb724dfa2ch 20046374561 f foo3029cdch 21 af 3002442350

Kali 32 bit Light 150 | Terrent 0.8C 2017.1 BCH3LOLecTE/ /U /dudd 36 2eH b6 30000 b / /31 Ab A48 3bEI3USLe o T U /oot

Kali 64 bit 17 150 | Torrent 246G FLIFA] 8e293cTE7530a417d020a272ccb13d 761 9e65d 45023741541 06c1 2051 b9
Hali 6d bil KDF 150 | Tareent TG 0171 R39741 fec37811 41 fo68d f3ec?dhedadRedf aefl 3e6a0d50h 250 eScc] AGA1 Bdh
Kali 64 bit Mate 150 | forrent | Z6G FLITR] 3ea7dBaakesTsodanfozeacdbea: 242hb441 301 208581 8651860398
Kali 64 bit Xice 150 | Torrent 2.5C 7.1 Hal fefoustsds /eubYd d2a e 26d THa et J0ob a0l /o3 fabaub2odaefAc1o93

Kali 64 bit LXDL 150 | Torrent | 2.5G 017.1 J5eaeGSanaabbadl B0dtd563e45b 7o 4d 76206047721 c7d232c 1100200 7caedb

Image |

Kali armhf 0.5G 0171 #7531 89 R 3d ThA4561 betd  cdfie 31 [8h84T43cATAeec [4adh T1 G041 Tehba3
Tarrent
Image |

Kali armel 0.4C 0174 180414422196F0797c1ea51 3c18682bc4b3ced871cb30874c00de52dd4at 877
Tarrent

Puc. 2.1. Cnucok 06pa3os, npeanaraeMblx 41 CKauMBaHus

Bce 06pasbl 1UCKOB, TOMeYeHHbIe KaK 32- nin 64-paspsiHble, OTHOCSATCS K 00pas3aM,
TOAXOIAIINM JIJISI TIPOIIECCOPOB, BCTPOEHHBIX B OOJIBITHHCTBO COBPEMEHHBIX CTAI[OHAD-
HBIX U IOPTaTUBHBIX KOMITBIOTEPOB. EC/ii BbI CKaunBaeTe 06pas Jist UCIIOIb30BAHUST Ha
JIOCTATOYHO COBPEMEHHOM KOMITBIOTEPE, TO OH, CKOPEE BCETO, COAEPKUT 64-Pa3psTHBII
riporieccop. [Ipu Hamuanm comHeHni TOMHUTE, 9TO Bee 64-pa3psiiHbIe TPOIECCOPHI CTIO-
COGHBI BBITIOJTHATH 32-pas3psi/IHbIe HHCTPYKIMK. Bl Beceria MoskeTe cKkavyaTh U 3aITyCTHTh
32-paspsigHbiii o6pas. OxHako oOpaTHOE yTBEPKAeHE HeBepHO. Bosee moapobHy0
uHGOPMAITUIO BBl HAliZIeTe BO BPe3Ke HITKE.

Ecan ol muanupyere yeranosuth Kali Ha BcTpoeHHOE yCTPOICTBO, cMapThOH,
Chromebook, Touky gocrymna niu go6oe Apyroe yeTpoicTBo ¢ mporeccopoM ARM, To
JOJIKHBI MCTTO0/Ib30BaTh 00passl Linux armel win armhf.
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Mot npoueccop B onepauunoHHoi cucteme Windows Bbl MoXkeTe HalnTu 3Ty nHdopMaLmio,
32-unu  otkpblB okHo System (CucTema) Ha naHesnv ynpasneHus. B ogHouMeH-
64-pa3psApHbIN?  HoM pa3gesie obpaTuTe BHMMaHKe Ha nose System Type (Tun cuctemsl):
Tam byneT ykazaHo «npoueccop xb4» ans 64-pa3pagHoro npoueccopa
nnu «npoueccop x86» ana 32-paspsgHoro npoueccopa.
B onepauyoHHon cucteme 0S X/macOS HeT cTaHAapTHOTO MPUIIOXKEHNS,
oTobpaxatoliero 3Ty MHbOpPMaL Mo, HO Bbl BCe e MoXeTe HalTu ee,
BBe[S B TepMuUHane koMaHay uname -m. OHa BepHeT x86_64 ans cucte-
Mbl C 64-pa3paaHbiM 9apoM (KoTopoe MoxeT paboTaTh TONbKO Ha 64-pa3-
PALHOM Mpolieccope), a ansa cucteMsbl ¢ 32-pa3psaaHbIM A4pPOM KOMaHaa
BepHeT i386 unu yto-To nogobHoe (i486, 1586 nnwn i1686). Nlioboe 32-pas-
psAHOe NpuioXeHUe cnocobHo paboTatb U Ha 64-pa3psfHOM npoLec-
cope, Ho nmockosibKy Apple KoHTponupyeT obopyaoBaHWe v MporpaMMHoe
obecneyeHune, To BpSA 1M Bbl HaNAeTe Takyto KOHPUrypaLmio.
B Linux Bbl MOXeTe NpoBepuTb Gnarv B BUpTyanbHoM daiine /proc/
cpuinfo. Ecnu oH cogepxxut atpnbyT lm, To BaLw npoueccop 64-pa3psg-
HbII, B MPOTMBHOM cilydyae — 32-pa3psaHbli. Cnepytolias KoMaH4Has
CTpOKa MOACKaXkeT, KaKol y Bac npoLieccop:
$ grep -gP '~flags\s*:.*\blm\b' /proc/cpuinfo & echo 64-bit
wp || echo 32-bit
64-bit

Teneps, Kor/ia BbI 3HaeTe, Kakoit 00pa3 Bam HEOOX0MM — 32- wiin 64-pas3psiiHblii,
OCTAJICST JIWIITh OJIUH THar: BeIOpaTh Tull o6paza. Oba o6pasa 1Mo yMOJTYAHUIO, KAK JIJIst
Kali Linux, tak u jus Kali Linux Light, — arto live-o6passt B hopmare ISO, kotopbie
MOKHO HCITOJIb30BATh JIJIsT 3aITyCKa live-cucTeMbr, a TakiKe JIJIsT Hauaja IIpoIecca ycra-
HOBKU. OHU OTJINYAIOTCSI TOJIBKO HAOOPOM TIPELY CTAHOBJIEHHBIX puIokenuit. Obpas 1mo
yMoJrdaHuio nocrasJsiercst ¢ pabounm ctoiom GNOME u GoJibiiiM HabOpOM MAKETOB,
HPU3HAHHBIX TTOAXOASLIMMHU 171k GOJIBIINHCTBA IEHTECTEPOB, B TO BpeMs Kak lite-o6pa3
nocrasJsiercst ¢ pabounm crosiom Xfce (koropbiil MeHee TpeboBaTeIeH K CUCTEMHBIM
pecypcam) 1 OrpaHuYeHHBIM HAOOPOM TTAKETOB, IPEIOCTABJISISI BO3MOKHOCTD BBIOUPATH
TOJIBKO HEOOXOuMble Tpuiokenust. OctanbHble 00pa3bl UCIOIB3YIOT AJIbTEPHATUBHBIE
cpezibl paboYero croJia, Ho HOCTABJISIOTCS ¢ TeM ke GOJIbIIMM HaOOPOM IIAKETOB, YTO
U OCHOBHOI 00pas.

TTocste TOro Kak BbI OTMPEETIINCH C HEOOXOIUMbBIM 06Pa30M, MOKETE CKAauaTh €0,
NIeJIKHYB KHOIKOI MBIIN Ha cchliike ISO B cOOTBETCTBYIONIEH cTpoke. Kpome Toro,
MOKeTe cKadath 00pas u3 ogHOpaHroBoil cetu BitTorrent, Haskas cchUIKy Torrent, Tipu
YCJIOBMHM, YTO y Bac ecThb kareHT BitTorrent, npeaHasnadyeHublii 1y paboThl ¢ paciiy-
penuem .torrent.

IToka BeiOpanubil Bamu [SO-06pa3 ckaunBaeTcst, Bbl JOJKHBI 0OPATUTH BHHU-
MaHHe Ha KOHTPOJIbHYIO CYMMY, YKa3aHHYIO B cTOJIOIe sha256sum. Vcrosb3yiite ee
MOCJIe OKOHYAHUS CKAaYUBaHUsL, 4UTOOBI yOEAUTHCS B COOTBETCTBUU CKAYaHHOTO 0Opasa
TOMY, KOTOPbIil KoMana paspaborunkos Kali pasmectuia B cetu (cM. cireayroniuii
o/Ipasen).
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[MpoBepka LenoCTHOCTU U NOAIMHHOCTH

CreruaucThi 1o 6e30MacHOCTH 0JIKHBI TIPOBEPSITH IIEJIOCTHOCTh MHCTPYMEHTOB, YTOObI
3aIUTUTD HE TOJBKO CBOU JJAHHBIE U CETH, HO TAK)Ke U CBOUX KIMEHTOB. XOTS CTPAHUTIA
ckaunBanus Kali samuiiena TLS, pakTudeckas cchblika Ha CKaUMBaHUE YKa3bIBACT Ha
nezamudposannbiii URL, kotopsiii He 3antuiaer oT Bo3Mokiubix MIM-arak. DaxT ormo-
poi Kali Ha ceTh BHEITHUX 3epKaJl JIsk PacliPOCTPaHeHUs 0Opasa 03HauaeT CJIeyoliee:
BBI HE JIOJUKHBI CJIETIO TOBEPSTH TOMY, UTO CKauMBaeTe. 3epKajo, Ha KOTOPOe Bac Ha-
[IPaBUJIH, BO3MOKHO, OBLIO B3JIOMAHO 3/I0YMBIIIIEHHUKAMH, HJIU 5K€ BbI CAMU MOKETE
CTaTh KepTBOI aTaKM.

YT106BI MOKHO OBLTIO H30€sKaTh 9TOTO, TpoekT Kali Beeraa mpeoctasisier KOHTPOJIb-
HBIE CYMMBI BBIITyCKaeMbIX M 00pa3oB. Ho Takas nmposepka Oyzet ahheKTUBHOM, ecoin
BBI YBEPEHBI, YTO KOHTPOJbHAS CYMMa, KOTOPYIO BbI MMOJYUHIIH, SIBJISETCS TOMH JKe KOH-
TPOJILHOI CyMMOH, KoTopyto omybaukoBaiu paspaborunku Kali Linux. CymiectBytor
PasINYHBIE CIIOCOOBI TPOBEPUTH ATO.

Onupasicb Ha TLS-3alUMLLEHHbIA CanT

Korza BbI 101y gaeTe KOHTPOJIBHYIO CYMMY € BeG-CTPAHUIIBI CKAUMBAHS, 3AIHIIEHHON
TLS, ee mpoucxoskieHne KOCBEHHO TTOATBEPIKAAECTCS MOJIENBIO 6e30TIacHOCTH cepTuu-
karta X.509: BUIMMBbIiT BAMU KOHTEHT IIOJIy4YeH C caiiTa, KOTOPbIil (DaKTHYeCKN HAXOAUTCS
10/l KOHTPOJIEM YeioBeKa, 3anpocusinero TLS-ceprudukar.

Ternepb BbI IOJKHBI CTEHEPUPOBATH KOHTPOJIBHYIO CYMMY CKauaHHOTO 06pasa u y6e-
JIATBCS B €€ COOTBETCTBUU CyMME, KOTOPYIO BbI moJTyurin Ha caiite Kali:
$ sha256sum kali-linux-2017.1-amd64.iso

49b1c5769b909220060dc4cOel1ae09d97a270a80d259¢05773101df62e11e9d
W Kkali-linux-2016.2-amd64.iso

Ecau Baima crenepupoBaHHast KOHTPOJIbHASI CYMMa COOTBETCTBYET TOI, UTO HAXOIUTCST
Ha crpanuie ckaunBarus Kali Linux, To BbI ckayasin npaBusibHbIil paiii. [Tpu pasinuunsix
B KOHTPOJIbHOI CyMMe BO3HUKAET IPobIIeMa, XOTs 9TO He TOBOPUT 06 YyTrpo3e WIN aTake;
3arpy3Ky MHOT/A TTOBPEXKAAIOTCs, poxost yepes nrtepuet. [loBTopure momneitky, uc-
10163yt pyroe odurmaibHoe 3eprasio Kali mpu takoit Bo3MOKHOCTH (JIOTOJHUTETHHYIO
UHAPOPMAIMIO O IOCTYITHBIX 3€PKajiaX MOXKHO TOJIYYUTh BO Bpeske «cdimage.kali.org»
(cM. BbIIIIE B ATOH IJ1aBe)).

Onwupascb Ha ceTb aosepusa PGP

Ecau ot He noepsgere HTTPS g ayrentudukaum, To Bbl HEMHOTO aPaHOUK, HO
3TO HOPMaJIbHO. ECTh MHOTO TIPUMEPOB TIJTOXO0 YIIPABJIAEMBIX IIEHTPOB CePTU(hUKAIIIH,
BBIZIABIIUX MOIMIEHHUYECKUE CePTU(HUKATHI, KOTOPbIE B KOHEYHOM UTOTE ObLIKM Herpa-
BUJIbHO MCII0JIb30BaHbL. BbI Tak:ke MOKeTe CTaTh JKePTBOH «/[PYKeCTBEHHOTO» 110/IX0/1a
MIM-artaky, BHEIPEHHOTO BO MHOTUX KOPIIOPATUBHBIX CETSIX, €CJIM BOCIIOJIb3yeTeCh
CIEIUATU3NPOBAHHBIM XPAHUJIUIIEM JIOBEPEHHBIX CEPTU(UKATOB, BCTPOECHHBIM B Gpa-
y3ep. OHO ITpeIoCTaBIIAET MOJIeTbHBIC CePTU(UKATEI 14 3P POBAHHBIX CAUTOB, YTO
MTO3BOJISIET KOPIIOPATUBHBIM ayJIMTOPAM KOHTPOJIUPOBATH 3aITU(MDPOBAHHBIN TPadUK.
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B Takux cayuasx mMbl Takxke npegoctanisieM ko4 GnuPG, KOTOpbIil UCTIOb3yem
TSI TTOJIIIMCH KOHTPOJIBHBIX CYMM IOCTaBJIsieMbIX HaMu 06pa3oB. Huske 1mokasanbl ero
UIEeHTUDUKATOPHI:

pub rsa4@96/@xED444FFO7D8DOBF6 2012-03-05 [SC] [expires: 2018-02-02]
Key fingerprint = 44C6 513A 8E4F B3D3 0875 F758 ED44 4FF@O 7D8D OBF6

uid [ full ] Kali Linux Repository <devel@kali.org>

sub rsa4096/0xA8373E18FCODODCB 2012-03-05 [E] [expires: 2018-02-02]

ITOT KITI0Y — YACTb 2100a1bHOU cemu 006epust, Tak Kak ObLJT MOAMCAH XOTsI ObI MHOT
(Padassiem Xep1iorom), a st BBICTYIIAKO YACTHIO CETH A0BEpHst 1arofapst MOEMY HHTEH-
cuBHOMY Hciosb3oBarnio GnuPG B kauectse pazpaborurka Debian.

Moguens 6esonacioct PGP/GPG yuukanbha. Kaxkublii MoxkeT creHepupoBaTh
JIE000T KITFOY ¢ JIFOOBIM YI0CTOBEPEHUEM, HO BBI CMOJKETE JIOBEPSTH 9TOMY KJII0OUY JIUIIh
B TOM CJIy4ae, eCJI OH ObLI TIOJIIMCAH JAPYTUM KJII0YOM, KOTOPOMY BBI YK€ JI0BEPSIETE.
Korzaa Bbl nojnucbiBaeTe K104, Bbl HOATBEPIKAACTE, UTO BCTPEUAIN BIalesblla KIoya
U 3HAeTe HaBEePHSIKA, YTO COOTBETCTBYIOIIEE yA0CTOBEpeHHEe BepHO. TakuMm ke 00-
Pa30M BbI OIpe/eJisieTe UCXOAHBIN Habop KIII0Uell, KOTOPBIM BbI JIOBEPSIETE, BKIIIOYAS,
€CTECTBEHHO, BaIll COGCTBEHHBIH KITIOY.

JlanHas MoziesTh IMeeT CBOM OTPAHWYEHMS, TTIOATOMY Y BaC €CTh BO3MOKHOCTH CKayaTh
obmutenocrymubiii kiaou Kali uepes HTTPS (wiu ¢ cepBepa Kitoueii) U mpoCTO PEIIUTD,
YTO JIOBEpsieTe €My, IIOCKOJIbKY ero UAeHTU(hUKATOP COOTBETCTBYET TOMY, YTO MBI
YKa3aJii B HECKOJIbKUX MECTAX, B TOM YHCJIE UYTh BBIIIE B 9TOM KHUTE:

$ wget -q -0 — https://www.kali.org/archive-key.asc | gpg --import

[or]

$ gpg --keyserver hkp://keys.gnupg.net --recv-key ED444FFO7D8DOBF6

gpg: key OXED444FFO7D8DOBF6: public key "Kali Linux Repository <devel@kali.org>"
wp imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

[...]

$ gpg --fingerprint 7D8DOBF6

[...1
[...]

[Tocne m3BIeUeHNS BBI MOXKeTe UCIIOIB30BATD KJIIOY JITIST TPOBEPKU KOHTPOJIBHBIX
CYMM HpPeAIOKeHHBIX 00pa3oB. CkayaeM (aill ¢ KOHTPOJIbHOI CyMMOI (SHA256SUMS)
1 CBA3aHHBIM ¢ HUM haiiziom noanucu (SHA256SUMS . gpg) 1 TTPOBEPUM TTO/IITHCH:

Key fingerprint = 44C6 513A 8E4F B3D3 0875 F758 ED44 4FF0 7D8D OBF6

$ wget http://cdimage.kali.org/current/SHA256SUMS

[...]

$ wget http://cdimage.kali.org/current/SHA256SUMS.gpg

[...]

$ gpg --verify SHA256SUMS.gpg SHA256SUMS

gpg: Signature made Thu 16 Mar 2017 ©8:55:45 AM MDT

gpg: using RSA key ED444FF07D8DOBF6

gpg: Good signature from "Kali Linux Repository <devel@kali.org>"
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EcJmi BbI mostyunte coobiieHue Good signature, TO MOJKETE IOBEPSITH COAEPKUMOMY
(haitra SHA256SUMS ¥ MCITOJIB30BATH €TO JIJIsI TIPOBEPKU CKAYaHHBIX (haiioB. B mpoTuBHOM
caryvae BO3HUKAeT pobreMa. Bbl 10JLKHbBI TPOBEPUTS, ¢ ouiinambHoro i 3epkaia Kali
Linux ckavasm aitbr.

Ob6parute BHUMaHUE: BBl MOJKETE UCIOJB30BaTh KOMAHIHYIO CTPOKY, YKa3aHHYTO
HUIKe, 9TOOBI yOEUThCS, YTO CKAYaHHBIN (haill MMeeT Ty sKe KOHTPOJIBHYIO CyMMY,
KOTOpas ykazaHa B SHA256SUMS, 1Ipu yCJIOBUU HaxoK/eHus: ckadanuoro [SO-gaiisia
B TOM K€ KaTaJore:

$ grep kali-linux-2017.1-amd64.iso SHA256SUMS | sha256sum -c
kali-linux-2017.1-amd64.iso: OK

Ecam BbI He ToryunTe oTBeT OK, TO CKAYaHHBIN (DA OTITMYAETCS OT TOTO, KOTOPBIH
6b11 BRIy IIeH KoManaoii Kali. He ciiesyer 1oBepsTh eMy U HCIOJIB30BATD €ro.

KonnposaHue obpasa Ha DVD- nnn USB-Hakonutenb

Ecom BBI He mmanmpyerte 3amyckath Kali Linux Ha Buptyasbroit marmne, To ISO-06pa3
caMm 1o cebe orpaHnyen B MCTOb30Banuu. Bam cienyer samucars ero Ha DVD mm
ckonupoBaTh Ha USB-HakommTe b, 4T06B UMETh BO3MOKHOCTD 3arpy3UTh TUCTPUOY THB
Ha KOMITBIOTED.

MbrI He OyzieM pacckasbiBaTh 0 TOM, Kak 3amucath 1SO-o6pas #Ha DV D, OCKOIBbKY
TIPOTIECC CUITHHO BAPLUPYETCST B 3aBUCUMOCTH OT TITAT(HOPMBI 1 CPEITBI, HO B GOIBITHHCTBE
cJy4aeB TIocJIe Tie/TuKa IIPaBoil KHOIKOM MbIIIN Ha (aiisie .iso MosBUTCA IyHKT KOH-
TEKCTHOTO MEHI0, KOTOPbIiT 3amyckaeT npuioskenue mist samcu DVD. TlonpoGyiire!

BHuMaHue!

B aToM nogpaspnene Bbl y3HaeTe, Kak nepesanuncatb NpoM3BosbHbIN Anck ¢ 1ISO-
obpasom Kali Linux. Bcerpa aBaxapl npoBepsainTe LeseBoON ANCK Nepem 3anyckoM
onepawmm, Tak Kak ofHa oLinbKa, BEpOATHO, MPUBELET K NMOSHOW NoTepe AaHHbIX
1 NOBPEXAEeHWUI0 Ballel yCTaHOBKM 683 BO3MOXHOCTU NMOYUHKM.

Co3pgaHue 3arpy3oudHoro USB-HakonuTens Kali B Windows

[IpenBapuTeTbHO BBI JOJIKHBI CKaYaTh ¢ caifTa https://sourceforge.net/projects/win32diskimager/
u ycranoBuTb npuiioskenne Win32 Disk Imager.

IMoaxounTe USB-Hakonuresib K cBoeMy KoMIboTepy ¢ yeranosiaeHroit OC Windows
1 obpaTuTe BHUMaHUE Ha CBA3aHHOE ¢ HUM 0003HaueHue AucKa (Harnpumep, E:\).

3anycrure npuioxkenne Win32 Disk Imager u BoiGepure ISO-daiin Kali Linux,
KOTOPBIii xoTuTe cKOmuposath Ha USB-HakomuTesb. Y 6egurech, uTo OyKBa BHIODAHHOIO
YCTPOMCTBA COOTBETCTBYET 0O03HAYEHUIO HAKOIIMTEISA. Y JOCTOBEPUBIINCH B BbIOOPE
MPaBUJILHOTO JINCKA, HAKMHUTE KHOTKY Write (3ammcarb) U MOATBEPUTE, YTO XOTUTE
repesarnucarh cogepskumoe USB-nakommrens (puc. 2.2).
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: Win32 Dick Imager = O X
g
Image File

Copy | (] MDS Hash:

Progress

Version:0.9.5 | Cancel | Read | wnte || Bat |

% Confirm overwrite *

Writing to a physical device can corrupt the device.
(Target Device: [EA] ")
Are you sure you want to continue?

Yes | I Mo I

%% Win32 Disk Imager - 5 X
g
Image File Device

|sers,|fRaphaél Hertzog/Downleads kaliHinux-ight-2016. 1-amd&4.iso | | EY ~ |

Copy | [] MDS5 Hash:

Progress

L | o%
Version: 0,9.5 Cancel || Read || wrte | Bat |
1.24172MB/s

Puc. 2.2. NHtepdeiic Win32 Disk Imager

TMocue 3aBepinenust KonupoBanust Ge3onacHo uspiaekure USB-Hakonmrenb U3 cu-
crembl Windows. Ternepb Bbl MOzKeTe UCITI0J630BaTh 370 USB-yCcTpOICTBO /17151 3aTrpy3Ku
Kali Linux.

Co3paHue 3arpy3oyHoro USB-HakonuTens Kali B Linux

Cosnatp 3arpysounsiii USB-Hakomuresp Kali Linux 8 cpese Linux mpocto. Pabouast
cpesa GNOME, yeraHoBjIeHHAS 110 YMOJTYAHIIO BO MHOTUX AucTpuOyTrBax Linux, mo-
crasJysiercst ¢ yrunutoit Disks (8 makere gnome-disk-utility, koTopsrii yske ycraHOBIIEH
B o6pase Kali). Dra nporpaMma oKasbIBaeT CIIMCOK JUCKOB, 0OHOBJISIEMbII ANHAMIYE-
CKU TIPH TIOIKJIFOYEHIY UJIH OTKJII0UeHnN HocuTesist. Beibepute cBoit USB-HakomuTes b
B CITMCKE IUCKOB, U 3aTEM MOSIBUTCS TIOIPOOHAst MHMOPMAITHST O HEM, KOTOPast TIOMOKET
yOeauThest B BBIOOPE TPaBUIILHOTO Aucka. OOparuTe BHUMAHUE, YTO UMsI YCTPOHCTBA
orobpaxaercs B CTpoKe 3aroyioBka (puc. 2.3).
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. 2,0 GB Drive = =
Device name — /devisdb = ” O = | %

¢ 512 GB Disk -
ucﬂm.ﬂ CTS17MK1005501 Model VBTM Store'n'go (6.51) 1
Size 2,0 GB (1 998 585 344 bytes) Menu
Partitioning Master Boot Record bhutton

386 GB Block Device

= idevivg mainfroat Serlal Number 0390627052A2F897

= 16 GB Block Device Volumes
fdewtug cryptiswap

= 4,0 GB Block Device

fdewivg cryptiprivate

S.;Z,G GB — 2,0 GB [ree (0,2% full)
Device /dev/sdbl
Partition Type Linux
Contents FAT (32-bil version) — Mounted al fmedia/thertzogMWilL.

Puc. 2.3. GNOME-yTtunuta Disks

HaskmuTte KHOTIKY MeHT0 1 BhiGeprTe mMyHKT Restore Disk Image (BocctanoButh 06-
pas aucka) B HosiBUBIIEMCS MeHI0. BoiGepure ISO-06pas, KOTOpbI Bbl CKavyaiu paHee,
1 HaXKMUTe KHONKY Start Restoring (HawaTs Bocctanosnenue) (puc. 2.4).

Restore Disk Image x

Image to Restore [, (@) kall-Unux-light-2016.1-amdé4.lso e} |]

Image Size 1.1 GE (1 060 241 408 bytes)
Destination 2,0 GB Drive — VBTM Store'n'go [6.51] {(/dev/sdh)

[ Cancel J

Start Restoring... ]

Puc. 2.4. [Inanorosoe okHO Restore Disk Image

Hacnagurecs uaneukoii kode, moka oH 3aKOHYUT KonmupoBanue obpaza Ha USB-
Hakonuresb (puc. 2.5).

Madel VBTM Store'n'go (6.51)
Size 2,0 GB (1998 585 344 bytes)
Parlilioning Masler Buol Recurd
Serial Numbher 0390627052A2F897

Job Resturing Disk hnaye: 63,4% @
672,131 MB ol 1,1 GB — T minule i esmaining (3,3 MBfsed)

Puc. 2.5. lNpouecc BoccTaHOBNEHMs obpa3a
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Co3paHue
3arpy3o4Horo
USB-Hakonutens
U3 KOMaHAHOM
CTPOKM

Hauano pabotsl ¢ Kali Linux

HecMoTps Ha To YTo rpadmyeckmin mpoLecc fOBOJIbLHO NPOCT, 3Ta one-
pauus TaK e yaobHa Ans nonb3oBatesieil KOMaHLHOW CTPOKM.

Korpa Bbl BctaBnsete USB-Hakonutens, aapo Linux obHapyxnsaeT
€ro v HasHayaeT eMy UMs, KOTOPOe yKa3biBaeTCs B XXypHanax sapa.
Bbl MoXeTe HaliTW ero UMsi, MPOBEPMB XXypHasibl, BO3BPALLLEHHbIE KOMaH-
non dmesg.

$ dmesg

[ooo]

[234743.896134] usb 1-1.2: new high-speed USB device number 6
»using ehci-pci

[234743.990764] usb 1-1.2: New USB device found,
U‘PidVendor=08ec, idProduct=0020

[234743.990771] usb 1-1.2: New USB device strings: Mfr=1,
wp Product=2, SerialNumber=3

[234743.990774] usb 1-1.2: Product: Store'n'go

[234743.990777] usb 1-1.2: Manufacturer: Verbatim

[234743.990780] usb 1-1.2: SerialNumber: ©390627052A2F897

[234743.991845] usb-storage 1-1.2:1.0: USB Mass Storage device
) detected

[234743.992017] scsi host7: usb-storage 1-1.2:1.0

[234744.993818] scsi 7:0:0:0: Direct-Access VBTM Store'n'go
W) 6.51 PQ: O ANSI: @ CCS

[234744.994425] sd 7:0:0:0: Attached scsi generic sgl type ©

[234744.995753] sd 7:0:0:0: [sdb] 3903487 512-byte logical
blocks: (2.00 GB/1.86 GiB)

[234744.996663] sd 7:0:0:0: [sdb] Write Protect is off
[234744.996669] sd 7:0:0:0: [sdb] Mode Sense: 45 00 00 08
[234744.997518] sd 7:0:0:0: [sdb] No Caching mode page found
[234744.997524] sd 7:0:0:0: [sdb] Assuming drive cache: write

wp through
[234745.009375] sdb: sdbl
[234745.015113] sd 7:0:0:0: [sdb] Attached SCSI removable disk
Tenepb, korga Bbl 3HaeTe, 4yto USB-Hakonutenb foctyneH Kak ycTpon-
ctBo /dev/sdb, MoxeTe NpuUCTyNnTL K KOMMPOBaHwio 0bpasa ¢ noMoLLbio
KoMaHgbl dd:

# dd if=kali-linux-light-2017.1-amd64.iso of=/dev/sdb

2070784+0 records in

2070784+0 records out

1060241408 bytes (1.1 GB, 1011 MiB) copied, 334.175 s, 3.2 MB/s
ObpaTtuTe BHUMaHWe: ANS BbINMOJHEHUS 3TON onepaLuum HeobxoanMbl
npaBa root, n, kpome Toro, USB-Hakonutenb He foMKEH MCMOIb30BaTh-
csl. YbepuTech B TOM, YTO HV OLMH M3 €ro pa3fAesoB He CMOHTMPOBAH.
KoMaHpa Takke npepnonaraeTt, YTO BbINOMAHAETCH B OGHOM KaTasore
c ISO-0bpasoM, nHauve fonkeH BbITb yKasaH NosiHbIN NyTb K 06pasy.

[ns cnpaBKku, ecnun ykasaHbl «MCXOA4HbIN Gann» u «dann BbiBoLa»
KoMaHpaa dd cuMTbIBAET faHHble U3 UCXO[HOIOo daiina 1 3anucbiBaeT Ux
B darn BbiBoga. OHa He oTobpa>kaeT nHdopMaL Mo 0 Nporpecce, No3To-
My BaM HY>XHO MPOSIBUTb TEPrEHMe, NMoka oHa BbIMOHAET CBO paboTy
(06bIuHO anie KoMaHabl He TpebyeTcs Bonblue nonyyaca!). MocmoTpuTe



2.1. CkaumBaHue ISO-obpa3za Kali 49

Ha MHAMKATOP aKTMBHOCTU 3anucu Ha USB-HakonuTene, ecnun xoTtute ybe-
DOUTbCS [BaXKAbl, YTO KOMaHAa paboTaeT. CTaTucTMKa, NoKasaHHas BblLLe,
oToBparkaeTcs ToAbKO Mocsie 3aBeplueHns koMangsl. B 0S X/macOS Bbl
Tak>Ke MOXeTe HaXaTb coyeTaHue knasuw Ctrl+T Bo BpeMs onepaumm
LJ151 TOJIyYeHUs CTaTUCTUYeckon MHGopMaLMm 0 KONMPOBAHUK, B TOM
yuncre 0 TOM, CKOJIbKO AaHHbIX 6blS10 CKOMMPOBAHO.

Co3agaHue 3arpy3o4Horo USB-HakonuTens Kali
B OS X/macOS

Onepanuonnas cuctema OS X/macOS ocHoBana Ha UNIX, moaTomy ripoitecc co3anust
sarpysoutoro USB-nakonuresa Kali Linux noxos Ha npouezaypy B Linux. ITocie Toro
KaK BbI CKauaJiu U poBepuin BeiGpanHbiii [SO-daii, ucnosb3yiite komaty dd, 4T00bI
ckonuposats ero Ha USB-nakonureJib.

Yro6sl onpepeauts uMst ycrpoiictea USB, Boinoaure komanay diskutil list,
U BBI YBUIUTE CITUCOK BCEX JIMCKOB, OCTYIHBIX B Ballleil cucteMe. 3aTeM BCTaBbTE
USB-nakonuTe b ¥ CHOBA 3allyCTUTE TY Ke KOMaHIy. BTOpoil BBIBOM MOJKEH CO-
JlepKaTh JIOMOJHUTENbHBIN JUCK. Bbl MokeTe ompejsenuth uMsa ycrpoiictBa USB,
CpaBHUB BLIBOJbI ¢ 00enx komaw1. Haiiure HOBYIO CTPOKY, UAEHTU(DUITUPYIONLYIO
pam USB-Hakomnuresb, 1 oOpaTuTe BHUMaHue Ha /dev/diskX, e X IpeacTaBiseT
co60ii npeHTUHUKATOP JUCKA.

Yoéenurech, uto USB-HakomuTe b He CMOHTHPOBAH, BBIIIOJIHUB KOMAH/Ly J€MOHTH-
poBanus (TIPEATTONOKUTETBHO /dev/diské — aTo mmst USB-Hakonurens):

$ diskutil unmount /dev/diské

Teneppb mprcTynaeM K BBIOTHEHUO KOMaH/bI dd. Ha atoT pas mob6asbre momnosHu-
TeJIbHBII apamMeTp — bs — st pasMepa 6stoka. JIaHHbII TapamMeTp oIpeiesisieT pasMep
6J10Ka, KOTOPBIN CUUTBIBAETCS U3 MCXOAHOTO (haiiya, a 3aTeM 3aruchiBaeTCst B (aiia
BBIBOJIA.

# dd if=kali-linux-1light-2017.1-amd64.iso of=/dev/disk6 bs=1M
1011+@ records in

1011+0 records out
1060241408 bytes transferred in 327.061 secs (3242328 bytes/sec)

Bot u Bce. Bamr USB-nHakonmTesib TOTOB, 1 BbI MOKeTe 3arpyskaTh ¢ HETO WJIN UC-
0JIb30BaTh ero st yeranosku Kali Linux.

3arpy3ka [ns 3arpysku c gpyroro gucka B cucteMe 0S X/macOS Bbi3oBUTE MeHI0
C APYroro AMcKa 3arpysKku, Haxas v yaepxuBas knasuily Option cpasy nocne Bko4eHUs
B 0S X/mac0S ycrpoiicTBa 1 Bbibopa A1CKa, KOTOPbIA XOTUTE UCMOIb30BaTh.

[ns nonyyeHns 4OoMNosHUTENbHOM MHbOPMaLIMM CM. CIPaBOYHYIO CUCTe-
My Apple (https://support.apple.com/ru-ru/HT202796).
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2.2. 3arpy3ka ISO-obpasa Kali B pexxnme Live
Ha p€asibHOM KOMIbIOTEPE

ITpesk e Becero BaM nmoHapoouTest 6o moarorosieHHbi USB-Hakomuresnb (Kak OMUCAHO
B IpezibIayIeM paszede), 160 DVD ¢ sanucanubiv [SO-o6pasom Kali Linux.

BIOS/UEFT oTBeuaeT 3a paHHUH MTPOIIECC 3arPY3KH 1 MOKET OBITh HACTPOEH Yepes
YacTh TPOrPAMMHOTO 00ecTIeUeH s Mo/l HasBaHueM Setup. B wacTHOCTH, B HACTPOITKax
MOJKHO BBIOPATh, KAKOE 3arPY304HOE YCTPOHCTBO SIBJISIETCS TIPEATIOUTUTETBHBIM. B aTOM
ciydae BbI BeiOupaere 6o DVD, mibo USB-HakomuTeslb, B 3aBUCUMOCTH OT TOTO,
Kakoe YCTPONCTBO TIOATOTOBUITH.

ITporpamma wactpoiiku BIOS /UEFT 06b14HO 3aIyCKaeTCs Iy TEM HaKaTHsT OIpejie-
JIEHHOW KJTABUIITN TPAKTHYECKU CPA3y MOCJIe BKIOUEHUS KOMIThIOTEPA. JTOH KIaBUIIIEH
yacTto gasisgercd Del nim Esc, a unorna F2 wian F10. B 6oapmmHcTBe CJIyJyaeB Ha3BaHUE
HYJKHOI KJTaBUIIN 0TOOpasKaeTcsl Ha 9KpaHe, KOTa KOMITBIOTEP BKJIIOUAETCST, TIPEIK/IE
YeM 3arpy3uTCs OTIePAITMOHHAS CUCTEMA.

Kax ronpko BIOS /UEFI mpaBusbHO HACTPOEH /71T 3aTPy3KHU € BAIIeTo YCTPONCTBA,
ntst 3arpysku Kali Linux ocraercst siumis Betasuth DVD wiu mogkaounts USB-
HAKOMUTENb ¥ BKIIOUNUTH KOMITBIOTED.

OTknioyeHne Xota obpasbl Kali Linux MoxHo 3arpyxaTtb B pexkume UEFI, oHn He nog-
6esonacHoi [JepxkmBatoT be3onacHyto 3arpysKy. Bbl LONXKHbI OTKIOYNTE 3Ty GYHKLMIO
3arpy3ku B HacTpoMKax.

B BMpPTyanbHOM MallMHE

BupryanbHble MallUHBl UMEIOT MHOKECTBO MIPEUMYIIECTB JJist ToJb3oBareseit Kali
Linux. OTu MamHbl 0cOOEHHO MOJIE3HBI, €CJIN Bl XOTUTE OIPOOOBATH AUCTPUOYTHB,
HO HE TOTOBBI YCTAHOBUTH €T0 Ha CBOEM KOMITBIOTEPE Ha MMOCTOSTHHON OCHOBE, WJIN €CJIN
Y Bac MOII[HAs CUCTEMA W BBl XOTUTE OJJHOBPEMEHHO 3aIyCKaTh HECKOJIBKO OTIEPAIlNOH-
HBIX CHCTEM. DTO MOIYJISIPHBINA BEIOOD /IS MHOTHX CIIEIIUAJIMCTOR 10 TECTUPOBAHUIO Ha
POHUKHOBEHKE U IIPO(eCCHOHANOB B 00J1acTH 06€3011aCHOCTH, KOTOPBIE J0JIAKHbI 32111~
CTBOBATH MIMPOKUI CIIEKTP MHCTPYMEHTOB, focTyHbIX B Kali Linux, Ho mo-nipexuemy
XOTST UMETh TOJIHBIN TOCTYIT K CBOE€ OCHOBHOH OMEPaIimoHHON cucTeMe. JTO TakKe
MO3BOJISIET UM apXMBUPOBATh WK OE30IIACHO YAAIATh BUPTYAIbHYIO MAIUHY 1 JTI00bIe
JTAHHBIE KJIMEHTA, KOTOPbIe OHA MOJKET CO/lep:KaTh, a He TlepeyCTaHaBINBATH BCIO CBOIO
OTIEPAIIMOHHYIO CUCTEMY.

DyHKIMYT MOMEHTAJIHOTO CHUMKA BUPTYaJIU3aI[MU TIPOrPAMMHOTI0O 00eCcIiedeH st
TaK’Ke M03BOJISIOT JIETKO 9KCIIEPUMEHTHPOBATD € TIOTEHIIMAIBHO OMACHBIMH OIePAIIHsi-
MU, TAKMMU KaK aHa/IU3 BPEAOHOCHDBIX IIPOIPaAMM, JaBas BO3MOKHOCTL 6e300J1e3HEHHO
BBIITH ITyTeM BOCCTAHOBJIEHUS TIPE/BIYIIIET0 MOMEHTAILHOTO CHUMKA.

Cy1ecTByeT MHOKECTBO WHCTPYMEHTOB BUPTYAJIU3AINH, TOCTYITHBIX IS BCEX
OCHOBHBIX OIIEPAIMOHHBIX cucTeM, BKIovas VirtualBox®, VMware Workstation®, Xen,
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KVM u Hyper-V. B koHeuHOM UTOTE BBI Oy/IETE UCIIOTB30BATH TOT, KOTOPBIN BaM GOJIbIITE
BCETO TIOIOUIET, HO MBI PACCMOTPUM J[Ba HauboJIee YacTo PUMEHSIEMbBIX B HACTOJIBHOM
kourekcte: VirtualBox® u VMware Workstation Pro®, paGoratomnmx 8 Windows 10.
Ecnu y Bac HeT orpaHWYeHNI KOPIIOPATUBHON MTOTUTUKA WU JINYHBIX MTPETIOYTEHUTH,
TO peKOMeHIyeM cHadasia nornpobosarh Virtual Box, mockosbky oH GecriiaTHbIi, XOpo-
1110 paboTaet, UMeeT OTKPHITBIA UCXOAHBINA KO/ (IPEUMYIIECTBEHHO) U JIOCTYTIEH JJIsT
GOJBITMHCTBA OMEPATTUOHHBIX CHCTEM.

B cremytomux pasnesrax Mbl IpeAioiaraeM, 9YTo Bl YK€ YCTAHOBUJIM COOTBETCTBY-
O HHCTPYMEHT BUPTYAJIU3AIUU U 3HAKOMBI € €10 PaboTOil.

MNpenBapuTesnbHbIE 3aMeyaHus

YT00BI BOCMOIH30BATHCS IPEUMYIIECTBAMU BUPTYAJIU3AIMH B TIOJHOW Mepe, BaM
cJielyeT UMETh MPOIECCOP C COOTBETCTBYIONIUMHU (DYHKITMSMU BUPTYJIU3AINH, U OHU
He JIOJKHBI ObITh OTKT0UeHbI B HacTpoiikax BIOS /UEFL. JIBa /bl MPOBEpPhTE HATTMUHE
texrosornu Intel® Virtualization Technology u/wiu Intel® VT-d Feature Ha akpane
HACTPOUKM.

Y Bac Takike 0JsKHA OBITh 64-paspsiiHast XOCTOBAs OTIEPAITMOHHAS CHCTEMa, TAKast Kak
apxuTeKTypa amd64 1 aucTpubyTruBoB Linux Ha ocnose Debian, apxurekrypa x86_64
mist puetpubyTuBoB Linux Ha ocHoBe RedHat u Windows ... 64-bit mig Windows.

Hesbinosnenne Kakux-au60 npeBapuTebHbIX TpeGOBAaHUI NPUBEIET K TOMY, YTO
WHCTPYMEHT BUPTyalu3aiinu He Gyer paboTaTh A0KHBIM 06pasoM Jnbo Oyaer orpa-
HUYEH 3aITyCKOM JIUIIb 32-Pa3PsIHbIX TOCTEBBIX OIIEPAIIMOHHBIX CUCTEM.

[TockoTbKY MHCTPYMEHTBI BUPTYATUIAIIH MTOIKIIOUAIOTCS K OTIEPAIIMOHHON CUCTeMe
XOCTa U anmapaTHBIM CPEICTBAM HA HI3KOM YPOBHE, TO MEK/y HIMU YaCTO BO3HUKAIOT
HecoBMecTuMocTu. He okujaiite, 4TO 3TH HHCTPYMEHTBI CTAHYT PaboTaTh XOPOIIO
onHOBpeMeHHo. Kpome Toro, obparnTe BHUMAaHUE HA TO, YTO MTPOQeCCHOHATbHbBIE BEPCUT
Windows nocraBiistioTcst ¢ yCTaHOBJIEHHBIM U BKJIIOUEHHBIM peskrmoM Hyper-V, koTopbiii
MOZKET ITOMEIIaTh BEIOPAHHOMY BaMU MHCTPYMEHTY BUPTYaiusaiiu. YTo0bI OTKIIOUUTh
ero, BeiGepuTe myHKT Turn windows features on or off ( BkJiouenue wir OTKII0YEHE KOM-
noHerToB Windows) B HacTpoiikax Windows.

VirtualBox

[Tocsie IepBOHAYAIBHON YCTAHOBKH OCHOBHOE OKHO ITporpaMMbl VirtualBox Beirisiur
npumMepHo Tak (puc. 2.6).

Haxmute kHonky New (Cosmarts) (puc. 2.7), 4ToObI 3alIyCTUTH MAacTEpP HACTPOIKH,
KOTOPBIN TOMOKET BBITIOTHUTH HECKOJIBKO TATOB, HEOOXOMMBIX JIJIsI BBOJIA BCEX TTapa-
MEeTPOB HOBOH BUPTYaJIbHOI MAITIHBI.

[TepBBIM f1ETOM, KaK TTOKA3aHO HA PUC. 2.7, BBI TOJLKHBI TPUCBOUTD MM CBOEH HOBOT
BUPTYyaJIbHON MarHe. BBennTe Ha3BaHue Kali Linux. Bam Takike ciemyeT ykasaTh, Kakast
orepalmoHHas crucrema Oyzet mpumeHsiThest. [Tockobky Kali Linux ocroBa Ha Debian
GNU /Linux, Boibepure Tut Linux 1 Bepcuio Debian (32-bit) uim Debian (64-bit). Xorst obast
apyrast Bepcust Linux, ckopee Bcero, craHeT paboTarh, 3TO MOMOKET BHECTH OTJIMYNE OT
MTPOYNX BUPTYATBHBIX MAIIIH, KOTOPBIE BBI, BO3MOKHO, YCTAHOBUJIN PAaHee.
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s Oracle VM VirtualBox Manager
File Machine Help

8 O [Gobem] @ s

MNew Setings Discard  Start

Weicome to VirtualBox!

The left part of this window is a kst of all virtual machines on your computer. The Bstis empty now

because you haven't created any virtual machines yet. %\ #/..—-—,‘

In order to aeate a new virtual machine, press the New button in the g“""',\:' i f

main tool bar located at the top of the window, : } =&y
% ;

You can prees the F1 key to getinetant help, or visit
LA org for the latest and news.

Puc. 2.6. OcHoBHOe OkHO nporpammel VirtualBox

7 bt
“  Create Virtual Machine

Name and operating system

Please choose a desaiptive name for the new virtual machine
and select the type of operating system you intend to install
on it. The name you choose will be used throughout VirtualBox
to identify this machine.

Name: |Ka|i Linux |

Type: |Linux v| E=
e (&
version: |Deblan (54-bif) - |
Expert Mode| I Next I | Cancel

Puc. 2.7. IMa 1 onepaunoHHas cuctema
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Ha BropoMm araiie BbI JOJKHBI PELTUTh, CKOJIbKO onepaTuBHoi maMsaT (O3Y) Gyner
BbIIEJIEHO BUPTYaIbHOI MarinHe. XOTs peKOMeHyeMblil pasmep 768 MOaiiT npuemiiem
JUIST BUPTYaJibHOU MaruHbl Debian, BeicTymaromieil B poJiv cepBepa, 3TOro OIpe/ieJIeHHO
HEJI0CTATOYHO JIJIsT 3aIycKa HacToJbHOM cuctembl Kali, ocoberno s live-cucrembr Kali
Linux, mockoabky nocseusst ucroabdyet O3Y i XpaHeHNs u3MeHeHUH B hailyioBOH
cucreme. Mbl coBeTyeM yBeJuuuThb 3Haderue 10 1500 Mobaiit (puc. 2.8) 1 HacTOATENbHO
PeKOMEH/yeM BbIIeINTh He MeHee 2048 Moaiit O3Y.

€ Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be
gllocated to the virtual machine.

The recommended memory size is 768 MB.

I |
|IIIIIIIIII!III!IIIIIIIII|I|"|__|___II__| MB

4 MB 4096 MB

[ next ]| cancel

Puc. 2.8. Pa3mep namatu

Ha tperbem arare (puc. 2.9) BaM npeiaractcst BBIOPaTh (GU3NIECKUIT UK BUPTY-
AJIbHBIN JKeCTKUHN IUCK JI7IST YCTAHOBKY BUPTYAJIbHON MAIIHBI. XOTs )KECTKUHN TUCK He
Tpebyercst st 3amycka Kali Linux B kauectse live-cucremsr, 1o6aBbTe ero ajist 1ajib-
HeTel IeMOHCTPAIUY TTPOTIe/LyPbl YCTAaHOBKY (TJ1aBa 4).

Conepkumoe KeCTKOro JUCKa BUPTYaJbHON MAlIMHBI XPAHUTCSA HAa XOCTOBOI
Maiite B Buze daiina. VirtualBox criiocoben XpaHuTh 9T0 COAEPKUMOe B HECKOIbKIX
dopmarax (puc. 2.10): dopmar o ymonyauuio (VDI) COOTBETCTBYET HATUBHOMY
dopmary VirtualBox; VMDK — dopmart, ucnosnbsyembiii VMware; QCOW — cdopmar,
npuMengembiii QEMU. OcraBbTe 3HaYEHME 110 YMOTYAHUIO, TaK KaK HET MPUYMH €ro
U3MEHATh. BO3MOXKXHOCTD HCIOB30BATh HECKOJIBKO (DOPMATOB UHTEPECHA TJIABHBIM
00pa3oM B ciydyae HEOOXOIUMOCTH TIEPEMECTUTD BUPTYANbHYIO MAIIUHY U3 OJHOTO
WHCTPYMEHTA BUPTYAJIU3AINN B IPYTOM.
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€ Create Virtual Machine

Hard disk

If you wish vou can add a virtual hard disk to the new
machine. You can either create a new hard disk file or select
one from the list or from anather location using the folder icon.

If you need a more complex storage set-up you can skip this
step and make the changes to the machine settings once the
machine iz qeated.

The recommended size of the hard disk is 8.00 GB.
(O Do notadd a virtual hard disk
(@ Create a virtual hard disk now
() Use an existing virtual hard disk file
Empty A

| Create || Cancel |

Puc. 2.9. XecTtkuit auck

% Create Virtual Hard Disk

Hard disk file type

Flease choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you

can leave this setting unchanged.
(® VDI (VirtualBox Disk Image)

(O VMDK (Virtual Machine Disk)

(O VHD (Virtual Hard Disk)

(O) HOD (Parallels Hard Disk)

(O QED (QEMU enhanced disk)

(O Qrow (QEMU Copy-On-Write)

|BcpertMode| I Next | | Cancel

Puc. 2.10. Tun daiina xecTkoro aucka
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B nosicuutesibHoM TekcTe Ha puc. 2.11 4eTKo orrcanbl IPEUMYIIEeCTBA U HEOCTATKH
pacrpeiesieHust IMHAMUYECKOTO 1 (DUKCUPOBAHHOTO IUCKOB. B 9TOM 1ipuMepe Mbl 1ipu-
HUMaeM BBIGOP M0 yMOJTYaHHO (IMHAMUYECKU PACIIPEIETIEHHBII ), TOCKOJIBKY HCIIOJIb-
3yeM HOYTOYK ¢ SSD. MbI He XOTUM TPATUTh MECTO U He HY/KIAeMCSI B IOTTOJHITETbHON
[IPOMBBOANTEIBHOCTH, TaK KaK JIJIsl Hauajla MallliHa ysKe JOBOJbHO ObICTpast.

T X

€ Create Virtual Hard Disk

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
(dynamically allocated) or ifit should be aeated at its maximum size (fixed
size).

A dynamically allecated hard disk file will only use space on your physical

hard digk as it fills up (up to @ maximum fixed size), although it will not shrink
again automatically when space onitis freed.

A fixed size hard disk file may take longer to reate on some systems but is
often faster to use,

@ Dynamically allocated
() Fixed size

I Mext I | Cancel

Puc. 2.11. XpaHeHune Ha PU3NYECKOM XKECTKOM ANCKe

Pasmep kecTKOro aucka 1o ymordanuio 8 ['6aiiT HegocTaToueH sl CTaHgapTHOM
ycranosku Kali Linux, moatomy ysesmubte ero o 20 [6aiit (puc. 2.12). Bol Takske Mo-
JKeTe yKasaTh UMST U PACIOJIOKeHre 00pasa TUcKa. ITO MOKET ObITh yI00HO B CJIydae,
KOT/[a Ha JKECTKOM JINCKe HEIOCTATOYHO MECTA, TIOCKOJIbKY TI03BOJISIET COXPAHSITH 00pa3
JIICKA HA BHEITHEM HOCHTEJIE.

Bupryasbnas mammHa co3iana (puc. 2.13), HO BBI ellle He MOYKeTe ee 3aIyCTUTD,
MTOCKOJIBKY OMepaIioHHas CHCTeMa He YCTaHOBJeHa. BaMm Taxke cieayeT TOMPaBUTh
Koe-Kakue HacTpouku. Haxkmute kHOTIKY Settings (HacTponTs) Ha skpane yrnpaBieHust
BUPTYaJIBHON MammHoi. PaceMoTpiM Hanbosiee moie3Hbie U3 HACTPOEK.

Ha akpate Storage (Hocurenn) (puc. 2.14) Bam ciexyet conocrasuth ISO-o6pas Kali
Linux ¢ BupryanbubiM yerpoiictsoM urerusa CD/DVD. Chauaia BbibepuTe MpUBOJL
CD-ROM B criicke iepeBa XpaHIJININA, & 3aTeM HAKMUTE 3HAYOK MAJIEHBKOTO KOMITAKT-
JIMCKa CIpaBa, 4ToObI 0TOOPAa3UTh KOHTEKCTHOE MEHIO, B KOTOPOM BbI MOJKETe BhIOpATh
nyHKT Choose Virtual Optical Disk File (BbiGpath 06pas onTrHaecKoro ucKa).
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€ Create Virtual Hard Disk

File location and size

Flease type the name of the new virtual hard disk file into the box below or didc
on the folder icon to select a different folder to ceate the file in.

Kal Linux | &

Select the size of the virtual hard disk in megabytes. This size iz the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

= ' 20j00 GB

4.00 MB 2.00TB

| Create || Cancel

Puc. 2.12. PacrionoxeHwue 1 pa3mep daina

¥ Oracle VM VirtualBox Manager - u >
File Machine lelp

{23 Details | (&1 Snapshots

Eml

Mame: ]
Operating System: Dd:m (54 bit)

[ system

Rase Memary: 1500 MA ‘ Kall Linux
BootUrder:  Floppy, Upbcal, Hard Lusk

(=] Display

Video Memory:
Remuobe Deskiop Server: [ksd*:d
\irden Caphire:

Storage
Controfier; IDC
IDE Secormlary Master:  [Oplial Drive] kafi-iman-dhl-2016. 1-amdé.e (101113 MB)

Confrolier: SATA
SATA Port 0 KAl L. vel (Normal, 00,00 GH)

B Audic

Viost Driver:  Windows DirectSound
Conbofer:  ICH ACST

(@m

Puc. 2.13. HoBas BMpTyasibHas MallMHa B CrIUCKe
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C:} Kali Linux - Settings 7 ball — py
General |Stomqe |
System Storage Tree
Display @ Controler: IDE ]
Lz Storage & Controler: SAIA Information [ Host Drive 'D:
Ba Audio ' 1;: - ‘@ Remove Disk from Virtus! Drive
EP Netwark e =
£ Serial Parts e
& use .
o] Shared Folders i
User Interface

BE&& E =

Co [ ed [ b ||

Puc. 2.14. HacTpoliku HocuTenen

B pasnee System (Cucrema) (puc. 2.15) Bbl HaiiieTe BKIaIKy Motherboard (MaTepu-
cKas Tiara). Y 6eIurech, yKa3biBaeT JI MOPSIOK 3arPy3KU Ha TO, YTO CUCTEMa CHAYasa
MOTIBITAETCS 3aTPY3UTHCS € JIOOOTO ONTHUYECKOTO YCTPONUCTBA, MPEXK/IE YeM TepeiTH
K ’kecTKOMY jincky. Kpome Toro, Ha 9T0#i BKJIaIKe BbI MOJKETE M3MEHUTH 0OhEM TTAMSITH,
BBIJICJICHHBII BUPTYATbHON MAIlIHE, €CJIM BOSHUKHET TaKast HeOOXOMMOCTb.

£23 Kali Linux - Settings ? X
Q General System ‘
e | Motherboard | Processor | Acccleration |
Display Base Memary: * ' ' 11500 MEE
LT 0 [0 8 P R 01 B 18 REURUREE 11 b o o 0 2 o]
Storage 4 MB 4086 MB
IP Audi Boot Order: Iz E Flogp}r El
udio %) optical [#
& B Hard Disk
@ Metiuail 0 @ Metwork
@ Serial Ports Chipset: |PIIX3 S
ﬁ USE Fointing Device: |USE Tablet -
Extended Features: [+] Enable 1,0 APIC
ﬁ Shared Folders
[] Enable EFI (spedal OSes only)
User Interface Hardware Clodk in UTC Time

[oc ][ conel J[ e |

Puc. 2.15. CUCTEMHbIE HAaCTPOMKW: MaTepUHCKas nnaTa
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Ha aTom e akpane, Ho Ha BkJIajike Processor (IIporeccop) (puc. 2.16), BbI MoXxeTe
HACTPOUTH KOJMYECTBO MPOIECCOPOB, HA3HAUYCHHBIX BUPTYATIbHOI MamnHe. [ 1aBHOE —
[IPU MCHOJIb30BaHUU 32-paspsigHoro obpasa Britounth pexkum PAE/NX, nnaue o6pas
Kali He 3arpysutcs, Tak Kak BapUaHT sijipa 110 yMOJUaHuio, TpuMensieMbiii Kali mst
1386 (MeTko HasBaHHBII 686-pac), TpebyeT OT Mpolleccopa MOAAEPKKH PACIIMPEHIUST
dusmueckux agpecos (Physical Address Extension, PAE).

5 Kali Linux - Settings ? x
Q General ‘ System ‘
i | Motherboard | Processor | i
Display Processor(s): '
1 ! ! !
Lﬂ Storage 1CPU 4 CPUs
Execution Cap: '
8 Audio T
E Network Extended Features: ] Enable PAE/NX
@ Serial Ports
& use
ﬁ Shared Folders
User Interface
[Cox [ conced [[ Heb |

Puc. 2.16. CvicTeMHble HAaCTPOVKM: NpoLeccop

EcTb MHOTO IpyrUx IIapaMeTpoB, KOTOPbIe MOKHO HACTPOUTD, HAllPUMepP HACTPOUKHU
ceru (omnpejessionue, Kak oopabarsiBaercs: TpadUK Ha CETEBON KapTe), HO BbIIIe-
YIOMSTHYTBIX H3MEHEHUH 0CTATOUHO, 4TOOBI 3arpyskaTh pabouyio live-crcremy Kali
Linux. Hakoneln, HasxmMuTe KHONKY Run (3alycTuTh), 1 BUPTyaabHas MallliHa JI0JIKHA
3arpysnuThbCs, Kak 1oKkasaHo Ha puc. 2.17. Ecin aToro He mpousolio, To BHUMATeJIbHO
[IepecMOTPUTE BCe HACTPOUKM U TOBTOPUTE IIOIBITKY.

VMware

ITporpamma VMware Workstation Pro oueHb moxoska #a VirtualBox ¢ Touku 3peHust
(YHKITIT 1 TIOJT30BaTETHCKOTO WHTEP(ETca, TOCKOTBbKY OHI 06€ pa3paboTaHbl B OCHOB-
HOM [JIA TIPUMEHEHMA Ha CTAaIlTMOHAPHBIX KOMITbIOTEPAaX, HO ITPOITECC HaCTpOﬁKH HOBOM
BUPTYAJIbHOI MAIIMHBI HEMHOTO OTJINYAETCS.

Ha ocroBHOM akpatie, mokazanHoM Ha puc. 2.18, ectb 6ombinast KHoTKa Create a New
Virtual Machine (Co3aTh HOBYTO BUPTYaJIbHYIO MAIITITHY ), 3AIIYCKAIONIAasd MACTED, KOTOPBIIT
MIOMOJKET CO3/IaTh BUPTYAJIbHYIO MAIIITHY.
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[ Kali Linus [Running] - Oracle VM VitlualBux — O has

File  Machine

View Input Devices Help

KALI

r you become, the more you are able to hear”

Boot mcnu

Camisd)

(amd64 failsafe)

(forensic mode)

USB Percistence (check kali.org-/pret)
Live USB Encrypted Percistence (check kali.org/prst)
Install
Graphical install
Install with speech synthezis
Advanced aptinns

QP FEEF [ @ EorkE

Puc. 2.17. SkpaH 3arpy3ku Kali Linux B VirtualBox

(B VM Workstation

- o %
File Edt View VM Tabs Help | o+ | &3 | 0 5_-_|@;|x::g.|g
Library x o xl
=
88 My Computer = 7
P Shared Ve 488 Vour evaluation period ends in 30 days. 1.Getalicensekey 2. Enter a license key

WORKSTATION 12 !

vmware

Puc. 2.18. OCHOBHOM 3KpaH nporpammbl VMware

Ha mepBom aTarie BbI JIOJIKHBI PEIIUTH, XOTUTE JIX TTOJYYUTh PAacITUPEHHbIE Ha-
CTPOUKHU BO BpeMsI TIpoIlecca YCTAaHOBKH. B marHHOM mpumepe 0coObIxX TpebOBaH Wil HET,
[I09TOMY BBIGEPUTE TUIIMUHYIO yCcTaHOBKY (puc. 2.19).
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New Virtual Machine Wizard

WORKSTATION;

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

Create a Workstation 12.0 virtual machine
in a few easy steps,

O custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with

older YMware products,

[ <k

| [mexts ] |

Cancel

Puc. 2.19. Mactep co3aaHus HOBOW BUPTYasibHON MallUWHbI

MacTep ycTaHOBKHY IIPEINIOIATaET, YTO BBl XOTHTE YCTAHOBUTH OTIEPAIIHOHHYIO CHCTe-
MY HEMeJIIEHHO, U TompocuT BhIbpaTh [SO-06pas, copepsKaiuii mporpaMMy yCTaHOBKH
(puc. 2.20). Beibepute myHKT Installer disc image file (iso) (@Daiin obpasa aucka ycTaHOB-
muKa (is0)) u HaxMuTe KHOIKY Browse (O630p), uTo6bI BRIGPaTh (haiir obpasa.

New Virtual Machine Wizard

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

X

Install from:

O Installer disc:

[ coorive (03 1 cesa_xeaFRE_EN-GB_DVS

@ Installer discimage file {iso):

|C:VJsers‘l,Raphaé Hertzog\DownloadsYkaliHinux-ight-2 V| E Browse, .. i

(O 1 will install the operating system later.

ﬁ Could not detect which operating system is in this disc image.
You will need to spedfy which operating system will be installed.

The virtual machine will be ceated with a blank hard disk.

<o

Next> ||

Cancel

Puc. 2.20. YcraHoBka roctesoi OC

Ecan oneparnmonnast cucrema (OC) He MoKeT OBITH OlIpejiesicHa UCXO/IST U3 BbI-
6panHoro ISO-o6pasa, MacTep crpaiinBaet, Kakoii Tuil rocreBoil OC Bbl HaMepeBaeTech
sanycTuth. Bol goskubl Bei6path OC Linux u Bepcuio Debian 8.x (puc. 2.21).
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New Virtual Machine Wizard X

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system
O Microsoft Windows

@ Linux

(O Novell NetWare
(O solaris

O VMware ESX
O Other

Version

[ | [ ] [ o

Puc. 2.21. BbibepuTte roctesyto OC

YxkaxuTe 3HaueHue Kali Linux B KaueCcTBE UMEHHM HOBOI BUPTYATIbHOIN MalUHBI
(puc. 2.22). Kak u B Virtual Box, y Bac ecTb BO3MOKHOCTb BBIOPATh MECTO JIJIsI XPAHEHMUSI

daiimo BM.

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Wirtual machine name;
| Kali Linux| |

Location:
|C:\J..lsers\RaphaéI Hertzog\Documents yirtual MachinesKali Linu| | Browse. ..

The default location can be changed at Edit > Preferences.

<Back | [ mext> ][ cancel

Puc. 2.22. MpucBOITE Ha3BaHWE BUPTYaibHOM MalLUHe

Pasmep skecTKOro aucka 1o ymoadanuio cocrasiser 20 [oaiit (puc. 2.23) u 06bI4HO
SIBJISIETCST IOCTATOYHBIM, HO BbI MOKETE HACTPOUTb €70 HA JJAHHOM HTalle B 3aBUCIMOCTU
OT OXkKMIaeMbIX 1oTpebHocTel. B otimune ot VirtualBox, KoTopblil MOKET UCIOJIB30-
BaTh OJWH (daila pasHoro pasmepa, VMware mMo3BoJisieT XpaHUTh COMEPIKIMOE TUCKA



62 naBa 2 e Hayano pabotbl ¢ Kali Linux

B HeCKOJIbKUX (hailyiax. B 06oux ciayyasx npeciaenyercs 1eib COXPaHUTh AMCKOBOE
MIPOCTPAHCTBO XOCTA.

New Virtual Machine Wizard X

Specify Disk Capadity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

Manimum disk size (GB): 0.0

Recommended size for Debian 8.x 64-bit: 20 GB

(O store virtual disk as a single file

@ Epit virtual disk into muitiple files:

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

<ok ] [Bet> ][ concd

Puc. 2.23. YkaxuTe eMKOCTb AnNcCKa

Pabouas craniuss VMware HacTpoeHa Ha CO3/[aHU€e HOBOI BUPTYaIbHOU MaIlIUHBIL.
Omna oTobpaskaeT CBOJIKY CAEJAaHHOTO BAMU BHIOOPA, TIO3BOJISISI TIPOBEPUTH BCE JI0 CO3/1a-
Hyist MamHbL. O6paTiTe BHUMAHIE, YTO MACTED PEIINI BBIIETUTH BUPTYATLHONW MaTliHe
TOJIbKO 512 M6aiit O3V, uero HeZOCTATOYHO, TOITOMY HAKMHUTE KHOIMKY Customize
Hardware (Hactpouts obopynoBatnue) (puc. 2.24) u ucnpaBbTe 3HaUeHUE B pasjielie
Memory (ITamsitp) (puc. 2.25).

New Virtual Machine Wizard XK

Ready to Create Virtual Machine
Click Finish to aeate the virtual machine. Then you can install Debian 8.x
64-bit.

The virtual machine will be ceated with the following settings:

Name: Kali Linux A
Location: C:\Users\Rapha&l Hertzog\Documents\Wirtual Machin... |
Vexsion: Wurkslalion 12.0

Operating System: Debian 8.x 64-bit

Hard Disk: 20 GB, Split

Memory: 512 MB

Metwork Adapter: NAT

Other Devices: CD/DVD, USE Controller, Printer, Sound Card v

[ <Bade |[ Aosh ][ cancel

Puc. 2.24. [0TOBO K CO3ZaHWI0 BUPTYasibHOM MalluHbI
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Hardware X
Device Summary I L
. = Snecify the amount of memary allnrated to this virhsl
 lEMOTY 312 ME machine. The memory size must be a multiple of 4 MB.
[ Processors 1
@Mew CO/OVD (... Using file C:Wsers\Raphaél Hertz... Memory for this virtual machine: 1300 = MB
SENetwork Adapter NAT
IEF! Contrafler Present &1aE - |
@) sound Card Auto detect i
@P{iﬂter Present ©GE -
DisdEY Auto detect 8GE - Maximum recommended memory
4GR - {Memory swapping may
S 4 occur beyond this size.)
E |
168 - | 3072MB
S12ME - i
[H Recommended memory
255 MB -
512 MB
128MB -
SME - <4 O Guest 0 recommended minimum
R2ME - 64 MB
16 ME -
8MB -
4MB - ||
[Coose J[ nep |

Puc. 2.25. OkHO HacTpoliku 060pyaoBaHus

Hasxmure kaonky Finish (TotoBo) (cM. puc. 2.24). BupryasibHas MalmHa HaCTPOeHa
u MOKeT ObITh 3aryiena. Haskmure KHOIKY Power on this virtual machine (Bkiiiounts sy
BUPTYaJIbHYTO MaIuny ) (puc. 2.26).

[E) Kahi Linux - YMware Workstation - =] =
File Edit View VM Tabs Hep | Bro- | 0| (T C {_E}IHJ:t.."-I'..'
4 = |ﬁ1um= | (5 Kali Lioux xl
Q, Type hese to search i
ﬁ-- Kali Linux
& B My Computer
Q@a?“‘b&r‘ [ Pawer an this vimual machine
" et virtwal machine settings
= Devices
E Memory 1568
O Processors 1

2 Hard Disk (5057} 20 GB

G CO/OND (IDF)  Using file C\Lse_
B Metwark Adaptes MAT

B3 Us8 Comtroller  Present

)i Sound Card Auto detect

= Printe Present
Bl Display Auto detect
= Virtual Machine Details
-, State: Powered off
Descnption Configuration file: C\Users\Raphad! Hertrog Machines\Kali

Type here to enter a description of this

LinwedyKal Linuseams
virtual maching.

Hardware compatibility: Workstabion 120 wirtual machme

Puc. 2.26. BupTtyanbHas mMawwuHa Kali Linux rotosa
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2.3. Pe3tome

B r0ii rnase Bbl y3Hanu o pasiudibix [SO-o6pasax Kali Linux, o Tom, Kak ux mnpo-
BEPUTH U CKAYaTh, a TAKIKE O TOM, KaK CO3/[aTh U3 HUX 3arpy3ounbie USB-#akonurenn
B Pas3/IMYHBIX ONEPALMOHHBIX crucTeMax. KpoMe Toro, Mbl 0OCYANIN, KaK 3arpysKarh
USB-nakomuTesu, u paccMoTpesin, Kak Hactpoutb BIOS u mapamerpsl 3arrycka Ha pas-
JIMYHBIX alllTapaTHBIX MIaThopMax It UX 3arPy3K.

O Caiit https://www.kali.org/ — eZiMHCTBEHHBII ODUINAIBHBIN CAUT /IJIT CKAUNBAHUS
ISO Kali. He 3arpyskaiite ux ¢ Apyrux calToB, Tak Kak 3TH (ailibl MOTYT COAEPKATh
BpenonocHoe [10.

O Bcerna nposepsiiTe 3HaUeHNe sha256sum cKaYnBaeMbIX (HalJIOB OHONMEHHON
KOMaH10ii, 4ToObI 00ectieunTs 11e0ctHoCTh [SO. TIpu BIBIEHUN HECOOTBETCTBHIA
nonpoOyiiTe ckauaTh ele pas WK UCIIOJIb3YiiTe APYroil HCTOUHKK.

Q Busi gosknb samcath ISO-o6pas Kali Linux Ha 3arpy30uHblil HOCUTEJb, €CJIH XOTH-
Te 3arPy3uTh €ro Ha dusuyeckyto Maiuny. Vcnombsyiite mporpammy Win32 Disk
Imager st Windows, yrumury Disks B Linux nim komamay dd 8 OS X/macOS.
Byibre 04eHb 0CTOPOSKHBI IPH 3aiucy 06pasa. Beibop HenmpaBUIbHOTO IMCKA MOKET
HaBcer/la OBPE/INTD JIaHHbBIE HA BallleM KOMITbIOTEpe.

O Hactpoiite BIOS/UEFI Ha koMmbloTepe WM HAKMUTE W YIEPKUBANTE KIABUIITY
Option B OS X/macOS, uto6er MannHa MorJia 3arpy3uthest ¢ USB-Hakommres.

QO IIporpammbl Bupryasiusaiuy, Takue Kak VirtualBox u VMware Workstation Pro,
0c00OEHHO 10JIe3HBI, eCJii Bbl XoTUTE 1o1poboBaTh Kali Linux, HO He rOTOBBI K €ro
yCTaHOBKE Ha IIOCTOSIHHOM OCHOBE Ha BallleM KOMIIbIOTEPE WJIK eCJIA Y BaC MOLIHAS
cUCTeMa 1 Bbl XOTUTE OJHOBPEMEHHO 3aI1yCKaTh HECKOJIBKO OIIEPALIMOHHBIX CUCTEM.

Teneps, Korga y Bac ectb geiicTByromias ycranoska Kali Linux, nmpumiio Bpems yriy-
GUTHCS B HEKOTOPbIE Linux-KOMIIOHEHTBI, HEOOXOAUMBIE JIJIst 6a30BOI U MTPOABUHYTOI
pabotbr Kali. Eciin BbI yBepeHHbII MM IPOABUHYTHIN [0JIb30BaTEb Linux, To 6erio
IIPOCMOTPHTE CJIEAYIONIYIO TTIaBY.
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aapo Linux;

nosb30BaTeNbCKOE NPOCTPAHCTBO;
KOMaHAHas cTpoka bash;
nepapxus (ainoBo CUCTEMBI;

KoMaHabl Unix.
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Ipesxne yem ocBonTh Kali Linux, BbI JOJKHBI CBOOOAHO ceOsl UyBCTBOBATD C CUCTEMOIT
Linux. Ee 3HaHue npuHeceT BaM HEMAJIYIO I0JIb3Y, HOCKOJIbKY OOJIBIION IIPOLIEHT WH-
TEPHET-CEPBUCOB, TAKMX KaK CAlThl, 9JIeKTPOHHAS 1I0YTa U JP., PaO0TAIOT Ha cepBepax
Linux.

B ar0ii To1aBe MBI TIOCTApaeMcsl IaTh OCHOBBI Linux, HO TIpe/IioiaraeM, 4To Bbl yiKe
3HaeTe 0 KOMIIBIOTEPHBIX CUCTEMaX B LIEJI0M, BKJIIOYast TAK/ie€ KOMIIOHEHTBI, KaK IIPOLIeC-
Cop, olepaTHBHAs TTAMSITh, MATEPUHCKAS TJTaTa U JKECTKHH IUCK, 8 TAKKe KOHTPOJITIEPHI
YCTPOICTB U CBSI3aHHbBIE ¢ HUMY KOHHEKTOPBIL.

3.1. Y10 Takoe Linux n ansa 4yero oHa Hy>Ha

TepmuH Linux yacTo UCIOMb3yeTCst st 0003HAUEHIS BCell OepainioOHHON CHCTEMBI,
HO Ha caMoM Jiejie Linux — aTo ee s/po, 3aycKkaeMoe 3arpy34uKoM, KOTOPBIH, B CBOIO
ouepep, 3amyckaercsa n3 BIOS/UEFI. dxpo ncnosHsieT posb, aHAJIOTUHIHYIO POJU
JIPIKEPA B OPKECTPe, 00ecTieunBasi KOOPANHAIIUIO MEK/TY allllapaTHBIM U MIPOTPaMM-
HBIM obecrieuerneM. JTa PoJIb BKIIOUACT YIpaBieHue 060pyI0BaHUEM, TTPOTIECCAMH,
MOJIb30BATEISIMU, PaspelieHUusIME U (hailsioBoil cucremoit. Sapo obecrieunBaet 00ITYIO
6aszy JUIst BCeX IPYTUX [POTPAMM B CHCTEME U OOBIYHO PabOTAET B HYAIEBOM KOJLbUE, TAKIKE
U3BECTHOM KaK NpOCMpPancmeo siopa.

Monb3oBaTtenbckoe 370 TEPMUH A9 06beSMHEHUS BCEr0 TOr0, YTO MPOUCXOAWT 3a Npege-
NPOCTPAHCTBO  NaMu sapa.

Cpeav nporpamm, paboTatoLLyx B Nosib30BaTeIbCKOM NMPOCTPaHCTBE,
MHoro 6a3oBbix ytunuT u3 npoekta GNU (http://www.gnu.org/), 6onb-
LIMHCTBO U3 KOTOPbIX MpefHa3HayYeHo A4/ 3anycka U3 KoMaHLHOM
CTpoku. Bbl MOXeTe MPUMEHATB UX B CLIEHAPUSX /15 aBTOMaTU3aLMK
MHOrvX 3a4ay. [lononHuTenbHyo nHpopmMaLmio o Hambosee BaxkHbIX
KOMaHAax Bbl HanpeTe B pa3gene 3.4.

KpaTKO PACCMOTPUM HEKOTOPbIE 3a/la4U, BbIITOJHAEMbBIE A/I[POM Linux.

YnpasneHue obopyaoBaHneM

Anpy nopydeno B iepByIo ouepe/ib YIIPABJIATH AlMAPATHIMU KOMITOHEHTAMU KOMITBIO-
tepa. OHO 0OHAPYKUBAET U HACTPAMBAET UX IIPU BKIIOUEHIH KOMITBIOTEPA, & TAKIKe TIPH
MOJIKJIIOYEHN Y WK u3BJIedennn ycrporicTBa (Hampumep USB). B pesysbrare onu Takke
CTAHOBSITCS JIOCTYITHBIMU JI71sT G0Jiee BHICOKOYPOBHEBOTO MPOTPAMMHOTO 06eCTIedeH ST
GJiaroziapst yIpoleHHOMY porpaMMHoMY uHTepdeiicy. [0aToMy TIPUIOKEHUST MOTYT
UCIIOJIb30BATh YCTPOHCTBA, He npuberast K HeoOX0AMMOCTH 0OPAIIATHC K ICTAJIAM, CKa-
JKEM, K CTIOTY PacITUPEHYIs, B KOTOPBII BCTaBIeHA IOTOTHUTETbHAS TaTa. [[porpaMMHbIii
unTepdeiic Takke obecreunBaeT ypoBeHb aOCTPAKIIUI; HTO O3BOJISIET TPOTPAMMHOMY
obectiedenuio st BUAEOKOH(bEPEHIHiT, HATPUMED, CIOIb30BaTh Beb-KaMepy He3a-
BUCUMO OT ee TpousBoauTessa 1 Mogean. ITO moxer 3ajeiicrBoBarh unrepdeiic Video
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for Linux (V4L), u simpo Gy/iet repeBoUTDb BBI30BbI (DYHKIMI nHTEp(delica B peabHbIe
anmaparHbie KOMaH/Ibl, HeOOXOIMMble KOHKPETHOH Beb-Kamepe.

SIapo sKcIopTUpYeT AaHHbIe 00 0OHAPYKEHHOM 000PY/I0BAaHUN YePe3 BUPTYaTbHBIE
daiinoBbie cuctemsl /proc/ u /sys/. [Ipunokenus 4acTo moJry4aior JOCTYT K YCTPOii-
cTBaM 4epe3 (aiisibl, CO3aHHBIE C TTOMOIITBIO /dev/. OTipeseeHHbIe (Al TPeICTaB-
JistioT co00i aucku (Harpumep, /dev/sda), paszueibt (/dev/sdal), bl (/dev/input/
mouse®), KJaBuaTypsi (/dev/input/event®), 3ByKoBbie KapThl (/dev/snd/*), cepuitabie
opThl (/dev/ttyS*) u npyrue KOMIOHEHTHI.

CymectByer jiBa Tuta (haiisios ycTpoiicTs: 610K 1 cuMBoJL. [TepBbiii o6saaer xapak-
TepUCTUKAMK OJIOKA JaHHBIX: IMEET KOHEUHBIN pazMep U MO3BOJISIET MOJYIUTh TOCTYIT
Kk GaiiTam B 110601 To3unmu 6;10Ka. Bropoii Beger cebst Kak II0TOK CUMBOJIOB. Bl MoskeTe
YUTATh U [IUCATh CUMBOJIBL, HO HE MCKATb 3a/IaHHYIO [IO3ULUIO U U3MEHSATD IIPOU3BOJIbHbIE
GaiiTel. UT0OBI y3HATH THII (haiiia OIpeeIEHHOrO YCTPOICTBA, IIPOBEPHTE EPBYIO OYKBY
BBIBO/IA KOMAH/IBI 1s -1. JI7ist GJI0YHBIX YCTPOICTB ATO b, J1JIsT CHMBOJIBHBIX — C:
$ 1s -1 /dev/sda /dev/ttySe
brw-rw---- 1 root disk 8, © Mar 21 08:44 /dev/sda
crw-rw---- 1 root dialout 4, 64 Mar 30 08:59 /dev/ttySe

Kak u ceioBasio 0Kuath, TUCKH ¥ PA3flesibl UCIIOIb3YIOT OJIOYHbBIE YCTPOHCTBA,
TOT/Ia KaK MBIIIN, KJTaBUATYPBI U CEPUIHBIE TOPTHI — CUMBOJIbHBIE. B 000UX caryuasx
MPOTpaMMHBIH nHTEP(EIiC BKIIOYAET clielinuuecKue i yCTPOHCTBA KOMaH/Ibl, KOTO-
pble MOXKHO 3allyCTUTD Yyepe3 CUCTeMHDLIH BbI30B ioctl.

O6beanHeHne GarnoBbiX CUCTEM

MDaiisIoBbIe CUCTEMbI — BaKHBIIH acTieKT Apa. Unix-moo6HbIe CHCTeMbl 00beINHSIIOT BCE
XpaHUIUINA (haiiJIoB B OIHY HePAPXHIO, UTO MO3BOJISIET MOJIb30BATEIISM U TIPUJIOKEHUSM
MOJIy4yaTh IOCTYII K /IaHHBIM, 3Hasl NX MECTOII0JIO;KEeHNe B IIpe/iesiaX 3TON nepapxun.

OrmpaBHasg TOUKa TOr0 UEPAPXUYECKOro JiepeBa — Tak Ha3bIBaeMbIif KOPHEBOI KaTa-
JIoT, 0003HAYAEMbIET CUMBOJIOM /. KaTaJior MOJKeT cofiepsKaTh MIMEHOBAHHbIE TTIOIKATAJIOTH.
HaHpI/IMep, ojaKaTaaor home Kkarajiora / Ha3biBaeTcst /home/. TOT MOAKATATIOL MOKET,
B CBOIO 04Yepe/Ib, CO/IEPKATh APYTHE MOAKATATIOTH H T. /1. KpoMe TOro, KaK/ABIN KaTajior
MOZKET BKJIIOYATh (hailiibl, B KOTOPBIX OYAYT XPaHUTHCA JaHHble. Takum o6pasoM, /home/
buxy/Desktop/hello.txt cchimaeTcs Ha (paiisn ¢ mmeHeM hello. txt, KOTOPBIN XPaHUTCS
B IIo/IKaTajiore Desktop 1moakarasora buxy xKarajora home, HaXOAAIETOCA B KOPHEBOM
Karasore. SI[po mepeBoIUT ATy CUCTEMY UMEHOBAHS B aJ[peca Ha JINCcKe U HaoGopoT.

B ortsune ot apyrux cucrteM, Linux 06Ja1aeT TOJIbKO OHOM TaKOU nepapxueii u Mo-
JKET UHTETPUPOBATD JJAHHBIE C HECKOJIBKUX JMCKOB. OJIMH U3 9TUX JIUCKOB CTAHOBUTCS
KOPHEBBIM, a OCTaJbHbIe MOHTUPYIOTCS B KaTaJOTH B Mepapxuu (COOTBETCTBYOIAS
koMaH/a Linux HagpiBaeTcd mount). T IMCKK 3aT€M JOCTYIIHBI B TOUKAX MOHTUPOBAHMS.
Takoe nostoskenue J1es1 03BOJISIET XPAHUTD JIMYHBIE KaTaJIOTH II0JIb30BaTeseil (Tpajniin-
OHHO XPaHsATCA B /home/) Ha OTAEIBHOM KECTKOM JINCKE, KOTOPBIA COIEPIKUT KaTaIor
buxy (BMecTe ¢ JIMYHBIMU (JIOMAIIHUMU ) KaTaJoraMu JAPYruX rnojb3osareseit). [Tocie
TOTO KaK Bbl BMOHTHUPOBAJIU INCK B /home/, 5TU KaTAJIOTH OYYT JOCTYITHBI B TPUBBITHOM
Mecre, a IIyTH, Takue Kak /home/buxy/Desktop/hello. txt, mpoposkar paboraTh.
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Cyi1ecTByeT MHOKeCTBO (hOpMaTOB (DailIoBOIl CUCTEMbI, COOTBETCTBYIONUX PA3JINU-
HBIM c110co6aM (PU3UYECKOTO XPaHEH U TAHHBIX Ha jinckax. HanboJiee mpoKo u3BeCTHBI
ext2, ext3 u ext4, Ho ectb u Apyrue. Hanmpumep, VFAT — daiinoBast cucrema, KotTopast
HCTOPHYECKHU UCTIOB30BAIACh otieparinorHbiMu cucteMamut DOS u Windows. TToiepskka
Linux musg VFAT nosBoJisieT HOJIy4YUTh AOCTYII K KeCTKUM auckaM kak noz Kali, Tak
u ozt Windows. B sii060M cirydae BbI IOJZKHBI TIOATOTOBUTD (hallJIOBYIO CHCTEMY Ha JIUCKE,
MIPEsKIe YeM CMOHTHPOBATD €€, U 9Ta OIePAIls Ha3bIBACTCS (POPMAMUPOSAHUEM.

DopmarupoBaHue BBITIOTHSIIOT KOMaHIbI, TOJ00HbIE mkfs . ext3 (T71e mkfs o3Hauaer
MaKe FileSystem — «co3natb (hailJIOBYIO CCTEMY» ). DT KOMaH/bI TPEOYIOT B KauecTBe
napameTpa (a1 ycTpoiicTBa, MPEACTABISIONIEr0 pas/est g hopMaTupoBanus (Hapu-
Mep, /dev/sdal, TiepBbIi paszies Ha TepBoM Jucke). JlaHHas orepalus JecTpyKTUBHA
U JIOJDKHA 3aITyCKaThCS TOJBKO OJIMH Pa3, eCIu Bl He TITAHUPYyeTe cTepeTh (hallioByio
cucTeMy 1 Hayath paboTy ¢ HyJIs.

Ectb cereBbie (aiinoBbie cuctembl, Takue kak NFS, koTopble He XpaHsT aHHbIE HA
JIOKAJTBHOM Jiicke. BmecTo aToro nHdopmaiis nepesaeTcs Mo CeTH Ha cepBep, KOTOPBIT
XPpaHUT ¥ U3BJIEKAET ee 110 TpeboBanuio. biarogapst aberpaxiyy GailIoBoil CCTEMBbI BaM
He HY’KHO GECTTOKOUTHCSI O TOM, KaK 3TOT [IUCK MOAKJIIOUEH, TOCKOIbKY (hailibl OCTAOTCSE
JOCTYITHBIMHU TI0 CBOEMY OOBIYHOMY HEPAPXIUECKOMY TIyTH.

YnpaBneHue npoueccamu

ITporiecc — 9K3eMILISP IPOrPAMMBbI BO BPEMST BBITIOTHEHHST, KOTOPOMY TPeOYeTCsT TTaMsITh
JUTSL XpaHEHUST KaK CaMOi IPOTPAMMBI, TaK U ee OMePallnOHHBIX JaHHBIX. S /1po oTBevyaeT
3a CO3/IAHME U OTCIIEKUBaHMeE TIpotieccoB. Kora mporpamMma 3aryckaeTcs, Spo cCHayaia
BBIJIEJISIET YYACTOK MAMSITH, 3aTPY>KaeT B HETO UCIOJMHSEMBIiA KO 13 (hailJIoBOI CUCTEMBI,
a 3areM 3amyckaet nocyaegauit. OHo xpaHuT HHGOpMaIKio 06 9TOM Ipolecce, HauboJee
SABHOMU 4aCTbIO KOTOPOIl ABJIseTcst naeHTU(PUKALMOHHBIA HOMED, U3BECTHBIN KaK uoeH-
muguxamop npouecca (PID).

Kax 1 60/161MHCTBO COBPEMEHHBIX OIEPAIMOHHBIX CUCTEM, CUCTEMBI C Unix-11ogo0HbIMHI
sIIpaMi, BKJIFoUYast Linux, crmocoGHb ObITh MHOTO3aIaqHbIMU. [[PYTUMU CJIOBaME, OHU
TTO3BOJIAIOT CHCTEME OJTHOBPEMEHHO 3aITyCKaTh MHOKeCTBO rpoiteccoB. Ha camowm zieste
TOJIBKO OJIWH TIPOIIECC SIBJISAETCS 3AITYIEHHBIM B O/TUH MOMEHT BPEMEHHU, HO SIPO JEJNUT
BpeMsi paboThI Ipotteccopa Ha HeGoJIbIie (PparMeHThl 1 3aMyCKaeT KaxK bl TPOIece
1o ouepenu. [TocKobKY 9T MHTEPBAJIBI BPEMEHU OU€Hb KOPOTKHE (3aHUMAIOT MUJLJIU-
CEKYH/IBI ), TO CO3/[AeTCsI BIIEUATIIEHHE, CJIOBHO TIPOIECCHI PAOOTAIOT TAPAJLIETBHO, XOTSI
Ha CaMOM /JieJie OHM aKTUBHDBI TOJIBKO B TEYEHNE NX MHTEPBaAJIa N 663H€ﬁCTByIOT B OCTaJIbHOE
BpeMst. 3aaua sijipa — PEryIupoBaTh MEXaHU3MbI IJIAHUPOBAHUST TAKUM 00Pa3oM, 4TOOBI
COXPaHUTD IAHHBI 9P (DEKT, OTHOBPEMEHHO YBEIUINBAS TIPOU3BOJAUTETHBHOCTD CUCTEMBI.
Ecyii BpeMeHHbIe HHTEPBAJIBI Oy T CJUIIKOM BEJMKH, TO TIPHJIOKEHNE MOYKET IOKA3ATh-
Cs1 He TaKUM OIIEPATUBHBIM, Kak X0Tes0ch Obl. Ho mpr 0ueHb KOPOTKUX HHTEPBAIaX CHU-
cTeMa TepsieT BpeMs, MepeKIodast 3aaui CIUIKOM dacTo. Onucanuyo mpobiaemy
MOKHO PENIUTH € MIOMOTIBIO TTPHOPUTETOB MPOIIECCOB, KOT/Ia BBICOKOTIPUOPHUTETHBIE
IIPpOIIEeCChI 6yl[yT BBITIOJIHATBHCA B TECUCHUIC 60]166 JUINTEJIbHBIX IIEPHUO/I0B BPDEMEHU U C 60-
Jiee 4aCTbIMH BPEMEHHBIMU MHTEPBAJIaMH, YEM ITPOIECCHI C HUSKHUM ITPUOPUTETOM.
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MHoronpoueccopHble  OrpaHuyeHue, NpUBeAEHHOE Bbilue (0 BbINMOAHEHUM TOILKO OLHOM0
CMCTEeMbl  Mpoliecca B MOMEHT BpeMeHu), cripaBefiMBo He Bcerga: Gpaktuye-
(1 BapmaHTbl)  CKM OHO COCTOMT B TOM, Y4TO OfHOBPEMEHHO BbIMOHAETCS TOJIbKO
O[VH npoLiecc AJis 04HOro fApa npoleccopa. MHoronpoLeccopHasi,
MHOrosiiepHas Uau rmnepnoToYHas CUCTeMbl MO3BOIAOT paboTaTb
napasnnesibHO cpa3dy HECKOJIbKUM MpoL,eccaM. TeM He MeHee cucTe-
Ma pa3fefieHns BpeMeHu ncnonb3yeTcsa afig 06paboTkm cnyyaes,
KOr[a aKTUBHbIX NpoLeccoB bonblie, YeM JOCTYMHbIX MPoLEeccop-
HbIX saep. B aToM HeT HMYero HeobblYHOMO: CTAaHAAPTHAsA CUCTEMa,
[axKe B OCHOBHOM be3feiicTBytoLLas, MOYTM BCErAa UMeeT AecaTKu
3anyLLeHHbIX NMPOLLeCcCoB.

HZIPO TIO3BOJILAET 3aIlyCKATh HECKOJBKO HE3aBUCUMDBIX 9K3EMILJIAAPDOB OlIHOfI " TOM
JK€ TPpOTPpaMMbI, HO Ka’KIOMY Pa3peHIacTcAa JOCTYI TOTbKO K COOCTBEHHBIM BPEMEHHBIM
MHTEpBaJaM U IMaMATH]. Taxum 06pa30M X TaHHbIC OCTAIOTCA HE3aBMCUMbIMHU.

YnpasneHue npasamMu

Unix-110100HbIe CUCTEMBI MOJJIEPKUBAIOT HECKOJIBKO MOJIb30BATENEI U TPYIII U 10-
3BOJISIIOT YIIPABJISATD PaspelieHussMu. B GOJIbIIMHCTBE CJIyYaeB MPOLece AeHTH(DUIIN-
PYETCs MOJIb30BaTeIeM, KOTOPBIH ero 3aIyCTHI. DTOT MPOIECcC MO3BOJIUTEIEH TOJIbKO
JULSL IeACTBUI, Pa3peleHHbIX [ ero Biazesbla. Tak, 1y oTkpbiTus (aiina pebyercs,
4TOOBI PO MPOBEPUJIO UAECHTU(DUKATOP MPOIlecca Ha HaJudue mpas goctyna (bosee
10ipo6HY 0 MHMPOPMAIIUO 06 STOM KOHKPETHOM IIPUMEPE CM. B TI0[pas/iesie <Y IpaBJie-
HUe TIpaBaMu» pasjesia 3.4).

3.2. KoMaHaHas CTpokKa

[Tox xKomanonoi cmpoxoi Mbl OApasyMeBaeM TEKCTOBbIH MHTepdeiic, KOTOPBIN Mo-
3BOJISIET BBOAWTH KOMAH/IbI, BBITTOJHATH UX U TIPOCMATPUBATh PE3yIbTaThl. Bbl MOXKeTe
3aMyCTUTh TePMUHAJ (TEKCTOBBIN 9KPaH BHYTPH Tpaduueckoro pabouero croja win
TEKCTOBYI0 KOHCOJIb BHE JI1060T0 rpaduueckoro nHTepdeiica) 1 MHTEPIPETaTOp KOMaH/[
BHYTPHU HETO (060J10UKY ).

Kak nonyunTtb AOCTYyN K KOMaHAHOM CTpoKe

Korza cricrema paGoTaet CTpaBHO, CAMBIH TIPOCTO# CTOCOO MOTYIUTD TOCTYIT K KOMAH/I-
HOI CTPOKe — 3aMyCTUTh TEPMHUHA B rpahIecKoM ceaHce pabovero cToa.

Hamnpumep, B cucreme Kali Linux no ymonuaruio GNOME-yruiuty Terminal MmosxHO
3allyCTUTD U3 CIUCKA TIPHOPUTETHBIX MPUIOKEeHIiT. Bl Takke MoskeTe HabpaTh CIOBO
terminal Ha axpane Activities ([leiicTBus) (TOT, KOTOPBIN AKTUBUPYETCS TIPU TIepeMeliie-
HUW yKa3aTeJsI MBIIIN B BEPXHU JIEBBIH YTOJT ) M MEJTKHYTh Ha 3HAYKE COOTBETCTBYIOIIETO
npusoskernst (puc. 3.1).
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Puc. 3.1. 3anyck GNOME-yTtunutbl Terminal

B catyuyae nencnipaBnoctu rpacdudeckoro nnrepdeiica Bbl Bce paBHO MOKETe IOJYUYNUTh
JOCTYII K KOMaH/HOM CTPOKE B BUPTYATbHBIX KOHCOJISIX (10 IIECTH U3 HUX MOTYT OBITh
JIOCTYIIHBI Yepe3 MIEeCTh KOMOUHAITUI KaBuI oT Ctrl+Alt+F1 f10 Ctrl+Alt+F6 — KJaBuiry Ctrl
MOZKHO OITYCTHTb, €CJIM BBl y7Ke HaXOJMTECh B TEKCTOBOM PekKMe, BHE rpahruieckoro mHrep-
deiica Xorg nunn Wayland). Bel yBuanTe 0ueHb IPOCTON 9KPaH BXOJIA, T/I€ HYKHO BBECTH
CBOI1 JIOTHH U MTAPOJIb, IPEK/IE YEM TOTYIUTH TOCTYIT K KOMAHIHOU CTPOKE U ee 000JI0UKeE:

Kali GNU/Linux Rolling kali-rolling tty3

kali-rolling login: root

Password:

Last login: Fir Mar 25 12:30:05 EDT 2016 from 192.168.122.1 on pts/2

Linux kali-rolling 4.4.0-kalil-amd4 #1 SMP Debian 4.4.6-1kalil (2016-03-18) x86_64

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
root@kali-rolling:~#
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ITporpamma, 06pabaThIBAOIIAsI BAIl BBOJL U BBITIOIHSIONIAS BAIIIM KOMAH/[bI, HA3bIBA-
ercst 060a0ukoi (M UHTEpIpeTaTopoM KoManHOoU cTtpoku ). B Kali Linux o6ooukoii
1o ymosruanuio sissiercst Bash (cokparierno ot Bourne Again SHell). CunvBouibt $ mitu #
YKa3BIBAIOT Ha TO, YTO 000I0UKa OKUIaeT Barero BBojia. OH Takske coO0IaeT, pU3HaeT
s Bac Bash kak 06bruHOTO MoJb30BaTeNs (B IEPBOM cirydae (CHMBOJT J0JIIapa)) MIn
Cynepriosb3oBatesis (BTOPoi caayvaii (xerr)).

OCHOBbI KOMaH/IHOW CTPOKW: MPOCMOTP AepeBa
KaTasioroB v ynpasneHue dainamm

B 1aHHOM 10/1pasiesie MpeACTaBIeH TOJIbKO KPATKUI 0030p ONMUCAHHBIX KOMaH/I, KasK1ast
13 KOTOPBIX IMeeT MHOKECTBO TTapaMeTPOB, He YKa3aHHBIX 37I€Ch, T09TOMY, TIOXKATYICTA,
obpaTuTeCh K PasBepHYTOI JIOKYMEHTAIIH, IOCTYITHON B COOTBETCTBYIOIIUX PYKOBO/I-
cTBax. B Tecrtax Ha IPOHUKHOBEHIE Bbl Yalle OyieTe MoJydaTh AOCTYI K CHCTEME I10-
cJie YCTIeNTHOTO 9KCIJIONTa, a He yepe3 rpadynuecKuil Moab30BaTeTbCcKUi nHTEpdeltic.
Ho ymenue paGorarh ¢ KOMaHIHON CTPOKOIT BasKHO JJIsI BAILIEro ycIexa Kak ClelraicTa
110 6e30I1aCHOCTH.

Korpa ceanc nauat, komanzaa pwd (ot print working directory — mokasaTs paboumii
KaTaJior) oToGpajkaeT Baiiie CynecTBYOIee MECTONOJIOKeH e B (haiinosoii cucreme. Te-
KYIIMH KaTaJor U3MEHSIETCs ¢ IIOMOILbIO KoMaH /bl cd kamanoz (cd ot change directory —
«CMEHUTD Katajiors ). Eciim BBl He yKaKkeTe [eIeBOU KaTajior, To OyeTe mepeBeeHb
B CBOU JTWIHBIN KaTasor. [Ipu mcnoap30Banmu cd - BbI BO3BPAIA€TECh B IIPEIBIIY AN
pabounii KaTajaor (TOT, YTO UCIOJIb30BAICA 0 MOCIEJHEr0 Bbl30Ba KOMaHAbL cd).
Ponutensckuit karasor Beeria 30BeTcs . . (JIBe TOUKN ), TOT/A KaK TeKYTWH N3BecTeH
kak . (oxHa touka). Komanma 1s nepeuncaser (listing) coaepsknmoe karanora. Ecin bl
He yKas3bIBaeTe HUKAKKUX IIapaMeTPoB, To 1s paboTaer B TEKYIIEM KaTaJlore.

$ pwd

/home/buxy

$ cd Desktop

$ pwd

/home/buxy/Desktop

$ cd .

$ pwd

/home/buxy/Desktop

$cd ..

$ pwd

/home/buxy

$ 1s

Desktop Downloads Pictures Templates
Documents Music Public Videos

Ber MoskeTe co3maTh HOBBIN KaTajor ¢ TIOMOIIbIO KOMaHIBI mkdir kamanoz M yna-
JIUTH CYIIECTBYIONIUH (ITyCTOI) KaTamor yepe3 KoMauay rmdir kamanoz. Komanma mv
TTO3BOJISIET TIepeMenaTh U TepenMeHOBBIBATh (haiIbl N KaTaJIorH; daiiya yaansgeTcs



72 naBa3 e

OcHoBbI Linux

C TIOMOIIBI0 KOMAH/IBI rm $aiia, a KOMUpPyeTcs: Garoapst KOMaH/IE cp UCX0OHbIU_palin

ueneBol_dgatiin.
$ mkdir test

$ 1s

Desktop Downloads  Pictures Templates Videos
Documents Music Public test

$ mv test new

$ 1s

Desktop Downloads new Public Videos

Documents Music
$ rmdir new
$ 1s

Pictures Templates

Desktop Downloads  Pictures Templates Videos

Documents Music

Public

0060J104Ka BBITIOJIHIET KOMaH/LY, 3aIllyCTHB II€PBYIO IPOrPAMMY C JaHHBIM UMEHEM,
KOTOPYTO OHA HAXO/IUT B KaTajore, yKa3aHHOM B IlepeMeHHO cpefibl PATH. Hariie Bcero aTn
TIPOTPAMMBI HaXOASTCS B KaTtajorax /bin, /sbin, /usr/bin umu /usr/sbin. Hampuwmep,
KoMaH/a 1s HaXOoAMTCA B KaTajore /bin/1s; koMaHia which coobIaeT o MecToInoosxe-
HUW JIAHHOTO BbITTOTHeHMS. VIHOTIAa KOMaHa HATIPSIMY IO O6pa6aTblBaeTC}I 060JI04KOM
1 B 9TOM CJIy4ae Ha3blBaeTCs BCTPOEHHON KOMaH10#1 060104k (Cpeay HUX KOMaH (bl cd
u pwd); KOMaH/1a type MO3BOJISIET 3ATIPOCUTD TUIT KAXK0W KOMAaH/IbI.

$ echo $PATH

/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

$ which 1s
/bin/1s

$ type rm

rm is /bin/rm
$ type cd

cd is a shell builtin

Ob6partnTe BHIMaHNe Ha MICTIOIb30BAHIE KOMAHIB! echo, KOTOPast TIPOCTO 0TOOpasKaeT
CTPOKY B TepMUHAJe. B TaHHOM ciTydae OHA CITYSKUT /7T BBOJIA COAEPIKIIMOTO ITepeMeHHOH
CPEIbl, TTOCKOJIBKY 060I09Ka ABTOMATUYECKY 3aMEHSIET MePEMEHHbBIC UX 3HAYCHUSMHU
11epe/l BLIIOJHEHMEeM KOMaH/Ibl.

MepeMeHHbIE
cpenbl

[epeMeHHble cpefibl MO3BOASIOT XPaHWUTb rnobasibHble HACTPOMKK ANS
obonoyku nnun gpyrux nporpaMm. OHM KOHTeKCTyasbHble, HO Hacnemy-
emMble. Hanpumep, kaxabli npouecc nMeeT cobcTBeHHbI Habop nepe-
MEHHbIX cpeabl (oHU KoHTekcTyanbHble). 06onoukM, HanprMep BXoaa,
MOryT 00bABAATL NepeMeHHble, KoTopble ByayT nepefaHbl APYruM nUc-
MosIHAeMbIM nporpaMmam (oHu HacneayeMble).

3TV NepeMeHHbIe MOXHO onpeaenuTs obuiecrcremMHo B /etc/profile nnm
OTAesNbHO A nosb3oBatens B ~/.profile, ogHako He oTHocALMecs
K MHTepnpeTaTopaM KOMaHAHOV CTPOKM NepeMeHHbIe Jlyylle noMelyaTb
B /etc/environment, Tak Kak oHu byyT BBEEHbI BO BCE MOJIb30BaTESb-
CKue ceaHchbl bnaropaps noaknao4yaeMoMy Moyt ayTeHTUdUKa-
unn (PAM) — paxke ecnu HM ofgHa 0605104Ka He BbIMOMHAETCS.



3.3. dainoBas cucteMa 73

3.3. ®annoBas cncrema
CTanaapT nepapxun hannoBon CUCTEMbI

Kak u npoune auctpubyrussl Linux, Kali Linux opranusoBad B COOTBETCTBUH CO
cmanodapmom uepapxuu ¢aiinosoii cucmemot (Filesystem Hierarchy Standard, FHS),
II03BOJISAS [IOIB30BATE/IAM APYTUX AUCTPUOYTUBOB Linux Jerko HaiiTH Hy KHBIA IIyTh
B Kali. FHS onpezieisier HazHaueHHe KaKI0To Karasora. Hiske mpeicTaBieHbl KaTaJIoTn
BEPXHETO YPOBHSI:

O /bin/ — OCHOBHBIE IIPOTPAMMBI,

Q /boot/ — axpo Kali Linux u apyrue daiiibl, HeoOXoAUMbIe Ha PAaHHEI cTaguy 3a-
IPY3KH;

/dev/ — dailsibl yCTPOUCTB;

/etc/ — aiinpr kKoHpUTYpaUy;

/home/ — naHbIe (haiIBI TOTH30BATEIS;

/1ib/ — 6a30Bble OUOINOTEKH;

0O000OC

/media/* — TOYKM MOHTUPOBaAHUA /g cbeMHBIX ycTpoiictB (CD-ROM, USB-
HAKOIUTEH U T. 11.);

a /mnt/ — BpemeHHas TOYKa MOHTUPOBAHUI,

Q /opt/ — nonoJHUTENbHBIE TIPUIOKEHUS, IIPE/I0OCTABIsIEMbIe TPETbUMU JIUIAMU;

Q /root/ — auvHbIe Haiabl aIMITHUCTPATOPA (TI0JIB30BATES root);

Q /run/ — BpeMeHHbBIE J]AHHBIE BBITIOJHEHUS, KOTOPBIE HE COXPAHSIOTCS TIPH Tiepe3a-
rpy3ke (ere He BkoueHbl B FHS);

Q /sbin/ — cucTeMHBIE TIPOTPAMMEI;

Q /srv/ — [aHHbBIE, NUCIIOJIb3yeMbIe CEPBEPaMHU, Pa3MeIeHHBIMI B 9TON CUCTEME;

Q /tmp/ — BpemeHHbIe (DailIbl (ATOT KATAJIOT 3a4aCTyIO OUUIIAETCS TIPU 3arPY3Ke);

Q /usr/ — npuyioxkeHus (ajee KaTajJor oapaszesnsiercs Ha bin, sbin, 1ib 1o Toii ke

JIOTHKE, 4TO U KOpHeBOIl). KpoMe Toro, /usr/share/ co/epKUT HeE3aBUCUMbIE OT
apXUTEKTYPHI anublie. Katanor /usr/local/ mpenHasHavyeH I UCTIOJIb30BAHUS
AJIMUHUCTPATOPOM B I[EJISIX YCTAaHOBKHU MPUJI0KEHNN BPYyUHYO 6€3 mepesanucu
(aiiios, o6pabaThIBaEMbIX CUCTEMOI TTakeTHpoBanus (dpkg);

Q /var/ — nepeMeHHbie JanHbie, obpabaTbiBaemble JeMoHaMu. K Hum otHocaTCs (paiiiibt
perucTpanuu, ouepear, Gyhepsl U Kaliu;

Q /proc/u/sys/ cueruduunbl 1 sapa Linux (1 ve sipisiiorest yactbio FHS). Ono uc-
MOJIB3YET MX JIJIS1 9KCIIOPTA JIAHHBIX B TPOCTPAHCTBO MOJIb30BATESI.

JINYHBIN KaTanor nosnb3oBaTens

CoiepKuMOoe aTOTO KaTajiora He CTaHapTU3UPOBAHO, HO CYIIECTBYET HECKOIBKO 06I1e-
MPUHATBHIX HOPM. [lepBast 3aKII09AETCS B TOM, 4TO OH 9aCTO 0003HAYAETCS THIIBI0M (~).
ITO TOJIE3HO 3HATD, IIOCKOJBKY MHTEPIPETATOPHI KOMAH/] aBTOMATHUECKN 3aMEHSIOT
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TUJIB/LY Ha TIPABUJILHBIN KaTayor (KOTOPBIN XPAHUTCA B TIepeMEHHON cpeibl HOME 1 ube
00bIuHOE 3HAUeHUE — /home/nons3o08amens/).

Tpamuinonno ¢aitabl KOHGUTYpAIIUKT TPUITOKEHUS YACTO XPAHSATCS HETIOCPE]I-
CTBEHHO B JINYHOM KaTajiore, HO MMeHa (hailioB 0ObITHO HAUMHAIOTCS ¢ TOYKHU (HATIPH-
Mep, KJIUEHT 3JIEKTPOHHOM TOYTHI mutt XpaHUT CBOIO KOH(MUTYPAIHIO B ~/ . muttrc).
O6parute BHUMaHVE: IMEHA (hAallIOB, HAUMHAOIIHECS C TOYKH, TT0 YMOJYAHWUIO CKPBITHI;
KOMaH/1a 1s TTepevncisgeT UX TOJNbKO TOT/A, KOT/[a UCTIOJAb3YEeTCs mapaMeTp -a u rpadu-
gyeckue (hailioBbie MEHEKePBI HACTPOEHBI OIIPEIETEHHBIM 00Pa30OM JIJIst 0TOOPAKEHST
CKPBITBIX (haIoB.

HexoTopble 1mporpaMmbl TaksKe UCIIOJIb3YIOT HECKOJIbKO (hailyioB KOH(MUTYpaLlUH,
OpraHM30BaHHbBIX B OJIHOM Kartajsiore (Harpumep, ~/.ssh/). OtnenbHbie TPUIOKEHU
(cxaskeMm, 6paysep Firefox) Toke MPUMEHSIIOT CBOII KaTasior JJisl XpaHEHUsT Kallla CKa-
YAHHBIX JIAHHBIX. DTO 3HAYUT, UTO TAKUE KATAJIOTU MOTYT B KOHEYHOM UTOTE MOTPEOIIATH
MHOTO JINCKOBOTO TIPOCTPAHCTBA.

It daiiabl KoHUTYpaI, XpaHAIIHecs HeOCPeICTBEHHO B BallleM JINYHOM KaTta-
JIOTe, KOTOPbIE YaCTO HA3BIBAIOTCS 00M-(Paiiiamit, CIOCOOHBI PACTIPOCTPAHATHCS 10 TAKOI
CTEeTIeHH, YTO MOTYT IOBOJTbHO CUJIBHO 3aTPOMO3/INTH KaTaloru. K cuacTpio, coBMecTHas
pabota o sruzoit FreeDesktop.org npusesta k cosaanmio crieridukanum 6a30B0ro kata-
siora XDG, coryianienust, 11eJiblo KOTOPOTO SIBJISIETCSI OYMCTKA ATUX (haiijIoB U KATaJIOTOB.
B cienmmdukanmm ykazano, 4to ¢aiiibl KOHGUTYPAIUK J0JKHBI XPAHUTHCS B KaTajore
~/.config, ailybl Ka1a — B ~/ . cache, a (Hailyibl TaHHBIX TPUJIOKEHUS — B ~/ . local
(MM UX IOIKATATIOTax ). DTO COTIANIEHIE TOCTENEHHO HaOMpaeT 060POTHI.

I'pachuueckue paboune CTONBI OOLIYHO UMEIOT SIPJBIKHU JIJIS OTOOPAsKEHUS COIEPIKH-
MOTO KaTajiora ~/Desktop/ (~/Pabounit cTon/ WiIH OO0 APYTO MOAXOASAIINN TIEPEBO/T
JUUIS1 CUCTEM, HACTPOEHHDBIX HEe HA aHIJIMHCKOM SI3bIKe).

W nakowerr, cuctemMa 3JeKTPOHHOI MTOUTBHI MHOT/IA XPAHUT BXOSIINAE MUChMa B Ka-
Tajore ~/Mail/.

3.4. lNone3Hble KoMaHAbI

OTobpaxkeHne n n3MeHeHne TeKCTOBbIX hannos

Komanpna cat ¢aiin (npeanaznadennas /715 ¢BsA3U (paiiyioB co CTaHIaPTHLIM YyCTPOIi-
CTBOM BBIBOJIa) CUMTHIBAET (hallsl 1 0TOOpaKaeT ero cojepkuMoe B repmuHasie. Eciun
daitr canmkom GO0, UTOOBI TOMECTUTHCS Ha 9KPAHE, TO BHI MOJKETE MCITOIB30-
BaTh KOMaH/Ibl TaruHaiuu (HarpumMep, less uin more) st OTOOPAKEHUS €ro 10-
CTPAHUYHO.

Komanna editor 3amyckaer TeKcTOBBIN peflaktop (Hampumep, Vi nim Nano) u mo-
3BOJISIET CO3/1aBaTh, UBMEHSITh M YUTATh TEKCTOBbIE (haiiibl. [Ipocreiime haiiyibl nHOTIA
MOTYT CO3/IaBaThCs HEMIOCPEACTBEHHO 13 KOMAHIHOW CTPOKH OJ1aroiapsi repeHarpasJie-
HUIO: KoMaHda >¢atin cosiaet (aiisi c uMmeHeM gaiia, ColepsKaliM BbIBOJ JAHHOW KOMaH/IbI.
Komarda >>¢aiin IeHCTBYeT aHAIOTHYHO, 32 UCKJIFOYEHIEM TOTO, YTO 100aBJISIET BBIBOJ
KOMaH/IBI B (aiis, a He TIepe3annchiBacT ero.
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$ echo "Kali rules!" > kali-rules.txt

$ cat kali-rules.txt

Kali rules!

$ echo "Kali is the best!" >> kali-rules.txt
$ cat kali-rules.txt

Kali rules!

Kali is the best!

Mounck darnos n No coaep>xmmomy dainos

Komanna find kamasoe kpumepui uiieT (aiijibl B nepapxuu 1MOJ YKa3aHHBIM KaTa-
JIOTOM B COOTBETCTBUU C HEKOTOPBIMU KpurepusiMu. Hanbosiee 4acTo MCIOTb3YeMbIM
KPUTEPUEM SBJISETC -name uma_galiada, KOTOPBIN TO3BOJISET UCKATh (haiisl 0 UMEHM.
Kpowme Toro, ipu noncke daiisa o UMeHN MOKHO IPUMEHSTD 00II1e TI0JCTAaHOBOYHbIE
3HAKW, TAaKWE KakK *,

$ find /etc -name hosts

/etc/hosts
/etc/avahi/hosts

$ find /etc -name "hosts*"
/etc/hosts

/etc/hosts.allow
/etc/hosts.deny
/etc/avahi/hosts

Komamnza grep BvipaxeHue $atiasl BBITIOJHSIET TOUCK IO COAEPKUMOMY (HaiiyioB U 13-
BJICKAET CTPOKH, COOTBETCTBYIOIINE PEryJISIPHOMY BbipaskeHuio. JlobasiieHue mapame-
Tpa -r MO3BOJISET COBEPIIATh PEKYPCUBHBIN TTOUCK 1O BeeM haiiiaM, HaXOISITUMCST
B KaTtajore. JTo M03BoJIisieT HalTu (aiij, Korja n3BeCTHa JIUITh YaCTh €r0 COAEP;KUMOTO.

YnpasneHue npoLeccamm

KomaHzia ps aux BEIBOAUT CITMCOK TEKYIINX MTPOIECCOB U TOMOTAET UAEHTU(DUIINPOBATH
nx, nokaszwiBasi ux PID. Ecsaim Bam nzBecten PID npomiecca, komanna kill -cueHan pid
TTO3BOJIUT OTIIPABUTH CUTHAT (TIPU YCJIOBUH, YTO BBI BJIaiesel] mpotiecca). CymecTByioT
pasJIMUYHbIe CUTHAJBI; HAOOIee acTO NCTIOMB3YIOTCS TERM (3ampoc Ha TpeKparieHme
rporiecca) u KILL (MpUHYANTETbHOE 3aBEPIIEHHE ).

KoMaHIHBII HHTEPIIPETATOD TAKIKe MOKET 3aITyCKATh TIPOTPAMMBI B (POHOBOM PEKUME,
€CJTH B KOHITE KOMAH/IbI yKa3aTh & VICTIOML3yst aMIiepcaH I, BbI MOJKETE HEME/ITIEHHO BO306-
HOBUTB yTTpaBJIeHUe 060J0UKOM, Taske eCI KOMaH/[a Bee errie paboTaeT (CKPhITa B Ka4eCTBe
onoBoro mporiecca). Komanzia jobs BHIBOAUT CITHCOK MPOTIECCOB, PAOOTAIONINX B (HOHOBOM
PEKUME; BBITIOJTHEHNE KOMaH bl g %Homep_3adayu (ot foreground — «mepeanuii> (1iam))
BO3BpAIIaeT 3a/1auy Ha repe i mian. Korma komania 3ammyckaercst Ha 5ToM ruiaHe (Oblia
3amyieHa B 06bIYHOM pekrMe JTrh0 BO3BpallleHa Ha TIepeHIH TIaH ¢ TOMOIILIO fg),
HaKaTHe COYETaHusI KIaBHII Ctrl+Z IPUOCTaHABIMBAET TIPOTIECC U BO3OOHOBIISIET YIIPaB-
JIeHVe KOMaH/THOW CTPOKOIL. 3aTeM JaHHbBIN TPOIIECC MOKHO TIepe3anyCcTuTh B (hOHOBOM
pexxiMe uepes bg %Homep_3adaqu (o1 background — «poHoBbIii» (pexum)).
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YnpasneHue npaBamu

Linux — muoromno/b3osaresibckas OC, moaroMy HeoOXoauMa CUCTeMA Pa3perieHuii st
yiIpaBjieHus HabopoM HOIYCTUMBIX Ollepaliuii Haj daillaMu 1 KaTaJoraMi, KOTopas
BKJIIOUAET BCE CHCTEMHbIE PECYPChI U yeTpoiictBa (B cucteme Unix ji000e yCTPOUCTBO
npeacTaBIeHo (HailioM Mau KaTaaorom). JIaHHBINA TPUHITKI SIBJISIETCS OOIIMM JIJIST BCEX
Unix-1o100HbIX CUCTEM.

Kaskpiit haitn uam katajior uMeeT Olpe/ie/IeHHbIe Pa3peNIeH s /I TPEX KaTeropuit
10JIb30BaTEJICH:

Q
Q

Q
Q

BirazeJiely (0603Ha‘laeTCH u; OT user — <<HOJII)30B8.T€]IB>>);

rpyIina BiazienbiieB (0003HAYAETCS g; OT Group — «TPYIIay ), MPEICTABISIIONIAS BCEX

YJIEHOB I'DYIIIIBI;

ocrasibibie (0bo3Havaercs o; oT other — «mpounes).

CyIecTBYIOT TPH THIIA TIPAB, KOTOPBIE MOKHO KOMOMHUPOBATE:

yrenue (o6o3Hayaercs r; o read — «uTeHUE> );

3anuch (Wi MoaudUKaIys, 06003HAYAETCS W; OT WTite — <«3aIch» );

3amyck (0603HayaeTcst x; 0T eXecute — «3aIycK» ).

B ciaryuae ¢ daiimamu 5T1 TpaBa TOHATHBI: IOCTYT K YTEHUIO JAeT BO3MOKHOCTD UH-
TaTh COJlEP;KUMOe (BKJIIOUAs KOIIMPOBaHMeE), IOCTYI K 3AIIUCH — U3MEHSATD €T0, a JI0CTYI
K 3aITyCKY MTO3BOJISIET €T0 BBIOJHATH (TOJIBKO €CJIN 3TO IIPOrpamMma).

UcnonHsaemsblie
daitnbi setuid
u setgid

[lBa ocobeHHbIX MpaBa OTHOCATCA K UCMONHAeMbIM dannam: setuid
v setgid (0603HavaeMbim BykBoi s). 06paTuTe BHUMaHME: Mbl 324aCTyH0
roBopuM 0 BuTe, NOCKOJNIbKY KaX[oe M3 3TUX IOrMYECKUX 3HAUYeHU A
MoxeT bbITb npeacTaBneHo kak 0 wau 1. [1Ba aTvx npaBa nMo3BoasioT
noboMy nonb3oBaTesto 3anyckaTb NPOrpaMMy C nNpaBamuv BRafenbLa
WA TpYNMbl COOTBETCTBEHHO. [laHHbIN MexaHW3M MpefocTaBAseT A0-
cTyn K GyHKLMSAM, TpebyoLlwmM paspelueHunsi bosiee BbICOKOTO YPOBHS,
4yeM Te, KoTopble 06bIYHO JOCTYMHbI.

lMockonbKy nporpaMma setuid root cuctemMaTMyecku 3anyckaeTcs Mo
NLEHTUMKATOPOM Cyrneprosib30BaTesNs, To 04eHb BaXKHO obecneunTs ee
6e30MacHOCTb M HafexHoCTb. J1lo60oii monb3oBaTesib, KOTOPOMY yAACTCS
B3/10MaTb NporpaMmy setuid root ana Bbi3oBa KOMaHAbI N0 CBOEMY Bbl-
Bopy, MOXeT 3aTeM [eiCTBOBaTb OT MMeHW MoJib30BaTess root u MMeTb
BCe npa.a B cucTeMe. CneumanncTbl Mo TECTUPOBAHMIO HA MPOHUKHOBE-
HWe BCeraa ULLyT 3Tu dalsibl, Koraa nosiydatoT LOCTYN K cucTeMe, YTobbl
MOBbICUTb CBOM MPUBUAETUN.

YHpaB]IeHI/Ie KaTaJIOTOM OCYUIECTBJIAETCA NHaYE. [[OCTyH KUYTEHUIO Ia€T ITPaBO O3Ha-
KOMUTBHCA CO CITMCKOM COJIEPIKMUMOTO KaTaJjiora ((I)aI;'I]IOB n KaTaJIOFOB), AOCTYII K 3aIlTCH
TTO3BOJISIET CO3JaBaTh UJIN YIAJIATH (baﬁ]lbl, a JIOCTYII K 3allyCKYy — I€PEXOJnUThb Y€epe3
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KaTajor K ero cofep:KuMoMy (HarmpuMep, ¢ ToMOIIbio KoMauael cd). [lepexosn yepes
Katajior 6e3 BO3MOKHOCTH MPOYUTATDH €TO0 J[AeT MOJH30BATENI0 PABO JOCTYIA K TEM
3aIUCSM B KaTaJIore, MMeHa KOTOPBIX N3BECTHBI.

BesonacHocTb  BuT setgid Takxke npuMeHseTcs k kaTanoraM. J1to6oi BHOBb CO38aHHbIN
3/IeMEeHT B TakWx KaTasorax aBToOMaTW4ecKu MpucBauBaeTcs rpynrne
BJlafiesibLieB POANTENLCKOMO KaTanora BMeCTo HacleloBaHNsi OCHOBHOM
rpynnbl co3patensi, Kak MpoOMCcXoAnT obbluHo. Bnarofaps aToMy He Hy>XXHO
MeHSTb 0CHOBHYI0 rpynny (c nomolbio KoMaHabl newgrp) npu pabote
B fiepeBe ¢aiinos, COBMECTHO UCMOb3YeMOM HECKObKMMU NMoJib30Ba-
TeNsIMU OLLHOW OnpefeNeHHO Fpynbl.

Karanor setgid
W IUNKUA 6UT

JIunkuit 6ut (0603HauaeMbIn bykeoii t) — 3To paspelueHune, KoTopoe npu-
MEHWMO TOJIbKO K KaTasioraM. B 4yacTHocTu, OH MCnonb3yeTcst Ans BpEMeH-
HbIX KaTaforoB, rae BCe MMeT AoCTyn K 3anucu (Hanpumep, /tmp/):
orpaHuyMBaeT ypaneHune $ainnos TakMm 0b6pa3om, YTO TONIbKO UX BageneL,
WY BRafeneL, poauTenbCKoro katanora MoryT UX yaanute. bes Hero nitoboi
nosib3oBaTesib Mor Bbl yaanaTe Gpaisibl 4pyrux nosb3osatesien B /tmp/.

PaSpeLHeHI/IHMI/I, CBA3aHHBIMM C @aﬁHOM, YHUPaBJIAOT TP KOMaH/Ibl.

Q chown nonb3oBamens gaiin — n3MeHsIET BJIaJiesiblla (aiiia.

CoBetr Yacto 6bIBaeT HeobxoAMMO OJHOBPEMEHHO M3MEHUTL rpynny daina
v ero Bnagenbua. KomaHga chown nMeet cneumanbHblii CUHTaKCUC Ans

W3MeHeHune .
Takux cilydyaeB: chown nosiib3oBaTenb:rpynna dann.

nosib3oBaTens
1 rpynnbi

Q chgrp epynna ¢aiin — N3MEHAET TPYIIILY BJIAJE/IbIIEB.
Q chmod npaBa ¢aiin — u3MeHsieT pas3pelienus s daiiia.

CyrmectByeT iBa criocoba rpeJicTaBieHns mpas. VX cUMBoJIMUecKoe Mpe/icTaBIeHIe,
BEPOSITHO, MTPOIIIE BCETO TIOHSATH U 3aTIOMHUTD. B HeM IIPUMEHSIOTCSI CHMBOJIBI, YK€ YII0-
MSTHYTbI€ BbIliie. BbI MOJKeTe OIpeiesTuTh [PaBa JJist KasKI0i KaTeropuu MoJib30BarTesei
(u/g/0), yCTAaHOBUB KX ABHO (C MOMOIIBIO =), 106aBUB (+) Win uckmouns (-). Takum
06pasoM, hopMyJia u=rwx, g+rw, o- r IIPEOCTABJISAET BJAA/IEIbILY [TPaBa Ha YTeHHUE, 3aTHUCh
U 3aIyCK, 00aBJISIET TIPaBa Ha YTEHHUE ¥ 3aICh JIJIsT TPYTITIBI BAAJE/BIEB 1 HCKIIOUAeT
[IPaBo Ha YTEHUE JIJIsT OCTANBHBIX MoJb3oBareseil. Byksa a (ot all — «Bce») oxBarbiBaet
BCE TPU KaTErOpHUH MOJIb30BaTe /e, TAKUM 06pa3oM, a=rx MPEOCTABIISIET BCEM TPEM
KaTeropusiM OINHAKOBBIE IIPaBa (UTEHUE U 3aIYCK, HO He 3aIIHCh).

YucsoBoe nipesicTaBiienyie (BOCbMEPUYHOE ) CBSI3bIBAET KAYK/IOE ITPABO CO 3HAUEHHEM:
4 JUIs YTEHMs, 2 JUIS 3aiCH U 1 Juis 3amycka. Kaknas KoMOMHAIIUS [TPAB CBA3BIBACTCS
¢ cyMMOIUl Tpex 1udp, a MoJIydeHHoe 3HaUYeHNe TPUCBANBAELTCS KAXKI0N KaTeropuu
MoJIb30BaTeNel B 0OBIYHOM MOPsiziKe (BJAaJesIell, TPYIITa, Ipodne).
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Hampumep, komanna chmod 754 ¢aiin ycTaHaBINBAET cJe/yolye IpaBa: YTeHue, 3a-
MUCh U 3aITYCK IS Baazienblia (7 = 4 + 2 + 1); uTeHue U 3a1yCcK JIJist Tpymibl (5 = 4 + 1);
TOJIBKO UTEHUE JIJIsT OCTAIBHBIX. HOJIh 03HAUaeT OTCYTCTBHUE ITPAB; TAKMM 06pa3oM, chmod
600 ¢alin paspelnraer YTeHre U 3allUCh JIJId BIAQ/IEJIbIA, a JJIA IPYTUX He IPEeJOCTaBIIAET
HuKakuX mpas. Hanboiee yacToie KOMOUHAIINY TIPaB — 755 JIJIsT UCTIOJTHSIEMbIX (DallIoB
1 KaTaJIOTOB U 644 1 (DAILIOB TAaHHBIX.

Y00l IPEIOCTABUTD CIIEIMATbHDIE TIPABA, BBI MOKETE T00ABUTH Y€TBEPTYIO IIH(PY
10 TOMY K€ TIPUHITHITY, T/ie setuid, setgid u JIMTIKWIT GUT PaBHBI 4, 2 1 1 COOTBETCTBEHHO.
Komanza chmod 4754 cBssker 6uT setuid ¢ patiee OIIUCAaHHBIMU IIPaBaMU.

O6parure BHUMAHUE: UCTIOJIH30BaHIE BOCBMEPIUHOI 3aITICH TIO3BOJISIET CPa3y yCTa-
HABJINBATD BCe TIpaBa J1jist (hailyia; Bbl He MOKETe IPUMEHSITD ee JIJist J0OABJIEHUST HOBBIX
IIpaB, TAKUX KaK JOCTYII K YTEHUIO JJIsI TPYIIIBI BJAa€JIbIIEB, TOCKOJIbKY JOIKHBI yUNUTHI-
BaTh CYILIECTBYIOIINE ITPaBa 1 BIYUC/IATD HOBOE COOTBETCTBYIOIIEE YUNCIOBOE 3HAYEHIE.

Bocbmepuunas 3anmch Takyke UCTIOJIb3YeTCs ¢ KOMaHI0i umask, KOTOPast T03BOJISIeT
OTPAHWYMTH pa3pelieHns Ha BHOBD co3/laHHbIe (haitnbl. Korja npusioxenue co3naet
(baitir, oHO Ha3HAYAET MHAWKATUBHBIC PA3PEIICHIS, 3HAS, UYTO CUCTEMA aBTOMATUYECKU
yIajsieT Tpasa, OpeieIeHHbIe ¢ TOMOIIBIO TaHHOW KoMaH/ibl. BBequTe umask B 060-
JIOUKE; BBl YBUAUTE OUTOBYIO MACKy 0022, ITO IPOCTO BOCBMEPUYHOE TIPEICTABICHIE
TIpaB JIJIsI CUCTEMATUYeCKOTO y/lajeHus (B HallleM cJrydae TpaBo Ha 3aIHCh JIJIsT TPYIITIBI
1 TTPOYMX MOJIb30BaATENEH ).

Ecam BbI 33/1a/11Te HOBOE BOCbMEPUYHOE 3HAYeHMe, TO KOMaH/[a umask MI3MEHUT MacKy.
ITpu ucnosnb3oBanuu B (pailjie MHUIMAIU3AINN 000M04KK (HalIpUMep, ~/ .bash_profile)
OHa U3MEHUT MACKY TI0 YMOJYAHUIO JIJIsT BAMIUX PAOOYMX CECCUTL.

CoBeT VHorpa HaM nNpuxoAmTCH MeHSATL NpaBa A Bcero fepesa dannos. Bece
BbILLENPUBEAEHHbIE KOMaHAbl MMEIOT NapaMeTp -R Ais pekypcBHOW
paboTbl B nofKkaTasorax.

Pasnnune mexnay katanoramv n dannamm nHorga cosgaet npobneMol
C peKkypcuBHbIMK onepauuamu. Bot nouemy bykBa X bbina BBefeHa
B CMMBOJIMYEeCKOM npepctaBineHnn npas. OHa npepcraBaseT coboi
MpaBo Ha 3anyck, NpUMeHsAeMoe TosIbKo K kaTasioraM (a He k daiinam,
He uMeloLLMM aToro npasa). Takum obpasom, chmod -R a+X kamanoz fo-
BaBnseT To/bKO NpaBa 3anycka A BCex KaTeropumii nosb3osatenen (a)
L5l BCEX MOAKaTanoros 1 ¢annos, A KOTOPbIX M0 MEHbLLEW MEPE OfHA
KaTeropvs nosib3oBatesnei (aaxe ecnuy HUX eAUHCTBEHHbIM Bagenew)
y>Ke MMeeT MpaBo 3anycka.

PekypcuBHas
onepauus

Mony4yeHne cucteMHon nHdopmauun
n annoB perncrtpauunm
Komana free orobpaskaer nabopmaiuio o mamsati; disk free (df) coobiaer o gocTyI-

HOM MecTe Ha KaKJIOM U3 TUCKOB, yCTAHOBJIEHHBIX B (hailoBoil cucteme. [lapamerp -h
(human readable — «/i1s1 yTeHus yeT0OBEKOM» ) TIpeoGpasyeT pasMepbl B 00Jiee IOHSTHbIE
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eanHuIpl (00bIYHO MeOUOAIThI MK THOMOAIITHI ). AHATOTUYHBIM jKe 00pPa3oM KOMaH/Ia
free MOIEPKUBAET TAPAMETPhI -m U -g U 0TOOpakaeT JaHHbie JHO0 B Merabutax, 1o
B ruO6ubaiiTax COOTBETCTBEHHO.

$ free
total used free shared buff/cache available
Mem: 2052944 661232 621208 10520 770504 1359916
Swap: 0 0 (4]
$ df
Filesystem 1K-blocks Used Available Use % Mounted on
udev 1014584 0 1014584 0 % /dev
tmpfs 205296 8940 196356 5 % /run
/dev/vdal 30830588 11168116 18073328 39 % /
tmpfs 1026472 456 1026016 1 % /dev/shm
tmpfs 5120 0 5120  © % /run/lock
tmpfs 1026472 0 1026472 © % /sys/fs/cgroup
tmpfs 205296 36 205260 1 % /run/user/132
tmpfs 205296 24 205272 1 % /run/user/@

KomaHzia id oToGpaskaer upeHTH(MUKATOP TOTb30BATE ST, BBITOJHSIONIETO CEAHC,
U CIIMCOK TPYII, K KOTOPBIM OH TPUHAJIEKUT. [[0CKOIbKY OCTYI K pAmy HaitioB uin
YCTPOKCTB MOKET OBITh OTPAaHUYEH YJIEHAME TPYIIIIbBI, TO MOJE3HO OY/IEeT MPOBEPUTH
JIOCTYITHOCTD IPYIIIIBI.
$ id
uid=1000(buxy) gid=1000(buxy) groups=1000(buxy),27(sudo)

Komanzia uname -a BO3BpaIaeT eIMHCTBEHHYTO CTPOKY, B KOTOPOI yKa3aHbI M SI/[pa
(Linux), mms xocTa, BBITYCK S/Ipa, €T0 BEPCHs, TUI MAITUHBI (CTPOKA apXUTEKTYPHI,
K IPUMEPY X86_64) 11 MMsT OTIEPAITMOHHON crcTeMbl (GNU/Linux). BerBo aTOM KOMaHIbI
00BIYHO JIOJIKEH BKJIIOUATHCS B OTYETHI 00 OIMMOKAX, TAK KAK YeTKO OMPEAEIIieT UCIOJIb-
3yeMoe sIIpo ¥ anmapaTHyo mraThopMy, Ha KOTOPOI Bbl paboTaere.
$ uname -a

Linux kali 4.9.0-kali3-amd64 #1 SMP Debian 4.9.18-1kalil (2017-04-04) x86_64
W GNU/Linux

Bce 1M KOMaHIBI TPEIOCTABASIOT WHMOOPMAIIMIO O TPOUCXOSAIIEM BO BPEMs BbI-
MOJTHEHUSI, HO 3a4acTy0 ObIBaeT HEOOXOAMMO MTPOKOHCYIBTHPOBATHCS ¢ (hailiamu pe-
TUCTPAIIUH, YTOOBI TIOHSITH TPOUCXO/IMBIIIEE Ha BallleM KOMITbIoTepe. B wacTHOCTH, SI7(PO
reHepupyet cooOIIeH I, KOTOPbIE 3aTeM XPAHUT B KOJIbIIeBOM Oydhepe BCsKHil pas, Koria
[IPOKCXOJIUT HEUTO UHTEpPecHOoe (Harpumep, o6Hapy:xeHo HoBoe USB-ycrpoiicTBo, He-
yIQuHOE 3aBePIIEeHNE OTIEPAIMY HA JKECTKOM JIMCKE WU TEPBOHAYATbHOE OOHAPY KEHIE
anmapaTHoOro obecriedyeHus pu 3arpyske). Bol Moxkere usB/iedb dhailjibl perucrpaium
A/pa € IOMOIIbI0O KOMAaH/IbI dmesg.

JKypHas cucTeMHOTO MeHe/Kepa systemd Takske XPAaHUT MHOKECTBO (hailioB peru-
crpaiuu (BbIBOABI IeMOHOB stdout/stderr, cooblienus syslog, (aiiibl perucrpanun
S7Ipa) U YIIPOIIaeT UX MOJTy9YeHue ¢ TTOMOIIBI0 KOMaHAb! journalctl. Eciu He yka3piBaTh
HUKAKUX apIyMEHTOB, TO OYIyT IIPOCTO BBIBEIEHBI BCE IOCTYITHbIE (DAllIbl pEruCTpaIiun
B XPOHOJIOTUYECKOM TTopsi/ike. C apaMeTpoM -r MOPSIOK BBIBO/IA MI3MEHUTCS TAKUM
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o6pa3om, uToObI CHavasta 0ToOpakaIich HoBbie coobinenust. C mapaMeTpoM -f CTaHyT
HEMPEPHIBHO BHIBOIUTHCST HOBBIE (DANJIBI PETUCTPAIINH TI0 Mepe UX M00aBIeHIs B 6a3y
JaHHbIX. [TapaMeTp -u OrpaHUYUBAET BBIBOJ COOOIIEHIIT IUIITb TEMHU, KOTOPbIE TeHEPH-
PYyIOTCST OTIpesiesIeHHBIM Moy ieM systemd (Hampumep, journalctl -u ssh.service).

O6Hapy»xeHune 0bopyaoBaHUS

SIapo nepeaeT MHOKECTBO CBeieHnH 06 0GHAPYKEHHOM 000DPYIOBAHUHT Yepe3 BUPTY-
asibHBIE (hailioBblie cUCTeMBI /proc/ 1 /sys/. OnpesesieHHble HHCTPYMEHTHI 06001a0T
atu sietanu. Cpenn Hux 1spci (B makere pciutils) mepeuncasier PCI-ycTpoiicTsa, 1susb
(B makete usbutils) — USB-yctpoiicTBa, a 1spcmcia (B makere pcmciautils) — kapThl
PCMCIA. Yka3zanuble MHCTPYMEHTBI OU€Hb MTOJIE3HBI JIJI5T OTIPEIeIeH NS TOYHOM MOJIeTN
ycrpoiicTsa. Jlannas upeHTHGUKAIIS TaKKe TO3BOJISIET TIPOBOAUTH GOJIee TOUHbIE M0~
HCKOBBIE 3aIPOCHI B IHTEpHETE, 4TO, B CBOIO 0Y€EPE/Ib, IPUBOUT K HOJIEe PEIeBAHTHBIM
noxymenTam. O6paruTe BHUMAaHKE: MaKeThl pciutils U usbutils yiKe yCTaHOBJIEHDI
B 6asopoii cucreme Kali, mo pcmciautils H00X0AUMO YCTAHOBUTD € IIOMOLIBIO KOMAH-
1Bl apt install pemciautils. TTogpoOHee yCTaHOBKY MAKETOB ¥ YIIPABJICHUE MU MbI
paccMoTpuM B cJieyotiel riase. B mpumepe 3.1 mokazan oOpaselt JaHHbBIX, TPEI0CTaB-
JIEHHBIX KOMaHamu 1spci u 1susb.

Mpumep 3.1. O6pazel MHGOPMaLMK, NPeAOCTaBEHHON KOMaHAaMu Ispci 1 Isusb

$ 1lspci

[...]

00:02.1 Display controller: Intel Corporation Mobile 915GM/GMS/910GML Express
wp Graphics Controller (rev 03)

00:1c.0 PCI bridge: Intel Corporation 82801FB/FBM/FR/FW/FRW (ICH6 Family) PCI
wp Express Port 1 (rev 03)

00:1d.0 USB Controller: Intel Corporation 82801FB/FBM/FR/FW/FRW (ICH6 Family)
W USB UHCI #1 (rev 03)

[...]

01:00.0 Ethernet controller: Broadcom Corporation NetXtreme BCM5751 Gigabit
wp Ethernet PCI Express (rev 01)

02:03.0 Network controller: Intel Corporation PRO/Wireless 2200BG Network
wp Connection (rev 05)

$ lsusb

Bus 005 Device 004: ID 413c:a005 Dell Computer Corp.

Bus 005 Device 008: ID 413c:9001 Dell Computer Corp.

Bus 005 Device ©007: ID 045e:00dd Microsoft Corp.

Bus 005 Device 006: ID 046d:c03d Logitech, Inc.

[...]

Bus 002 Device 004: ID 413c:8103 Dell Computer Corp. Wireless 350 Bluetooth

ITH IPOTPAMMBbI UMEIOT MTAPAMETP -V, KOTOPBIH MPEOCTABIISIET rOPas/o OoJiee reTa-
Ju3upoBanubie (HO 00BIYHO HEHYKHbIE) HaHHble. HakoHell, komaHaa 1sdev (B makere
procinfo) mepeuncyager pecypehl CBSI3H, UCTIOIb3yeMble YCTPOMCTBAMU.
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ITporpamma lshw mipescraBisier co60it KOMOMHAIIUIO YKA3aHHBIX BBIIIE TIPOTPAMM

n orobpaaer 1moApoOHOE olMcaHue alapaTHoro obecnedenus, 0OHaAPYKEHHOIO
B MEPAPXMYECKOM MOPSAKE. BbI MOKHBI TIPUKPEILIATD €€ TTOMHBIA BBIBOJ K KakKIOMY
oTueTy o pobIeMax MOANEPKKH JAHHOTO 00€CTICYeHHTS.

3.5. Pe3iome

B 9710i1 riiaBe Mbl 11poBein 6ErIyio 9KCKypCuio 110 crpykrype Linux. Mbl 06cy auiu mpo-
CTPAHCTBA S/Ipa U MOJIH30BATEJIS, PACCMOTPETN MHOTHE PACITPOCTPAHEHHBIE KOMAH/IBI
0bosoukH Linux, po1iecchl 1 CriocoObl yIIPaBJIeHUS UMU, U3y YU/ KOHIENTIH Ge3011ac-
HOCTH TosIb30Baresteit u rpym, obcynuan FHS u mocetnin Hekotopbie 13 Hanbosee
pacripocrpaHeHHbIX KaTanoros 1 ¢daitnos B Kali Linux.

a

Linux gacto ucrnob3yeTcst Jist 0003HAYEHUST BCE OTIEPaI[HOHHOI CHCTEMBI, HO Ha
CaMOM JIeJI€ ATO SIZIPO ONEPANMOHHON CHCTEMDbI, 3AITyCKAEMOE 3aTrPY3UYUKOM, KOTOPBIH,
B CBOIO ouepejib, 3arryckaercd uz BIOS/UEFIL.

[Tosb30BaTENBCKOE TPOCTPAHCTBO XaPAKTEPU3YET BCE, UTO TIPOUCXOIUT 32 ITPeIeIaMu
aapa. Cpeny porpamMmm, paboTaloNUX B TOM IPOCTPAHCTBE, €CTh MHOIO OCHOBHbIX
yrusmt u3 mpoekta GNU, GOJIBITMHCTBO M3 KOTOPBIX MPEAHAZHAYECHO JJIS 3aIyCKa
13 KOMaHIHOH CTPOKH (TEKCTOBBIN UHTEePQENC, TO3BOJISIONINN BBOUTD KOMAH/IbI,
BBITTOJIHATD UX U [TPOCMATPUBATh pe3yJabrar). O60I0uKa BBIIOTHSIET BAIIH KOMAaH/IbI
yepes aTOT mHTepderic.

K ocnoBHBIM KOManzam otHOCATCS: pwd (1I0Ka3aTh pabounii karasor), cd (CMeHUTb
KaTtaJsor), 1s (1mokasaTh co/iep;KuMoe KaTtajiora), mkdir (co3zaaTh Karajor), rmdir
(yZanuTh KaTajior), mv, rm u cp (IepeMeCcTUTb, yIATUTh UM CKOTIMPOBATH (haiis uin
KaTaJIoT COOTBETCTBEHHO), cat (CBSI3aTh WJIH OKa3aTh (ailir), less /more (0TOOpaKaTh
aiipl TocTpaHNYHO), editor (3ayCTUTH TEKCTOBBIN pelakTop), find (HaitTu (aiin
i katasor), free (oTobpaszkaTh nHMGOPMAIKIO 0 aMsATH ), df (1I0Ka3aTh CBOOOLHOE
MECTO Ha JiicKe), id (0ToOpakaTh AeHTU(DUKATOP MOJb30BATEIst BMECTE CO CITUCKOM
IPYyTI, K KOTOPBIM OHU TIPUHA/IEKAT), dmesg (ITPOCMOTPETD (haiiIbl perucTpanum
saapa) u journalctl (TOKa3aTh Bee IOCTYITHBIE (haliyibl PETUCTPAIINN ).

Bl MozkeTe mpoBepuTh armaparaoe odectieueHune B cucreme Kali ¢ momorpio He-
CKOTbKUX KoMaHI: 1spci (crmcok PCI-yeTpoiicts), 1susb (criucok USB-yctpoiicTB)
u 1spemcia (crimcok kapt PCMCIA).

[Tporttecc — TO HK3EMILISAP MPOTPAMMBbI BO BPEMsT BBITIOJHEHMUST, KOTOPOMY TpebyeTcst
MAMSITB IJIsT XPAHEHMST KAK CAMOI IPOrPAMMBI, TAK U €€ OIIePAIOHHBIX JaHHBIX. BBl MO-
JKeTe YIIPABJIATD IIPOIIECCAMU € TIOMOIIBIO TAKUX KOMAHI, KaK ps (II0Ka3aTh IPOIIecC),
kill (3aBepmuTh mpoilecc), bg (TiepeBecTy mpolece Ha 3aiHull 1ian), fg (nepenectu
(hoHOBBIIT TIPOTIECC HA TIEpe/THIH TI7TaH ) U jobs (11oka3aTb (hOHOBBIE MTPOIIECCHI ).

UHiX-HOI[O6HbIe CUCTEMBI SIBJISIOTCS MHOTOITOJIb30BaTeTbcKUMHU. OHI InmoaA€epxKu-
BalOT HECKOJIBKO ITOJIb30BaTeel 1 TPYIIIT 1 TTO3BOJIAIOT KOHTPOJIMPOBATH JleficTBUS
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Ha OCHOBe paspelnieHuil. Bl MoxeTe yrnpaBiasaTh npaBaMu (HailjioB 1 KaTaJoOTOB
€ TIOMOTIIBIO HECKOJBKUX KOMaH/I, BKJII0Uas chmod (M3MEHUTD paspelneHus), chown
(M3MEHUTD BJIa/iesbIa) U chgrp (M3MEHUTD TPYIILY).

O Kaxk 1 npoune npodeccronanbhbie quctpubytussl Linux, Kali Linux opranusosax
B COOTBETCTBUU CO CTaHAapTOM mepapxuu daisnoBoit cucremsbl (FHS), mossossis
HOJIb30BATEJISAM, TI€PEIIEINM U3 APYIUX JUCTpUOyTHBOB Linux, Jierko HailTh He-
obxoxumblIii yTh B Kali.

O TpaaunuonHo ¢aiiabl KOHGUTYPAIMH TPUJIOKEHUS XPAHIATCS B BallleM JUYHOM
KaTaJjore, B CKPBITBIX (halijlaX MM KaTaJIorax i HAUMHAIOTCS ¢ Iepro/ia (MJIA TOYKH ).

Tenepn, Korna Bbl 3HaKOMbBI C OCHOBHBIMU IMTPUHIIUIIAMHU LinuX, CO3/1a7IuM U 3aITyCTUM
Kali Linux.



FTABA

YCTaHOBKa
Kali Linux

KnroueBble TeMbl:

O YCTaHOBKa;

O aBTOMaTM4yeckas yCTaHOBKa;
Q ARM-yCTpoWCTBa;

O YCTpaHEeHWe Heronaaok.
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B janHoii riaBe Mbl ocTaHOBUMC Ha Ipoiiecce yeranoku Kali Linux. Bo-nepsbix, 06-
Cy/IUM MUHUMAJIbHDIE TpeOOBaHMs K ycTaHOBKe (paszen 4.1) ¢ 1esibto yOeuThest B TOM,
YTO Ballla peajibHas WM BUPTYaIbHast CHCTEMA TPABUJIBHO HACTPOEHA J1Jist 00pabOTKH
BBIOPAHHOIO BaMU THIIA YCTAHOBKHU. 3areM pazdepeM Kayk/blil 1ar Ipolecca yCTaHOB-
ku (paszen 4.2) JUist IPOCTON YCTaHOBKH, a TaksKe J7ist 6oJiee GE30MacHON YCTaHOBKH,
BKJIIOUAsSI TIOTHOCTBIO 3a1upoBanHyIo (haitnoByto cucrtemy. Kpome Toro, Mbr 06Cy1um,
KaK aBTOMATU3UPOBATh YCTAHOBKY (pas/ien 4.3) ¢ MOMOIIBIO TIPEOCTABICHUS 3apaHee
OIIpe/IeJIEHHBIX OTBETOB Ha BOIIPOCHI YCTaHOBIIHKA. Mpbr Takke IPOJIEMOHCTPUPYEM
crioco6nt yeranosku Kali Linux #a pasinunsie ARM-ycrpoiicTsa (pasgen 4.4), 4To pac-
mupser BoamoskHocTr Kali ganeko 3a npesesbt pabouero crosia. HakoHel Mbl ToKasKeM,
YTO JIeJIaTh B PEAKOM cirydae cOost yecraHoBKU (paszen 4.5), Kakue AeificTBUS IIOMOTyT
permTh IPobJIeMy U YCIIEITHO 3aBEPIIUTH HETIPOCTYHO YCTAHOBKY.

4.1. MnHuManbHble TpeboBaHUS K YCTaHOBKe

Tpebosanus x ycranoske st Kali Linux pasandaioTcest B 3aBUCUMOCTH OT TOTO, YTO BbI
XOTHUTE yCTaHOBUTH. 110 MeHbIei Mepe Bbl MoskeTe HacTporuTh Kali kak 6a3oBblii cepBep
Secure Shell (SSH) 6es pabouero crosa, ucronb3yst Beero b 128 Moaiit O3Y (peko-
Menyercst 512 Moaiit) u 2 T6aiit auckoBoro npoctpatcTsa. Eciiv ske BbI pelmTe yCTaHo-
BuTh pabounii cror GNOME mo ymosruanuio u Metaraket Kali-linux-full, To moskHbr pac-
curThiBaTh Ha Kak MuHUMYM 2048 Mbaiit O3V u 20 ['6aiiT [1CKOBOrO IPOCTPAHCTBA.

IMomumo TpeboBanmii Kk O3Y 1 jKeCTKOMY JUCKY Balll KOMITBIOTED JIOJIKEH UMETh
IIPOIIECCOP, MOEPKUBAEMBII X0TsI OBl OHON 13 apxuTekTyp amd64, 1386, armel, armhf
i arm64.

4.2. MowaroBas yCTaHOBKa Ha XXeCTKUA ANCK

B atom pazziesie MbI ipesiiioiaraem, 4To y Bac ecThb 3arpy3ounbiii USB-nakonmresb niam
DVD (cwm. ogpasgen 2.1.4 «Konuposanue obpasa #Ha DVD- win USB-Hakomurenb»
paszena 2.1 s nojayderus moapodHOil nHOOPMAIUK O TOM, KaK IIOATOTOBUTH TaKON
HOCHTEJTb) ¥ BBI 3aTPY3UJINCH C HETO, YTOOBI HAYATD ITPOIECC YCTAaHOBKH.

O6blYHas yCTaHOBKA

B nepByio ouepe/ib Mbl pacCMOTPUM CTaHAapTHYI0 ycTanoBky Kali ¢ Hezammdposannoit
(aitnoBoii cucremoii.

3arpy3ka 1 3anyck yCTaHOBLUMKaA

Kax Tonbko BIOS naunet 3arpyzkatbest ¢ USB-nakonuresns uan DVD, nosgsutcs MeHIO
sarpysunka Isolinux (puc. 4.1). Ha gantom ararie sipo Linux eliie He 3arpy KeHO; MEHIO
M03BOJISIET BBIOPATD SIIPO JIJIST 3aTPY3KHU U BBECTHU JIOMOJTHUTEbHbBIE TTAPAMETPBI, KOTOPbIE
OyIyT HepelaHbl eMy B TIPOIIECCE.
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KAL

Sthe duicter youlbecome, the more you are able to hear”

Boot menu

Live (amd64)

Live (amdb4 failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org- prst)
Live USB Encrypted Persistence (check kali.org-prst)
Install

Install with speech synthesis
Advanced options

Puc. 4.1. 3xpaH 3arpysku

JIJ1st cTaHmapTHON yCTAHOBKY HYKHO TOTLKO BRIOpATh yHKT Install (Y cranoska) v
Graphical install (Ycranoska B rpaduueckoM pexxnme) (C TTOMOIIBIO KJIABUII CO CTPeJi-
KaMIT), a 3aTeM HaKaTh KIABHINY Enter, UTOOBI 3aITyCTUTD OCTABITYIOCS YacTh TTPOTIECca
YCTAHOBKH.

Kask/plii 971eMEeHT MEHIO CKPBIBAET OIPEeJIeHHYIO KOMAaH/IHYIO CTPOKY 3arpy3KH,
KOTOpast MOJKET OBITH HACTPOEHA HAKATHEM KJIABUIIHU Tab 0 MOATBEPKIEHUS BBOJA
U 3arPy3KHU.

[Tocse 3arpy3ku mporpaMMa yCTaHOBKH TTPOBEJIET Bac ITIar 3a IaroM Yepes3 Bech
mportecc. MBI TOAPOOHO PACCMOTPUM KaK/IBIH 13 9TUX MAroB. PazbepeM yCTaHOBKY
co crargapraoro DVD Kali Linux; yeranosku n3 06pa3oB mini.iso MOTYT BBITJISIIETH
HECKOJIbKO Have. MBI Tak:ke paCCMOTPUM YCTAHOBKY B TpaIecKOM pesKiMe, HO eJIITH-
CTBEHHBIM €€ OTJIMYHEM OT YCTAHOBKH B KJIACCUYECKOM TEKCTOBOM PEKHMME SIBJISIETCS
BHeITHU BU/. Bo Bcex BepCHsX 3aai0TCsT OJMHAKOBBIE BOTIPOCH! M TTPEOCTABIISIOTCS
OJTMTHAKOBHIE BAPUAHTHI OTBETOB.

Bbibop s13bika

Kak nokasano Ha puc. 4.2, nporpaMma yCTaHOBKH HAUMHAETCS HA aHTJIMHCKOM S3bIKe,
OJIHAKO Ha TIEPBOM JTaIle BbI MOJKETE BHIOPATH SI3BIK, KOTOPBI GY/IET UCIIOIB30BATHCS
JUIST OCTAJTLHON YaCTH TIPOTIECCa YCTAHOBK Y. JlaHHbIN BHIOOD TaKIKe MOCTYKUT JIJIsT OTIpe-
JIEJICHVST TI0 YMOJTYaH1io HanboJsiee TOAXOASANINX BAPUAHTOB B MOCEAYIONMX ITarax
YCTaHOBKHM (B YaCTHOCTH, PACKJIA/IKH KJIaBUATYPbI ).
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Select a language

Choose the language to be used for the installation process. The selected language will also be the

default language for the Installed system.

Language:!

Chinese (Simplified) - xiEE) K

Chinese (Traditionall - s{kin

Croatian - Hrvatski 2

Czech - Cestina

Danish - Dansk =

Dutch - Nederlands L]

Dzongkha - Em

‘Cnglish - [nglish

Esperanto - Esperanto

Estonian - Eesti

Finnigh - Suomi

French =  Frangais

Galician - Galego

Georgian = Joforgema

German - Deutsch |

Crnnle CA L panne i o
[ Go Back ] [ Continue

Puc. 4.2. Boibop si3blka

Hasuraums HekoTopble Wwarn B npoLecce ycTaHoBKW TpebytoT BBOAA MHGOPMaLUK.
crnoMmouwbl Ha akpaHe MOXET pa3MeLLaTbCsi HeCKObKo 0b6nacTel, Ha KOTOpPbIX He-
KnasuaTypbl  ob6xoguMo bymeT chokycuposaTtbea (0bnacTb BBoga TekcTta, Gpaaxku,
cnvcok BapuaHTtos, kHonku OK n Cancel (Otmenal), a knasuwa Tab
Mo3BOJISeT NepexoAnTb 0T OAHON 0bnacTu K Apyroi.
B rpadunueckoM pexxnMe yCTaHOBKM Bbl MOXETE MCMOJb30BaThb MblLlb,
KaK 0bbIYHO, Ha yCTaHOBJIEHHOM rpaduyeckoM paboyeM cTone.

Bbibop cTpaHbl

Bropoii mar (puc. 4.3) sakitouaercs B BbIOOpe cTpaHbl. B coueTaHnm ¢ sI3bIKOM 5Ta
UHGOPMAINS O3BOJISIET MPOTPAMMe YCTAHOBKY TPETaraTh Hanboree MOAXOISIIYIO
PaCcKIAIKy KIaBUATYPHL. BLI6G0P CTpaHbI TakyKe MOBJIUSIET Ha HACTPOIKY YacOBOTO MOSICA.
B Coennnennpix [Itatax npemmaraercs cranpaptHad kiaasuarypa QWERTY, u ycra-
HOBIIMK TIPETOCTABIISIET BEIOOP TIOAXOSATINX JACOBBIX TIOSICOB.

Bbi6op packnaaky KnaBuaTypbl

ITpemaraemast aMeprKaHCKas aHIJIMIICKas KJIaBUATypa COOTBETCTBYET OObIYHON pac-
knaake QWERTY (puc. 4.4).
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Select your location

The selected location will be used to set your time zone and also for example to help select the system
locale. Nermally this should be the country where you live.

Thig Is a shortlist of locatlons based on the language you selected. Choose “other” If your locatlon Is not
listed.

Country, termitory or area:

r]

Hong Kong
India
ireland
Israal [
New Zealand
Nigeria
Philippines
Singapore
South Africa E
United Kingdem
: United States

Fambia

Zimbabwe

ather =]

[ Go Back ][ Contlnue

Puc. 4.3. Bribop cTpaHbl

Configure the keyboard

Keyinags le vse:

Alhanian
Arabic =
Asturian

Bangladesh
Helarusian

Bengall

Relgian

Bosnian

Drazilian

British English
Hulgarian (BDS layout)
Bulgarlan {phonetic layout}
Burmese

Canadian French
Canadian Multilingual
Catalan

Chi o

[ Go Back ][ Contlnue

Puc. 4.4. Bbibop knaBuaTypsl
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O6Hapy>xeHune obopyaoBaHus

B nozaBisiionieM GOJBITUHCTBE CJAYYAEB ITOT IIAT TOJHOCTHIO aBTOMATH3MPOBAH.
YcTanoBumk 06HApyKUBAET Baliie 0600PYIOBAHNE T TIHITAETCS MAEHTUHUIIMPOBATH 3a-
IPy30YHOE YCTPOHCTBO, YTOOBI TIOMYIUTH JOCTYII K €ro cojepskumomy. OH 3arpyskaer
MOJYJTH, COOTBETCTBYIONINE PA3TUIHBIM 0OHAPYKEHHBIM alapATHLIM KOMITOHEHTAM,
a3aTeM MOHTHUPYET 3arpy304HOe YCTPOUCTBO /7151 ero uTeHus. [Ipenpiayme maru mosHo-
CTBIO COMEPIKATICEH B 3aTPY30YHOM 00Opase, MMEIOTIEMCST Ha 3aTPy309HOM YCTPOTIICTBE,
(baitnie orpannyeHHOrO pa3mMepa 1 3arpy>KeHHOM B MAMSATDb 3arpy3UYMKOM IIPU 3arpy3Ke
C 3arpy304HOI0 yCTpOiiCcTBa.

3arpyska KOMMNOHEHTOB

Ternepn, Kora coiepsKUMOoe 3arpy304HOT0 yCTPOHCTBA IOCTYITHO, YCTAHOBIIUK 3arpysKaeT
Bee (hailsrpl, HeOOXOAUMBIE ISt TIPOAOJIKEHUS er0 PaboThl. Cro/1a BXOIAT JTOTMOJHUTEb-
HbIE JIPailBephI JIJIst OCTaBIIETOCst 060pyIoBaHus (0COOEHHO JIJIS CETEBOM KapThl), a TAKIKE
BCE KOMITOHEHTBI TPOTPAaMMbl YCTAaHOBKH.

O6Hapy»eHue ceTeBoro 060pyaoBaHus

Ha nannom aTane ycTaHOBIIUK MTOMBITAETCS aBTOMATHYECKH UIEHTU(UITNPOBATH ceTe-
BYIO KapTy ¥ 3arPy3UTh COOTBETCTBYIOIUI MOLYIb. Ipu Ge3ycrennoM 3aBepuieHn
ABTOMATIYECKOTO OOHAPY/KEHMS Bl MOJKETE BDYUYHYIO BHIOPATH MOALYJIb JJIsI 3aTPY3KH.
Eciu u 210 He ygaercs, TO MOKeTe 3arpy3uTh HEOOXOAMMBIN MOAYJIb CO ChEMHOIO
yerpoiictsa. [ToceaHee pererne 00bIYHO TPEGYETCs TONBKO B TOM CJIydae, KOraa Moj-
XOMATINHN ApaiiBep He BKIIOUEH B CTaHAAPTHOE SApo Linux, HO OCTYIIEeH B IPYTOM MecCTe,
HarpuMep Ha caiiTe MPOU3BOIUTEIIS.

ITOoT mar 10JKeH ObITh aOCOJIIOTHO YCIIEIIHIM JIJISI CETEBBIX YCTaHOBOK (HAIIpUMEp,
P 3arpyske U3 o0pasoB mini.iso), Tak kak makersl Debian HeoGxoaMo 3arpykarh
13 CETH.

Hactponka cetn

YT006Bl MAKCHMAJIBHO aBTOMATU3MPOBATh MIPOIECC, YCTAHOBIIMK TIBITAETCS HACTPOUTH
ABTOMATHUYECKYIO CeTeBYI0 KOH(MUTYpaIuio ¢ momoiibio mpotokora DHCP (aia 1Pv4
u IPv6) u nporokosa obHapyxkeHus coceneit ICMPV6 (st IPv6) (puc. 4.5).

Ecan aBToMaTnyeckast KoHGUTypaius He yaaach, TO TPOrpaMMa YCTAaHOBKH MTPe-
Jlaraet cJe[yIolire BAPUAHTBL: TOBTOPUTE TIOMBITKY ¢ 00bIuHO# KoHpurypamueit DHCP,
nonpodyiite Hacrpoutb DHCP, 06bABUB M MAITMHBI, UM HACTPONTE CTATHYECKYIO
ceTeByI0 KOH(UTYPAIHIO.

s nocnexneii onuun Tpebyiores [P-axpec, macka nozaceru, [P-agpec s noren-
IIUAJTBHOTO TILJTI03a, UMST MAalTMHBI U UMST IOMEHA.
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Configure the network

[ Allempling IPv6 auloconfiguration. .

Puc. 4.5. CeteBas aBTOKOHDUrypaums

Kondurypauma Ecnu nokanbHas cetb obopynoBaHa cepsepom DHCP, koTopbiii Bbl
6e3 DHCP  He xoTwTe Mcnonb30BaTh, MOCKObLKY NpefnoynTaeTe 3afaTb cTaTUye-
ckuii IP-appec Ans MallMHbl BO BpeMS YCTaHOBKM, TO MoXeTe f06aBUTb
napametp netcfg/use_dhcp = false npu 3arpyske. BaM npocto Hy>Ho
0TpefaKkTMpoBaTb HEOOXOAMMBIN 3/1EMEHT MeHI0, HaxaB KnaBuily Tab

1 pobaBuB XenaeMblii mapaMeTp, Npexae YeM Haxatb Enter.

MNaponb cynepnonb3oBaTesns

Y cTaHOBIIUK 3alipaniuBaet napoJib (puc. 4.6), TOCKOIbKY aBTOMATUYECKH CO3/IAET
YUETHYIO 3allUCh CYIepIIoJIb30BaTes TUIla root. Y CTaHOBIIUK TakyKe 3allpalluBaer
MOITBEPIKIEHTE TTAPOJIS, YTOODI TIPEAOTBPATUTD JTI00YI0 ONMTHOKY BBO/A, KOTOPYIO BITO-
CJIeICTBUU OYJIET TPYAHO YCTPAHUTh.

Maponb [laposib Nosib3oBaTesns root 4OSKEH ObITb AJIMHHBIM (BOCEMb CUMBOJIOB
aaMuHMUcTpaTopa 1 6osiee) v TakiM, KOTOPLIN CIOXHO NMOA06pPaTh. 3M10YMbILLIEHHMKM 06bIY-
HO HaLeNeHbl HA KOMMbIOTEPbI U CEPBEPbI, NOAKIIOYEHHbIe K MIHTEpHeTY,
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C MOMOLLbI aBTOMATU3NPOBAHHbLIX MHCTPYMEHTOB, M MbITAOTCS BOWTH
B CUCTEMY C 04YEBUAHBIMU NapoNigiMu. MHorga 310yMbILLINEHHUKN MpU-
MEHSI0T C/I0BapHble aTaku, UCMoMb3ysh MHOXECTBO KOMBMHAUWIA CioB
M yncen B kayecTBe naposer. CTapanTecb He yKa3blBaTb UMeHa AaeTen
UNW poLuTeNen U faThbl POXAEHUS, MOTOMY YTO WX JIETKO yraaaTb.

3Tn 3aMeyvaHuns OAMNHAKOBO aKTyaJibHbl ANA OopYyrmx naponeﬁ nonb3oBa-
TeNen, Ho NoCNeaCcTBMA CKOMI'IpOMeTVIpOBaHHOPI yHETHOVI 3anncum MeHee
KPUTUYHbI ONn4 nonb3oBaTtenen 6es AOMUHNCTPATUBHbBIX MPaB.

Ecnn BaM He xBaTaeT BLOXHOBEHMWSA, He CTECHSANTECh NCMOAb30BaTb
reHepaTop naposien, Takoi Kak pwgen (HaliAeHHbIA B MakeTe C TeM e
MMEHeM, KOTOPbIN y>Ke BKtoueH B 6a3oByto yctaHoBky Kali).

Set up users and passwords

You need to set a password for ‘root’, the system administrative account. A malicious or ungqualified user
with root access can have disastrous results, so you should take care to choose a root password that Is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
assoclated with you.

A good password will contain a mixiure of lellers, numbers and pundoalion and should be changed al
reqular intervals.

IThe root user should not have an empty password. If you leave this empty, the root account will ba
disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Note that you will not be able to see the password as you type It.
Root password:

[s0essee
[0 Show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

] show Password In Clear

[ Go Back ][ Contlnue

Puc. 4.6. Maponb cynepnonb3oBaTens

HacTpolika BpeMeHu

B ciryuae 0CTYITHOCTH CeTH BHYTPEHHUE YAChl CHCTEMbI OYIyT OOHOBJISITBCS € cepBepa
nporokosia BpeMeru cetu (NTP). Ito 1esiecoobpasHo, TOCKOIbKY TapaHTHPYET KOp-
PEKTHOCTb OTMETOK BPEMEHU B JKyPHAJIAX C TIEPBOI 3aTPY3KH.

Ecji Balia cTpaHa 0XBaThIBaeT HECKOJIBKO YACOBBIX MOSICOB, TO BaM OYET IPEJIO-
5KEHO BBIGPATH TOT U3 HUX, KOTOPBII BBl XOTUTE UCIIOJIb30BaTh (puc. 4.7).
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Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language" and select a
country that uses the desired time zone {the country where you live or are Incateg).

Select your ime 2eng:

{Castern
Central
Mountain
Pacific
Alaska
Hawaii

Arizona

Cast indiana

Samoa

[ Go Back ][ Continue ]

Puc. 4.7. Bbibop YacoBoro nosica

O6Hapy>XeHWe AUCKOB M ApYruX yCTPONCTB

Ha sanHoM araie aBToMaTUYeCKH ONPEIEIsSOTCS JKECTKUE TUCKHU, Ha KOTOPBIX MOKET
6b1Th yeranossieH Kali, n kasapiii us HuX OyzeT pacCMOTPEH Ha CJIeAYIONeM 1are.

BbigeneHue pasgenos

Buoidenenue pasdenos (pasmemia) — HeOTHEMIIEMBIH IHAT B YCTAHOBKE, COCTOSIIIUIN B TOM,
4T00BI Pa3bUTh JOCTYIIHOE IIPOCTPAHCTBO HA KECTKUX AUCKAX Ha OTAENbHBIE CeKUUU
(pasdenvt) B COOTBETCTBUU € TIPeIIoaaraeMoi (DyHKIMEH KOMITbIOTEPa 1 9THX PasesioB.
PasmeTka TaksKe IpenosaraeT BEIOop GailIoBbIX CHCTEM, KOTOPbIE OYAYT UCIIOAb30BATh-
cd. Beceatn penrenusa OKaXKyT BJINAHNE Ha IIPON3BOJIUTEJIbHOCTD, 6630HaCHOCTb JTaHHbIX
U aIMUHUCTPUPOBAHUE CEPBEPOB.

Irall pa3METKHU TPAJUITMOHHO CJI0XKEH JIJIs HOBBIX 1T0Jib3oBaresieil. OiHako ¢aitioBbie
CHCTEMBI U pasjiesibl Linux, BKJIOUast BUPTYAJIbHYIO MaMsITh (UM Pasiesibl noOKaukiL),
JIOJKHBI OBITH OTIPEIEIEHBI, TIOCKOJBKY 00pa3yoT OCHOBY cucTeMbl. [laHHas 3a1aua
MOJKET YCIIOKHUTHCST, €CIIU BBI YK€ YCTAHOBUJIA HA KOMITBIOTEPE JAPYTYIO OTIEPAITHOHHYTO
CHCTEMY ¥ XOTHTE, YT0OBI 06€ OHU COCYIIeCTBOBAIN. B TakoM cirydae Bbl JOJKHBI ObITh
YBEPEHBI, UTO He OyjieTe UBMEHATh UX Paslesibl WM, eCJI HOTPedyeTCsl, iBMEHUTE UX
pasmep, He IPUYUHUB yiepoa.
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Jlist npuMeHenust Gosiee PacpOCTPaHeHHBIX (M GoJiee TIPOCTHIX) CXEM PA3/EsioB
GOJTBIIIMHCTRO TTOJIb30BaTe el mpeanouter ynpasisemoiil pexxum (Guided), koTopbrit
PEKOMEeHIyeT HACTPOWKHU pa3/esioB M Mpe/IaraeT PeKOMEHIAINN Ha KaKIOM IIary.
BoJiee poiBUHYThIE MOJIB30BATEH OIEHST pyuroil pexxum (Manual), mo3Bosistrommii
3a/1aTh IOTIOJHUTENbHbBIC HACTPONKH. KaAbIil peskM MMeeT orpe/ieJIeHHbIC BO3MOSK-
HOCTH.

Yupasnsemas pazmetka. [lepsoiii skpan B uHCTpyMeHTe pa3meTku (puc. 4.8) mpeji-
CTaBJISIET TOYKU BXOA JIJIs1 YIIPABJISIEMOTO U PYYHOTO PEKUMOB pa3MeTKu. Guided — use
whole disk (Y ipaBJisieMblIii — UCIIOJIb30BATH BECH [IICK ) — HTO caMasi IPOCTast U HanboJiee
pacmpocTpaHeHHas cXeMa pa3MeTKU, KOTopast BeiziesisieT Bech auck st Kali Linux.

Partition disks

The installer can guide you through partitioning a disk {using different standard schemes) or; if you
prefer, you can do It manually. with guided partitioning you wlll still have a chance later to review and
customise the results.

It you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
FPartihaning method:

Guided - use entire disk and set up LVM
Guided - use entire disk and set up encrypted LVM
Manual

[ Go Back ][ Continue ]

Puc. 4.8. Buibop pexuma pasmeTku

JlBa ciieyionux BapuanTa ucioibayior uaerpyment Logical Volume Manager (LVM)
JUIST HACTPOUKH JIOTHYECKUX (a He (U3HYECKUX ), IPU HEOOXOAUMOCTH 3G POBaHHBIX
pasaenos. Huske mbr o6¢cynum LVM u mmdposatue.

Haxkowuerr, mocsieiauii BApUaHT MHUIIUUPYET PYYHYIO PA3METKY, KOTOPast MO3BOJISIET
UCII0JIb30BaTh G0JIee IIPOBUHYThIE CXeMbI pa3METKHU, Takue Kak ycranoska Kali Linux
HapsiLy ¢ APYTUMHU OINePallHOHHBIMU crcTeMaMi. Mbl 00CYINM PYYHOU PEKUM UYTh
MO37Ke.

B gannoMm mpumepe Mbl BbIIEINM BeCh skecTKuil auck st Kali, moaromy BeiOrpaem
BapuanT Guided — use whole disk (YipasiiseMblii — UCIIOJAb30BaTh BECH JUCK), 4TOObI
TepenTn fasee.
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Ha coremytotiem starre (pric. 4.9) MOKHO BEIOPATD UCK, HA KOTOPOM OY/IET YCTAHOBJIEH
Kali, ykaszaB coorBercTBytomuii Bapuant (Harpumep, Virtual disk 1 (vda) — 32.2 GB Virtio
Block Device). TTocaie BbIGOpa yrpaBisieMas pasMeTka poaosuKuTest. OTINS yIaauT Bee
JIaHHbIE Ha 9TOM JIMCKE, TaK YTO BHIGUPaiiTe 06/yMaHHO.

Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.

Select disk to partibon:

 Virtual disk 1 {vda) - 32.2 GD Virtio Dlock Device

[ Go Back ][ Continue ]

Puc. 4.9. [luck ans Mcnosib3oBaHus

[lasee THCTPYMEHT yIIpaBisieMOl pa3MeTKH TpeJijlaraeT TP MeTO/Ia Pa3MeTKH, KO-
TOPbIE COOTBETCTBYIOT Pas/IMYHbIM criocobaM pumMerenus (puc. 4.10).

[Tepsoiii meTos nHazbiBaetcst All files in one partition (Bce daiisibl B ojiHoM pasjede).
[lepeBo cuctembl Linux XpaHutcs B eluHON (hailyloBOU crucTeMe, COOTBETCTBYIOTIEN
KOPHEBOMY KaTajiory (/). DTa mpocrtas U HaJlesKHast CXeMa PasMeTKH OTJIUYHO paboTaer
JUIS1 IePCOHAJIBbHBIX UJIM OJIHOIIOIb30BaTeIbekux cucreM. HecmoTps na nassanue, Ha
CaMOM JIeJie CO3/I/LyTCsI /[Ba Pa3jiesia: B ePBOM Oy/IeT pa3MellleHa MOJHasl CUCTEMA,
BO BTOPOM — BUPTYAJTbHAS TAMSTh.

Bropoii meton — Separate /home/ partition (Otzaenurs paszen /home) — ananoru-
YyeH, HO pas/iesiseT uepapxuio ¢paiiyioB Ha JIBe YaCTH: OJMH Pas/ies COAEPKUT CUCTEMY
Linux (/), a Bropoii — jinunble Katajoru (4To 03HAYAET JOCTYII K JJAHHBIM M0JTh30Ba-
Tesis B paityiax u rmojkaTagorax yepes /home/). OaHO U3 IPEUMYIIECTB ATOTO METO/IA
3aKJIIOYAETCS B TOM, UTO TP [IEPEYCTaHOBKE CUCTEMbI MOKHO OYAET JTIETKO COXPAHUTh
JlaHHbBIE [10JIb30BATEIS.

[Tocsienunii MeTo 1 pa3MeTKy 11071 Ha3BaHueM Separate /home, /var, and /tmp partitions (Ot-
nenuTh pasaessl /home, /var u /tmp) HOAXOAUT JJIst CEPBEPOB M MHOTOIIOJIb30BATENBCKITX
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cucteM. OH 1eUT iepeBo (haiiyioB HA MHOXKECTBO PA3/IeIOB: TOMUMO root (/) M y4eTHBIX
3armceii mosib3oBaresieii (/home/) OH TaKKe NMeET Pasziesibl JIJIs IaHHBIX IIPOTPAMMHOTO
obecrieuenust cepsepa (/var/) u BpeMeHHbIX (aitioB (/tmp/). OIHO U3 IPEUMYIIIECTB
HTOTO METO/[A 3AKJIFOYAETCST B TOM, YTO KOHEUHBIM MOJIb30BATEISIM He TTO][ CHITY OJIOKHU-
poBath cepBep, MOTPEOIISIsA BCe IOCTYITHOE TPOCTPAHCTBO HA KECTKOM JIUCKE (OHU MOTYT
3aIOJTHSATH TOJIBKO /tmp/ 1 /home/). B TO 5ke BpeMst jaHHbIe IeMOHa (0COOEHHO JKYPHAJIBI )
6OJIbIIIE HE CMOTYT 3a0MBATh OCTAJIBHYIO YaCTh CUCTEMBI.

Partition disks

Selected for partitioning:
Virtual disk 1 (vda) - Virtio Dlock Device: 32.2 GD
The disk can be partitioned using one of several different schemes. If you are unsure, choose the first

oneg.
Fartiioning scheme:

f All files in one partition (recommended for new users)

Separate /home partition
Separate fhome, jvar, and tmp partitlons

[ Go Back ][ Continue ]

Puc. 4.10. PacnpegeneHuve ynpas/sieMoii pasMeTku

[Tocsie TOrO Kak BBI ONPEIETUIN TUTT PA3METKHU, YCTAHOBIIUK MTPE/ICTABUT CBO/IKY Ba-
KX BHIOGOPOB Ha 9KPaHe B BUJe KapThl pasaesios (puc. 4.11). Bbl MokeTe MBMEHUTD KasK-
JIBIiL Pasjies1 OTIEIbHO, BBIIEINB €ro, HAllPUMeD, BBIOPATh APYTyto GailioByio CHCTEMY,
ecJiu ctangaptHast (ext4) ve moaxoaut. OHAKO B GOJIBITMHCTBE CJIyYaeB IpelyiaraeMast
pasMeTKa sIBJIsIeTCs pa3yMHOIL, 1 BbI MOJKeTe IIPUHATH ee, BhIOpas yHKT Finish partitioning
and write changes to disk (3aBepmmTh pa3MeTKy U 3anucarh n3MeHeHus Ha 1nck). Camo
€000l pa3yMeeTcst, UTO BBIOMPATD HY;KHO C YMOM, TOCKOJIBKY 3TO MIPUBEET K CTHPAHUIO
CO/IEPKMMOTO BBIOPAHHOTO JIUCKA.

Pyunas pazmerka. Boi6op pyyHOro pekiMa Ha rJIaBHOM aKpate Partition disks (JIucku
paszenioB) (cM. puc. 4.8) obeciieurBaeT GOJIBIIYIO FTMOKOCTD, T03BOJIsISA BRIOMpPaTh GoJiee
CJIOKHBIE KOHPUTYPAIMK M KOHKPETHO TUKTOBATH Ha3HAYEHHUE U pa3Mep KasKI0ro pas-
neia. Harmpumep, B 9TOM peskrMe Bbl MOsKeTe ycTaHoBUTh Kali BMecTe ¢ apyrumu ore-
PAITMOHHBIMU CUCTEMAaMU, BKIIOUNTD PE3EPBHBIN MACCUB He3aBUCUMBIX IUCKOB (RAID)
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Ha Gase [IPOrpaMMHOro 0OecIieYeHus sl 3alUThl JaHHBIX OT CO0EB JKeCTKOIO JUCKa,
6€e3011aCHO U3MEHSITh PasMePbI CYLIECTBYIOLUINX PA3LeIoB Oe3 II0TepU JaHHbIX U IIp.

Partition disks

This is an overview of your corrently conlgured partitions and moont ponis. Select a pacliion o modify s selliogs
{file systom, meount point, ctc.), a free space to create partiions, or a device to initialize its partinen table.

Guided partitioning

Configure software RAID

Configure the Logical volume Manager
Confligure encrypl ed volumes

Configure iSCSIvolumes

~ Virtual disk 1 (vda) - 32.2 GO Virtio Dlock Device

> #1 primary 30.1 GB f extd !
= #5 logical 21 GH f swap swap
Undo changes Lo partitions

changes to disk

[ Screenshot ] [ Help ] [ Go Back ] [ Continue

Puc. 4.11. MNMoateepxaeHne pa3MeTku

CxaTtue paspena Ytobbl yctaHoBuTb Kali Linux BMecTe ¢ cylecTBytoLLLe onepaLoHHO
Windows cuctemoin (Windows unm gpyron), notpebyeTcs focTynHoe HeMcnosb-
3yeMoe NPOCTPaHCTBO Ha >KECTKOM AWCKe AJ1S pa3fAenos, NpefHa3Ha-
YyeHHbIx ans Kali. B 6onblinMHCTBE cnyyaeB 370 03HavyaeT cokpalleHue
CyLLEeCTBYIOLLLEr0 pa3fesia U MOBTOPHOE NpUMeHeHNe 0cBODOXAEeHHOMO
MpOCTpaHCTBa.
Ecnu Bbl 3apencTByeTe py4yHON PeXKMM pa3MeTKu, TO YCTaHOBLLMK MOXKET
nerko cokpatutb pasgen Windows. Bam Hy>HO TonbKo BbibpaTb 3TOT
pasfen 1 BBeCTU ero HoBbIN pa3mep (3To paboTaeT u ¢ pasgenamu FAT
n NTFS).

EcJin BbI MeHee OIbITHBIH 110/1b30BaTe/Ib, pAGOTAIONIMI € CUCTEMOI € CYIECTBYIOI-
MU JaHHbIMH, TO 6y]IbTe OY€eHb OCTOPOJKHBI C 3TUM METO/IOM HaCTpOﬁKH, TaK KaK JIETKO
COBEPIIATH OIMUOKU, KOTOPbIE MOTYT IIPUBECTH K TOTEPE JAHHBIX.

IlepBbiii 9KpaH B py4HOM YCTAaHOBIIUKE Ha CAMOM JI€JIE TAKOI ke, Kak Ha puc. 4.11,3a
MCKJIIOYEHMEM TOTO, 9TO HE COAEPIKUT HUKAKMX HOBBIX PA3/IesI0B /s CO3anust. Bbr Mo-
sKere 100aBUTh UX 110 COOCTBEHHOMY YCMOTPEHMIO.
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B niepByto ouepenn BbI yBUaMTE ONIIIO Guided partitioning (Y1ipaBiisiemMas pa3aMeTKa),
a3aTeM HECKOJIbKO BAPUAHTOB KOH(DUTYpAIH. 3aTeM YCTAHOBIIUK ITOKAXKET OCTYITHbIE
JICKHU, UX PasJiesibl i BCe JAOCTYIHOE CBOGOAHOE TIPOCTPAHCTBO, KOTOPOE elile He GbLIO
paszeseno. Kak oObI4HO, BbI MOKETe BBIOPATD J1000i 0TOOpaskaeMblil 9J1eMEHT 1 HasKaTh
KJs1aBuIiry Enter, 4ToObI B3aUMOEHCTBOBATD C HIM.

Ecyii iUCK COBEPIIIEHHO HOBBIIA, TO MOKET MOTPEOOBATHCS CO3/IaTh TaOJIUILY PasiesioB.
JL7ist 5TOTO HY’KHO BBIOPATH JAUCK. 3aTEM BbI YBUAUTE CBOOOIHOE MECTO HA JIHCKE.

Y00l UCIIOJIb30BATh 9TO CBOOOIHOE IPOCTPAHCTBO, BbI A0JIKHBI BRIOPATD €10, 1 YCTAHOB-
MUK MTPEJJIOAKNT BaM J[Ba CIIoco0a CO3/IaHusT Pa3/Ie/IoB B IAHHOM TIpocTpaHcTie (puc. 4.12).

Partition disks

How to use Hhis lres space:

Cieale 4 new parlilion

Automatically partition the free space
Show Cylinder/llead/Sector information

[ Screenshot ] [ Help ] [ Go Back ] [ Continue ]

Puc. 4.12. Co3aaHue pa3aenos B CBO60AHOM MPOCTPaHCTBE

[IepBas onius co3/acT OTAEABHBIN pa3/ies ¢ XapaKTepuCTUKaMu (BKJOYas pas-
Mep) 110 BaiieMy BIGOPY. BTopast ucmosb3yer Bee cBOOOHOE TIPOCTPAHCTBO M CO3AACT
B HeM HECKOJIbKO Pa3/lesIoB ¢ IIOMOIIbIO MacTepa yIpaB/sieMoil pasMeTKu (CM. IIyHKT
«¥Ympasisiemast pasMeTKay Bbilie). JIaHHast OMIust 0COOEHHO MHTEPECHA, ECIIA BBl XOTHUTE
ycranosuth Kali BMecTe ¢ Apyroil onepannoHHoN CHCTEMOT, HO TIPH 9TOM HE JKeJiaeTe
VITPABJISATH MAKETOM Pa3MeTKI. B mocsteteit onmn Gy/IyT MOKa3aHbl HOMepa IAIHH/Pa,/
TOJIOBKH,/CEKTOPA HAYaJIa U KOHIIA CBOOOTHOTO MPOCTPAHCTBA.

Bri6pas myHKT Create a new partition (Co3aTh HOBBIN pasjien), Bl epeiiere K CyTH
pyuHoit pasmerku. [Tocse BEI60pa aTOi oniiy BaM OYIET PETOKEHO YKA3aTh pasMep
pasaena. Ecau Ha iucke ucrnosbayercst Tabuuia pasaeaoB MS DOS, To BbI mosyuure
BO3MOKHOCTD CO3/IaTh IIEPBUYHBIN WJIN JIoTHYecKuil pasdzen. (BaxkHo 3HaTh: BbI MOXKeTe
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MMETh TOJIBKO YEThIPE TIEPBUUYHBIX Pa3/iesia, HoO MHOKECTBO TOTHUYecKuX. Paszer, comep-
JKaluil /boot 1, CIe10BaTeNbHO, AAPO, A0JKEH ObITh IIEPBIYHbBIM, IOTHYECKIE Pa3/IesIbl
HaXOJATCA B paCHIMPEHHOM pa3szelie, KOTOprﬁ NCIOJb3YET OJINH U3 YETBIPEX TIEPBUYHDBIX
paszesioB.) 3areM Bbl yBUAUTE OOIIMIL 9KpaH KoHdurypamuu pasaena (puc. 4.13).

Partition disks

You are editing partition #1 of Virtual disk 1 (vda). No existing file system was detected in this partition.
Partition settings:

Extd Journaling file system

Maount paint: [
Mount options: defaults
Label: none

Heserved blocks: 5%
Iypical usage: standard
Bootable flag: off

Delete the partition
Done setting up the partition

[ Screenshot ] [ Help ] [ Go Back ] [ Continue ]

Puc. 4.13. DkpaH koHbUrypauum pasaena

Y1061 ITO/IBITOKUTD lIaHHbII'/JI oTall py‘-IHOfI Pa3METKHU, IOCMOTPUM, KaKNe HeﬁCTBI/IH
BbI MOJKETE BBITTOJTHUTH C HOBBIM Pa3/1€/IOM.

O OrdopMaTupoBaTh €r0 1 BKIOYUTH B IePEBO (DaiiioB, BIOPaB TOUKY MOHTUPOBAHUSL.
Touka MOHTHPOBaHUST — HTO KATAJIOT, B KOTOPOM OY/IET Pa3MeIaThCst COMEPKUMOE
(afinoBoit cucTemMbl B BHIOpaHHOM pasferne. TakiM 06pa3oM, pasmes, CMOHTHPO-
BaHHbI B /home/, TPAAUIMOHHO TIPeIHAZHAYEH [T XPAHEHUS 0JIb30BATETBCKUX
IAHHBIX, 8 / I3BECTEH KaK KOPeHb JlepeBa ailyioB 1, CIe0BaTeIbHO, KOPEHb PasIea,
Ha KOTOpoM OyzieT hakTinaeckn yctanoBiena cuctema Kali.

Q IIpumensars ero kak paszden nookauxu. Korna B sape Linux HegocTatodyHo ¢cBOGOIHON
MaMATH, OHO Oy/IeT XpaHuTh HeakTuBHbIE yacT O3Y B CrennaIbHOM pasziese moj-
KauyKW Ha KecTKOM fucke. [logicrcrema BUPTYyambHON MTAMSITH JIeTaeT 9TO MPO3pad-
HBIM JJIsT TPUITOKeHU . UTOOBI CUMYJIMPOBATH OTIOJHUTEIbHYIO ITaMsiTh, Windows
ncnosb3yeT haiis MoIKAaYKN, KOTOPBIH COIEPIKUTCST HETTOCPEACTBEHHO B (hallyIoBOM
cucteme. Harmpotus, Linux 3azeficTByeT pas/ed, mpeaHa3sHaueHHbIH 7151 9TON TIeH,
OTCIOZIa | TEPMUH «Pa3/ieJl TIOJKAUKI».
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O Curenatb ero «(huUsmyecKuM TOMOM JIJist (P POBAHUSI», UTOObI 3AIUTUTD KOH(DU/IEH-
IUATTBHOCTD JIAHHBIX HA OTPEIEJICHHBIX pasdjiesiaX. JTOT caydail aBTOMAaTU3UPOBaH
B yIpaBisieMoii pa3MmeTtke. /lonomHUTENbHYI0 WHGOPMAINIO CM. HIKE B TIOPa3-
Tesie «Y cTaHOBKA Ha TIOJTHOCTHIO 3aIN(POBAHHYIO (aIOBYIO CHCTEMY» TEKYTIeTO
paszerna.

O Curenatb ero «pusnuaeckum ToMoM jijist LVM» (He onncato B aToii kaure). O6parute

BHUMaHUe, YTO 9Ta (DYHKITNS UCIIOJB3YETCS YIIPABJISEMOI Pa3MeTKOM IIPU HACTPOIiKe
3amnGPOBAHHBIX PA3/IEIOB.

O

3aneticTBoBath ero Kak RAID-ycTpoiicTBo (He Omrcano B IaHHOH KHUTE).
O He ucnosbp3oBath pasfiest 1 OCTAaBUTh €0 HEM3MEHHBIM.

ITo 3aBepiieHUN BbI MOKeTE JTMO0 0TKA3aThCst OT PYYHON PasMETKH, BEIOPAB IMyHKT
Undo changes to Partitions (OT™MeHNTH U3MEHEHUS B pas/iesiax ), UJIu 3aIMcaTh U3MEHEHN s

Ha JINCK, BBIOPAB IyHKT Finish partitioning and write changes to disk (3aBepIuuTh pasMeTKy
1 3armucaTh U3MEeHEHNs Ha JIVICK) HAa 9KpaHe PYYHOTo ycTaHoBIIMKaA (cM. puc. 4.11).

KonunposaHue live-obpaza

ITOT 11ar, He TPEOYIOTHI KAKOTO-T100 B3aUMOEHCTBUS ¢ TIOJIb30BATEIEM, KOITHPYET
cozepxumoe live-obpasa B 1esieByto (aitioByio cucremy (puc. 4.14).

Install the system

- Installing Lhe system. ..

Copying data to disk...

Puc. 4.14. KonnposaHue faHHbIX 13 live-obpasa
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HacTpoiika MeHemkepa nakeToB (apt)

YT0o0bl IMETH BO3SMOKHOCTD YCTaHABINBATH JAOTOJHUTEIbHOE TPOrpaMMHoe obecrie-
yenue, Heobxoxumo Hactpoutb APT u ykaszars, rje Haxoasarcs nakersl Debian. B Kali
STOT IIAr B OCHOBHOM HEMHTEPAKTUBHBIN, IIOCKOJIbKY MbI Pa3sMeLaeM 3epPKaJIo Ha https://
www.kali.org/. BaMm mpocTo HY;KHO MOATBEPAUTD, XOTUTE JI BBl UCIIOJIb30BaTh JaHHOE
sepkano (puc. 4.15). He nmpumensist ero, BBl He CMOKETE YCTAHOBUTH JIOTIOJTHUTETbHBIE
[IAKETHI ¢ IIOMOIIBIO apt, €CJIU [03/Hee He HACTPOUTE PElIO3UTOPHIL IIAKETOB.

Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software avallabla.
Use a notweork mirror?
) No
@ fres|
[ Go Back ] [ Continue

Puc. 4.15. Vicnonb3oBaTh CETEBOE 3epKasno?

Ecau BBI XOTHTE 3a/1€iiCTBOBATH JIOKATBHOE 3epKajio BMecTo https://www.kali.org/, To
MOKeTe yKa3aTh ero MMs B KOMaH/THOUN cTpoke sijipa (TIPH 3aTpy3Ke) ¢ CUHTAKCHUCOM,
0JJ0OHBIM 9TOMY: mirror/http/hostname=moe. cob6cmBerHoe. 3epkarno.

Haxkowner, nporpamMmma nipejuiaraeT ucrosib3oBatb HTTP-npoxcu, Kak MOKa3aHo HA
puc. 4.16. [Ipoxcu-cepsep HTTP — cepBep, kotopsiii nepenamnpasisier HTTP-3ampocsr
ILId TIoTh30BaTeselt cetu. MIHOT/Ia 9TO TTOMOTaeT YCKOPUTD CKauyUBaHUe, COXPAHUB KO-
nuio ¢aiinos, KOTopble ObLIN IIepeHeCceHbl Yepe3 Hero (Mbl TOBOPUM O KAIIUPOBAHUU
pokcu). B psizie ciryyaeB aTo eIMHCTBEHHBIH CIIOCO0 MOJYYHUTh JOCTYI K BHEIITHEMY
BeO-cepBepy; B TAKUX CUTYallMsAX YCTAHOBIIMK CMOJKET CKaurBaTh akeTbl Debian, Tosb-
KO ecJI¥ BbI IPABUJIBHO 3ATIOJTHUTE JIAHHOE T10JIe BO BpeMs ycTaHOBKM. HeykazanHblii
aJlpec IIPOKCU-CcepBepa IIPUBEAET K TOMY, YTO YCTAaHOBIIUK ITOIIBITAETCA IIOAKIOYNUTHCS
HeToCpeZICTBeHHO K VTHTepHEeTY.
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Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter the proxy information here.
Otherwise, leave this blank.

The proxy Information should be given In the standard form of "http:/[[userll:passl@lhost[:portl".
HTTP proxy mfermabon (Blank for nena) :

[ Go Back ][ Contlnue

Puc. 4.16. Vicnonb3osaTtb HTTP-npokcu

3aTem aBTOMATHYECKU OY/YT CKavaHbl (hailbl Packages.xz 1 Sources.xz, 4TO TO-
3BOJIUT OOHOBUTH CITUCOK TTAKETOB, pacnosHanHbix APT.

YcraHoBka 3arpy34ymka GRUB

CucreMHBIN 3arpy34nKk — 3TO TepBas mporpamma, samyiieHHas BIOS. /lannas mpo-
rpamMma 3arpyskaet spo Linux B namsTb 1 3aTeM 3airyckaeT ero. CUCTeMHbIH 3arpy34uK
YaCcTO TPEJIaraeT MEHIO, KOTOPOE TO3BOJISIET BEIOPATH 3aTpysKaeMoe PO UK OTepa-
IIUOHHYIO CUCTEMY.

buaaronaps csoemy Texamueckomy rpeBocxojictBy GRUB saBsiercst 3arpysunkom
o yMoJIYaHuio, ycraHoBieHHbiM Debian: pa6oraer ¢ 60abmuHCcTBOM (HhailoBbIX
CUCTEM M M03TOMY He Tpebyer 0OHOBJIEHUS MOCTIe Kak/I0H YCTAHOBKU HOBOTO sI/[Pa,
MTOCKOJIBKY CYMTBIBAET €r0 KOH(MUTYPAIIUIO BO BPEMsI 3arPy3KU U HAXOIUT €ro TOUHYIO
MO3UITNIO.

Buor gosskibl yeranosuth GRUB B Master Boot Record (MBR), ecin y Bac ere
HE yCTaHOBJIEHA Apyras cucreMa Linux, Kotopas 3HaeT, Kak 3arpyxarth Kali Linux.
Ha puc. 4.17 mokazano: mamenenne MBR mpuBeziet k Tomy, 4T0O Hepacnio3HaHHBIE OTIepa-
[[IOHHBIE CUCTEMBI, 3aBUCSIINE OT HET0, OY/IyT He3arpy KaeMbIMH, TOKA BbI HE UCIIPABITE
konduryparnuio GRUB.

Ha gannowm arare (puc. 4.18) BbI 10/1KHBI BBIOpaTh, kKakoe ycrpoiicteBo GRUB Gyner
ycTaHoBJIeHO. TaKOBBIM JI0JIKEH OBITH Balll TEKYIIUH 3arpy304HbBIil IUCK.
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Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to Install the GRUB boot loader to the master boot record of your first hard drive.

warning: If the Installer falled to detect another operating system that Is present on your computer,
moditying the master boot record will make that operating system temporarily unbootable, though GRUD
can he manually confligured laler Lo boot il

Install the GHUH boot jeader to the master boot record?
) No

@ fres)

[ Go Back ][ Continue

Puc. 4.17. YcraHoBUTb 3arpy3umk GRUB Ha XeCTkuii Auck

Install the GRUB boot loader on a hard disk

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
davice. The usual way to do thig s to Install GRUB on the master boot record of your firet hard drive. If
you prefer, you can install GRUD elsewhere on the drive, or to ancther drive, or even to a floppy.

Device for bool nader instalizion:

| Enler device manually

(devivid a

[ Go Back ][ Continue

Puc. 4.18. YCTPOICTBO ANSt YCTAHOBKM CUCTEMHOrO 3arpy3ynka
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ITo ymosruanuio B MeHto 3arpysku, npemiaraemom GRUB, oro6paskatoTcest Bce ycra-
HOBJICHHBIE si7ipa Linux, a Takske J06bIe ApyTHe 0GHAPYKEHHBIE OTIEPAIIMOHHBIE CHCTEMBI.
ITosTOMY BBI IOJIKHBI IPUHSTH TPEIoKeHne 06 ycranoske siipa B MBR. XpaneHue
CTapbIX BEPCUil A/pa cOXpaHSIeT BO3MOKHOCTD 3arPy3KHM CUCTEMBI, €CJIU TIocaeHee
YCTaHOBJIEHHOE SIZIPO MOBPESKACHO UJIH IIJI0X0 Al THPOBAHO K 060pymoBaHuto. Tak uTo
MBI PEKOMEH/IYEM COXPAHUTh HECKOJBKO CTapbIX BEPCUT sI/pa.

BHuMaHue:
CUCTEMHbIN
3arpysumk

W ABOMHas

3arpyska

[JaHHas dasa npolecca ycTaHoBKM 0BHapy>XvMBaeT onepaLmoHHble Cu-
CTeMbl, KOTOPbIE YXKe YCTaHOBJIEHbI Ha KOMMbOTEPE, U @aBTOMaTUYECKM
L0baBnseT cCOOTBETCTBYOLLME MYHKTLI B MeH0 3arpy3ku. OgHaKko He Bce
MporpaMMmbl yCTaHOBKM [LenatoT 3T0.

B yacTHocTw, ecnv nocie 3Toro Bbl ycTaHoBUTE (MK NepeycTaHoBUTE)
Windows, To 3arpy3unk nogseprHetcs yaaneHuto. Kali coxpaHut ceoe
pacnosoXeHne Ha XeCTKOM Aucke, Ho bonblue He byaeT focTyneH w3
MeHto 3arpy3ku. Bam npugetcsa 3anyctutb yctaHosLumK Kali c napameTpom
rescue/enable = true B koMaHfHoW CTpoke Apa, HTobbI NepeycTaHoBUTL 3a-
rpy3yvK. 3Ta onepaums nogpobHo onvcaHa B pyKOBOACTBE MO YyCTaHOBKE
Debian (https://www.debian.org/releases/stable/amdé4/ch08s07.html).

3aBeplUEeHMEe YCTaHOBKM M Nepe3arpy3ka

Temnepn, Korza ycraHoBKa 3aBepliieHa, IporpamMmma orpocut sac u3pjaedb DV D u3 nucko-
Bozia (i orcoesinanTh USB-HAKOMUTEID ), 9TOOBI BAIIl KOMITBIOTED CMOT 3arPy3UTh HOBYIO
cucremy Kali iocjie Toro, Kak mporpamMma yCTaHOBKH Tiepe3anycTuT cucremy (puc. 4.19).

Finish the installation

Installation complate
Installation is complete, so It Is time to boot into your new system. Make sure to remove the
installation media, so that you boot into the new system rather than restarting the installation.

[ Go Back H Continue J

Puc. 4.19. YcTaHoBKa 3aBeplueHa



4.2. Mowaroas YCTaHOBKa Ha YXECTKUM AUCK 103

Haxoner ycTaHOBIUK BBITTOJTHUT HEKYIO OUMCTKY, HATIPUMED YIAJTUT TaKeTHl,
crienudUYHbIe 1715 co3nanus live-cpespl.

YCcTaHoBKa Ha MOJTHOCTbIO 3aWM@POBAHHYHO
alnnoByto cuctemy

Y066 TapaHTUPOBATh KOH(MUIEHIMATBHOCTD Baliell nHGOPMAIINK, BbI MOKETe Ha-
CTPOUTH 3aITU(BPOBAHHBIE PA3/e/bl. ITO 3AMUTUT JAHHBIE, €CJIU Ball HOYTOYK MJIK
JKECTKUHN UCK OYIyT MOTEPSIHBI WM YKpajeHbl. THCTpYMEHT pasbueHust Ha pas/iesibl
(Kax yIpaBJsieMblil, TAK U PYYHOIT) MOKET TIOMOYb.

Pexxum yripaBiisieMoro pasjiesieHus COYETAET MCIIOIb30BAHUE [IBYX TEXHOJOTHUIL:
Linux Unified Key Setup (LUKS) g mmdposanus pasgenos u Logical Volume
Management (ympassienue jorndeckumu Tomamu — LV M) 171 imHaMudeckoro ynpas-
senus xpanuauiieM. O6e GYHKIMY TaKsKe MOKHO HACTPOUTD B PEKUME PAs/ICICHsI
BPYYHYIO.

BBeneHue B LVM

Crauana o6cyaum LVM. Vcnoabsyst tepmutosnoruto LVM, supmyanvroiii pasen
pecTaBisieT co60it TOTHUECKUI TOM, KOTOPbII BBICTYIAET B KAUECTBE YaCTH 2PYNNbl
momoe Wi 0ObeMHEHIS HECKOJIBKUX (DU3NIECKUX TOMOB. IlocieHue aBiasoTCs
peasbHBIMU pa3ziesiaMu (MJIU BUPTYaJTbHBIMU Pa3jieJiaMu, SKCTIOPTUPYEMBIMU JAPYTUMU
abCTpaKIUsIMK, TAKUMHU Kak nporpammuoe RAID-ycTpoiicTBo min 3amm@poBaHHbIT
paszen).

Bnaronapst oTCyTCTBUIO pa3induii MEKAY «(PU3MUECKUMU» U «JTIOTHIECKUMU»> Pa3-
nenamu LVM mo3BosisieT co3/iaBaTh «BUPTyaTbHBIE» Pa3/iesibl, KOTOPbIE OXBATHIBAIOT
HECKOJIBKO JINCKOB. BbIro/1a IBOsIKAs: pasMep pasaesioB OoJIbliie OTpaHIYeH He OTAEb-
HBIMH JINCKAMHU, 2 IX COBOKYITHBIM 0OBEMOM, I MOKHO H3MEHHUTD Pa3Mep CYIIECTBYOIIIX
PasIesioB B J11060€ BpeMst, HATPUMED MOCJIe 00aBICHHsI JOMOJHITETbHOTO IUCKA.

ITOT MeTo/I paboTaET OUEHb IPOCTO: KasKbIii TOM, OY1b TO (DU3MUYECKUI HJIH JIOTHYe-
CKHi, pasbuBaeTcs Ha GJIOKU PaBHOTO pasMepa, KoTopbie Koppeupyer LVM. [lobasJieHie
HOBOTO JICKA TIPUBEJAET K CO3JaHI0 HOBOTO (hPU3NIECKOTO TOMA, 06ECIIeunBaIOIIEro
HOBBIE GJIOKH, KOTOPbIE MOTYT OBITh CBSI3aHBI € JTI000i1 Tpynoi ToMoB. BeeM pasieam
B TPYIIIIe TOMOB Pa3perraeTcs B MOJTHOW Mepe UCT0JIb30BaTh JOTIOJHUTETHHOE BbIje-
JIEHHOE TIPOCTPAHCTBO.

Beeperne B LUKS

YT06bI 3aIIUTUTH BAlllU aHHBIE, MOKETE [00aBUTh YPOBEHD MG POBAHKS O] CBOEH
daitnoBoii cucremoit. Linux (1 B yacTHOCTH jipaiiBep dm-crypt) UCTIOJIB3YET YCTPOUCTBO
mapper [JIs1 CO3/JaHns BUPTYaIbHOIO pas/iesia (MMEIOIIero 3aliUileHHOe COLEePKIMOe)
Ha ocHOBe 6a30BOTO pasjesia, KOTOPbIi OyeT XpPaHUTh JaHHbIE B 3alIU(PPOBAHHOM
suge (6marogaps LUKS). LUKS crangaprusupyer xpaneHue samuGpoBaHHbIX JIaH-
HBIX, a TaKykKe MeTamH(MOPMAITNIO, KOTOpas YKa3biBaeT Ha PUMEHSEMbIC aJTOPUTMBI
mudpoBaHms.
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3awmundpoBaHHbin  Korpga vcnonb3yeTcs 3awnMdpoBaHHbIA pa3gen, kY WwudpoBaHua

paspen noakayku coxpaHsertca B namatv (03Y), a B cnauieM pexmme HoyTbyk konupyeT
KJto4 BMecTe ¢ npoynmM cogepxunmbiM O3Y B pa3pmen nogkayku >kecT-
koro gucka. lNockonbky noboi, KTo MeeT JOCTyn K dpanay nogkayku
(BkNtoYan TexHMKa UM Bopa), MOXeT U3BJeYb KoY 1 paclunmdpoBaTh
BalUW faHHble, To han NoaKayky JOMKeEH ObITb 3aLLMULLEH C MOMOLLbIO
WnppoBaHus.

[Mo 3TOM Npu4MHe yCTaHOBLUMK BbIAACT NpefynpexaeHve, eciau Bl

nonbiTaeTeCb NCMNoJ1Ib30BaTb 3aLIJVI¢pOBaHHbII7I pa3fen BMecTe C He-
38L|J|/I¢pOBaHHbIM pa3nesnioMm nogKadku.

HacTpolika 3awmhpoBaHHbIX pa3aenos

[Ipornecc ycranoBku st 3ammudpoBanHoro LVM BBITVISIZNT Tak ke, KaK CTaHIapTHasT
YCTaHOBKA, 32 HCKJIIOUEHHEM dTaria pa3buenus Ha pasesis (puc. 4.20), Tie Terepb HyKHO
BbIOpaTh MyHKT Guided — use entire disk and set up encrypted LVM (Yupasiisiembrit — wc-
MTOJTh30BATh BECh INCK U HACTPOnTh 3amudposanHbiii LVM). Koneunbim pesyabTaToMm
CTaHeT CUCTEMa, KOTOPYIO HeJb3sT 3arPy3UTh UJIH TTOJYIUTh K HEH AOCTYI 10 TeX TI0P,

MOKa He OyIeT MPeI0CTaBIIEH MapoJib ndPOBaHUsL. IDTO 3ainubPyeT 1 3alIUTHT JJaHHbIE
Ha BallleM JINCKe.

Partition disks

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning mathod:

Guided - use entire disk
Guided - use entire disk and sel up 1IVM

i Guided - use entire disk and set up encrypted VM

Manual

[ Go Back ][ Contlnue

Puc. 4.20. Ynpasnsiemoe pa3saeneHuve ¢ 3amndposaHHbiM LVM
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Y CTaHOBITUK YIIPABISAEMOTO PA3/ICJICHISA ABTOMATUUCCKN HA3HAYMT (DU3UUECKUT Pa3-
JIeJ1 JIUTST XpaHEeH WS 3aTu(POBAHHBIX IaHHBIX (prc. 4.21). Ha janHOM 5Tare yCTaHOBITIK
MO/ITBEPANT U3MEHEHVS 10 TOTO, KaK OHU GY/IyT 3aMMCAHbI HA JUCK.

Partition disks

Before the Logical Volume M ger can be configured, the current partitioning scheme has to be written
to disk. These changes cannot be undone.

After the Logical volume Manager |s configured, no additional changes to the partitioning scheme of
disks containing physical volumes are allowed during the installation. Please decide if you are satisfied
wilh he current parlilioning scheme belore conlinuing.

The partilion Lables of Lhe following devices are changed:
virtual disk 1 (vda)

Write the changes to disks and configure LVM?

) No

Puc. 4.21. MoaTBepanTb M3MeHeHUs B Tabnuue pa3aenos

3aTeM HOBBIN pasjies] UHUIUATU3UPYETCS CAydallHbIMU NaHHBIMU (puc. 4.22).
ITO flesaet 06IaCTH, KOTOPBIE CO/IEPIKAT JAHHBIE, HEOTTMIUMBIMU OT HEUCTIOIb3YEMBIX
obyiacTeil, 4To 3aTpyAHIAET OOHAPYKEHUE U TTOCJAEAYIONIYIO aTaKy 3aiubpOBaHHbIX
JTAHHBIX.

3areM YCTaHOBIIUK TOMPOCHT BBECTU MapoJib mudposanus (puc. 4.23). Yrobb!
[IPOCMOTPETD cojlepkuMoe 3aindpoBaHHOTO pas/esia, BaM IIPUIETC BBOJUTD TOT
napoJib MPU Kask0ii mepesarpyske cucrembl. O6paTuTe BHUMAHUE HA TIPELYTTPEK-
JIeHUe B YCTAHOBIIMKE: Ballia 3amudpoBaHHast cucteMa OyIeT CTOJIb JKe CHIIbHA, KaK
¥ JTAHHBIN TTapOJIb.

Ternepb B MHCTPYMEHTE Pa3OMEHMsI €CTh IOCTYT K HOBOMY BUPTYATLHOMY Pasjieny,
COIEPsKUMOE KOTOPOTO 3aiiudpoBaHo B 6a30BoM dusmdeckom paszede. [Tockoabky LVM
KCIIOJIb3YET 3TOT HOBBIM pa3iiesl B KauecTBe (PU3MUYECKOTO TOMA, TO MOKET 3alUIATh
HecKoJIbKO pazzesnos (i LVM-j1ornyecknx TOMOB) € OZTHUM U TeM JKe KITF0UOoM M-
POBaHMs, B TOM YHCJIE Pa3jiesl Mo/Ikauku (CM. Bblllle Bpe3Ky «3alingpoBaHHbli pasjes
nofkaykus ). 3xecb LVM 1nipumMengercs He ¢ 11eJ1bI0 YIIPOCTUTD paclinpeHne pasmepa
XPAHUJINIIA, & TOJIBKO [T yI0OCTBa KOCBEHHON ajipecalini, TO3BOJISIONIENH Pas/IeUTh
o/uH 3anmPOBAHHBIN pasziesl Ha HECKOJBKO JJOTHIECKUX TOMOB.
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Partition disks

- Erasing data on Virtual disk 1, partition #5 (vdas) |
The instalier is now overwniting Wrtual disk 1, partition £5 {vdas) with random data to prevent meta4nfor

Puc. 4.22, YpaneHue aaHHbIX Ha 3alindpoBaHHOM pasgene

Partitlon disks

| You need to choose a passphrase to encrypt Virtual disk 1, partition #5 {vdas).

The overall strength of the encryption depends strongly on this passphrase, so you should take care to
choose a passphrase that Is not easy to guess. It should not be a word or sentence found In
dictionaries, or a phrase that could be easily associated with you.

A good passphrase will contaln a mixture of letters, numbers and punctuation. Passphrases are
recommended Lo have a langth of 20 or more characters.

Encryplion passphrase:

| 01 show Password in Clear

Please enter the same passphrase again Lo verily that you have typed it correctly.
Ao enter pasglvase lo venly:

| )

[ Show Password in Clear

| Go Back ] Continue l

Puc. 4.23. Beegute naposb WndpoBaHus

OkoH4YaHue ynpasnsieMoro pasbueHus ¢ 3awndpoBaHHbIM LVM

Ha ciemytorem mrare OyzeT mokasaHa MOJYYHBINAsICs cxema pasouenmst (puc. 4.24),
4TOOBI BbI MOTJIM U3MEHHUTh HACTPOMKK B COOTBETCTBUH C TIOTPEOHOCTSIMIL.
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Partitlon disks

This is a0 of you i and mount points. Select a partition to modify its seftings
(file system. mauﬂlpomt m:: afrae spnﬂ.‘ to create partiions. or a device to inifialze its partition table.

Canfigure software RAID

B

Configure the Logical Volume Manager
C i anoypled

Contigure iSCS| volumes

= LVM VG kall-vg, LV root - 29.8 GB Linux device-mapper (linear)
> £1 26.8GB I extq I
= LVM VG kali-vg, LV swap_1 - 2.1 GB Linux device-mapper (linear)

= #1 2.1 GH f swap swap o
= Incrypted volume (vdas_crypt) - 32.0 GH Linux device-mapper (crypt) F
> Tl 32.0GB K Ivm
= Wirlual disk 1 {vda) - 32.2 GB Virtio Block Device
= #1 primary 251.8 MB F  ext2 Moot
= #5  logical 32.0 GH K crypto (vdas crypt)

uUnde changes to partitions

| Finish partitioning and write changes Lo disk
1

[Screensholl Help | Go Back ] Continue l

Puc. 4.24. MNoateepxzeHne pasbreHns Ans 3alumdbpoBaHHON ycTaHoBKM LVM

Haxomnertr, mocie mpoBepKU HACTPOEK pasjesia MHCTPYMEHT MPOCUT TTOATBEPAUTH
BHECEHHDBIE Ha INCK n3MeHeHns (puc. 4.25).

Partitlon disks

| if you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make |
Turther changes manually.

The following partitions are golng to be formatted:

LVM VG kali-vg, LV rool as extd
VM VG kali-vg, LV swap 1 as swap

Whiite the changes to disks?
| O No
@ Yes

Puc. 4.25. MNoateepxzaeHne popMaTMpoBaHns pasaenos

ITporiece ycTaHOBKY TIPOIOJIKACTCS KAaK 0OBIYHO, UTO OMHCAHO B TyHKTe « HacTpoiika
MeHeKepa makeToB (apt)» paHee B 3TOI TJIaBe.
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4.3. ABTOMaTn4yeckas yctaHoBKa

Yeranopumku Debian u Kali ouenb Moy ibHbie: Ha 6a30BOM YPOBHE OHU TIPOCTO BbI-
MOJIHSTIOT MHOKECTBO clleHapueB (YIaKOBAHHBIX B KPOIIEYHbIe MMAKEThI, HA3bIBAEMbIE
udeb (pdeb wau mukpo-deb)) onun 3a gpyrum. Kaskabiii ciienapuii nucrosbayer debconf
(cm. Bpesky «MHcTpyMenT debconfs B riraBe 8), KOTOpBIN B3aMOAECTBYET ¢ BaMu,
MOJIb30BATETIEM, M COXPAHSET MapaMeTPhl YCTAaHOBKU. Birarofapst SToMy yCTaHOBIIITKA
TaKyKe MOJKHO aBTOMaTU3UPOBATh C TOMOIIIbIO debconf preseeding — hyHKIMU, KOTOPast
[I03BOJISIET JIaBATh ABTOMATUYECKIIE OTBETDI HA BOIIPOCHI YCTAHOBKH.

ABTOMaTM4yeCcKne OTBETHI

CyH_[eCTByeT HECKOJIbKO CII0CO00B IIPpEeAOCTaBUTD OTBETHI YCTAaHOBIIUKY. Ka)K,HI)II;’I METO/
HNMEET CBOU IpenMylieCTBa U HEJJOCTAaTKH. B zaBucumoctn ot MOMEHTa, KOI'Zla IIpOUC-
XOAUT aBTOMATHU3aIHA, BOIIPOCHI AJIA IMTPEABAPUTEIbHBIX OTBETOB PAa3/INMYIatOTCAI.

C noMoLLbo NapaMeTPOB 3arpy3Ku

BbI MOsKeTe yKaszaTh IpeIBaPUTEIbHBIN OTBET Ha JTII000I BOITPOC YCTAHOBIINKA, HCTTOJIb-
3y IIapaMeTpbl 3arPy3KH, KOTOPbLIE II0I1aal0T B KOMAH/AHYIO CTPOKY SA/pa, C LOCTYIIOM
yepes /proc/cmdline. OT/esibHBIE 3arPY3UNKH TO3BOJIAT PEAKTUPOBATH 3TH ITAPAMETPBI
B MHTEPAKTUBHOM PexkuMe (YTO MOJIE3HO Ui 1esIell TeCTUPOBAHUS ), HO €CJIN XOTHUTE,
4TOOBI MIBMEHEHVST HOCUJIH TIOCTOSTHHBIN XapaKTep, TO TPHU/ETCS H3MEHUTDH HACTPONKH
3arpysyuKa.

Brl MoskeTe HAPSIMYTO NCIIOTH30BAThH TTOJTHBIA UIEHTH(MUKATOP BOMTPOCOB debconf
(nanpumep, debian-installer/language=en) uju ab6peBHaTypbl 1 Harbojee pac-
MIPOCTPAHEHHBIX BOIIPOCOB (Z0MycTuM, language=en uiau hostname=duke). [losnbrit
CIIUCOK TICEBJOHNMOB CM. B PYKOBO/ICTBE I10 YCTAaHOBKE Debian (https://www.debian.org/
releases/stable/amd64/apbs02#preseed-aliases).

Her orpannyenuii Ha BOIIPOCHI, OTBETBI /151 KOTOPLIX MOXKHO YKa3aTb IIpe/iBapuTeib-
HO, IIOCKOJIBKY ITapaMeTPbl 3arpy3Ku JOCTYIIHBI C CAMOI0 HavyaJla IIPolecca YCTaHOBKU
1 06pabaThIBat0OTCst 04eHb paHo. OJIHAKO KOJTUUYECTBO 3arPY30UHBIX [TAPAMETPOB OTPAHUUYEHO
110 32-X, M HEKOTOPBIE U3 HUX YiKe UCHOIb3YIOTCS 110 yMoI4anuio. Kpome Toro, BaxKHO 110-
HUMATh, YTO U3MEHEHUE KOH(PUTYPAIIUHU 3aTPy3urKa MHOTA ObIBAET HETPUBUAIBHBIM.

B paszese 9.3 Bbl TakKke y3HaeTe, Kak UBMEHUTh KOHMUrypaiuio Isolinux mpu cos-
nanun cobersennoro ISO-o6pasa Kali.

C nomowbto dhanna npecuamHra B Initrd

Bbl MoskeTe 106aBUTh (ail ¢ uMeHeM preseed. cfg B KOpeHb initrd ycraHoOBIIHKA (9TO
initrd, KOTOPBIN HCIOIB3YETCS IS 3aITyCKa yeTaHOBIIKA ). OOBITHO TaHHOE AeiiCTBIE
Tpe6yeT BOCCTAHOBJIEHUA UCXOIHOTO ITakeTa debian-installer /iy reHepaiiii HOBBIX
Bepcuii initrd. Tem He MeHee live-build mpejsaraer ciesiaThb 3TO y/:[o6HblM Cnoco60M,
HoZPOGHO ONMCAHHBIM B paszeie 9.3.
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JlaHHbBI METO TOKE He MMeeT HUKAKUX OTPAaHMYEHIH Ha BOITPOCHI, OTBETHI /IJIT KOTO-
PBIX BbI MOJKETE TIPEBAPUTENBHO YKA3aTh, TOCKOJIbKY (Daiisl IPECUIMHTA JIOCTYIIEH CPa3y
nocsie sarpysku. B Kali MbI yike nciionbsyem oty (hyHKIUIO A1 HACTPONKM IIOBEIEHIS
oduIMaIbHOro ycraHoBIIuKa Debian.

C nomMowbto havina npecnanHra
Ha 3arpy304HOM HoCUTENe

Bsl Moskere 106aButTh (aily mpecuarira Ha sarpysoutsiii Hocuresib (CD uan USB-
HAKOITUTEJh ); 3aTPy3Ka IMPeIBAPUTETbHBIX OTBETOB HA BOITPOCKHI IIPOU30H/IET, KAK TOJBKO
Oy/ieT yCTaHOBJICH HOCUTEIb, @ 3HAUUT, CPasy IOCJIEe BOIMPOCOB O SI3BIKE U PACKJIAIKE
KkaBuaTypol. [lapameTp 3arpy3ku preseed/file MOXKeT UCITOIB30BATHCS /719 YKA3aHUA
MeCTOTIOJIOKeHM (haiiyia mpecupnnra (Hanpumep, /cdrom/preseed. cfg pu ycTaHOBKe
€ KOMIaKT-/ucka uim /hd-media/preseed.cfg nipu ycranoBke ¢ USB-kioua).

Hesnb3s npezBapuTesibHO 3a/1aTh OTBETDI /LIS lIApaMeTPOB A3bIKa U CTPAHDI, IIOCKOJIb-
Ky (baiisr mpecuanHra 3arpysKaeTcst MossKe, Mocje 3arpy3Ku ApailBepoB 000pyI0BaHNSL.
Yro kacaeTcst MO3UTUBHOHN CTOPOHBI, TO live-build ympormaeT pa3MenieHne T0T0JTHN-
TesibHOro (haiiyia B crenepupoBanibix oOpasax ISO (em. paszgen 9.3).

C nomMoulbto haiina npecuamnHra,
3arpy>XeHHOro 13 cetu

Bbr MoskeTe obeciieunTs JOCTYI K (Dailay Ipecu/inira B ceT yepes Beb-cepsep u coob-
[IMTD YCTAHOBINUKY O CKauMBaHUU 9TOTO (haiijia, 100aBUB apaMeTp 3arpys3Ku preseed/
url=http://cepBep/preseed.cfg (MK ¢ TOMOIIBIO TICEB/IOHMMA url).

OpHaKo IPU UCIIOJIb30BAHUU JaHHOTO MeTO/a IIOMHUTE, YTO CHavYa/Ia HeoOXOAMMO
HACTPOUTH C€Th. DTO 3HAUUT, YTO CBSIBAHHDIE C CETHIO BOIIPOCHI debconf (B yacTHOCTH,
UM XOCTa ¥ UMs IOMEeHA) U Bce TIPEABIAYINIE BOMPOCH! (HAIPUMeP, SI3bIK U CTPaHa)
He MOTYT ObITh 3aIIPOrPAMMKUPOBAHLI C IIOMOILbLIO JaHHOro Metozga. OH Jalie BCero
MIPUMEHSIETCST B COUETAHNHY C TapaMeTPaMK 3arPy3KHU, OTPEIESIONIMMI OTBETHI HA 3TH
KOHKPETHBIE BOITPOCHI.

ITOT METOJI IPeCHIHIa — Hanboiee TMOKIIL, TAaK KAK Bbl MOJKETE U3MEHUTh KOH (M-
Iypaiuio yCTaHOBKH, HE 3aTPAaruBasi yCTAHOBOUHBII HOCUTET.

3apepxka YTobbl MpeoposneTb orpaHMYeHne, M3-3a KOTOPOro Hefib3s MpesBapw-
BOMPOCOB  TeJIbHO OTBeYaThb Ha BOMPOCHI O A3bIKe, CTPaHe 1 KnaBumaType, Bbl MOXeTe

0 A3blKe, CTpaHe, fobaBuUTL NapaMeTp 3arpy3ku auto-install/enable=true (nnu auto=true).
KnaBuatype C noMollibto 3TOro napamMeTpa Bonpockl byayT 3afaHbl NMo3xe, nocse Ha-
CTPOMKM CETU U, CNlefloBaTeSIbHO, NOC/e CKaunBaHus daina npecuanHra.

HepoctaTkoM AaHHOro napameTpa fBASETCA TO, YTO NepBble Waru
(B 4acTHoCTU, KoHOUIypauus ceTn) Bceraa byayT MPOMCXOAUTL Ha aH-
FNWACKOM $3bIKe, U MPU HanU4YMu ownbok nonb3oBaTesto NpULETCS
paboTaTh C 3KpaHOM Ha 3ToM si3bike (¢ knaematypor B pexxume QWERTY].
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Co3pgaHue danna npecnamnHra

Daiis npecuprnra — 3T0 0OBIYHBII TEKCTOBBIN (aily, B KOTOPOM KasK/Jasi CTPOKa CO-
JEePKUT OTBET Ha ofuH Bompoc Debconf. CTpoka pasmensercs Ha 4eTbipe MOJISI, Pas-
rpaHUyYeHHbIe TPOOEIbHBIMU cMBOJaMU (TIpobesiaMu uian oTctynamu). PaceMorpum
B KauecTBe 0Opasiia CTPOKy d-i mirror/suite string kali-rolling.

O B nepsom noJie ykasbiBaeTcs Biajesiel] Borpoca. Harpumep, d-1 ucnosnb3yercs s
BOIIPOCOB, OTHOCAIIUXCS K YCTaHOBIUKY. Bbl Takike MokeTe YBUIETb UM I1aKeTa
IS BOIIPOCOB, MCXOASMIMX 13 ITakeToB Debian (kak B aToM npumMepe: atftpd atftpd/
use_inetd boolean false).

O Bropoe none — unentudukaTop Bompoca.
QO B TperbeM mosie yKazaH THIT BOTIPOCA.

Q Yerseproe, 3aKIIOYUTENHHOE, TIOJIE COAEPKUT 3HAYECHNE OXKUgaeMoro orsera. Obpa-
THTE BHUMAHWE: OHO JIOJIKHO OBITH OTEJIEHO OT TPETHETO TOJIST OJHUM MPOOETIOM;
JOTIOJTHUTE IbHBIE TPOOEIbHbBIE CUMBOJIBI CYMTAROTCS YaCThIO 3HAUCHNSL.

Camblii IpocToii crrocob HarcaTh Gaill IpecHnHra — YCTaHOBUTh CHCTEMY BPYY-
HyT0. 3aTeM KoMaH/ia debconf-get-selections --installer BBIIACT OTBETHI, KOTOPBIE
BBI ITPEZIOCTABUJIN YCTAHOBIIUKY. BBl MOKETE TTOJIYIUTh OTBETHI 1 OTHOCUTEIBHO IPYTUX
ITaKeTOB ¢ IIOMOIIbIO debconf-get-selections. Tem He MeHee 6oJiee YUCTBIM perenreM
SIBJIIETCS 3a1THCh (haiisia MpecuInHTa BPYYHYT0, HAaUMHAS C IPUMepa, a 3aTeM 33/1eHCTBY ST
JMOKyMmeHTaIuio. [Ipu TakoM Mo/IX0/ie MOTYT OBITh TIPELYCTAHOBIEHBI OTBETHI TOJIBKO
Ha Te BOIIPOCHI, 0 KOTOPBIM HYKHO OTMEHUTH OTBET TI0 YMOJYAHUIO. Y KaKUTE 3arpy-
304HbBII napaMmerp priority=critical, yTOOBI 1aTh Debconf KOMaH/ly 3a/1aBaTh TOJIbKO
KPUTUYECKHE BOIIPOCHI U UCITOJIB30BATh OTBET 110 YMOJIYAHUIO /I JPYTUX.

PykoBoactBo B pykoBopcTBe no yctaHoBke Debian, goctynHom B HTepHeTe, conep-

Mo yCTaHOBKe  >KMTCH moApobHas JOKyMeHTalus no ucrnofib3oBaHuio daina npecum-
avHra B npunoxenun (https://www.debian.org/releases/stable/amdé4/
apb.html). OHo Tak>Xe cogep>XUT NOAPOBHbIV M MPOKOMMEHTUPOBAHHbIN
obpaszeL dbalina, KOTOpbIA MOXET CIY>XXWUTb 63301 15 IoKaNbHbIX HACTPOEK
(https://www.debian.org/releases/stable/example-preseed.txt).
OpHako obpaTute BHVMMaHWe: NPUBELEHHbIE BbILLIE CCbUTKM JOKYMEH-
TUpytoT cTabunbHyto Bepcuto Debian n Kali ncnonb3yet TectoByto Bep-
CUI0, MO3TOMY Bbl MOXETe CTONKHYTbCSA C HebOoMbLUMMU PasnynsaMu.
Ha caiite npoekTta Debian-installer (http://d-.alioth.debian.org/manual/
en.amdé4/apb.html) pasmeLueHo pykosoacTeo ro yctaHoske. OHO MOXeT
6bITb Bonee akTyanbHbIM.

4.4. YctaHoBKka Ha ARM-ycTponcTBa

Kali Linux paboTaer Ha caMbIX pasHbIX ycTpoiicTBax Ha 6ase ARM (Hampumep, HOyT-
GyKax, BCTPOEHHBIX KOMIBIOTEPAX U TIaTaX pa3pabGoTYNKOB), HO BBl HE MOJKETE MC-
MOJIb30BaTh TPAAUITMOHHBIN yeranoBmuk Kali Ha aTux yerpoiicTBax, MOCKOJIbKY OHU
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4aCTO UMEIOT 0COObIe TPeGOBAHUS B OTHOIIEHU I KOH(MDUTYPAIIUH SI/[PA UM CUCTEMHOTO
3arpys3umKa.

Yrobbl caie1aTh 9TH yeTpoiicTsa 6oJiee JocTyIHbIMU 11 nosibsosareeii Kali, Offensive

Security paspaboraia ciieHapuu (https://github.com/offensive-security/kali-arm-build-
scripts) st co3ganus 00pasoB AUCKOB, KOTOPBIE TOTOBbI K IPUMEHEHUIO C PAa3JINYHBIMU
ARM-ycrpoiicTBamMu. It 00pasbl IIpeACcTaBIeHbl 115 CKauynBaHus Ha caiite https://
www.offensive-security.com/kali-linux-arm-images/.

JIOCTYITHOCTD yKa3aHHBIX 00PAa30B 3HAUMTEJIBHO yIIpoInaeT 3aavy ycranosku Kali

na ARM-ycrpoiictBe. Hiske niepeuncieHbl OCHOBHbBIE THATH.

1.

Ckauaiite 06pas 151 cBoero ARM-ycrpoiicTBa 1 yoeuTech, 4T0 KOHTPOJIbHAS CYMMa
COOTBETCTBYET TOH, KOTOPas yKazaHa Ha caiite (cM. ozpasen «IIposepka iesnoct-
HOCTH W TIOJTMHHOCTH» pasiena 2.1). Obparurte BHUMaHUE, YTO 06pa3bl OGBIYHO
XZ-CKaThl; 00sI3aTEIbHO PACHAKYHTe UX C TIOMOIIBIO YTUJIMTBI UNXZ.

B 3aBucuMOCTH OT cJI0Ta pacIiupeHust XpaHUJIUINA, JOCTYITHOTO Ha BallieM KOHKPeT-
Hom ARM-ycrpoiictse, mpuo6perure SD-kapry, micro-SD-KapTy Wi BCTPOEHHbIIT
MOJLYJIb MyJIbTUMeHHOTO KoHTpoJLtepa (eMMC) emkocThio He MeHee 8 Thaiir.

CxonupyiiTe cKauaHHbI 06pas Ha yCTPOMUCTBO XPaHEHMUSI ¢ TIOMOIIbIO KOMAH/IbI dd.
ITo 1oxoxKe Ha npoiece konuposarusa ISO-o6pasa na USB-nakonurennb (M. moj-
paszen «Konuposanue o6pasa na DVD- win USB-Hakonurenb» pasgena 2.1).

[Mopxmounte SD- nimm eMM C-xapty k ARM-ycrpoiicTBy.

3arpysure ARM-ycTpoiicTBO 1 BoliinTe B HETo (M0JIb30BaTE b root, TTapoJib toor).
[Ipu OTCYTCTBUU MOAKITIOUEHHOTO 9KPaHa HyKHO GyieT onpeaeauth [ P-aapec, HasHa-
yeHHbI vepe3 DHCP, n nmogksounThes k atomy azipecy yepes SSH. Ha HekoTopbix
cepsepax DHCP ecTb HHCTPYMEHTbI Uik BeO-uHTEPMENChI, yKa3bIBAOIINE TEKYIIY O
aperty. Ecii y Bac HeT HUYero mo[06HOTo, puMeHuTe cHuddEp AJIs1 TOUCKa apeH bl
tpachuka DHCP.

W3meHnTe TApOITh root-moib30BaTessI U CreHepupyiiTe HOBBIe Kfoun XocTa SSH,
0COBEHHO eCITN yCTPORCTBO Gy/IeT TOCTOAHHO paboTaTh B obieaocTyHoii ceru! [laru
OTHOCHUTEJILHO TIPOCTHI, M. Bpe3Ky «Cosmanne HOBbIX XocT-Kiioueil SSH» B rirase 5.

Hacnaxaiirecs ARM-ycTpoiicTBOM, pabOTAIOIINM MOJT YIIPABJIEHUEM OTIEPAITHOHHON
cucrembr Kali Linux!

Ocobble cnyyam 3TV UHCTPYKLMW HOCAT 0BLLMIA xapakTep W akTyasbHbl A8 60AbLINH-

nmnoppobHas cTBa yCTPOWCTB, OAHAKO BCerga ecTb UckiuveHus. Hanpumep, ans

pokyMmeHTauma Chromebook TpebyeTcs pexknM paspabotymka, a i Lpyrux ycTponcTs —
crewumanbHoe HaxaTue KNaBuLLW AN 3arpy3Ku € BHELLIHEro HOCUTeNs.

[Mockonbky HoBble ARM-ycTpoicTBa NosiBASIOTCA OTHOCUTEIbHO YacTo
M UX XapaKTepuUCTUKK BeCbMa AMHAMWUYHbI, TO Mbl He DyfeM onucel-
BaTb 3[4eCb KOHKPETHblIE MHCTPYKLWUM MO YCTAHOBKE AAS Pa3fIMYHbIX
ARM-ycTporicte. BMecTo atoro obpatutech k pasgeny Kali on ARM Ha
cavite gokyMeHTaumm Kali pna nonyyeHuns nidopmaumm o kaxzgom ARM-
ycTpoiicTse, nogaepxmsaemom Offensive Security (https://docs.kali.org/
category/kali-on-arm].
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4.5. YcTpaHeHue HenonagoK yCTaHOBKU

Y CTaHOBIINK OCTATOYHO HA/IESKHBIH, HO BBI MOJKETE CTOJKHYTBCS C HEeTI0/IaIKaM1 HJIN
BHEITHUMH TIPOOIEMAaMI, TAKUME KaK TPOOIEMBI € CETHIO, TITOXME 3ePKala N HEXBATKA
AUCKOBOTO pocTpaHcTBa. [Toatomy Gy/IeT BechMa MOIE3HO YMETh YCTPAHSITE TPOOIIEMBbI,
BO3HUKAIOIINE B TIPOIECCe YCTAHOBKH.

Korzia B mporpamMmMe yeTaHOBKY MPOUCXOAUT cOOM, OHA TTOKAXKET BaM JI0BOJIHHO Hec-
MOJIE3HBIN 9KPaH, TAaKOW Kak Ha puc. 4.26.

install the system

Instatabon step Gaikad

An installation step failed. You can try to run the failing item again from the menu, or skip it and
choose something else. The failing step is: Install the system

Puc. 4.26. LLlar ycTaHOBKW He BbIMNOMHEH

Ha pannoMm aTtane XopoIo 3HaTh, YTO YCTAHOBIUK UCIIOIb3yeT HECKOJIBKO BUPTY-
AJTbHBIX KOHCOJIEN: TJIABHBIN 9KPaH, KOTOPBII BbI BUINTE, 3aITyCKaeTCsT MO0 Ha TSTOI
KOHCOJIH (J1J151 TpahUveCcKOT0 yCTaHOBIIIKA, Ctrl+Shift+F5), 1160 Ha epBoii (J7st TEKCTO-
BOT'O yCTaHOBIIMKa, Ctrl+Shift+F1). B o6oux ciydasx yerBeprast KOHCOJb (Ctrl+Shift+F4)
oToOpaskaeT 3aIKCH TOTO, YTO MTPOUCXOINT, U 0OBIYHO Bbl MOKETE YBHUIETH TaM OoJjiee
noJsiesHoe coodbienne 06 ommbKe, Takoe Kak Ha puc. 4.27, TIOKa3bIBAIOIIEM YTO Y yCTa-
HOBIIIMKA 3aKOHYUJIOCH JINCKOBOE MTPOCTPAHCTBO.

Bropas u Tpetbs koHcosu (Ctrl+Shift+F2 u Ctrl+Shift+F3 cooTBeTCTBEHHO) cozep:RaT
000109KH, TIPUTOAHBIE 1J1s1 G0JIee JeTATbHOIO U3yYeHN TeKyLIel cuTyannun. bosbummH-
CTBO MHCTPYMEHTOB KOMaHIHOI CTPOKH IpenocTasisercs BusyBox, mosromy na6op
(DYHKIMI ZOBOJIBHO OrpaHUYeH, HO JOCTATOYEH, YTOOBI BHISICHUTDH GOJIBITIMHCTBO IIPO-
6J1eM, C KOTOPBIME BbI, BEPOSATHO, CTOJIKHETECh.
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Puc. 4.27. JxpaH XypHana yCTaHOBLUMKA

Bbl MoxeTe npoBepuTb 1 M3MeHUTb 6a3y aaHHbIX debconf ¢ nomolubio
koMmaHp debconf-get n debconf-set. OHM ocobeHHO ynoOHbI Ang TecTn-
POBaHWS NPECUANHIOBbIX 3HAYEHUA.

Bbl MoxeTe NpoBepuTb Nto6or daiin (Hanpumep, MosTHbIA XypHau ycTa-
HOBKM, fOCTynHbIN B /var/log/syslog) uepes komaHay cat unu more;
pepakTvpoBaTh Jitobo dpann ¢ nomoLllblo pefakTopa nano, BKaYas
BCe Gainibl, ycTaHOB/EHHble B cucTteMy. KopHeBas darinoBas cucrema
ByLeT CMOHTMpOBaHa/ycTaHoBeHa MOC/e 3aBepLUEHMS 3Tana pasMeTku
npoLecca yCTaHOBKM!.

Mocne HacTPOMKM CeTeBOro AOCTyNa Bbl MOXETE MCMOJIb30BaTh KOMaH-
Abl wget v nc (netcat — cetesolt KaTanor) Ang U3BJeYEHUs 1 SKCMOPTa
LAaHHbIX MO CeTU.

Haxas kuomky Continue (ITpoosKuTh) Ha TIaBHOM 9KpaHe cH0sT yCTaHOBIHKA

(cMm. puc. 4.26), BB BO3BpATUTECh Ha 9KPaH, KOTOPBIH B 0OBIYHON CUTYaIM HUKOT/IA He
yBuauTe (TIIABHOE MEHIO, TOKa3aHHOE Ha PUC. 4.28), TIO3BOJIATONTNH 3aITyCKaTh yCTAHOBKY
mar 3a maroM. Ecii BaM yaanochk yeTpaHuTh IpodieMy uepes Z0CTyIl K 06004ke (110-
3pasisiemM!), TO MoKeTe TIOBTOPUTD HEYAABITUICS TITar.

EcJiit monbITKY PemuTh MpodieMy He IPUHOCSIT HY;KHOTO PE3YJIbTaTa, TO MOKET 110-

TpeboBarbest daiin ¢ coobimenneM 06 omubre. OTYET AOKEH COACPKATD W AKYPHAIBI
YCTAaHOBIINKA, KOTOPBIE MOXKHO MOJYIUTh C TIOMOIIBI0 KoMaH/ bl Save debug logs (Co-
XPAHUTD JKYPHAJIBI OTIAJKK) TJIaBHOTO MeH0. OHA Mpe/jiaraeT HECKOJIBKO CIOCOO0B
AKCIOPTA JKYPHAJIOB, KaK ITOKa3aHo Ha puc. 4.29.
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Deblan installer main menu

Choose the next slep in he nstall process:

TETSG TTEUW TR TTal G e s =
Configure the network

Sel up users and passwords
Configure the dock

Detect disks

Partition disks
Install the system

Configure the package manager

Install Lhe GRUB bool loader on a hard disk
Install the 1O bool Inader on a hard disk
Continue without boot loader

Finish the installation

Change deboont priority

Check the CD-ROM(s) integrity

Save debug logs

Frecule a shall
Fject a €D from the drive
Abort the installation =]

Puc. 4.28. [NaBHOe MeHI0 YCTaHOBLLMKA

Save debug logs

Debugging log files for the installer can be saved to floppy, served up over the web, or saved to a
mounted file system.

Hew should the debug logs be saved or transterred?

[loppy

mounted file eystem

[ Go Back ][ Contlnue

Puc. 4.29. CoxpaHuTb XypHanbl oTnaaku (1/2)
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Campiit yoOHbIi c110c00 (€10 MbI 1 PEKOMEH/IYEM ) — MO3BOJIMTH YCTAHOBIIUKY 3a-
MyCTUTH BeO-cepBep, Ha KOTOPOM pasMeraiTcst dailibl skyprasa (puc. 4.30). 3aTeM BbI
MOKeTe 3aIlyCTUTh Gpaysep ¢ APYroro KOMIIbIoTepa B TOM JKe CeTH 1 CKauaTh Bee (ailiibl
JKYPHAJIOB 1 CHUMKH 9KPaHa, ¢/leJTaHHbIe BAMU C TTIOMOIITbIO KHOTIKY Screenshot (CHUMOK
9KpaHa), IOCTYITHOM Ha KaKIOM SKpaHe.

install the system

Web server starled

A gimple web server has been started on this computer to serve log files and debug info. An index
of all the available log files can be found at http://192.168.122.105/

Puc. 4.30. CoxpaHuTb XypHasbl 0Tnagku (2/2)

4.6. Pe3tome

B a70ii T1aBe MbI cocpenoTounanch Ha mnpoiecce ycranoskn Kali Linux. O6cyaunu
MUHUMaJbHBIE TPeOOBaHUs K YCTAHOBKE AUCTPUOYTUBA, TIPOIIECC YCTAHOBKU ISt
CTaH/IAPTHBIX U TIOJHOCTBIO 3aNM(POBAHHBIX (DAIOBBIX crcTeM. MBI TakKe YAeauin
BHUMAaHWE TTPECUMHTY, KOTOPBII TIO3BOJISIET BBITIOIHATH aBTOMAaTUYECKUE YCTAHOBKH,
nHcramau Kali Linux Ha pasnuutbix ARM-ycrpoiicTBax 1 TOMy, Kak JeicTBOBAaTh
B PEIIKUX CJIyYasix cOOsT yCTAaHOBKH.

O Tpebosanusg k ycranoske s Kali Linux Bapsupyiorces ot 6asosoro SSH-cepsepa
6e3 pabouero crosa (Bcero jmib 128 Moaiit O3Y (pekomenayercst 512 Moaiir)
n 2 ThaiiTa A1CKOBOrO POCTPaHCTBA) 10 GoJiee BLICOKOYPOBHEBOro MeTanakeTa kali-
linux-full ¢ ne menee uem 2048 M6aiitr O3Y u 20 ['GaiiT AMCKOBOIO IPOCTPAHCTBA.
Kpome Toro, Bt KOMITBIOTED J0JIKEH UMETD IIPOIECCOP, MOJIEP;KUBAEMBIT XOTST ObI
oftHoM 13 apxutekTyp amd64, 1386, armel, armhf wau arm64.
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O Kali MOXKHO JTETKO YCTaHOBUTH M KaK OCHOBHYIO OMEPAIMOHHYIO CHCTEMY, BMECTE
¢ apyrumu OC (McnoJib3yst pa3MeTKy ¥ MOAU(DUKAIUIO 3arpy3urKa) UIu Kak BUP-
TyaJIbHYIO MAIIUHY.

Q Yrobsl TapaHTUPOBATh KOH(MUAEHIMATBHOCTD JaHHBIX, BbI MOKETE HACTPOUTDH 3a-
mrdpoBaHHble pasaesibl. DTO 3AIUTUT Bally WHGOPMAIUIO, €CIU HOYTOYK WK
JKECTKUE IUCK OYLYT MOTEPSTHBI UM YKPAJIEHBI.

O Kpome Toro, MoKHO aBTOMAaTH3UPOBATD YCTAHOBIIUK C TOMOIIBIO (hyHKIIMK debconf
preseeding, KOTopas O3BOJIIET aBTOMATHYECKHM OTBEYaTh HA BOIIPOCHI YCTAHOBKH.

Q @aiin npecupiHTa — 3TO TEKCTOBBIH (haiiyr, B KOTOPOM KasK/asi CTPOKA COAEPIKUT
orset Ha oiuH Borpoc Debconf. Ctpoka pasbuaercs Ha YeThbIpe 0JIs, OT/eIeHHbIE
npobesibHbIMU cUMBOJIaMu (IIpodeiaMu Wi OTCTymaMu ). Bl MOKeTe yCTaHOBUTh
OTBETHI JIJISI YCTAHOBIIMKA C TTOMOIIBIO TTAapaMeTPOB 3arpy3kH, ¢aiijia mpecuInara
B initrd, Ha 3aTpy30YHOM HOCHUTEJIE UJI U3 CETH.

O Kali Linux paboraer Ha caMbIX pasHBIX ycTpoiicTBax Ha 6aze ARM, Takux Kak
HOYTOYKH, BCTPOEHHBIE KOMITBIOTEPBI U TIaThl Pa3paboTunKoB. ¥YcraHoBUTH ARM
IOBOJIbHO TipocTo. CKaualiTe moaxosimii 0opas, sanmimre ero Ha SD-kapty, USB-
HAKOMUTENb WJIX BCTPOEHHBIH MOYJTh MYJbTUMEINIHOTO KOHTpoJIepa (eMMC),
MOJIKJIIOYUTE ero, 3arpyaute ARM-ycTpoiicTBO, HaliiuTe CBOE YCTPOHCTBO B CETH,
BOHINTE B cCHCTeMY M M3MeHnTe maposab SSH 1 kirfoun xocta SSH.

O OrnaxuBaTh cOOU YCTAHOBKH MO3BOJISIIOT BUPTYaIbHbIE KOHCOJU (JOCTYITHbIE
€ TIOMOTIBIO coyeTanus KiaBui Ctrl+Shift u GyHKITMOHATBHBIX KJIABUIIT), KOMAH/IbI
debconf-get udebconf-set, utenne daiiyia ;kypHasua /var/log/syslog Uin OTIIpaBKa
orueta 00 ommbKe ¢ (hailnamu KypHaJa, U3BJEYeHHBIMU C TIPUMEHeHHeM (DYHKIIN
Save debug logs (Coxpanutb KypHaJIbl OTJIQ/IKN) YCTAHOBIIHUKA.

Teneps, Korza Mbl paccMOTpean ocHOBbI Linux u ycranosky Kali Linux, o6cyaum
KOH(UTYpaIuio, 4To6bl BbI MOTJIM TIPUCTYTIUTH K HacTpoiike Kali B coorBeTcTBIN C Ba-
IIMMU 32/[a49aMH.
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B maHHO T/1aBe MbI PACCMOTPUM pasiimaHbie criocoObl HacTpoiiku Kali Linux. [{uis Hauasna
B pasmere 5.1 MBI TPOZEMOHCTPUPYEM CTTIOCOOBI HACTPOIKY TTAPAMETPOB CETH € TOMOTIIHIO
rpaduvecKoii cpebl 1 KOMaHIHON CTpoKH. B paszesie 5.2 HOroBOpUM 0 TIOJIb30BaTENISIX
U TpyTHIax, MoKaxkeM, KaK co3/1aBaTh M U3MEHATh YYETHbIC 3alIMCH TI0JIb30BaTEEi,
YCTaHABJIUBATD MAPOJIN, OTKJIIOYATD yUETHBIE 3aITNCHU U YTIPaBJAATh rpynamu. Hakonerr
B paszerie 5.3 06CyIIM, UTO TAKOE CEPBUCHI, 1 OOBSICHIM, KaK HACTPOUTD 1 TTOIEP;KUBATD
001IIHE CEePBUCHI, 2 TAKIKE COCPEOTOYNMCST Ha TPEX OUEHBb BAsKHBIX M 0COOBIX CEPBUCAX:
SSH, PostgreSQL u Apache.

5.1. HacTtpovika cetu

Ha paboueM cTone ¢ noMoLLbo MHCTPYMEHTa
NetworkManager
Ha crangaprHoMm pabodeM CToJe y Bac ysKe yCTaHOBJIEH HHCTPYMeHT NetworkManager,

U ero MOKHO 3aIlyCKaTh U HacTpauBath uepes 1entp ynpasienus GNOME, a rakxke
C ITOMOII[HIO MEHIO B IIPABOM BepxHeM yriay (puc. 5.1).

£ Network

"~ Joes
(4= | Connected

.
B etk proky Py Addiess 192.168.122.243

IPv6 Address feBn:5054:f:fe75:fa08
Hardware Address: 52:54:00:79:FA:98
Default Route 192.168.122.1
DNS 192.168.122.1

Add Profile.. |

Puc. 5.1. DkpaH KoHdurypauum cetu
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Koudwuryparus no ymosraanuio ucnosbzyet DHCP g mosyuenns [P-angpeca, DNS-
cepBepa U 1111033, HO ¢ TIOMOTIBIO 3HAYKA [IIECTEPEHKH B IPABOM HUKHEM YTJTY MOXKHO
U3MEHATh KOHMUIYPAIMIO pasHbIMU criocobamu (Hampumep, yeranosuth MAC-aapec,
MEPEKITIOYNTHCS Ha CTATHYECKYIO HACTPOIKY, BKIIOUNTE U OTKIIOUYNTH IPV6 1 106a-
BUTb JOTIOJHUTEIbHBIE MAPIIPYTHI). BbI MoKeTe co3/iaBaTh MPOMUIIN JIJIsT COXPAaHEHUS
HECKOJBKNX KOH(MUTYPAIIl TIPOBOTHBIX CeTel M JIETKO TEePEKII0UaThCs MEXK/IY HUMIL.
Hacrtpoiiku 6ecIpoBOIHBIX CeTell aBTOMATHUECKU MTPUBS3AHDI K X OOIIE0CTYITHOMY
unentudukaropy (SSID).

NetworkManager Takske 06pabaThIBaeT COEMHEHNUS C TIOMOIIBI0 MOGUILHOTO THIPO-
korosocHoro gocryma (Wireless Wide Area Network, WW AN) 1 MoieMOB, HCITIOJIb3Y -
IOIMUX JABYXTOYeUHBIH poToko yepes Ethernet (PPPoE). U nocientee, HO He MeHee
BaykHOE: NetworkManager obecriedrBaeT HHTETPAIIAIO CO MHOTUMIE THITAMU BUPTYaIbHBIX
gactHbx cetelt (VPN) uepes cienmanusupoBannbie Mmoayan: SSH, OpenVPN, VPNC
Cisco, PPTP, Strongswan. [IposepbTe makeThl network-manager-*; GOJbIIMHCTBO U3
HUX HE YCTAaHOBJEHDI 110 yMosdanuio. OOpaTuTe BHUMAHUE, YTO BaM HYJKHbI TTAKETHI
¢ cyhdurcom -gnome, 9TOGBI UMETH BO3MOKHOCTh HACTPOUTH WX Yepe3 TpahuuecKuil
nHTepdelic Moab30BaTEe.

B KOMaHAHOW CTpoKe ¢ nomoLLbto naketa Ifupdown

B kauecTBe aTbTepHATUBEI, KOT/IA BbI IIPEATIOUNTAETE HE UCTIOJIb30BaTh IrpaduuecKuii
pabounii cTos (WK He UMeeTe K HEMY JIOCTYTIa), MOJKETE HACTPOUTD CETh € TIOMOIIBIO
yKe YCTaHOBJIEHHOTO ITakeTa ifupdown, KOTOPBI BKJIIOYAET MHCTPYMEHTHI ifup 1 ifdown.
Onu cuuThIBaIOT orpejesienus u3 aisa kondurypaiuu /etc/network/interfaces
7 JIeKAT B OCHOBE ClieHapusa MHUIMAIn3anun /etc/init.d/networking, KOTOprfI Ha-
CTpauBaeT CeTh BO BPeMs 3arPy3KU.

Kakmoe cereBoe ycTpoiicTBO, yipasisieMoe ifupdown, MOKET ObITh IEKOH(BUTYPH-
pPoBaHO B Ji1000€ BpeMs ¢ IIOMOIIbIO KOMaH (bl ifdown cemeBoe ycmpolicmBo. 3aTeM Bbl
MOKeTe UBMEeHUTh (Daiiy /etc/network/interfaces u 3amycTuTh ceTh (¢ HOBOW KOH(DU-
rypaiueii) yepe3 komauay ifup cemeBoe ycmpoiicm6o.

[TocMoTpuM, UTO MBI MOKeM 106aBUTh B KOHMUTYpalMOHHbIH (aiin ifupdown.
CymecTByeT iBe OCHOBHBIE IUPEKTUBBI: aBTOMATHYECKOE Cemegoe ycmpoucmao, KOTo-
poe coobiiaer ifupdown 0 HEOOXOAUMOCTH ABTOMATUYECKH HACTPOUTD CETEBOM MHTEP-
(eiic, kKak TOJBKO OH Oy/IET TOCTYTIEH, U mun inet/inetb cemesozo ycmpoiicmea iface
JULS HACTPOUKK fanHoro nurepdeiica. Hanmpumep, npocras koudurypamnus DHCP
BBITJIAUT TaK:
auto lo
iface lo inet loopback

auto etho
iface ethe inet dhcp

O6parute BHUMaHUE: B 9TOM (ailjie Beeria JoJKHA IPUCYTCTBOBATD ClIeaIbHAsT
KOH(DUTYparws JJis yeTpoiicTsa loopback. /17t korduryparmn ¢hukcnpoBanHoro [P-anpeca
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HEOOXOMMO TIPeJocTaBUTh GoJiee moApoOHYo MH(pOPMAIMIO, TaKkyio Kak IP-aapec, ceTh
u [P-anpec numosa:
auto etho
iface eth@ inet static
address 192.168.0.3
netmask 255.255.255.0
broadcast 192.168.0.255
network 192.168.0.0
gateway 192.168.0.1

JList GecripoBoHbIX MHTEPMEICOB BaM HEOOXOINM MaKeT wpasupplicant (110 yMOIYAHHIO
BryoueH B Kali), mpeocTaBasionuii MHOKECTBO TAPaMETPOB wpa-*, KOTOPbIE MOTYT UC-
M0JIb30BaThes B (haiisie /etc/network/interfaces. O3nakomMbTech ¢ daityiom /usr/share/
doc/wpasupplicant/README.Debian. gz iyis TOIyYeHIS IIPUMEPOB 1 oObsacHenuil. Hanbonee
pacrpocTpaHeHHbIE TapaMeTpbl — wpa-ssid (ONpeAe/ISrONINii MM COeIUHIEMON GecITpo-
BOHOM ceT) 1 wpa-psk (OMpepesIIONIIi MapoTh UK KJTIOY, 3alIATIAONTIN CeTh).
iface wlan@ inet dhcp

wpa-ssid MyNetWork
wpa-psk plaintextsecret

B KOMaHAHOW CTPOKE C NMOMOLLbIO
NMHCTPyMeHTa systemd-networkd

Hecmorpst Ha To 4To ifupdown — 9TO ApeBHMIT MHCTPYMEHT, MCIIOJb3yeMblil Debian,
1 XOT4 OH HO-IIPEsKHEMY BBICTYIIaeT KaK IIPorpamMma 1o yMOJIYaHUIO /IS CEPBEPOB MJIN
JIPYTUX MUHUMAJBHBIX YCTAHOBOK, CYIIECTBYET HOBBII HHCTPYMEHT, 3aC/TY;KUBAIOIINIA
BHUMAaHU, — systemd-networkd. IHTerpamus ¢ cucteMol MHUTIMATU3AIIUN systemd
JIeJIAeT ero OueHb MpuBJeKarebHbIM. OH He OTHOCUTCST K TUCTPUOYTHBAM HAa OCHOBE
Debian (B orsinune ot ifupdown) 1 sBJsIETCS OYeHb MAJEHBKUM, 5 (MEKTUBHBIM U OT-
HOCHUTEJTHHO JIETKWM B HACTPOIKE TIPU YCJIOBUM, YTO BaM TIOHSTEH CUHTAKCUC (DailioB
unitd. OH 0COGEHHO IPEIIOUTUTEIIEH, ECJTH BB CUUTAETE, 4TO NetworkManager M3JnIIHE
HABOPOYEH U €T0 CJI0KHO HACTPANBATD.

[luist HacTpoliku systemd-networkd HY>KHO TOMECTUTbH CETEBBIE (PAITbI B KATAJIOT
/etc/systemd/network/ (mpumepsr 5.1, 5.2). Kpome Toro, BBI MOKETE UCTIOIH30BATh Pac-
noJioskeHue /1ib/systemd/network/ i makeTHPOBAHHBIX (HAIJIOB WK /run/systemd/
network/ 115 ailyios, creHepupPOBAHHBIX BO BpeMs BbiostHeHns1. @opmart atux haition
JokyMeHTUpyeTcsd B systemd.network(5). Pasjes Match yka3biBaeT ceTeBble MHTEP-
(eiicer, K KOTOPBIM TTPUMeEHsIeTCs KOHpuryparus. Bel MoskeTe 3a71aTh mHTEPdeEiic pas-
JIMYHBIMU CIIOCOOAMU, B TOM YKCJIe uepes ajipec yiupasienus goctynoM k cpege (MAC)
nJm Tull ycrpoiicta. Paszies Network orpezesnsieT KoHPUTYypaiuio ceTu.

Mpumep 5.1. KoHdurypaums Ha ocHoe DHCP B /etc/systemd/network/80-dhcp.network
[Match]
Name=en*

[Network]
DHCP=yes
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Mpumep 5.2. Cratnyeckas koHdurypaums B /etc/systemd/network/50-static.network

[Match]
Name=enp2s0

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1
DNS=8.8.8.8

Ob6patute BHUMaHE: system-networkd OTKJIFOUEH 110 YMOJIYAHUIO, IOITOMY TIPH JKe-
JIAHUW €TO MCII0JIb30BaTh BbI JIOJKHBI CHAYaIa BKIIOYUTH 9TOT MHCTPyMeHT. OH Takke
3aBUCHUT OT CUCTEMHOTO Pa3penieHus [IJIs TPaBUIIbHOW MHTeTpainu pasperrennsg DNS,
4TO, B CBOIO O4Yepe/ib, TpebyeT 3aMeHbl /etc/resolv. conf CUMBOJIBHOI CCHIIIKOI Ha /run/
system/resolve/resolv.conf, yrpaBJsemoii systemd-resolved.

systemctl enable systemd-networkd
systemctl enable systemd-resolved
systemctl start systemd-networkd
systemctl start systemd-resolved
In -sf /run/system/resolve/resolv.conf /etc/resolv.conf

H H HHH

Xorts systemd-networkd 1 TpUCyIIIM HEKOTOPBIE OTPAHUYEHUST, HATIPUMEP OTCYTCTBUE
UHTErPUPOBAHHON TTO/JIEPKKI GECITPOBOHBIX CETEN, BHI MOKETE MOJIATATHCS HA PAHee
CYIIECTBOBABINYIO BHEITHIOW KOHMUTYPAIINio wpa_supplicant st 6eCIpOBOIHOM MO
nep:xku. OHAKO TAHHBIH MHCTPYMEHT 0COOEHHO MOJIe3eH B KOHTEHEPAX U BUPTYaIbHBIX
MaIuHax 1 6L ePBOHAYATLHO Pa3paboTaH ISt CPEl, B KOTOPBIX KOH(UTYPAIIUST CETH
KOHTelTHepa 3aBrcesia OT KOH(PUTYpaIlUuK ceTn XocTa. B aToMm ciryuae systemd-networkd
YIPOIIAET yIpaBieHre 06eMMI CTOPOHAMU TIOCIE0BATEIBHO, MOJIEPIKIBAST BCECBO3-
MOJKHbIE BUPTyaJbHbIE CETEBBIE YCTPOICTBA, KOTOPbIE MOTYT TOTPEOOBATHCST B TAKOM
Turie crieHapueB (cM. systemd.netdev(5)).

5.2. YnpaBneHue nonb3oBaTtenamu u rpynnamm Unix

Baza nansbIX Toab30BaTesel 1 rpynm UnixX cOCTONT M3 TEKCTOBBIX (ailnoB /etc/
passwd (CITUCOK T10JIb30BaTe el ), /etc/shadow (3amudpoBanuble MapoJv MOJIb30BaTE-
Jeit), /etc/group (crmcok Tpymi) u /etc/gshadow (3ammdpoBaHHbIe TAPOJIN TPYIII).
Nx popmatsl 33/J0KyMeHTUPOBaHbI B passwd(5), shadow(5), group(5) u gshadow(5) co-
OTBETCTBEHHO. XOT4 3TH (Pailiibl MOKHO OTPEJAKTUPOBATH BPYYHYIO € TIOMOIIIBIO TAKUX
WHCTPYMEHTOB, KaK vipw 1 vigr, BBITOJHITH HAOOIee PpacpoCTPaHEHHbIE OMePAIIUT
MO3BOJISIOT CPe/IcTBa HoJiee BHICOKOTO YPOBHSI.

Co3aaHune Y4YeTHbIX 3anucen nosib3oBaTenemn

Xorsa Kali qallle BCETO 3allyCKa€eTCA ITpN ayTeHTI/I(l)I/IKaLII/II/I B KQUeCTBE MOJIb30BaTesId root,
BaM 3a49aCTyIO IO pa3HbIM IIpUYNHaM HOHaI[O6I/ITC$E[ CO3/1aBaTh He3alUIIEHHbIE YUYETHbIE
3allicn HOJIbSOBaTe]IeI';I, 0COOEHHO €CJIU BbI IIpUMEHsIETE Kali B kauecTBe 0CHOBHOIA olepa-
IIMOHHON CUCTEMBI. Haubosee Tummunblil criocob I[O6aBI/ITb I10JIb30BaTeEJIsI — BBECTU
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KOMaH/ly adduser, IPUHUMAIONIYIO B KaueCTBe apryMeHTa UMsI HOBOTO 1T0JIb30BaTeJis,
KOTOPOTO BBl XOTUTE CO3/1aTh.

Komanya adduser 3ajiaeT HeCKOJIBKO BOIIPOCOB IIE€pe/] CO3/JaHUEeM YUETHOI 3aIiCH,
HO paboTarh ¢ Hell 10BoJIBHO pocTo. Ee KoHburyparnonHsIii aii /etc/adduser. conf
COJIEP’KUT MHOKECTBO NHTEPECHBIX HACTPoeK. Bbl MojkeTe, HaITpUMep, Ha3HAYUTD /[1a-
na3oH uaeHTudukaTopos noabzosateseil (UID), koTopbie MOKHO TPUMEHATD, YKa3aTh,
BXOJISAT JIU MOJTb30BATENHN B OOIILYI0 TPYIIY, OMPEAETUTH 0O0JOUKY TT0 YMOTIAHUIO U T. I,

Cosnanue yueTHON 3a111CH IIPUBOUT K IIOSBJICHUIO INYHOTO KaTaslora I10J1b30BaTeIs
C cozlepKUMBIM /etc/skel/template. B Heil mosb3oBareso mpegocrassiercss Habop
CTaHJIAPTHBIX KATAJIOTOB U (hailioB KOHPUTYPALINH.

B HekoTophix caydasx GyaeT moje3no 106aBUTh MOIb30BATENS B IPYIITY (OTJIIY-
HYI0 OT OCHOBHOI TPYIIIIBI IO YMOJTYAHUIO ), 4TOOBI IPEAOCTABUTH JOTOJTHUTEIbHBIE
paspetenus. Harpumep, mosb3oBaTelb, BKAIOYEHHBIN B TPYMITY sudo, UMeeT MOJTHbIe
AIMIHUCTPATUBHbIE TPUBUIJIETHH C TOMOIIBIO KOMaH bl sudo. /loGaBienue B TpyIiry
OCYIIECTBJISIETCH Yepe3 KoMaH1y adduser nosas3o6amens epynna.

MpuMeHenne KomaHnga getent (get entries — nonyunTb 3anucu) nposepseT cu-
KoMaHAbl getent  cTeMHble 6a3bl AaHHbIX (B TOM yucne nonb3osaTenen w rpynn)
AN19 KOHCYNIbTaLlMM  C NPUMEHEHVEM COOTBETCTBYOLLUMNX QYHKLMI BrbanoTekun, KoTopble,
C NoNb30BaTeNIbCKOM B CBOIO OYEPE/ib, BbI3bIBAKOT MOAY/IM KOMMyTaTopa uMeH (NSS), Ha-
6asoii gaHHbIX  CTpoeHHble B daine /etc/nsswitch.conf. KomaHga npuHmuMaet oguH
WNW ABa apryMeHTa: MMs npoBepsieMol 6a3bl M BO3MOXKHbIN KitoY
novcka. Taknum obpasom, komaHza getent passwd kaliuser1 BepHeT
nHdopMaLMo N3 MNoNb30BaTeIbCKoN 6a3bl AaHHbIX OTHOCUTENBHO

nonb3oBatens kaliuser?.

root@kali:~# getent passwd kaliuserl
kaliuserl:x:1001:1001:Kali User,4444,123-867-5309,321-867-
) 5309: /home/kaliuserl:/bin/bash

AI3MeHeHMe CyLecTBYOLEN YYETHOM 3aMUCK WX NApONs

CJIGJIYIOH_II/IC KOMaH/bI IIO3BOJIAIOT UI3BMEHATDH I/IH(l)OpMa].II/IIO, XPaHANTIYIOCA B OIIpeeIeH-
HBIX I10JIAX [I0JIb30BATEIbCKUX 0a3 JaHHbIX:

QO passwd — MO3BOJISIET OOBIYHBIM TTOJB30BATESIM U3MEHSTh CBOI MAPOJIb, 4TO, B CBOTO
ouepezib, 0OHOBIAET haiin /etc/shadow;

Q chfn (Change Full Name — cMeHUTD [10JIHOE MM ) — 3ape3ePBUPOBAHO /IS CyIIep-
oJib3oBaresis (root), U3MeHsIET HoJie GECOS («o01mast mHpopMalms» );

Q chsh (CHange Shell — cmenuTh 060710UKY) — H3MEHsIET 060JI0UKY BXO/Ia MOJIb30Ba-
tesist. OJIHAKO JIOCTYITHBIE BADUAHTDI OY/IyT OTPAHIIEHbBI TEMH, KOTOPbIE TIEPEUNCTIEHbI
B (haiisie /etc/shells; a/IMUHUCTPATOP, C IPYTOI CTOPOHBI, HE CBSI3aH 9TUM OTPaHU-
YEHWEM 1 MOKET YCTAHOBUTH 0OOJIOUKY K 060 BEIGPAHHON MTPOTPAMME;

O chage (CHange AGE — cMeHnuTb CpoKk) — MO3BOJISIET Q/IMUHUCTPATOPY U3MEHSITh Ha-
CTPOIKHU CPOKA IEFICTBUS TIAPOJIS, TIEPeIaBasi IMsI ITOJIb30BATEIST B KAUECTBE apryMeH-
Ta, WK OTOOPAKAET TEKYIIHE HACTPOIMKY ¢ TTOMOIIBIO TTapameTpa -1 noss308amens.
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Kpowme Toro, Bbl MOKeTE TPUHYAUTETHHO 3aBEPIIUTH CPOK ACHCTBUS TAPOJIS C TIO-
MOIIIBIO KOMaH/Ibl passwd -e nosb3o08amens, KOTOPasi 3aCTaBUT T10JIb30BATEJISI CMEHUTD
T1apOJIb IIPU CJIEYIONIEM BXOJ/IE€ B CUCTEMY.

OTKkNtOYeHne YHETHOVI 3arnncu

Bam MozkeT moTpeboBaThCsT OTKIOUUTD YUETHYIO 3aUCh (3a0JI0KUPOBATH TT0JIb30BaTE-
JIST) B KAYeCTBE [UCIUTINHAPHO MEPDI, B IEJISIX PACCJIEIOBAHUSI UJIU TIPOCTO B CJIydae
JUIUTETHHOTO UM OKOHYATEIbHOTO OTCYTCTBUSI 110J1b30BaTe ist. OTKIIIOUEHHAST yueTHAst
3aIICh 03HAYACT, YTO MOJH30BATE/b HE MOKET BOUTH B CHCTEMY HJIH MOJYUUTh JOCTYII
K KOMITBIOTEPY. Y UeTHAS 3aIIMCh OCTAETCS HEIOBPEKICHHON HAa MallTiHe, U HUKaKue (aii-
JIbI WJIN JITAHHbBIE He YJIAJSIIOTCST; OHA TIPOCTO HEAOCTYITHA. ITO JOCTUTAETCSI ¢ TOMOIIHIO
KOMaH Il passwd -1 nons3zoBamens (lock — «3abmoknpoBaths ). [IOBTOPHOE BRIIOYEHNME
YUETHOIT 3aITUCH BBITIOJTHSIETCS] aHAJIOTUYHBIM 00pas3oM OJraroziapst mapamerpy -u (unlock —
«pas3bIIOKIPOBATD ).

YnpasneHnue Unix-rpynnamMm

Komanzibl addgroup u delgroup m06aBJISIOT WK YAAISIOT TPYIIITY COOTBETCTBEHHO.
Komanja groupmod uameHnset uHdopmaIuio rpynisl (ee gid uiam uaeHTudGuKaTop).
Komanja gpasswdepynna uaMensieT 1apoJib JIJisl TPYIIIIbI, a KOMaHia gpasswd -r epynna

yYaaJsieT ee.

PaboTa
C HECKOJIbKUMU
rpynnamu

Ka>xapl nonb3oBaTesib MOXET BbITb YeHOM Heckonbkux rpynn. OcHoB-
Has rpynna no yMoa4YaHuio Co34aeTCs BO BPEMS HayabHOW HAaCTPOMKM
nonb3oBatens. VIaHayanbHo Kaxabli dais, co3faHHbIN Moab30BaTeseM,
NPUHALNEXMUT eMy, a TakXke ero 0CHOBHOW rpynne. 3To He Bcerga xe-
naTenbHO; HanpuMep, Korga nonb3oBaTtesb foJKeH paboTaTb B kaTano-
re, KOTOpbI/ MPUMEHSAETCS FPYNMoK, OTIMYHOMN OT ero OCHOBHOW FPYNMbl.
B Takom cnyyae nonb3oBaTesnito HE06X0AMMO CMEHUTL FPYMMY C MOMOLLbIO
OAHON 13 CriefyoLWnX KOMaH: Nnewgrp, KoTopas 3anyckaeTt HoByto 060-
JI0UKY, UK Sg, KOTOpasi MPOCTO BbIMOJHAET KOMaHAy, 3aleCTBYS Npefo-
CTaBJIEHHYIO aNlbTEPHATMBHYIO Fpynny. 3T KOMaHbl Tak)Ke NO3BOJSISIOT
nosib30BaTeslo MPUCOEANHUTBLCS K Fpynmne, K KOTOPOM OH B HacTosLlee
BpeMs He npuHagnexut. Ecnu rpynna 3awmiieHa naponem, To Heobxo-
AvMo byneT ykasaTb COOTBETCTBYIOLLMIA Naposib Nepen BbiMoNHEHNEM
KOMaHAbl.

B KauecTBe anbTepHaTVBbI N0OJIb30BaTENb MOXET YCTaHOBUTL bUT setgid
B KaTanore, bnarogaps KotopoMy daiibl, CO3aHHble B 3TOM KaTanore,
OynyT aBTOMaTUYeCKM NpUHaAexaTb K NpaBuiIbHON rpynne. [1na no-
JIyYeHUs [ONOAHWUTEeNbHOW MHOPMaLMKM CM. Bbille Bpe3ky «KaTtanor
setgid v nunKnn 6UT».

KomaHpa id oTobpaxkaeT Tekyllee cOCTOHWe MOJSib30BaTeNs, ero iny-
HbIM uaeHTUdMKaTop (MepemMeHHas uid), Tekyllylo OCHOBHY rpynny
(nepeMenHas gid) v cnncok rpynm, K KOTOPLIM OH MpUHaaNexuT (nepe-
MeHHas group).
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5.3. HactpoWka cepsucos

B atom passiesie MbI pacCMOTPUM cepBUCH! (MHOT/Ia HA3bIBAEMbIE IEMOHAMM ), UJTH TTPO-
IPaMMbl, KOTOPbIE 3aIyCKAIOTCsT B (DOHOBOM PEKUME 1 BBITTOJIHSIOT PAa3JIMYHbIE CUCTEM-
Hble pyHKIUU. Mbl HauHeM ¢ 00Cy:K1eHUS KOHPUTYPAMOHHBIX (PaillioB 1 IPOAOJIKUM
00bsICHEHNEM TOTO, Kak paboTaloT HEKOTOPbIe BaxkKHble cepBuchl (Takue kak SSH,
PostgreSQL u Apache) 1 Kak UX MOKHO HACTPOUTb.

HacTpoiika KOHKPETHON NpPOrpaMMmsl

Ecau BbI XOTHTE HACTPOUTDH HEU3BECTHDIH MAKET, TO JAOJKHBI J€CTBOBATD MO3TAITHO.
Bo-11epBbIX, CTOUT TPOYECTD, UTO OBLIO 33JJ0KYMEHTHPOBAHO COMTPOBOKIAIONINM MTAKETA.
MDaiin /usr/share/doc/nakem/README .Debian — xoportiee Hagano. OH 9acTo COAEP/KUT
MHQOPMAITUIO O TTIAKETE, B TOM YNCJIe YKA3aTeIn, KOTOPbIe MOTYT CChLIATLCA Ha IPYTYIO
MOKYMeHTAIuIo. Bbl caKOHOMHUTE MHOTO BpeMeHU U u3beskuTe GOMBIIOr0 KOJNYeCTBA
npobJieM, cHavYa a MPoYnTaB aTOT (ails, MOCKOIbKY OH MOAPOOHO OMUCHIBAET HAU-
GoJtee Oy JIAPHbIE OMUOKK U COLEP/KUT PelIeHns OOIbLUIMHCTBA PACIIPOCTPAHEHHBIX
npobJieM.

3areM BB IOJZKHBI O3HAKOMUTHCS ¢ O(UITHATBHON TOKyMEHTAITEeH TPOrPaMMHOTO
ob6ecnieuennst. O6paturech K paszeny 6.1, uToObl y3HATh, KaK HANTH PA3IMYHBIE UCTOY-
nuku. Komanza dpkg -L nakem 1peoctaBiiger clucok (hailyioB, BKIIOYECHHBIX B I1AKET;
C €€ TIOMOTIILIO BB CMOKETe OBICTPO OGHAPYKUTDH MMEIOTITYIOCS TIOKYMEHTAITHIO (& TaksKe
(baitbl koHnduryparum, pacronoxennsie B /etc/). Kpome Toro, komana dpkg -s nakem
oTOOpaskaeT MeTaJIaHHbIE TIAKETA U TOKA3bIBAET JTOOBIE TOTEHIIMATBHBIE PEKOMEHLyeMbIE
WJIN TIpeJIJIaraeMble MAaKeThl; TaM BBl MOKETe HAUTH JOKYMEHTAIUIO WJIH, BEPOSTHO,
YTUJIHUTY, KOTOPask yIpocTuT HacTpoiiky 110.

Haxouer, daiinpl kKonduUrypamnmm 4acTo caMo0KyMEHTHPYIOTCS MHOTUMU [TOSICHU-
TEJTBHBIMU KOMMEHTAPUSMH, B KOTOPBIX OTIMCHIBAIOTCS] PA3JIMIHbBIC BEPOSITHBIE 3HAUE-
HUA I KQKIOTO TTapaMeTpa KoHGurypainui. B o1HuX caydasx BbI MOKETE 3aITyCKaTh
nporpaMMHoe obecriederiie, pPACKOMMEHTHPOBAB O/IHY CTPOKY B (haiisie Konduryparmu.
B npyrux ciydasgx npumepsl (aiioB KoHDUTyparu coiepskarcs B Karajiore /usr/
share/doc/nakem/examples/. OHI MOTYT CJIysKUTH OCHOBOW JIJIST BAIIETO COOCTBEHHOTO
(aiina kouduryparum.

Hactpoiika SSH ans yaaneHHoro Bxoaa B CUCTEMY

SSH mo3BosisieT yiaieHHo BXOAUTh B CUCTEMY, TepefiaBaTh (hailyibl MU BBITIOJIHATH
KOMaH/[bl. DTO CTAH/IAPTHBII OTPACJIeBON MHCTPYMEHT (ssh) u cepBuc (sshd) s yia-
JIEHHOTO ITOJKJIIOYEHN K MalllnHAM.

XoTs makeT openssh-server yCTaHOBJEH MO YMOJTYAHUIO, CEPBUC SSH IO yMOJI-
YAHUIO OTKJIOUEH |, TAKMM 00Pa3oM, He 3alTyCKaeTcst BO BpeMst 3arpysku. Bor Moskere
BPYYHYIO 3allyCTUTh 3TOT CEPBUC C IMOMOIIBI0O KOMaH/Ibl systemctl start ssh nin
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HACTPOUTH €TO 3aITyCK BO BPeMd 3arpy3KHU, BOCTIOIH30BaBIINChL KOMAaHION systemctl
enable ssh.

Cepsuc SSH nmeet oTHOCUTEIBHO HOPMaJIbHYIO KOH(MUIYPALIKIO 110 YMOJIYAHHUIO, HO,
YIUTBHIBAS €T0 MUPOKKUE BO3MOKHOCTU U TOHKOCTH HACTPOUKH, TTOJIC3HO 3HATD, UTO BBI
MOJKETe CJIeJIaTh € er0 KOH(MUTYpaIMoHHbIM (aiiioM, /etc/ssh/sshd_ config. Bee na-
paMeTpbl 33/I0KYMEHTUPOBaHbI B sshd_config(5).

Konduryparius 1o yMoJ/9aHUIO OTKJIIOUAET JIOTUHBI € TTAPOJISIMHU JIJISI TTOJTh30BaTe st
root, a 3TO 3HAYUT, YTO BBI JIOJKHBI CHAYasa HacTpouTh SSH-KJII0YM ¢ TOMOIIbIO ssh-
keygen. Bbl MoskeTe pacripoCTpaHUTh 3TO Ha BCEX MTOJTb30BATeEJIEl, TPUCBONB ITapaMeTpy
PasswordAuthentication 3HaueHue no, UK CHATH JaHHOE OrpaHUYEHNE, IIPUCBOUB
rmapameTpy PermitRootLogin 3HaueHue yes (BMECTO CTaH/IAPTHOTO 3alpeTa-1maposis).
CepBuc SSH 110 yMOJYaHUIO TPOCIYIIMBAET MOPT 22, HO BBI MOKEeTe U3MEHUTH €TO C T10-
MOIIIBIO TUPEKTUBBI Port.

YT0o6bl IIPUMEHUTH HOBBIE HACTPOIKHU, CJIeAyeT BBIIOJIHUTh KOMaHLy systemctl
reload ssh.

Co3panne Kaxpgbii SSH-cepBep nMeeT cobcTBeHHble KpunTorpadumyeckune Kito-
HOBBIX  YM; OHW Ha3blBaloTcs XocT-kntouamm SSH u xpaHsaTcs B Buge /etc/ssh/
xocT-Kntoyen ssh_host_*. OHM foMKHbI BbITb MPUBATHBLIMU, €CAN BaM HY>Ha KOHOU-
SSH peHLManbHOCTb, U MX HEefb3s UCMO0Jb30BaTh HA HECKOMbKUX KOMMbiO-
Tepax OAHOBPEMEHHO.

pun ycTaHOBKE CUCTEMbI MyTEM KOMUPOBaHWA MosiHoro obpasa pucka
(BMecTo ncnonb3zoBaHusa debian-installer) obpas mMoxeT conepxatb
npefBapuTeNlbHO CreHepuMpoBaHHble XoCT-kayn SSH, KoTopble Bbl
LOJIKHbI 3aMeHUTb HOBbIMU Kiitoyamu. BepoaTHo, obpas Takxe co-
LEep>XXUT Naposib root No yMon4aHuio, KOTOpPbIY Bbl 3axoTuUTe COPOCUTD.

Bce 310 MOXHO cienaTh C MOMOLLbIO CIeflyioLLMX KOMaHL:

# passwd
[

# rm /etc/ssh/ssh_host_*
# dpkg-reconfigure openssh-server
# service ssh restart

HacTpolika 6a3 gaHHbIx PostgreSQL

PostgreSQL — cepsep 6as qanubix. OH peiko GbIBAET MOJIE3EH caM 110 cehe, HO UCTIOTIb3Y-
€TCs1 MHOTUMU JIPYTUMU CEPBUCAMU JIJIST XPaHEeHUsT MH(DOPMATMU. ITU CEPBUCHI OOBITHO
TOJIYYAIOT IOCTYTI K cepBepy 6asbl M0 CETH U, KaK MPABUJIO, TPEOYIOT, YTOOB! K YYETHBIM
JIAHHBIM JIJIST Ay TEHTU(DUKAIINH MOKHO OBLIIO MOAKIIOUUTECS. TakuM o6pasoM, JiJis Ha-
CTPOWKM 3THX cepBUCOB TpedyeTest cozanue 6a3 maHubix PostgreSQL u yueTHbIX 3ammceit
M0JIb30BATEEH ¢ COOTBETCTBYIONMUMIE TipaBamMu B Gaze. UTo6b! 9TO clie1aTh, HaM HeoO-
XO/IUM 3aITyTIEHHBIN CEPBUC, TaK YTO HAYHEM C KOMaH/IbI systemctl start postgresql.
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Moppepxxka [lakeT PostgreSQL no3BonsieT coBMeCTHO ycTaHaBNMBaATb HECKOJIbKO

HecCKONbKUX Bepculi cepBepa 6a3bl faHHbIX. MoxHO Takke 0bpabaTbiBaTb HECKOSIbKO

Bepcuil  knacTtepos (knactep npepcrasnseT coboit Habop 6a3, 0bcny>1BaeMbIx

PostgreSQL  ogHUM v TeM Xe MOYTOBbIM MacTepoM). B aTux uensax dpannsl koHbu-

rypaumm xpaHatca no agpecy /etc/postgresql/sepcus/vma-knacrepa/.

Y1066l KNacTepbl paboTtanu 6ok o Bok, KaXxaoMy HOBOMY KiacTepy

npMcBanBaeTCs CNefytoLmni 4OCTYMHbIA HoMep nopTa (06biuHo 5433

ansa eroporo knactepal. ®ainn postgresql.service npeacraenser

cobon nycTyto 060n04Ky, YTO ynpoLlaeT B3aMMOAENCTBNE CO BCEMMU

KnacTepamu, NOCKOJIbKY KaXAbl U3 HUX MMeeT cobCcTBEeHHbIN bnok
(postgresql@sepcus-knacrepa.service).

Tun NoAK/IOYEHNS K aYTeHTVI(bMKaLI,VIﬂ KJIMEHTAQ

TTo ymousmaammio PostgreSQL mpocyiiBaeT BXOSIIIE COEMHEHNS IBYMSI CTIOCOOAMI:
na TCP-niopre 5432 unrepdeiica JoKaIbHOTO XOCTa U (hailyioBOM cokeTe /var/run/
postgresql/.s.PGSQL.5432. ITO MOXKHO CKOH(MUTYPUPOBATH B (haiiie postgresql. conf
C pa3/InYHbIMU AUPEKTUBaMU: listen_addresses /17151 a/IpecoB /IS IIPOCIIY TN BAaHUA, port
nist TCP-miopTa 11 unix_socket_directories, 4TOOBI OMPEAETUTE KATAIOT, B KOTOPOM
CO3/IaHbI COKETHI HA OCHOBE (haliJIoB.

KinveHTer ayTeHTUGUITUPYIOTCS TO-Pa3HOMY, B 3aBUCUMOCTHU OT UX TIOAKIIOUEHUS.
Maiin xoHpurypaium pg_hba.conf onpenesnser, KOMy B KAKOM COKETe pa3pernieHo
MOJIKJI0YATHCSA U KaK ayTeHTUPUIUPYIOTCH KIUeHTHI. [lo ymMosdanuio coeinHeHns
B (pailsioBOM cokeTe IIPUMEHSIOT YYeTHYIO 3aIUCh 110J1b30BaTe s Unix B KauecTBe UMEHU
nosrp3oBaresist PosgreSQL u mpeznosiaraioT, 4To AaabHEHNIIast TpoBepKa MOVTMHHOCTH
He tpebyercst. TCP-noakmouerne PostgreSQL tpebyer, uToObl MOJIB30BATEb Ay TEH-
TUPUITUPOBAJICSI C UMEHEM T10JTb30BaTeJIsI U ITapoJieM (XOTsI JaHHOe UMsI [T0JTh30BaTe/st/
napoJib He Unix, a ckopee co3nanibie camuM PostgreSQL).

[Tonp3oBaresnb postgres aBjageTCs ClENUANBHBIM U UMEET TOJHbIE a/IMUHUCTPA-
TUBHBIE TIPUBUJIETUHN 110 BceM (GaszaM JaHHbIX. Mbl 6y1eM MPUMEHSITh €10 JIJIS CO3/IaHUsT
HOBBIX MOJTb30BaTeNeH 1 6as.

Co3paHue nonb3oBaTenen u 6a3 AaHHbIX

Komarza createuser 106aBisieT HOBOTO TIOJTH30BATENS, a dropuser yIalsieT ero.
AHaJiornuHO KoMaH/ia createdb 06aBJIsieT HOBYIO 6a3y JaHHbIX, a dropdb yaasser ee.
Kakmast 13 aTuX KOMaH/l UMeeT cOOCTBEHHBIE MHCTPYKIIUH, HO MbI PACCMOTPUM 3/1€ChH
HEKOTOpBIe apaMeTpbl. Kaxkaag KoManaa gelicTByeT Ha KjaacTep 10 yMoJa4aHuio (pa-
Goraet Ha mopre 5432), HO BbI MOJKETE 33/1aTh apaMeT] - -port=nopm JJIsl U3MEHEHUST
nosib3oBatesieil 1 6a3 JaHHBIX aJTbTEPHATUBHOTO KJIACTEPA.

ITUM KOMaHaM HeoGXO MO MOIKII0oUaThest K cepBepy PostgreSQL st BBITIOHE-
HUSI cBOe# paboThI 1 GBITH Ay TEHTU(MOUITPOBAHHBIMU KaK TT0JIb30BATEb C IOCTATOUHBIMI
MOJIHOMOYMSIMU JIJISI COBEPIEHUsT yKa3aHHOU onepanuu. CaMblil TIPOCTON ¢110c06
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JNOOUTHCA 1IeJIU — UCI0JIb30BaTh YUETHYIO 3aluch postgres Unix 1 HOAKIIOUATHCS
K aliIoBOMY COKeETY:

# su — postgres

$ createuser -P king_phisher

Enter password for new role:

Enter it again:

$ createdb -T template@ -E UTF-8 -0 king_phisher king_phisher

$ exit

B nnpuBeienHOM BbIlle TpUMeEpe TTapaMeTp -P laeT yKa3aHue createuser 3apoCUTh
TapoJib TMOCJe CO3/[aHUsA HOBOTO TOJIb30BaTe s king_phisher. B xomanze createdb
napameTp -0 OIpeziesisieT MOJIb30BaTe s, BJaeoNero HoBoi 6a30ii JaHHbIX (KOTOPBIIA,
TakuM 00Pa3oM, IMEET [OJIHbIE IIPaBa Ha CO3iaHue TabIMIl, IIPeIOCTaBIeHIE Paspele-
HUH 1 T. 1.). MBI Takke XOTUM MPUMEHHUTH cTpoku B IOHUKOIE, TT09TOMY 00aBIsieM
napameTp -E UTF-8 JiJIs1 yCTaHOBKU KOAMPOBKH, YTO, B CBOIO O4€epelb, TpeOyeT OT Hac
MCIOJIb30BaTh napaMeTp -T /s BIOopa Apyroro mabaoHa 6asbl.

Ternepb Mbl MOKEM TIPOBEPUTH BEPOSTHOCTD MOAKJIIOYEHUs K Oase JaHHbBIX Yepes
coKeT, IpocayinuBaonuii localhost (-h localhost) B kauecTBe 10Jb30BaTe s king_
phisher (-U king_phisher):

# psql -h localhost -U king_phisher king_phisher

Password for user king_phisher:

psql (9.5.2)

SSL connection (protocol: TLSv1.2, cipher: ECDHE-RSA-AES256-GCM-SHA384, bits:

wmp 256, compression: off)
Type "help" for help.

king_phisher=>

Kaxk Buire, coeiuHeHue OBLIO YCIEITHBIM,

YnpaeneHue knactepamum PostgreSQL

Jl1s1 Hayasa CTOUT OTMETUTD, 4TO HoHATHe «kjaactep PostgreSQL» asinsercs nonosne-
HueM, crieruduyeckuM st Debian, u BbI He HaiiieTe CCBIIKK HA HTOT TEPMUH B ODUIIN-
anmpHO okymenTary PostgreSQL. C rouku 3perust mHCTpyMeHToB PostgreSQL, Takoii
KJIacTep TMPECTABISIET COOOT BCETro JIUII TpUMep cepBepa 6asbl JAaHHBIX, PAOOTAIONIETO
Ha OIIpe/lesIeHHOM IIopTe.

Tewm ne menee maket Debian postgresql-common Tpe0CTABISIET HECKOTIBKO HHCTPY-
MEHTOB JIJISl YIIPaBJICHUSA TAaKUMU KJacTepamu: pg_createcluster, pg_dropcluster,
pg_ctlcluster, pg_upgradecluster, pg_renamecluster upg_lsclusters. Mol He Oymem
OIMCHIBATH BCE DT MHCTPYMEHTBI 3/1ECh, HO BBl MOKETE 0OPATUTHCS K COOTBETCTBYIONINM
CTPaHUIIAM PYKOBOJICTBA JIJISI TTOJTyUeHNS JOMOTHUTEIHHOH NH(MOPMATIIHL.

BbI 10/15KHBI 3HATD, YTO [10CJIEe YCTAHOBKU B Balllel cucTeMe HOBasi OCHOBHAS BEPCUS
PostgreSQL co3aact HOBBIN KaacTep, KOTOPBIH cTaHeT paboTaTh Ha CJIELYIONIEM TIOPTE
(06br9HO 5433), U BBI OyzieTe TPOIOIIKATH WCIIOIB30BaTh CTAPYIO BEPCHIO /10 TEX TIOP,
MOKa He TepeHeceTe CBOM HA3bI TAHHBIX 3 CTAPOTO KIACTePa B HOBBIIL.
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BbI MoskeTe TTOJTyUNTD CIIUCOK BCEX KIACTEPOB M UX CTATYCOB C TOMOTIIBIO KOMAH/TBI
pg_lsclusters. Bosee Toro, ecTh c1OCOO ABTOMATU3MPOBATH TIEPEHOC CBOETO KJIACTEPa
Ha TocsieiHiolo Bepenio PostgreSQL, ncmomb3yst koMmanay pg_upgradecluster cmapas-
Bepcus uma-knacmepa. JIJist 5TOTO BaM MOKET MOTPeOOBATHCST CHAYAJIA YAATUTD KJIACTED
(1ycToit), co3anHbli /11 HOBOHM Bepcuu (¢ MOMOIIbI0 KOMaH bl pg_dropcluster Ho-
Bas-6epcus uma-kaacmepa). CTapblii KJIacTep He yAJISIEeTCS B IPOIIECCE, HO OH TaKIKe He
OyJIeT 3alyIeH aBTOMAaTHIeCKU. Bbl MOKeTe yIaIUTh €T0, KaK TOJIBKO YOEIUTeCh, 4TO
O0OHOBJIEHHBIN KJTacTep paboTaeT UCIPABHO.

Hactpoika cepBepa Apache

Tunununas ycranoska Kali Linux Bkiiouaer Be6-cepBep Apache, ipemocrasiisiemblii mia-
KeToM apache2. By/ryun ceTeBbIM CEPBUCOM, OH 110 YMOJYAHNIO OTKJII0UeH. Bl MoskeTe
3aIlyCTUTD €ro BPYYHYIO C IIOMOIIIbIO KOMaH/IbI systemctl start apache2.

[TockonbKy Bee H0JIbIIE TIPOTPAMM BBITYCKAETCS B BUJIE BEO-TIPUITIOKEHUI, TO BAKHO
3HATh KOE-4TO O MpuMeHeHun Apache i pasmenteHus 9TUX NPUITOKEHUH, Gyb TO
JIOKAJIbHOE UCITOJIb30BaHUE WU OOTIHIT IOCTYTI B CETH.

Apache — Moty TbHBII cepBep, n MHOTHE (DYHKITUK PETH3YIOTCSI BHEITHUMU MOJLYJISIMH,
KOTOPBIE 3arPY>KAIOTCsI OCHOBHOM ITPOTPaMMOii BO BpeMs ero nHuiinaansa. Kondury-
paLy 110 yMOJIYaHUIO COAEPKUT TOIbKO CaMble PACIIPOCTPAHEHHbIE MOLYJIU, HO BKJIIOYEHIE
HOBBIX MOJLYJIeii JIETKO OCYIIECTBJISIETCS € TOMOIIIbI0 KOMaH bl a2enmod modyae. ITpume-
HUTE KOMaH/y a2dismod Mody 6 JIJIst OTKIIIOUEHUS MOJIYJIst. DTH TIPOrPaMMbl (PaKTUYECKU
co3/1a10T (/I YIQJISTIOT ) CUMBOJTBHBIE CCBLIKY B /etc/apache2/mods-enabled/, yka3biBast
Ha pakTrueckue Gaiisbl (XpaHsimecs 110 ajipecy /etc/apache2/mods-available/).

Cy1iecTByeT MHOTO JIOCTYITHBIX MOJLYJIEi, HO JiBa M3 HUX 3aCJYKUBAIOT OT/AEIbHOTO
pacemotpenust: PHP u SSL. Be6-npusioskerust, Harmcantbie ¢ nomoiibio PHP, Boimos-
Hst0TCS BeO-cepBepoM Apache ¢ ipruMeHeHeM BbIZIEIEHHOTO MOJLYJISL, [TPEI0CTABIISAEMOTO
1nakeroM libapache-mod-php, 1 €ro ycTaHOBKa aKTUBUPYET MO/YJIb aBTOMATUYECKU.

Apache 2.4 Bxsiouaet Moty b SSL, He06X0AMMBIH /17151 pPaGOTBI 6E30TACHOTO TIPOTOKO-
aa HTTP (HTTPS) us 6si0ka. CHauasia ero HyKHO aKTHBUPOBATD € TOMOIIIBIO KOMAH/[bI
a2enmod ssl, 3aTeM B (haiiibl KOHGUTYpAuu ciienyeT 100aBUTh OIIPE/IEIEHHDIE IMPEK-
tuBbl. [Ipumep koHburypammm npezacrasieH (aitiom /etc/apache2/sites-available/
default-ssl.conf. [lonosnurenbuyio nHGOPMAIIUIO CM. Ha cTpanuile http://httpd.apache.
org/docs/2.4/mod/mod_ssl.html.

ITosHbBII CHUCOK cTaHAapTHBIX MoayJeii Apache mosxuo Haiitu B MIHTEpHETE 110
azpecy http://httpd.apache.org/docs/2.4/mod/index.html.

ITo ymosryanuio BeG-cepBep IPOCayLimBaeT nopt 80 (Tak ykasaHo B (aiiye /etc/
apache2/ports.conf) 1 3arpyskaeT CTpaHUIIbI U3 KaTasiora /var/www/html/ (Kak yKa3aHo
B (haiisie /etc/apache2/sites-enabled/000-default.con¥).

HacTpolika BUpTyasnbHbIX XOCTOB

BupryasbHbIil XOCT — AOTMOJHUTEIbHAS HACHTH(hUKAIII 1711 BeO-cepBepa. OIUH U TOT
ske mportece Apache Moxker 00CTyKMBaTh HECKOJIBKO caliToB (Hampumep, https://
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www.kali.org/nhttps://www.offensive-security.com/), mockoabky HTTP-3ampocs
BKJTIOYATOT KaK MM 3aIIPANIMBAEMOTO0 caliTa, Tak 1 iokaibHyto yacth URL (ata dpynkims
Ha3bIBAETCST «BUPTYAJbHBIN XOCT, IIPUBSI3AHHBINA K UMEHI» ).

Koudurypanus no ymomuanuio st Apache 2 akTHBUPYeT BUPTYaJIbHbBIE XOCTHI,
MpUBA3aHHbIE K UMeHU. KpoMe TOTo, BUPTYAJIbHBINI XOCT 10 YMOJTYAHUIO OTIPE/IeSeTCs
B (haiisie /etc/apache2/sites-enabled/@00-default.conf; 3TOT BUPTYaJIbHBIN XOCT
OyIIeT MCIMOTB30BATHCS, €CITH He HAl/IeH XOCT, COOTBETCTBYIONTII 3aITPOCY, OTIIPABJIEH-
HOMY KJIMEHTOM.

BHuMaHue!

3anpockl 0THOCUTESIbHO HEM3BECTHbLIX BUPTyalibHbiX XOCTOB BCeraa byayT ob-
CYXKMBaTbCA NEPBbLIM ONpefesieHHbIM BUPTyasibHbIM XOCTOM, NO3TOMY MakeT
otnpasnsaet ¢ann koHdurypaumm 000-default.conf, B nepByto ouepenb coptu-
pytoLmnin Bce apyrue daiinbl, KOTOpble Bbl MOTIW CO3AaTb.

3areM Kak/IbIi JIOTTOJTHUTETbHBIN BUPTYATIbHbIN XOCT OMUCHIBAETCS (HaAMIOM, XpaHs -
HIMMCS B Katajiore /etc/apache2/sites-available/. O6buHO (haiiy HOCUT UMS XOCTA
cafiTa, 3a KOTOPBIM ciiefryeT cyddukc . conf (Harpumep: www . example. com. conf). [Tocie
3TOTO BBI MO>KETE BKIIOUNTDH HOBBIM BUPTYAThHBIN XOCT C TIOMOIIBIO KOMaH/Ib! a2ensite
www . example. com. Hiske mprBeieHa MUHUMA/IbHAS KOH(MDUTYPATTS BUPTYAJIbHOTO XOCTa
JUIST caiita, (haiisibl KOTOPOTO XPAHSITCS B KaTajiore /srv/www.example. com/www/ (Orpe-
JleJisieTCs ¢ IpUMeHeHneM mapaMeTpa DocumentRoot):

<VirtualHost *:80>

ServerName www.example.com
ServerAlias example.com

DocumentRoot /srv/www.example.com/www
</VirtualHost>

Kpowme Toro, Mmo:xHO 106aBUTD TUPEKTUBHI CustomLog 1 ErrorlLog /JIsT HACTPONKHU
B Apache BbIBO/IA JKYPHAJIOB B (hailJibl, TIpeIHa3HAUEHHBIE JIJIsST BUPTYaJIbHOTO XOCTA.

Obwme AMpeKkTuBbI

B 5TOM myHKTE KPaTKO PacCMaTpUBAIOTCS HEKOTOPbIE U3 OOBIYHO UCTIONb3YEMBIX KOH-
(uryparmonnsix HacTpoek Apache.

OcHoBHOIT (haiin koHpUTypaInu, KaK TPABUJIO, BKJIYAET HECKOIHKO OJIOKOB
Directory; OHU TIO3BOJISIOT YKA3bIBATh Pa3Hble TUIIbI MOBEJACHUS /IJId cepBepa B 3a-
BUCUMOCTH OT MECTOMOJIOKeHUs (haiiiia, KoTopbiii Oyaer obcyskuBaThes. Takoii 610K
0OBIYHO COZLEPKUT AUPEKTUBBI Options 1 AllowOverride:

<Directory /var/www>

Options Includes FollowSymLinks
AllowOverride All

DirectoryIndex index.php index.html index.htm
</Directory>
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[lupexTuBaDirectoryIndex COAEPKUT CIIUCOK (haiiyIOB, KOTOPBIE HYKHO ITPOBEPUTD,
KOI'Zla KJIMEHTCKUI 3aIpOC COOTBETCTBYET KaTasory. Vciosib3yeTcss 1 OTIpaBJIgeTcs
B KauecTBe OTBETAa MEPBBIH CyMeCTBYIONINH (hailsl B CITICKE.

B nupextuBe Options cienyeT CIIUCOK MapaMeTpoB, KOTOPbIe MOKHO BKJIIOUHUTD.
3Hayenue None OTKJIIOYAET BCE MapaMeTPbl; COOTBETCTBEHHO, A1l BKJIIOUaeT UX BCe,
KpoMe mmapaMeTrpa MultiView. /locTymHbBI TaKk1e TapaMeTph:

O ExecCGI — ykasbiBaet, uto crieHapuu CGI MOryT ObITh BBITTOTHEHB;

O FollowSymLinks — cOOOIIAET CEPBEPY, YTO CUMBOJILHBIM CChIIKAM MOKHO CJIE/[OBATH
7 OTBET JIOJIKEH BKJIIOYATDH COAEPIKUMOE 1€/ TAKUX CChLIOK;

Q SymLinksIfOwnerMatch — Tak’ke YKa3bIBAE€T CEPBEPY CIETOBATH CUMBOJJIBHBIM CCBILI-
KaM, HO TOJIbKO €CJIM CChLIKA U €€ LeJIb UMEIOT OHOIO U TOrO K€ BJla/leblia;

Q Includes — comepsKuT grmouenus na cmopone cepeepa (Server Side Includes, SST).
ITO nUpeKTUBbI, BcTpoerHbie B HTML-cTpanuiibl U BbIOJIHIEMbIE IUHAMUYECKHT
JUIST KasK/IOTO 3a1POCa;

O Indexes — Jaer 3aj7lady cepBepy BBIBECTH cojiepkumoe katamiora, ecan HTTP-
3aIpoc, OTIIPABICHHbI KIMEHTOM, YKa3blBaeT Ha KaTajlor 0e3 HHAEKCHOro daiiia
(TO ecTh KOT/Ia B 9TOM KaTaJiore He CyIIecTBYeT (hailJIoB, YIIOMSIHYTHIX JIUPEKTUBOI
DirectoryIndex);

O MultiViews — BKJIIOYAET COIJIaCOBaHUE KOHTEHTA; CEPBEP MOKET UCIIOIb30BATD 3TO
JUIST BO3BpaTa BeO-CTPaHMIIbl, COOTBETCTBYIOIIEH IPEATOYNTAEMOMY S3bIKY, YKA3aH-
HOMY B Opaysepe.

TpeOoBaHue ayreHTUdUKANMH. B HEKOTOPDHIX CIYUAIX TOCTYIT K 4aCTH caiiTa 10J-
JKeH ObITh OTPAHUYEH U MTPEAOCTABIISATHCS TOJIBKO aBTOPU3UPOBAHHBIM MTOJIH30BATEISIM,
YKa3aBIIUM UM TI0JIb30BATEIS U TAPOJIb.

Maiin . htaccess COMEPARUT ANPEKTUBBI KOHUTYparn Apache, mpumersieMble Kask-
JIbIiA pa3, KOT/Ia 3aIIPOC 3aTPAaruBaeT AJIEMEHT U3 KaTaJioTa, B KOTOPOM XPAHUTCA TAaHHBII
(aiir. DTH AMPEKTUBDI SIBJSIOTCS PEKYPCUBHBIMHE, PACIITUPSISt 00JIACTH BUANMOCTHU JIJIsT
BCEX I10/IKATaIOrOB.

BoJbIIMHCTBO AMPEKTUB, KOTOPBIE MOTYT BBIOJHSITHCS B OJI0Ke Directory, Takike
JloIycTUMBI B (haiise .htaccess. B qupextrBe AllowOverride iepeyncsenbl Bee mapa-
METPbI, KOTOPbIE MOKHO BKJIIOUUTH WJIN OTKJIOYUT, 337IeHCTBY ST aTOT haiin. Ctanmapt-
HO€e IIpUMeHEeHHNEe JJaHHOro IlapaMeTpa — orpannyeHue ExecCGI, ¢ IOMOIIbIO KOTOPOTO
AJIMUHUCTPATOP yKa3bIBaeT, KaKKe M0Jb30BaTeIM MOTYT 3allyCKaTh IIPOrPAMMBI O]
uneHTHGUKaTOpoM BebG-cepBepa (1mosb3oBaTesb www-data). B mpumepe 5.3 nokasaH
(aiirn .htaccess, TpebyomMii ayTeHTU(HUKAIIH.

Mpumep 5.3. daiin .htaccess, Tpebyowmii ayTeHTUdMKaLMK

Require valid-user

AuthName "Private directory"

AuthType Basic

AuthUserFile /etc/apache2/authfiles/htpasswd-private
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BasoBas CucreMa ayTeHTUMKaLMM, UCNONb3yeMas B MPUBEAEHHOM BblLLe Npu-
ayteHTuduKaumsa mepe (Basic), uMeeT MUHMMasbHYO 6e30MacHOCTb, MOCKOJLKY NMaposib
OTMpaBnseTcs B OTKPbITOM TekcTe (kogupyertcs Tonbko B baseb4, yto
ABJIAETCA MPOCTON KOAMPOBKOW, @ He MeToaoM wndpoBarus). Kpome
TOro, CnefyeT OTMETUTb: AOKYMEHTbI, 3aLMULLEHHbIE 3TUM MEXAHU3MOM,
TakXXe MpoxXonsaT Yepes ceTb B OTKpbITON dopMe. Ecnu besonacHocTb
BaXkHa, To Becb HTTP-ceaHc ponkeH bbITb 3alindpoBaH C MOMOLLbO
npotokona Transport Layer Sequence (TLS).

MDaiin /etc/apache2/authfiles/htpasswd-private COIEPKUT CITUCOK MOJTb30BaTE-
Jieii ¥ apoJieit; oH 00bIYHO 06pabaThIBAETCs ¢ HOMOIIbIO KOMaH bl htpasswd. Hampumep,
15t TOGABJIEHUS TIOJThb30BATE IS UM U3MEHEHUST TTAPOJIST CITY/KUT CJIEYIONast KOMaH/Ia:

# htpasswd /etc/apache2/authfiles/htpasswd-private nosb3o08amens
New password:

Re-type new password:

Adding password for user nosne3o08amens

OfpaHI/I‘{eHI/Ie aocrymna. ﬂI/IpeKTI/IBa Requir‘e YIIPpaBJIAECT OTPaHUYCHUAMU JTOCTYIIA
K Kataynory (1 ero mojKaTagoraM, PeKypPCUBHO).

OHa OAXOANT /sl OTPAHUYEHUST JOCTYIIA TI0 MHOTUM KPUTEPUSIM; MbI TTOKaXKEM
OoTpaHMYEeHMeE JOCTyIa Ha ocHoBe [P-ajpeca KMeHTa, HO 9TOT MPOIECC MOXKHO CIeaTh
ropaszio 6oJiee a(hHeKTHBHBIM, 0COOEHHO €CJIH HECKOJIBKO IIPABIJI Require COrJIacOBaHbBI
B 0J10Ke RequireAll.

Hampumep, BbI MokeTe OTPAaHUYHUTD JOCTYT K JIOKAJIBHON CETH € TTOMOIIBIO CTIe/y-
o1ell INPeKTUBBL:

Require ip 192.168.0.0/16

5.4. YnpaBneHue cepBucamm

B Kali ucrosnbsyercs cucrema MHUIMAIM3ANN systemd, KOTOPas HE TOJBKO OTBEYAET
3a TI0CJIE/I0BATEIbHOCTD 3aTPY3KH, HO U BBICTYTIAET B KAUeCTBe MOJTHOMYHKIIMOHATTBHOTO
CepBUC-MeHEJKePa, 3aITyCKAIONIero U KOHTPOJIUPYIOIETO CEPBUCHI.

Cucremy systemd MOXKHO BBI3BIBATH U KOHTPOJHMPOBATH C MOMOIIBIO KOMAaH/[bI
systemctl. Bes kakux-1160 apryMeHTOB OHa 3allycKaeT KoMaH/y systemctl list-units,
KOTOPast BBIBOJIUT CITUCOK aKTUBHBIX 70HUmMO06. Ecyi BbI 3amrycTrTe KOMaHIy systemctl
status, TO Ha KpaH Oy/eT BbIBEJEH HepapXudecKuil 0030p paboTaONINX CEPBUCOB.
CpasnuBs 06a BbIBOJIA, BbI CPa3y 3aMETUTE, YTO CYIIECTBYET HECKOJIbKO BUOB IOHUTOB
U CEpBUCHL SIBIISTIOTCS JIUTITB OJTHUM U3 HUX.

Kaxxzipiii cepBuC MTpeCTaBIe€H CEPBUCHBIM MOJIYJIEM, KOTOPBIM OTTMCHIBAETCS CEp-
BUCHBIM (haitsnom, 00bIYHO HepeJaHHbIM B /1ib/systemd/system/ (wiu /run/systemd/
system/, unu /etc/systemd/system/; OHU TlepEUYNCIEHDI B TIOPA/IKE YBEJIMUYEHUS BaK-
HOCTH, MTOCJIEHII U3 HUX caMblil BaxkHbIil). Kaxablil 13 HIUX MOXKeT ObITh M3MEHEH
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npyrumu (aiiiaMmu service-name.service.d/*.conf B TOM jke Habope KaTajioTOB.
I1u oHUT-haiibl TPeCcTaBAgoT co00i TeKCTOBbIe (hailiibl, (hopMaT KOTOPBIX BIOX-
HOBJIEH U3BeCcTHhIMU (haillamMu *.ini B onepaunonHoi cucreme Microsoft Windows
C IapaMU KAY=3Ha4yeHue, CIPYIIIMPOBAHHBIMU MEXK/IY 3aroyloBKaMu [pasden]. Huske
puBe/ieH npuMep (aiisia cepBuca s /1ib/systemd/system/ssh.service:

[Unit]

Description=0penBSD Secure Shell server

After=network.target auditd.service
ConditionPathExists=!/etc/ssh/sshd_not_to_be_run

[Service]
EnvironmentFile=-/etc/default/ssh
ExecStart=/usr/sbin/sshd -D $SSHD_OPTS
ExecReload=/bin/kill -HUP $MAINPID
KillMode=process

Restart=on-failure
RestartPreventExitStatus=255
Type=notify

[Install]
WantedBy=multi-user.target
Alias=sshd.service

[leneBble IOHUTBI — €I1Ie O/IHA YaCTh CTPYKTYPHI systemd. OHM TIPEACTABIISIIOT JKe-
JlaeMoe COCTOsIHMe, KOTOPOe Bbl XOTUTE /IOCTUYb, aKTUBUPOBAB IOHUTHI (YTO O3HAYaeT
3aITyHIEHHbII CEPBUC B CITyYae IOHUTOB cePBHCOB ). OHU UCIIOIb3YIOTCS IJIABHBIM 06Pa3oM
Kak crmocob rpyImyupOBKY 3aBUCMOCTEH OT IPYTUX IOHUTOB. B MOMEHT 3amycka cucremMa
AKTUBUPYET I0HUTHI, HeOOXOIMMBIE JIJIsT TOCTYIKeHMs 11en default.target (koTopas
SIBJISIETCS CUMBOJIBHON CCBIJIKOM Ha graphic.target u, B CBOIO o4yepe/ib, 3aBUCUT OT
multi—user.target).TaKM1106p330M;Bce3aBHCMMOCTH3THXLwﬂeﬁaKTMBprKHCﬂBO
BpeM 3arpy3Kiul.

Taxune 3aBUCMMOCTH BbIPAKAIOTCA JUPEKTUBOM Wants B 11esieBoM onuTe. Ho Bam He
HY’KHO PEIAKTHPOBATD €ro JIJIst 100aBJICHYSI HOBBIX 3aBUCHMOCTEH, BBl TAKIKE MOJKETE
€03/1aTh CUMBOJIBHYIO CCBLIKY, YKa3bIBAIOILYIO Ha 3aBUCUMBIH IOHUT B KaTtajore /etc/
systemd/system/target-name.target.wants/. IMeHHO 2TO JleslaeT KOMaH/a systemctl
enable foo.cepBuc. IIpu BKJIIOUEHNUN cepBICa BbI JaeTe systemd yKazaHue J00aBUTH
3aBUCHUMOCTD OT IIeJiel, OTpe/ieJIeHHBbIX B 3amucu WantedBy paszena [Install] (baf/’ma
fonuTa cepsuca. 1 maobopor, systemctl disable foo. cepBuc cOpachiBaeT CUMBOIbHYIO
CCBLJIKY U, CJIEI0BATEJIbHO, 3aBUCUMOCTb.

Komannet enable n disable HUYero He MEHSIOT B OTHOIIIEHUHN TEKYIIETO COCTOSHUS
cepBucoB. OHM BAUSIOT TOJHKO HA TO, YTO MPOUBOUIET TIPH CEAYIONIEH 3arpysKe.
Ecau BBI XOTHTE 3aITyCTUTH CEPBUC HEME/JIEHHO, TO BBITTOJIHNTE KOMaHIy systemctl
start foo.cepBuc. I HaobopoT, KoMaHia systemctl stop foo.cepBuc OCTAHOBUT €ro.
Brl Takske MokeTe TPOBEpUTDH TEKYIINIA CTATyC CepBHCa, IPUMEHNB KOMaH/Iy systemctl
status foo. cepBuc, KoTOpas BKJIIOYAET IIOCJIeIHIE CTPOKU COOTBETCTBYIOIIEIO KYP-
naja. ITocsie uamenenus konurypaiuy cepBuca Bbl MOJKeTe liepe3arpy3uTh Wil repe-
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3aIlyCTUTH €T0: 3TU OIIePAIMU BBIMOJHAIOTCA C IIOMOIIBIO KOMaH systemctl reload
foo.cepBuc u systemctl restart foo.cep6uc COOTBETCTBEHHO.

# systemctl status postgresql
e postgresql.service — PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresql.service; disabled; vendor
wp preset: disabled)
Active: inactive (dead)
# 1s -al /etc/systemd/system/multi-user.target.wants/postgresql.service
1s: cannot access '/etc/systemd/system/multi-user.target.wants/postgresql.
wp service': No such file or directory
# systemctl enable postgresql
[...]
# 1s -al /etc/systemd/system/multi-user.target.wants/postgresql.service
Irwxrwxrwx 1 root root 38 Apr 21 16:21 /etc/systemd/system/multi-user.target.
wp wants/postgresql.service -> /lib/systemd/system/postgresql.service
# systemctl status postgresql
e postgresql.service — PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresql.service; enabled; vendor
wp preset: disabled)
Active: inactive (dead)
# systemctl start postgresql
systemctl status postgresql
e postgresql.service — PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresql.service; enabled; vendor
wp preset: disabled)
Active: active (exited) since Thu 2016-04-21 16:22:29 EDT; 2s ago
Process: 6355 ExecStart=/bin/true (code=exited, status=0/SUCCESS)
Main PID: 6355 (code=exited, status=0/SUCCESS)

+*

Apr 21 16:22:29 kali-rolling systemd[1]: Starting PostgreSQL RDBMS...
Apr 21 16:22:29 kali-rolling systemd[1]: Started PostgreSQL RDBMS.

5.5. Pe3tome

B aroii raBe Bbl y3Hamu, Kak Hactpouth Kali Linux. Mbl HACTPOWIIN TTapaMETPhI CETH,
[IOIOBOPUJIH O [10JIb30BATEJIAX U TPYIIIAX 1 0OCYANIIN, KaK CO31aBaTh U U3MEHSITh yYeTHbIE
3aITMCH TI0JIb30BATEJIEH, yCTAHABJINBATD TTAPOJIN, OTKJIIOUATh YYeTHBIE 3ATTUCH 1 YTIPABJISATh
rpynnamu. HakoHel, Mbl IIPEACTABIIN CEPBUCHI U OOBICHIIIN, KAK HACTPauBaTh 1 MO/-
nepxkuBaTh odme cepsuckl, B yactHocT SSH, PostgreSQL u Apache.

O [lpu o6branoii yetaHoBKe Ha paboyeM CTOJE Y Bac y/Ke YCTaHOBJIEH WHCTPYMEHT
NetworkManager, 1 ero MOJKHO 3aIlyCKaTh U HACTPAUBATH Yepe3 IIEHTP yIIPaBJIeHUs
GNOME u ¢ moMol1Ipio MEHIO B TTPAaBOM BEPXHEM YTJIY.

O Besl MoXkeTe HACTPOUTH CEeTh N3 KOMAH/IHOW CTPOKU C TTIOMOIIHIO NHCTPYMEHTOB ifup
1 ifdown, KOTOpPbIE CYNTBIBAIOT MHCTPYKIIUU U3 (haitia Konpurypaimu /etc/network/
interfaces. Emie 6o1ee HOBBII HHCTPYMEHT — systemd-networkd — paboTaer ¢ cu-
cTeMOM MHUIMaIn3aIun systemd.
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Q ITo ymosuanuio 6asa ganHbix Unix-nosb3oBaTesieil 1 Unix-IpyIir COCTOUT U3 TEKCTO-
BbIX (haiiyioB /etc/passwd (CITMCOK TT0JIb30BaTe el ), /etc/shadow (3amudpoBanubie
MapOJIU TI0JIb30BaTeNel), /etc/group (CUCOK TPYI) 1 /etc/gshadow (3ammdpo-
BaHHbIE TIAPOJIU TPYIIII).

Q Bbl MokeTe BBecTr KOMaHIy getent, 4TOOBI 03HAKOMUTBLCS € [10JIb30BATEIbCKOI
6a30i1 JaHHBIX 1 IPYTUMU CUCTEMHBIMU Oa3aMu.

a KOMaHHa adduser 3a7aeT HECKOJILKO BOTIPOCOB Tiepe/l CO3/ITaHNEM y‘{eTHOfI 3allucH1
" MMpeoCTaBJIACT HpOCTeI?IH_II/II;'I crocob CO3/1aH1A HOBOTI y‘{eTHOﬁ 3alliCu I10JIb30-
BaTeJIid.

O HexoTopble KOMaHABI MOTYT CIIYKUTD JJIST U3BMEHEHNUSI OTIPe/IeJIEHHBIX ITOJIeH B IT0JIb-
30BaTeIbCKON Hase TaHHbIX, B TOM YHCJIe: passwd (CMEHUTD TTapoJib), chfn (M3MEHUTH
nosHoe uMs 1 nojse GECOS uin nose obieit undopmanun), chsh (M3sMeHUTH
060510uKy BXx0a), chage (M3MEHUTD CPOK JAEHCTBHS IApOJisd) U passwd -e noss3o-
Bamenb (3acTaBJISET TIOJTH30BATENSI M3MEHNUTD CBOI TAPOJIb TIPU CJIEIYTONIEM BXO/Ee
B CUCTEMY).

O Kaxaprit mosp3oBaTesb MOKET ObITh YIEHOM OJTHOW WITH HECKOJIBKIX TPYIIIL. JIJst 13-
MeHeHUs UIeHTH(UKATOPA TPYTIITBI MOSKHO TPUMEHUTDH HECKOIBKO KOMAH/I: Newgrp
M3MeHSeT TeKYIUN HAeHTU(MUKATOP TPYTIIIHI, Sg BBITIOIHIET KOMAaH/Y, 3a/IeICTBYS
MPEOCTABICHHYIO aIbTEPHATHBHYIO TPYIILY, OUT setgid MOKeT OBITh MOMEIIEH
B KaTaJorT, 3aCTaBJssI CO3/[aHHbIe B HEM (Daiiyibl aBTOMATUIECKH MTPUHAIIEKATD
K mpaBubHO# Tpyme. Kpome Toro, komaHza id oToOpaskaer TeKyIee COCTOSTHUE
TTOJTH30BATEJISI, BKITIOUAST CITMCOK TPYTI, K KOTOPBIM OH TTPUHA/IJICKNT.

O BsiMoxkere Bpyunyio 3anyctutb SSH ¢ momolibio koman/ibi systemctl start ssh wim
Ha MOCTOSTHHOM OCHOBE BKJIIOUUTH €T0 € TIOMOIIBIO KOMAaHBI systemctl enable ssh.
Konduryparus 1o yMordanuio OTKITI0YAET MapoJIn /71 BXO/IA ITOJIb30BATES root; 3TO
3HAYUT, YTO BbI JOJKHBI CHadas1a HacTpouTh SSH-kioun, npubernys k ssh-keygen.

O PostgreSQL — ato cepBep 6a3bl ganubix. OH peiko OBIBAET MOJIE3EH caM 1o cebe, HO
UCTIOJIB3Y€ETCSI MHOTHMU JIPYTUMU CEPBUCAMU JIJIsT XPAHEHUS JIAHHDIX.

Q Tunununas ycranoska Kali Linux Biouaer Be6-cepsep Apache, mpegocrasisgeMblit
nakeToM apache2. Byiyuu ceTeBbIM CEPBUCOM, OH T10 YMOJIYAHIIO OTKJIIOUEH. Bbl MO-
JKEeTe 3aIyCTUTh €r0 BPYYHYIO C TIOMOIIBIO KOMaH/IbI systemctl start apache2.

Q [To ymomuanuio Apache npocaymmusaer nopr 80 (kak ykasaHo B (haiise /etc/apache2/
ports.conf) M 110 YMOJYaHWIO 3aTPy>KaeT CTPAHUIIBI U3 KaTajora /var/www/html/
(xak ykazano B (paiisie /etc/apache2/sites-enabled/000-default.conf).

Temnepb, KOra Mbl PACCMOTPEJI OCHOBBI Linux 1 pazoOpanch ¢ yCTaHOBKO# U Ha-
crpotikoii Kali Linux, o6cyanm, Kak ycrpassth Hencnpasaoctr Kali, u usyunm Heko-
TOPbIE MHCTPYMEHTBI U TPUEMBI, UTOOBI BBITOJHUTE Pe3ePBHOE KOMTUPOBAHKE U 3aITYCK
MIPU BO3HUKHOBEHUU TTPOOJIEM.
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HesaBucumo ot BaIirero ombita, 6e3 COMHEHUH, PAHO UJIH O3/HO BBI CTOJIKHETECH C TPY/I-
HocTsiMU. Perierne npobieMbl 3a4acTyio JIEKUT B e TIOHUMaHUU U B UCTIOJNb30BAHU Y
Pa3JIMUYHBIX PECYPCOB JIJISA TOUCKA <JIEKapPCTBa» 1 TPOPAbOTKH.

B aT0i1 ryiaBe MbI 06CYIMM Pa3IndHbIe JOCTYITHBIEC HCTOUHIKY WH(MOPMATINHT U Pac-
CMOTPHUM JIYUIITHE CTPATErHH JJIsE TOUCKa HeOOXOIMMOI TOMOIIM WU PEIIeHUs TPO-
6J1eM, C KOTOPBIMU BBl MOJKETE CTOTKHYTHCST. MBI TAK/Ke TO3HAKOMUM BAC ¢ HEKOTOPBIMI
HocTymHbIMU pecypcamu coobmiectBa Kali Linux, Bkitouast BeO-hopyMbl U cepBUC
unrepuer-perpancianuil (IRC). Hakonen, npeacrasum otuer 06 omunbKax u 1o-
KaskeM, KaK UCIIOJIb30BaTh CUCTEMbI PETHCTPAIIMU OMIMOOK I yCTPaHEeH s TIPobJieM,
U3JI0KUM CTPATETHH, KOTOPBIE TOMOTYT BaM CO3/IaTh COOCTBEHHBIH OTYeT 06 ommbKe
U TakuM 00pazoM ObICTPO 1 9 HEKTUBHO CIPABJISATHCS ¢ HEOKYMEHTHPOBAHHBIMU
pobJieMaMu.

6.1. UICTOYHMKM AOKYMEeHTauum

ITpeske yeM BbI CMOZKETe ITOHSITh, YTO JKe Ha CaMOM JIeJie TPOMCXOAMT IIPU BO3HIKHO-
BeHMU POOJIEMbI, BAM HEOOXOJAMMO 3HATh TEOPETHYECKYIO POJIb KaXKI0il IPOrPaMMBl,
cBsI3aHHOM ¢ pobseMoil. OAMH U3 JIYYIIUX CIIOCOOOB CeJaTh TO — O3HAKOMUTHCSI
C I[OKyMeHTaHI/IEIL/,I TIpOTpaMMBlI. Haumnewm ¢ O6cy}KIIeHI/IH TOrO, I'1ec UMEHHO BbI MOJKETE
HAUTH TOKYMEHTAIUIO, TOCKOJIbKY OHA YaCTO PACCPEIOTOUEHA.

Kak nsbexarbo [laHHas abbpeBuaTypa 03HauvaeT «4uTanTe AonbaHyld UHCTPYKLMIO
oTBeToB TMNa (read the f***ing manual)», Ho ee MOXHO Takxe pacluMdpoBaTh Kak
RTFM 6onee opyxecTBeHHy Bepcuio — «obpaTutechb K npuiaraemMomy py-
koBoacTey (read the fine manuall». 91a dppasa uHorga ucnonbayercs
B KadyecTse (kpaTkoro) oTBeTa Ha Bompockl HOBMYKOB. OHa J0BOJILHO
pe3kas 1 BblLaeT onpefeseHHoe pa3fpaxeHne, Bbi3biBaeMoe BOMpPoO-
COM OT YesioBeKa, KOTOPbINA JaKe He YA0CY>XKMCH NPOYECTb LOKYMEH-
Taumto. Koe-KTo cymMTaeT: aTOT KJIACCMYECKUIN OTBET BCE Xe Jyylle,
4YeM HMYero, MOCKosbKy OH XOTst Bbl HaMeKaeT, 4TO OTBET Ha BOMPOC

KpoeTcs B fOKYMEHTaLWK.

Korpa Bbl nybnukyeTe Bonpockl, He CTOUT 06uXaTbCs Ha ClyYalHbIN
otBeT RTFM, Ho o4yeHb BaXHO Moka3aTb, YTO Bbl MOTPATUIN BpeMs
Ha NMoucku oTBeTa, Npexae YeM onybankKoBanu BONpoc; yKaxure nc-
TOYHWUKU, C KOTOPbIMU Bbl KOHCY/bTUPOBAJMUCH, U NMOLIAroBO OMNULLINTE
CBOW MOMbITKW HaTh MHopMaLmio. Bce onncaHHble AecTBUSA Mo-
MOTYT NPOAEMOHCTPUPOBATb, YTO Bbl HEe IEHWBbI U LEeNCTBUTENIbHO
TAroTeeTe K 3HaHMAM. CnefoBaHune pekoMeHaaLmam 3puka PaiiMoHaa
(http://catb.org/~esr/faqs/smart-questions.html] — 310 xopouwnit
cnocob nsbexaTb Hanbonee pacnpocTpaHEHHbIX OWMOOK MU NMOAYyYUTb
nosiesHble OTBETHI.
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PykoBoAacCTBa

PykoBozicTBa, Gy/Iydr BeChMa KPATKUMH TT0 00BEMY, COTEPIKAT HEMAITO TIOJIE3HOM nH(OpMa-
1. YToOBI TPOCMOTPETD OTPEZIENEHHOE PYKOBOJICTBO, TIPOCTO BBEINTE KOMAH/TY man pyKo-
BodcmBo. VIMst pyKOBOZICTBA OOBIYHO COBIAJIACT C MIMEHEM KOMaH IBI. TaK, uto0ObI y3HATH TTOAPO6-
Hee 0 KOMAH/IE cp, BB IOKHbBI BBECTH B 000I0UKE KOMAHIHON CTPOKM KOMAH/IY man cp.

PyxoBojcTBa cofiepKaT JOKYMEHTAIUIO He TOJILKO O IIPOrpaMMax, JOCTYIIHBIX U3
KOMaHIHON CTPOKH, HO M 0 (haiiyiax KOH(UTYPAIINH, CUCTEMHBIX BBI30BaX, (DYHKITHSIX
6ubmrorexn C u . 1. HoT/IA mMena MOTYT nyGapoBathest. Hampumep, komaria read
JI7TST KOMAH/THOM CTPOKH MMeeT TO JKe UMsI, YTO W CUCTEMHBIN BbI30B read. BoT moyemy
PYKOBO/ICTBA OPraHU30BaHbl B CJIeAYIONE IPOHYMEPOBaHHbIE PA3/E/IbL.

1. KoMaHjibl, KOTOpbIE MOTYT ObITh BBIIIOJHEHbI 13 KOMAaHAHON CTPOKU.
CucremHbI€e BbI30BbBI ((DYHKIIUH, TPEIOCTABISIEMBIE SIPOM ).

Oynukiun 6ubaMoTeK (MIPEAOCTABIAEMbIE CUCTEMHBIMEI OUOIHOTEKAMN ).

AW

Yerpoiictsa (B Unix-1ogo0HbIX cECTEMaX 9TO clielualibble (ailibl, 00BIYHO MO-
MellleHHbIe B KaTaJjor /dev/ ).

MDaiisbr KoHUryparyn ((hopMaThl U YCJIOBHBIE 0003HAYECHUST ).
Urpor.
Habopbl MakpoCOB U CTaHIAPTOB.

KOMaHI[bI AJMUHUCTPUPOBAHNA CUCTEMBI.

© 0 NG

[Toamporpammbr gzapa.

Bo1 MoskeTe yKazaTh pasjiest Jis1 PyKOBOJICTBA, KOTOPOE UIIeTe: /It IIPOCMOTPa J10-
KyMeHTAaINH, Kacarollelcs CHCTEMHOTO BbI30Ba read, BbI JOJIKHBI BBECTH man 2 read.
Eciiu HU oiMH pasjes He YKasaH siBHO, TO OY/IeT MOKa3aH MePBbIil pasjies, CopepsKa-
A PYKOBOZCTBO € 3alPOIIEHHBIM MeHeM. TakuM 06pa3omM, man shadow Bo3Bpaliaer
shadow (5), MOCKOJIbKY B pasienax 1—4 HeT pyKoBOICTB /i shadow.

KoneuHo, pyKOBOJCTBO OyET He CIMIIKOM TIOJIE3HBIM, €CJIM BbI He 3HaeTe UMEHA
KOMaH/I. BBenTe komaH/ty apropos, KOTopasi UIeT pPyKOBO/ICTBA (MJIH, TOUHee, NX KPaTKue
OITHCAHUS ) JIJIST JIFOOBIX KJTIOUEBBIX CJIOB, TPEAOCTABICHHBIX BaMI. JTa KOMaH/la BO3Bpa-
I[aeT CIIMCOK PYKOBOJICTB, B OIIMCAHNN KOTOPBIX YIIOMMHAIOTCS 3alIPOIICHHBIE KJIIOYEBbIe
CJI0BQ, a TAKKe OTHOCTPOYHOE OMHMCAHNE KaK0TO PYKOBOJICTBA. ECJi BBl TPABUIBHO BbI-
GpaJIv KJIH0UeBbIe CJIOBA, TO CMOKETE HAUTH MMST HYKHOU BaM KOMAaH/IbL.

MpumMep 6.1. MoMCcK kKOMaHAbl CP C MOMOLLbLIO KOMAHAbI apropos

$ apropos "copy file"

cp (1) - copy files and directories

cpio (1) - copy files to and from archives
gvfs-copy (1) - Copy files

gvfs-move (1) - Copy files

hcopy (1) - copy files from or to an HFS volume
install (1) - copy files and set attributes

ntfscp (8) - copy file to an NTFS volume.
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MpocMoTp Bo MHorux pykoBomcTBax, 0bbiuHO BAMXKeE K KOHLY LOKYMEHTa, ecTb
JOKYMeHTauumn pasgesn See Also, KOTOpbI COLEPXXMUT CCbIIKM Ha Apyrue pyKoBOACTBa,
CMepexoaoM  OTHOCSILLMECS K aHANOrMYHbIM KOMaHAaM, UK K BHELLHEN fO0KyMeHTa-
Mo ccbiJIKaM L. Bbl MoXeTe UCMoib30BaTh 3TOT pa3fes, 4Tobbl HalTh HeobxonMMyo
LLOKYMEHTaLuto, faxke ecsiv NepBbli OTKPbIThIV LOKYMEHT HE NMOAOLLEJ.

[ToMuMO KOMaH/Ibl man Bbl MOKETE UCIIOJIB30BATH JIJIS [IONCKA PYKOBOJICTB KOMaH/[bI
konqueror (B8 KDE) nyelp (8 GNOME).

[okyMeHTbl hopmMaTa info

ITpoekt GNU moAroTOBUI MHCTPYKITHH J1JIsT OOJTBITHHCTBA CBOUX ITPOTPAMM B (hopMaTe
info; MoaTOMY MHOTHE PYKOBO/ICTBA CCHLIAIOTCA HAa COOTBETCTBYIONLYIO IOKYMEHTAIINIO
nannoro popmara. OH laeT HEKOTOPbIE IPEUMYIIECTBA, HO IIPOrpaMMa Mo yMoJI4a-
HUTO JIJIT TTPOCMOTPA 9TUX JOKYMEHTOB (KOTOpas Takke Ha3biBaeTcst info) /10BOJIBHO
cyioskHast. Mbl peKOMeH/IyeM UCII0JIb30BaTh BMECTO Hee IIporpamMmy pinfo (13 nakera
pinfo). UTOGBI yCTAaHOBUTD €€, BBIIIOJHUTE KOMAH/Y apt update, a 3aTeM apt install
pinfo (cM. TyHKT «YcTaHOBKa 1makeToB ¢ rmomotibio APT» monpasnena «Ycranoska
1akeToB» pasjuena 8.2).

[loxymenTarust popmata info nMeeT nepapXmiecKyto CTPYKTYPY, U €CJIU Bbl BBI3OBETE
dbyHkMIo pinfo 6e3 AOMOJHUTENBHBIX IAPAMETPOB, TO OHA OTOOPAZUT CIIMCOK Y3JI0B, 10-
CTYIIHBIX Ha 1epBoM ypoBHe. OOBIYHO y3JIbl HOCAT UMEHA COOTBETCTBYIOIUX KOMaHI.

Bol MoskeTe 3371€11CTBOBATD KJIABUIITH CO CTPEIKAMU 1715 IEPEMEICHUS MEXKTY Y3JIaMU,
a takke rpapuueckuii 6paysep (KOTOPBIH HAMHOTO y06HEE [JIsI [TOJTb30BATE S ), HATIPH -
Mep konqueror uiu yelp.

Yro KacaeTcs mepeBo/ia Ha IPyTHE S3bIKH, TO CUCTeMa info Bcersia BHITyCKAeTCS Ha aH-
TJIMIICKOM SI3bIKE U He BKJTIOYAaeT HUKAKUX ITePEBOJIOB, B OTJIMYNE OT CUCTEMBI PYKOBOJICTB
man. OIHAKO eCJiM BbI IOIIPOCKTE IIPOrpaMMy pinfo 0T0OPasUTh HECYILECTBYIONIHII 10-
KyMeHT Tura info, 0Ha BEpHET BaM PYKOBOJICTBO C TeM ke NMeHeM (TP YCJIOBUH, YTO
OHO CYIIECTBYET ), KOTOPOE MOKHO TIEPEBECTU HA HYKHBIN BaM SI3bIK.

ﬂ,OKYMeHTaLI,VIﬂ AONg NakeToB

Kaskipiit makeT copiepskuT B cebe ComyTCTBYIONYIO JOKYMEHTAIMIO, ¥ IasKe K HaMeHee
JAOKYMEHTUPOBAHHBIM IIPOTPaMMaM 00BIYHO TipuJiaraeTcst haiiss README, XpaHSIIHil
MHTEPECHYIO U/WJIH BasKHYI0 MH(MOPMaINIo. JTa IOKyMEHTal1s padMellieHa B KaTajiore
/usr/share/doc/nakem/ (T1ie nakem pejicTaBysieT cOO0M MMst aketa). Eciim ToKyMeHTa-
IVST CTTUTITKOM BEJTHKA, TO MOKET He BKITIOYATHCSI B OCHOBHOM MTAKET MPOTPAMMBI, 8 GBITH
BBITPY’KEHA B OT/IEJIbHBIN TTAKET, KOTOPbI 00BIYHO Ha3biBaeTCst nakem-doc. OCHOBHOI
IIaKeT, Kak [IPaBUJIO, CChLJIaeTCs Ha [aKkeT JOKYMEeHTalllu|, IOMOTrasl JIETKO €ro HallTH.

B xarasiore /usr/share/doc/nakem/ Takxke cojep:kutcs psj Baiinos, mpegocTas-
nenubix Debian, KOTOpbIe AOTOTHSIOT TOKYMEHTAIIHMIO, YKAa3bIBast HA OCOOEHHOCTH T



6.1. ICTOYHMKM AOKYMEHTaLMK 139

YCOBEPIIEHCTBOBAHUSI TIAKETA 110 CPABHEHUIO ¢ 6a30BOI YCTAHOBKOI TIPOrPAMMHOTO
obecrnieuenust. Maiin README . Debian TOKe MMOKA3bIBa€T BCE KOPPEKTUBBI, BHECEHHBIE
B cooTBercTBUU ¢ nojuThkoil Debian. Maiin changelog.Debian.gz M03BOJISAET TOJIb-
30BaTeJII0 OTCIEKUBATH U3MEHEH N, BHECEHHBIE B MaKeT C TeUeHUeM BPEMEHU; ITO
TMOMOJKET IIOHATH PA3HUILY MEKAY ABYM: YCTAHOBJIEHHBIMU BEPCUAMH, Ybe IMOBEIEHNIE
pasnmyaercst. Hakonertr, nnorzia Berpeyaercs (haiisr NEWS . Debian. gz, B KOTOPOM 33/10KYy-
MEHTHPOBAHbI OCHOBHbBIE U3MEHEHN: B IIPOTPaMMe, ITpeIHa3HaAYeHHbIE HEITOCPEICTBEHHO
IUIT aIMUIHUCTPATOPA.

Cauntbl

Hepenko BbI MOsKeTe HAUTH CaiiThl, KOTOPbIE CJAYIKAT JJIST PACTIPOCTPAHEHUsT OecIiiaT-
noro ITO u o6uienus ero pa3paboOTUYUKOB U 110JIb30BaTe/Ieil. ITU CallThl HAIIOJIHSIOTCS
COOTBETCTBYIONIEH nH(bOpMaIlueil B pa3imaHbiX (hopMax, TaKUX Kak opuITnaIbHas
JIOKYMEHTalns, yacTo 3asaBaeMbie Borpochl (frequently asked questions, FAQ) u ap-
XUBbI PAaCCBIJIOK. B 6OJII)H_II/IHCTBG CJIy4daeB HpO6]I€MbI, C KOTOPBbIMU Bbl CTOJIKHYJINCD,
paccmarpuBaioTcs B FAQ wim B atux apxuBax. [Ipu moncke nndopmaryu 8 UatepHere
OYeHb BaKHO U3YUYHTh CHHTAKCHUC TTorcKa. HebGorbIoii coBeT: monpodyiiTe OrpaHUIUTh
MOUCK OTIPe/IeJIEHHBIM IOMEHOM, OTHOCSIIIIUMCST K TPOOJIeMHO iporpamme. Eciiu monck
BO3BpAIaeT CJAUITKOM MHOTO CTPAHWIL UJTH PE3YJIbTaThl HE COOTBETCTBYIOT TOMY, UTO
BbI MILETE, TO MOKeTe J0OABUTD KIIOYeBoe CI0BO kali min debian st orpaHuYeHus
Pe3yJIbTaTOB U yTOUHEHUST HCKOMBIX CBE/IeHU.

Ot owmbkm Ecnn N0 Bo3BpalLaeT oyeHb cneyunduyeckoe coobuieHune ob ownbdke,

K PelleHuI0  To BBEJMTE ero B MOMCKOBOW cucteme (B ABOMHbIX KaBbluKax, ', YTo6bl
“cKaTh NOJIHYo Gppasy, a He oTAesIbHbIE KiloYeBble coBa). B 60bLinH-
CTBE CJly4YaeB NepBble CCbIIKW pe3ysbTaTta byayT cofepXaTb Hy>KHbIM
OTBET.

B apyrux cnyyaax Bbl MOXeTe BCTPeTUTb obLine owmnbku, Takme kak
Permission denied (JocTyn oTknoHeH). B aToM ciiydae nydlie npoBepuTs
paspelleHns A8 3afeiCTBOBaHHbIX 31eMeHToB (paiinos, naeHtnduka-
TopoB nosib3oBatenien, rpynn u T. A.). Kopode rosops, He npusbIKaiTe
MOCTOSIHHO 06paLLaThbCs K MOUCKOBOM cUCTeMe, YTOObl HAaMTU peLleHne
npobnemsl. Bbl prckyeTe nerko 3abbiTb 0 TOM, Y4TO 34paBblid CMbICH HU-
KTO He OTMeHSJI.

Ecsrit BBI He 3HaeTe ajgpec cailTa mporpaMMHOTO 0OECTIeUeHNUsT, TO MOKETE BOCITIOJb-
30BaThCS OMHUM U3 COCOO0B ero omnpeaeneHus. [lonpolbyiire st Hauama HAllTH ToJe
Homepage B MeTanHdopmaiu nakera (apt show nakem). JIu6o e onucanue nakera
MOJKET BKJTIOUATh CCBITKY Ha opuIna bHbIil caiiT mporpammbl. Eciim URL He ykasan,
TO OH MOJKET CO/IEPKATHCS B COMMPOBOKIAIONIEN JOKYMEHTAIUY TTakeTa B (haiie /usr/
share/doc/nakem/copyright. Hakomern, ms moncka caitta I1O MoxkHO 3a/1€ficTBOBATD
monckoByto cucremy (Harmpumep, Google, DuckDuckGo, Yahoo u 1. 11.).
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[lokymeHTaums Ha cante docs.kali.org

ITpoekr Kali copepskut cO0pHUK 110/1€3HOM JIOKyMEHTal1K 110 aipecy https://docs.kali.org/.
XoTsl 9Ta KHUTa OXBaThIBAET 3HAYMTEIbHYIO YacTh TOIO, YTO BbI J0JKHBI 3HaTh 0 Kali
Linux, ynoMmsnyTas JOKyMeHTAI[Ms MOKET OKa3aThCSd BeCbMa KCTaTH, TIOCKOJIBKY CO-
JIEP’KUT TIONIATOBbIE MHCTPYKIUY (TIPEUMYIIIECTBEHHO ITPAKTUYECKHE PYKOBOJICTBA) TI0
MHOTHUM TEMaM.

PaccMmoTpum ripesicTaBlieHHBIE HAa CAaliTe TEMBI:

Q Hauaso paboThbl — P/l UHCTPYKIHIL, BKIIOYAsA MHCTPYKIIMU 110 CKaUUBAHMIO, /I TEX,
kTO He 3HaKoM ¢ Kali;

O Kali Linux Live — gokyMeHTaIus1, OIKMCHIBAIONIAs UCIOAb30BaHNe JUCTPUOYTHBA
B KauecTBe live-cucreMsr;

O ycranoska Kali Linux — pasiudmbie TOKYMEHTBI, OMTUCHIBAIOIINE YCTAHOBKY, B TOM
YIcsIe CocoObl YCTAHOBKU COBMECTHO C IPYTUMU OTIEPAI[HOHHBIMU CHCTEMAMYL;

O Kali Linux sva ARM — MHOKeCTBO MHCTPYKIIUI 110 3aIyCKy MUCTPUOYTHBA Ha pas-
JIMUHBIX ycTpoiicTBax Ha 6aze ARM;

Q wucnosabzoBarre Kali Linux — MHOKeCTBO PyKOBO/ICTB, OXBATBIBAIOIIINX MHOTHE Pac-
IIPOCTPaHEHHbBIE 3aITPOCHI;

Q macrpoiika Kali Linux — MHCTPYKIMK I YMEIBLEB, Keaaomux nsMeanTb Kali
B COOTBETCTBUM CO CBOMMU MTOTPEOHOCTIMI;

Q 1noaaepiKKa COO6H_[€CTB3. Kali — ccpliku na Ppa3ymyHbIE COO6H.[€CTB3., I'Zle Bbl MOJKETE
IIOIy4UThb NOAAEPIKKY, U IMMOACHEHU A, KaK OTIIPABJISATD OTYETHI 06 OU_[I/I6KaX;

O nosumrtuka Kali Linux — o0bscuenus ocobennocTeil aucTpubyTuBa, OTIMIAIONIX
ero ot Apyrux auctpudyTusos Linux;

O The Kali Linux Dojo — Busieosaricu ¢ cemurapos Black Hat u DEF CON.

6.2. CoobwecTBa Kali Linux

Bo Bcem mupe cymmectByeT MHOKecTBO coobmiects Kali Linux, mcmomb3yromux pas-
JIMYHbIE HHCTPYMEHTBI UIst 001enust (HarpumMep, popyMsl 1 corraibhbie ceTn ). B aTom
pasjiesie Mbl PACCMOTPHM TOJIBKO /[Ba O(DUIMAIBHBIX CO00IIECTBA ANCTPHOYTHBA.

Beb-dhopyMbl Ha canTe forums.kali.org

Odurnmasnbibie hopymbl coobiectsa st ipoekta Kali Linux HaxozusTes Ha caiiTe https://
forums.kali.org/. Kak u Ha 1060M Be6-(hopyMe, CHadaia Hy;KHO CO3/IaTh YUETHYIO 3aII1Ch,
4TOObI UMETh BO3MOKHOCTb IIyOIMKOBaTh coobmieHms. CucreMa 3allOMUHAET, KaKKe CO-
001IeHN BBl IPOCMATPUBAIN PAHee; 9TO IO3BOJISIET JIETKO CJIEIUTD 32 PA3TOBOPAMIL
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[Mepen mybmkaiueii cooOeHU T BB TOJKHBI O3HAKOMUTHCS € TIPaBUIaMu popyMa
(https://docs.kali.org/community/kali-linux-community-forums). Mb1 He Oy/eM ay6aupoBaTh
WX 3/IeCh, HO CTOUT OTMETHUTD, YTO TaM 3AIPEINEHO TOBOPUTH O HEJIETAIBHOM IeATeTbHO-
CTH, HATTPUMEP O TPOHUKHOBEHUH B Uy KHeE CETH. BbI IOIKHBI yBayKaTh IPYTHX YJICHOB
coo0111ecTBa, TOMOTas CO3/aTh MPUBETINBY0 atMocdepy. Pekama samperieHa, Takke
cremyet usberath 0OCy K IeHIH BHEe TeMbl. Kareropuii 10cTaTOYHO /I7Ist 0XBaTa BCETO, UTO
BbI XoTen Ob 06cyanTh Kacareabro Kali Linux.

KaHan IRC #kali-linux B cetn Freenode

IRC — a0 yaT-crcreMa A1 0OIIeHM B peaabHOM BpeMeHn. OOCyKIeHI IPOUCXOISAT
B YaTax, KOTOPbIe HA3BIBAIOTCS KAHAIAMU, U OOBIYHO COCPEAOTOYEHDI BOKPYT OIIPEIEIEH-
HOU TeMbr witu coobiectBa. [Tpoekt Kali Linux ucmosnbsyer kaHai #kali-1linux B cetn
Freenode (http://freenode.net/) (Bbl MOkeTe TIpUMEHNTH chat . freenode.net B KauecTBe
IRC-cepBepa, 3ajeiicTByst opt 6667 myis TLS-coenunenust nau 6666 11 coeunenns
C OTKPBITBIM TEKCTOM).

Yt06bI IpUCOEAMHUTBCS K 06cyxaeHusM B IRC, BbI 1OKHBI McHob3oBaTh IRC-
kaneHT hexchat (B rpaduyeckom peknme) uiam irssi (B koHcosbHOM). CytiecTByeT
Takke BeO-KJIMEHT, JIOCTYTTHBIH Ha caliTe http://webchat.freenode.net/.

XOTsT TPUCOEAMHUTHCS K PAa3TOBOPY OYEHbB ITPOCTO, BB TOJKHBI 3HATD, YTO KAK/bIH
IRC-kaHas nMeeT cOOCTBEHHBIE [IPABUJIA U CYLIECTBYET OllepaTop KaHasa (ero HUK co-
HepKUT mpeduKkc @), KOTOPBIH CIEANUT 3a UX COOJIIOEHIEM: OH MOKET YAAIUTh BaC 13
KaHasa (WJIU Jla’ke 3aKPbITh JIOCTYII K 4aTy, €CJTU Bbl TPOJIOJIKUTE HAPYIIATh TPABUJIA).
Kanan #kali-linux He uckiiouenue. [IpaBusia kanana onucansr 3/1ech: docs.kali.org/
community/kali-linux-irc-channel.

[MoaBeneM UTOrKM KacaTebHO MpaBuiL: OyabTe APY/Kea00HbI, TEPIMMbI U Pa3yMHbI.
N3s6eraiite guckyccuil BHe TeMbl. Kpome Toro, samperieHo o6Cy KaaTh He3aKOHHYIO 1es-
TeJIbHOCTD, B3JIOMAHHOE/TIMPATCKOE IIPOrPaMMHOe obeciieyeHne, pacipocTpaHsIeMoe
GecriaTHO 6e3 paspelieHusT aBTOPa, MOJUTHKY U peuriio. VIMelTe B BULY, 4TO Balll
[P-azpec Gyer OCTYIIEH IPYTHM MTOJIb30BaTEISM.

Ecii BB XOTHTE 06GPATUTHCS 32 TIOMOIIBIO, TO CJEAYHTE PEKOMEHIAINSM, TIPHBE-
JIeHHBIM BO Bpeske «Kax uzbexars orseros tunia RTFM» panee B 9T0ii rJ1aBe: cHavaia
onpoOyiiTe HATH OTBET CAaMOCTOATENbHO U IOJAeJIUTeCh pesyabraTamu. Korga sac
MOTIPOCSIT TTPEJIOCTABUTD JOMOJTHUTETHHYTO MH(MOPMAIIUIO, TOKATYHCTa, TPEI0CTaBbTe
ee TOUHO (eCIM BBl JOJKHBI I0KA3aTh HOAPOOHBII BBIBOJ, TO HE KOUPYIATE €ro IPsIMO
B KaHaJI, a MCIoJb3yiTe cay:k0y Tuima Pastebin (https://pastebin.com/) u ormpasiiite
tospko URL Pastebin).

He xaure nemesyientoro orsera. Hecmotps na to uro IRC — koMMyHUKAIIMOHHAS
atopma, JeNCTBYIONAsT B PEKUMe PeaibHOr0 BpEMEHH, 3/1eCh 3aPETUCTPUPOBAHbBI
YUYACTHUKH CO BCETO MUPA, TOATOMY YaCOBBIE TIOsica U TpaduKy paboThl MOTYT Pa3Jiu-
yarbcest. JIJIs 0TBeTa Ha Balll BOIIPOC MOJKET TOTPeGOBATHCST HECKOIBKO MUHYT UJIH YACOB.
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OzHako Korja KTo-To 100aBUT B OTBET Balll HUK, OH OyeT Bbiie/IeH, 1 GOJbIINHCTBO
IRC-KJIMEHTOB IPUIILIET BAM COOTBETCTBYIOIIEE YBEAOMIIECHKE, TAK YTO OCTABLTE KJIMEHT
TIIOAKJIFOYEHHbBIM U1 6y[[bTe TepHe]II/IBbI.

6.3. [logaya rpaMOTHO COCTaBNEHHOIO
oTyeTa 06 owmnbke

Eciii Bce Ballli TOIBITKH PEIIUTD IPOOJIEMY IIPOBAIINCH, TO, BO3MOKHO, IpobieMa
CBsI3aHa ¢ IIPOrpPaMMHOI omrbkoil. PesyabTaToM Takoil mpobieMbl J0JKEH CTaTh
oruer 06 ommbke. BeposaTHO, BB CMOKETe HAliTH pelleHre cBoeil mpobaeMbl B paHee
PEeAOCTABIEHHBIX OTYeTaX 06 OMIMOKAX, HO PACCMOTPUM IPOLEAYPY HoAauu oTdeTa 00
omm6ke B Kali, Debian nin nenocpeacTsenno paspaboTankam, 4TOObI MOHATH IIPOLECC
Ha CJIydail, ecin MOHaZ0OUTCS IPEACTABUTH COOCTBEHHBII OTYET.

ITesb ordera 06 ommbKe — MPeJOCTaBUTD AOCTATOUHO MH(MOPMAIMK, YTOObI pa3-
PabOTUMKKU MU aIMUHUCTPATOPBI (IIPEAIOJ0KUTENbHO) HEUCIIPABHON IPOrPaMMbI
MOTJIF BOCIIPOM3BECTH TPOOJIEMY, OTIAJNUTH €€ TIOBEeHUE U UCTIPABUTh, DTO 3HAUMWT,
4TO Balll oT4eT 00 OMmubKe JOJIKEH COepPsKaTh COOTBETCTBYOILYI0 NH(MOPMAIIIO 1 €T0
HY’KHO HAIlPAaBUTh K IPaBUJIBHOMY YeJOBEKY W KOMaH/ie poekTa. OTuer Takke 10J1-
sKeH OBbITh XOPOIIO HAIIMCAHHBIM U ITOAPOOHBIM, obeciieunBast, TakuM o6pasoM, boJiee
OBICTPBII OTBET.

TouHag npoueaypa nogaun oryera 00 olnbKe MOKET PasJInyaThCs B 3aBUCHMOCTH OT
TOrO, Kyza Bbl Oyzere ornpasiasarh otder (Kali, Debian, paspaboTunki), HO CyLIeCTBYIOT
HEKOTOpbIe 00LIMe PEKOMEHIALINH, IPUMEHNMbBIE KO BCEM CIydasM. Mbl pacCMOTPUM
UX JlaJiee.

Obuwue pekoMmeHaaumm

O6cyaM psiz 001X PEKOMEHIAIIL U PYKOBOACTB, CIIOCOOHBIX TIOMOYb BaM IIPEACTABUTD
otuet 06 o1mubdKe, KOTOPBIN OYAET MOHSITHBIM, HCUEPITHIBAIOIIIM U YBEJIUUUT IAHCHI, 4TO
paspaboTIYNKU CBOEBPEMEHHO YCTPAHSIT OIIUOKY.

Kak cBa3aTbCs

Hanumute cBo# 0TYeT Ha aHIIMACKOM sA3bike. Cool111ecTBO CBOOOIHOrO IPOrPAMMHOIO
obecriedeHrs SIBJISIETCS MEKIYHaPOIHbBIM, U €CJIN BbI He 3HaeTe CBOEro cobeceHuKa, To
JTOJIKHBI UCTIOJIb30BATh aHTJIUUCKUH S3BIK. ECJIM BBI HOCUTEb 3TOTO SI3BbIKA, TO CTPOITE
IIPOCTBIE IIPE/IOKeH s 1 n3beraiite KOHCTPYKIUM, KOTOPbIe MOTYT ObITh TPYAHBIMU JJISt
JIO/Iel o c1abbIMU IIO3HAHUAMME B aHTJIMICKOM. HeecMoTpst Ha TO 4TO GOJIBITMHCTBO Pas-
PabOTUMKOB OUEHb YMHBI, HE BCE U3 HUX 00JIaIal0T OTJIMYHBIMU 3HAHUSIMU aHTJIIICKOTO
s3bika. JIyuie Ha 9TO He pacCUNTHIBATS.
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YBaKUTEIHHO OTHOCHUTECD K IEATEILHOCTH Pa3paGoTyukor. [ToMuure, 4o 601b-
HIMHCTBO pa3paboTunkos cBoboaHoro ITO (Braouas Tex, kro 3anumaercs Kali Linux) —
J0OPOBOJIBIIBI M TPATSIT CBOE OFPAHUUEHHOE CBOOOIHOE BpeMsT Ha pabOTy € TPOrPAMMHBIM
obecrieueHeM, KOTOPOE BbI HCTIOJIb3yeTe GectiaTHo. MHOTHE [IeIatoT 3TO 13 aJlbTPYU3-
Ma. Tak uTo Koraa ormpasisere otdeT 00 ommbKe, MPOSABJIANTE yBaskeHre (Jaxke ecu
ombKa KasKeTcsl 04eBUAHON OIIOIIHOCThIO Pa3paboTYMKa); He CTOUT CYMTATh, YTO OHU
Bam o0s3anbl. JIyuiie nobuarogapure UX 3a UX BKJIA.

Eciu BbI 3HaeTe, kKak MOAUMDUIMPOBATD ¥ EPEKOMIIMINPOBATH IIPOrPaMMHOE 06e-
creyeHue, To IPeJIoKUTEe TIOMOYb pa3paboTyMKaM B TECTUPOBAHUU JIOOBIX HaTJeld,
KOTOpbIE OHU BaM TIPEOCTABIAT. JTO MOKAKET, YTO BB TOKE TOTOBBI MHBECTUPOBATH
CBOE BPeMsI B IIPOEKT.

ByapTe akTHBHBI M TOTOBBI IPEAOCTABUTH JTIONOJHUTEIbHYIO HHpOpManu. B rHe-
KOTOPBIX CJTydassX paspaboTurK MOKET CHOBA OOPATUTHCS K BaM JIJISI TIOJTYUEHHUST HOBBIX
CBeIEHUN MU ¢ IPOChOOil TOMBITATHCS €llle Pa3 BOCCO3/AaTh MPoOIeMY, HOIYCTUM,
HCIIONB3YS APYTHe MapaMeTpbl Wi 0GHOBJIEeHHBIH makeT. [TocTapaiiTech OTBETUTD Kak
MOKHO ObicTpee. UeM ObIcTpee Bbl OTBEYAETe, TeM BbIlle BEPOATHOCTh TOI0, UTO IIPobJie-
Ma Oyzer pellleHa B CKOPOM BPEMEHH, [I0Ka ee IIePBOHAYAJIbHBIN aHAJIN3 BCE EILE CBEK
B IIaMATH Pa3padOTINKOB.

Crietyer cTapaThCsi pearupoBarh OBICTPO, HO BCE K€ HE CTOUT U3JIUIIHE CIIEIIUT:
npeanocraBJideMbie JaHHbIE JOJIKHDI 6bITb IIpaBUJIbHBIMMA 1 COZEPKATDH BCE, 4YTO 3a-
[pamuBaT paspaboTauku. JIrou OyayT pasipakeHbl, €CIU UM TIPUIETCS TPOCUTH BAC
0 YeM-TO BO BTOPOH pas.

Y10 BKNHOUMTL B OTUET 06 owmnbke

HHCTpyKIMK 10 BOCTIPON3BEIeHUIO MPo6reMbl. UTo6b BOCTIPON3BECTH MpobJieMy, pas-
pPaBOTYNKH JIOJKHBI 3HATD, YTO BbI HCIIOJIB3YETE, TII€ BbI HTO B3SIH 1 KaK YCTAHOBILIH.

Bbl 10JKHBI IPEIOCTaBUTD TOYHBIE, TIONIArOBble MHCTPYKIIMHU, OIUCBIBAIOIINE, KaK
Bocrpoussectu 1pobemy. Ecin jiuist BoctipousseieHust ipobieMbl HEOOXOIMMbI KAaKHe-
60 OTIONHUTEIbHBIE IAHHBIE, TO IPUKPEIUTE COOTBETCTBYIONMH (hailst K oTyeTy 06
ommubke. [TonbrTaiiTech MPUAYMaTh MUHUMAIBHbINA HAGOP HHCTPYKITHIA, TPEOYEMbIX 1151
BOCIIPOU3BEIEHUST OMIMOKH.

OnuumTe CUTYAIHIO U PACCKAKUTE O CBOMX OsKuAanuax. OObsCHUTE, UTO UMEHHO
BBI TIBITAJINCH C/IEJIATh ¥ KAKOTO TIOBE/IEHNS TIPOTPAMMBbI OSKH/IAJIH.

B HeKOTOPBIX cirydasx ommOKa BOSHUKAET TOJBKO MOTOMY, YTO BbI MCIOJIb30BAIN
[porpamMMy He 1o HasHaueHu0. OObSICHUB, YETO BbI IBITAINUCH JOCTHYb, BbI TIO3BOJIUTE
paspaboTUYHUKaM OIPEAETUTh, TAKOH JIK 9TO CJIy4Yail.

B npyrux cutyanusix moBeicHIe, KOTOPOE BBI OMTICHIBAETE KAK OIITHOKY, HA CAMOM JieJie
MOJKET GBITh HOPMATBHBIM. PacckaskuTe MogpoOHO, Yero Bbl OKUAAIN OT MPOTPAMMBL.
ITO TPOSACHUT CUTYAITHIO JIsT pa3paboTInkoB. OHUM MOTYT JIMOO YIYUIIUTE MTOBEICHIE
nporpamMmMsl, 60 10paboTaTh TOKYMEHTAIMIO, HO 10 KPallHell Mepe y3HAIOT, 4To Mo-
Be/IeHIe X TIPOTPAMMBI 31Ty ThIBaeT HEKOTOPBIX TT0JIb30BaTe el!
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Byapre konkpernsl. [o6aBbTe HOMEPa BEPCUI IIPOIPAMMHOTO 0OeciedeHnst, KOTOPoe
BBI HCITIOJIb3YETE, 1, TPU HEOOXOANMOCTH, HOMepa Bepcuii nx 3asucumocreii. Korma Bbt
cchlTaeTech Ha YTO-TO cKavyaHHoe, ykaxkuTe momabii URL.

ITpu nosryuennu coobienus 06 oInOKe YKaxKITe ero B TOYHOCTH TaK, KaK OHO ObLIO
BbIBeIeHO. Ecii BO3MOKHO, 100aBbTe KOMUIO BHIBOJA WJIM CHUMOK dKpaHa. IIpuiiosxi-
Te KOTIMU BCEX OTHOCSIIUXCS K ey (DallIoB sKyPHAJIOB, TIPEIBAPUTEIBHO YIAJIUB BCE
KOH(UIEHI[MAIbHbIE TaHHBIE.

VI0oMsSHHTE 0 BO3MOKHBIX PEMIEHHAX WIH CIIocobax 00xoaa npodiaemsl. [Ieper mo-
Jadeil ordera 00 omnbKe Bbl, BEPOATHO, IIPOOOBAJIN PEHIATD IIPOOIEMY CAMOCTOSITEIBHO.
Omnwuiire CBOW MOMBITKH ¥ MTOJYYEHHbIE Pe3yibTaThl. OO bSICHITE TIPEIETHHO SICHO, UTO
sBisieTcs (PaKTOM, a yTO ObLIO TOJBKO BalIed IMIIOTE30.

Eciu Bl Haxoauau B IHTepHeTe Kakue-aub0 pasbsaCHEHM 0 IoA00HO0I mpobieme,
TO MOJKETEe UX TOKE YKa3aTh, B YACTHOCTH B CJIy4yae OOHAPYKEHUs IPYTUX HOXOMKUX
oT4eToB 06 omnbKax B cucTeme oTcaexuBanus onmnbok Debian uau 6osee BICOKOTO
YPOBHSL.

IIpu HaxoxaeHuu crocoba JOCTUYD KeJaeMoro pesyJsbraTa 0e3 3alycKa OIMOKH,
MosKaJIyiicTa, 3aI0KyMeHTUpyiite u ato. udopmariiusi HoMOKeT JIPYTUM TT0JTh30BATEISIM,
KOTOPBIE CTOJKHYJIICE C TOM Ke TPOBIEMOI.

JlimHubIe 0TYETHI 00 OIHMOKaxX — 310 HOpMaIbHO. OTueT 00 OMmMOKaX ABYMS CTPOKa-
MU SIBJISIETCS HEAOCTATOYHBIM; 1JISI IIepeadr Beeil HeoOX0auMoi HHpOpMaIUu 0ObIYHO
TpebyeTrcst HeCKOJIbKO ab3aiieB (a MHOra U CTPAHULL).

IIpemocraBbTe IO BO3MOKHOCTH BCIO UMeoILytocst wHopmaiuio. [Toctapaiitech
COCPEIOTOUYUTHCI Ha TOM, YTO OTHOCUTCS K JIeJIy, HO €CJIM Bbl HE YBEPEHBI, TO JIyulile
GoJIbIlIE, YeM MEHbIIIE.

Ecymm Bamt otuet 06 OnmuOKax CIUIIKOM JIIMHHBIN, TO HAWUTE BPeMst, 4T0ObI CTPYKTY-
PHUPOBATH COAEPKUMOE, U TIPELOCTABLTE KPATKOE U3JI0KEHME TPOOJIEMbI B HAYAJIE OTUETA.

[ononHUTENbHbIE COBETHI

N36eraiire mogauu 0JMHAKOBBIX OTYETOB 00 OMMOKax. B Mupe cBo6OIHOTO IPOrpaMM-
HOro obecIIeueHns BCe CUCTEMbI OTCIEKUBAHK OIOOK obuienoctymbl. Halinennsre
poOIEMBI MOKHO IIPOCMOTPETD, U €CTh Aake (DYHKIM MOUCKA cpeau Hux. Takum 06-
PpasoM, Iepe1 mofadeii HoOBOro oTdeTa 00 OIMMOKe MOIBITATECH OIIPE/IEITD, He COOOIITAI
JIv 0 Bareil mpobyemMe KTo-HUOY b ellie.

ITpu o6HapysKeHnn CYIIECTBYIOIEro 0T4eTa 00 OMIMOKAX MOANUIINTECH Ha HETO U 110
BO3MOKHOCTHU 100aBbTE JOMOMHATENLHYIO HH(OopManuio. He cTOUT mucaTh KOMMEHTa-
pun A <51 ToxKe» NiH «+1»; OHM He HeCcyT HUKaKoi mosb3bl. Ho BBI MOkeTe yKasats,
YTO FOTOBBI K JAJbHENIINM TeCTUPOBAHUAM, €CJIU TIe€PBOHAYAJIBHBIN 3asiBUTE]Ib 9TOTO
He TIpeJIiaraJl.

Eciin BbI He Halm oTyera o cBoel pobiemMe, To cocTaBbTe 1 1ojgaiiTe ero. B ciyuae
HAXOKICHUS MOAXOISIINX TETOB 00SI3aTENLHO YKAKUTE UX.

Y6eaurech, 4To MCNOJIb3yeTe NOCIEAHION Bepcuio. PaspaboTunk 0ueHb pasipaka-
I0TCSI, KOTJIa IOJIy4aloT OTYEThI 00 yIKe UCIPABIeHHbIX MMU OIINOKAX UK O IPobIeMax,
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KOTOPbIE HEBO3MOKHO BOCTIpou3BecTu ¢ Bepcueii [1O, KoTopyto oHu 3a/1eficTBYIOT (2 9TO
MTOUTH BCET/Ia TIOCEeTHSST Bepcus poyKTa). /laske Korjia ctapble BEPCUN TTOIEPKU-
BaIOTCsT pa3paboTUMKaMu, TOAIEPIKKA 3a9aCTYI0 OTPAHWMYMBACTCS MCITPABICHUSIMI
CUCTEMbI HE30MACHOCTH U PEIIEHUEM CEePbe3HBIX TPobeM. Bl yBepersl, uTo Batma
ommbKa OjiHA U3 HUX?

Bor mouemy mepes mogaueii oryera 06 omrmbKe BBl AOJKHBI YOCAUTHCS, YTO UC-
MOJTb3YETe TIOCTIEAHIOI BEPCHIO TTPOOIEMHOI CHCTEMBI M TPUTOKEHIST U MOJKETE BOC-
[IPOU3BECTH TIPOBIEMY.

Ecsim Kali Linux He mpearaer mocjaeHIO0 BePCUIO puioxkenus (Hu B kali-
rolling, Hu B kali-bleeding-edge, cm. myHKkT «Penosuropuii Kali-Bleeding-Edge»
nozgpasaena «Penosutopun Kali»), To MoskeTe HOCTYIIUTD Tak: IIONPOGYHATE YCTAHOBUTH
BPYYHYIO [TOCJIETHIOI0 BEPCHIO B BUPTYaJIbHOI MAIITITHE UK TPOCMOTPETD IIPEebIIY I
(aiizr ChangeLog (win ucroputo 3amuceii uamenenuii B Git), 4ro0b1 yOeAUTHCS B OTCYT-
CTBUU U3MEHEHUH, KOTOPbBIE MOTJIH Obl yCTPaHUTH TPpobsieMy (1 3aTeM 3apeTUCTpUpyiire
omubKy, Aaske eCIU He UCTBITAIN MOCIEHIOn BEPCHIO).

He cMmenmBaiite HECKOJIbKO NPOGIEM B 0HOM oTueTe 06 omubke. Coszzaiite or-
JIeJIbHBII oTder 06 omubKe A1 Kax a0l mpobaembl. Takum 00pasoM, OCIEAYIONNe
obcyskaeHust GYIyT CTPOTO OPraHM30BaHbI U Kaxk/1as OMIMOKa MOKeT ObITh UCITPaBJIeHA
B COOTBETCTBUU C €€ cOOCTBEHHBIM TpacdukoM. Ecim BbI aTOTO He cieaere, TO J1H0
OJIHY U TY K€ OITMOKY TIPHU/IETCS UCTIPABIIATH HECKOJIBKO Pa3 1 €€ MOJKHO OY/IET 3aKPbITh
TOJIBKO TIOCJIE YCTPAHEHSI BCeX TTPOOJIeM 13 0TYeTa, JIHOO0 Pa3spabOTUMKU BHIHY KIEHBI
OyLyT MOAATH JOTOJHUTEBHbBIE OTYETHI, KOTOPbIE JOJIKHBI OBLIN CO3aTh BBI.

oe perncTtpupoBaTtb OT4YeT 06 owmnbke

YT0ObI PEIIUT, T€ 3aPETUCTPUPOBATh 0TYET 00 OIIUOKE, BbI JOJIKHBI XOPOIIO 110~
HUMATh IPOOIEMY 1 CYMETh OIIPEIeINTh, B KAKO! 9aCTH IIPOrPAMMHOTO 00€CIeUe s
OHa HAXOJIUTCA.

B uzeasne BbI JOJKHBL OTCIEANTH TIpobseMy 10 daiina B Baliell cucteMe, a 3aTeM
MOKeTe UCII0JIb30BaTh KOMaHIy dpkg, 4TOObI y3HATh, K KAKOMY HaKeTy ITPUHALJIEKAT
aTOT hail v OTKya TaHHbII TakeT. [IPenoIosKuM, Bbl HAIILIN OIUOKY B TpadUdecKoM
npusoskeHnn. [IpocMoTpeB climcoK 3amyeHHBIX TTPOIeccoB (BBIBOL KOMAH/IBI ps auxf),
BbI OGHAPYIKIJIN, YTO TIPUIIOKEHNE ObLIO 3amyiieHo dailjiom /usr/bin/sparta:
$ dpkg -S /usr/bin/sparta
sparta: /usr/bin/sparta
$ dpkg -s sparta | grep “Version:

Version: 1.0.1+git20150729-0kalil

Brt BuauTe, uTo dhaiia /usr/bin/sparta mpeaocTaBaseTCs TaKETOM sparta Bepcun
1.0.1+git 20150729-0kalil. Cozmeps:kanue B cTpoke Bepcun kali yKa3pIBaeT HA TO, UTO
naker noctynui ot Kali Linux (um 6611 usmenen Kali Linux). JIio6oii maker, KOTOpbIit
HE CONIEPKUT ¢JI0BO kali B cTpoKe Bepcuy (MJIM B UMEHU TTAKeTa), TIOCTYIAET TTPSIMO 13
Debian (o6srano 13 Debian Testing).
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MpoBepbTe Ecnu Bbl 06Hapyxunu ownbky B nakeTe, UMNOPTUPOBAHHOM HaMpsiMYyio
aBaxpbl, 13 Debian, To B uageane o Hen cnepyet coobwnTe, n pa3paboTymku
npexxpe 4eM Debian gonxHbl ee ncnpasutb. OgHako cHavana ybegutech B TOM, UTO
peructpupoBatb npobnema BocnpousBogMMa B npoctoit cucteMe Debian, nockonbky
ownbkm Kali, BO3MOXHO, BbI3Basa NpobsieMy nyTeM U3MEHEeHUs fpyrux NakeTos
B Debian nnu 3aBucumocTen.
Camblli npocToi cnocob NpoBepuTb 3T0 — HACTPOUTb BUPTYasibHYIO
MalUWHY, Ha KoTopou 3anyuieH guctpubyTus Debian Testing. Bbl Mo-
xete Hantn |SO-o06pa3bl Debian Testing Ha caite Debian (https://
www.debian.org/devel/debian-installer/).
Ecnu npobnema Bocnpov3sofnMa Ha BUPTyasibHOM MaLLWHe, TO MOXeTe
0TnpaBuTb oT4yeT 06 owmnbke B Debian, BbINoNHUB KoMaHay reportbug
B BUPTYyaslbHOW MalUMHE U CNefyst UHCTPYKLUAM.

BogbmuHCTBO 0TY4eTOB 06 OMMOKAX KAcATeTLHO TOBEAEHS TTPIIOKEHIH HYKHO
HAIPaBUTH K WX TPOEKTaM Ha 60Jree BBICOKOM YPOBHE, KPOME CITyYaeB, KOTIAa BOSHIKAET
mpo6IeMa HHTETPAINI: B 9TOM CJIydae OMMOKa 3aKTI0UAETCST B HETPABUIBHOM MAKETH-
POBaHUU MPOTPAMMHOTO obectiedeHus 1 ero mHTerpamuu 8 Debian nim Kali. Harmpumep,
ecJIy IIPUJIOKEHNe IIpe/ijiaraeT napamMeTpbl BpeMeH! KOMIUJIAIUY, KOTOPbIe ITaKeT He
MOTTyCKAeT, WM OHO He paboTaeT n3-3a OTCYTCTBYIOMNIEH 61MOMMoTekn (BO3HUKAET He-
JlocTalolias 3aBUCUMOCTb B MeTanH(pOPMalliy 11akeTa), TO Bbl MOKETE CTOJIKHYTbCS
¢ mpobseMoit naTerpanuu. Ecu BBl He 3HaeTe, ¢ KaKOH MEHHO POGIEMOTT BbI CTOJI-
KHYJIMC, JIy4Ille BCETO 3aPETHCTPUPOBATH ONITHOKY ¢ 06eUX CTOPOH 1 100aBUTh B OTYETHI
IIEPEKPECTHBIE CChLIKHU.

W neHTrdUIIPOBaTh IPOEKT G0Iee BBICOKOTO YPOBHS M HAWTH, Ky/Ia [OaBaTh OTYET
06 ormmbKe, 06LITHO JETKO. BaM TPOCTO HYKHO TPOCMOTPETH CANT, CCHITKA HA KOTOPBIH
COJICPKUTCS B METa/laHHBIX [1aKeTa B 110J1e Homepage:
$ dpkg -s sparta | grep ~Homepage:

Homepage: https://github.com/SECFORCE/sparta

Kak nogaTtb oT4yeT 06 owunbke

Mopayva otueTa 06 owmndbke B Kali

Kali ucrionbayer ceTeByIo cucreMy OTCIeKUBAHKSA OIUOOK, PACIIOIOKEHHYIO Ha caiite
https://bugs.kali.org/my_view_page.php, Iie Bbl MOKETE IIPOCMATPUBATH OTYETHI 06 OIINOKAX
AQHOHMMHO, HO €CJIM XOTUTE OCTABUTHh KOMMEHTAPUI WK TIOZATh HOBBIN OTYET, TO TIPU-
JIeTCS CO3/1aTh HOBYIO YUETHYIO 3aITUCh.

Perucrpaius yyeTHOH 3anKMCH B cCCTEME OTCIIEKUBAHUS ONMOOK. UT0ObI HauaTh,
HIeJIKHUTE Ha cchlike Signup for new account (PerucTtpaiiis HOBOI yYeTHOH 3aMucu) Ha
caiiTe CUCTEMbI OTCJIEKUBAHUSI OMTUOOK, KaK MOKa3aHo Ha puc. 6.1.

3areM yKa)kUTe UM [M0JIb30BaTe s, a/[pec AJeKTPOHHON MOYTHI U OTBET Ha BOIIPOC
Karuu (TecTa-IPOBEPKN ). 3aTeM HAKMUTE KHOTKY Signup (3aperucTpupoBarhest ), 4T00bI
POAOJLKUTH (puc. 6.2).
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KALI LINUX
BUG TRACKER

Anonymous | Login | Signup for a new account 2017-06-11 19:31 UTC

| Main | My View | View Issues | Change Log | Roadmap |

Unassigned (l 10 / 665)

uuosm mmammwﬁmmkm
A8 (Al Projects] Kall Package Bug - 2017-06-10 16:40
01004068 Tnstail problems on MS1 GLA2 6QF-632N1
= [All Projects] General Bug - 2017-06-10 11:08
0004025 Can't boot live Kall USB : N
— 8  [All Projects] General Bug - 2017-06-09 22:31
504062] opanDeeT Seanvar — .
—B  [All Projects] New Toal Requests - 2017-06-08 16:13
- -
-6 iy
0004085 |mmmmmmwm-qmm
~@  [All Projects] Kall Package Bug - zu?-nmm:z

Mm lNe-b\ﬂld kqlﬂbugs

Timeline
2017-06-04 .. 2017-

2017-06-10 16:40
Hypnus commente:
2017-06-10 16:33
Hypnus commente:
2017-06-10 11:08
Jarl commented on

2017-06-09 22:31
Jarl commented on

2017-06-09 22:37
Jarl created issue 0

2017-06-09 12:22
rhertzog comment:

2017-06-09 12:22
rhertzog closed iss

2017-06-09 07:40
rhertzog comment:

Puc. 6.1. HayanbHas cTpaHuua cucteMbl oTCnexmBaHus ownbok Kali

KALI LINUK
BUG TRACKER

Signup

o e

[ Generate a new code ]
message to the e-mail address you specified.

so within seven days, it may be purged

Signup

[ Login ] [ Lost your password? ]

On completion of this form and verification of your answers, you will be sent a confirmation

Using the link provided in the e-mail, you will be able to activate your account. If you fail to do

You must specify a valid e-mail address in order to receive the account confirmation e-mail.

Puc. 6.2. CtpaHuua perucrpaumm
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[Ipu ycrientaoii peructpaiiuu ciaepytonias crpaauiia (puc. 6.3) yBe[OMHUT Bac O TOM,
YTO PErUCTPAIMSE YYeTHON 3anmucu 6biia 06paboTana, a CUCTEMa OTCIEKUBAHSE OIHOOK
OTIIPAaBUT IMMCbMO C ITIOATBEPIKACHNUEM Ha yKaBaHHbII;'I BaMMU a/ipec. qTO6bI AKTUBUPOBATb
YUETHYIO 3aI1Ch, HY/KHO OY/IET METKHYTh Ha CCBIIKE B MICHME.

KALI LINUK
BUG TRACKER

Account registration
processed.

Congratulations, you have registered successfully ! You are now
being sent a confirmation e-mail to verify your e-mail address.
Visiting the link sent to you in this e-mail will activate your account.

You have seven days to complete the account confirmation process;
if you fail to do so within this period, the newly-registered account
may be purged.

[ Proceed ]

Puc. 6.3. CTpaHvua NoATBEPXXAEHUS perucrTpaumnm

Kak Tosbko Baria yueTHas 3alich aKTUBUPOBaHa, HAXKMUTE KHOTKY Proceed (ITpo-
JIOJIKUTD ), 4TOOBI IEPENTH Ha CTPaHKILy BXO/a B CHCTEMY OTCJIEKUBAHUS OIINOOK.

Coznanue oruera. Hauats oTuer BB cMOKETE, BOW/II B CBOIO YUYETHYIO 3aIMCh
U IIEJTKHYB Ha ccblike Report Issue (Cooburuth 0 nmpobieMe), paciioosKeHHON Ha 1c-
XOAHOH cTpanuiie. Bam Oyzer npeacrasiena ¢hopMa o MHOKECTBOM II0JIEH i 3a-
nostHerus (puc. 6.4).

Huxe ripejicraBieHo KpaTKoe OllicaHKe BCeX MoJieit (hopMbl.

Q Category (mandatory) (Kareropus (06s13aTesibH0)). B 9TOM pacKphiBarolieMcst CIIICKe
BBIOMpPAETCST KaTeropust coobtaeMoit omubku. OTIETH, KOTOPHIE MOKHO OTHECTH
K OITpe/IeJIEHHOMY MAKETY, JI0JLKHBI OBITh TIPEICTABIIEHbI B KaTeropusix Kali Package Bug
(Ommbxka nmakera Kali) nau Kali Package Improvement (Y coBeplIeHCTBOBaHIE NTAKeTa
Kali). /lzst apyrux 0TY4ETOB HYKHO WCTIOMB30BaTh Kateropuu General Bug (O6mmas
ommbka) uiu Feature Requests (TpeboBanue k dyukiwi). OcrajibHbie KATETOPUH
Mpe/IHA3HAYCHBI 11T KOHKPETHBIX crydaen: Tool Upgrade (O6GHOBIICHIE HMHCTPYMEH-
Ta) CITYKUT 7T yBemoMIeHust pazpabotankos Kali o moctymrocTu HOBOI Bepcm
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Enler Reporl Delails

* required

Puc. 6.4. ®opma ans otyeTta 06 owmnbke

mporpaMMHoro obecrieuenus, cogepsxkanierocst B Kali. New Tool Requests (3arpoc
HOBOT'O MHCTPYMEHTA) MCIIOIb3YETCH [IJIS MPEIJIOKEHUS HOBBIX CPE/ICTB YIIAKOBKU
u uHTerpanuu B quctpubyrtus Kali.

O Reproducibility (BocriponsBoanmocts). B 3ToM pacKpbIBAIOIIEMCST CITICKE YKA3bIBa-
eTcsl, BOSHUKAET JIM TIpobJIeMa TIPEICKa3yeMo UIU JKe 9TO TIPOUCXOAUT CITydailHbIM
00pasoM.

Q Severity (Cepbesnocts) u Priority (IIpuopurer). It napamerpsl Jydlie OCTaBUTh
6e3 M3MEHEHWH, TOCKOIBKY OHM B OCHOBHOM TPeTHa3HAYEHBI /7T Pa3paboTINKOB.
[TocieiHIEe UCTIOMB3YIOT JAHHBIE TAPAMETPBI /LTS COPTUPOBKM CITUCKA TTPOOJIEM B CO-
OTBETCTBHUHU C CEPbE3HOCTHIO IIPOOIEMBL 1 IIPUOPUTETOM €€ 00PabOTKIL

Q Product Version (Bepcust mpoaykra). B aToM packpsiBaiomemMcs CIICKe YKa3bIBAETCs
Bepeus Kali Linux, kotopyio Bbl Hcronb3yere (unu Girvzkaifinast K Heit). XoporieHbKo



150 MnaBa 6 e CamocToaTenbHOe pelleHne Npobaem 1 NoyYeHMe NOMOLLM

HoJiyMaiire, rmpeskze yeM coodmarhb 00 ommnbKe B cTapoil Bepcuu, KoTopast 60JIblie
He MOJIEPAKUBAETCSL.

Q Summary (mandatory) (AHHOTaIs (00s13aTEIBHO)). ITO, TIO CYTH, Ha3BAHUE BaIlero
orueTa 06 OMMOKE U MEPBOE, UTO YBUAAT JIHOAU. Y OEUTECH B YKA3aHUK TPUUNHBI,
0 KOTOPOIi BBI OTIpaBJisiere oTyet. V36eraiite 061X oNucanmii, Takux kak «X He pa-
6oTaeT», 1 BMECTO 3TOTO BbiOUpaiite «X ¢ onbroil Y 1pu yCIoBUE Z>.

QO Description (mandatory) (Ommcanue (00s13aTesibHO)). ITO OCHOBHOI TEKCT Ballero oT-
yeTa. B 1aHHOM 110J1€ BBI JOJIKHBL BBECTH BCIO MH(OPMALIIO, COOPaHHYIO 0 IIpobJieMe.
He 3a6biBaiiTe 0 peKOMEHAAINSX, TPUBEACHHBIX B TPEAbIAYIIEM pasjieie.

QO Steps to Reproduce (/leficTBUA IO BOCTIPOU3BEIEHUIO ). B aTOM T0/I€ TIepeuncuTe 1mo-
IPOOHBIE UHCTPYKIMH, 00bICHAIONIIE, KK 3allyCTUTh IPOOJIEMY.

QO Additional Information (lonosaunTenprast nadopmarius). B gaaHOM 10Je BbI MOXKeTe
MPENOCTABUTE JIOOYIO IOTOTHUTETBHYTO MH(POPMAITHIO, KOTOPASI, TIO BATIIEMY MHEHHUIO,
uMeet oTHoleHue K nmpobseme. Ecain y Bac ecTb WjieH, Kak UCTIPABUTD UM 060NHTH
pobIIEMY, TO PACCKAKUTE O HUX 3/1€Ch.

QO Upload File (3arpysuts (aiin). He Bce MOKHO OOBSICHUTD OTHUM TEKCTOM. B 91011 cTpoKe
BbI MO’KETE IIPUKPENNTH JI00bIe (haiiibl: CHUMKH 9KPaHa, YTo0bI I0Ka3aTh OUINOKY,
00pasIbl IOKYMEHTOB, BBI3BIBAIOIIUX TIPOOJIEMY, (haiiibl JKYPHAIOB 1 T. .

Q View Status (CraTyc orobpaskenus ). OcraBbTe JaHHbIH MEPEKII0YaTeb B OJI0KEHUI
public (OTKPBITEII), 4TOOBI BCE MOJIB30BATE/ MOLJIM BUAETH Balll OT4eT 006 OIulKe.
3azielficTByliTe TIOTOKeHUe private (3aKPBITHIN) TOJBKO [IJIsT OTYETOB, CBI3AHHBIX
¢ 6e30MaACHOCTDIO, U COIEPIKAITIX HH(POPMAIIIIO O HEPACKPHITHIX YSI3BUMOCTSIX 6€3-
OTTACHOCTH.

Mopayva otyeta 06 owmbke B Debian

Debian ucnosbsyer (B OCHOBHOM) CUCTEMY OTCJIEKUBAHM OIMUOOK Ha OCHOBE DJI€K-
TPOHHON MOYTHI, n3BecTHYIO Kak Debbugs. UTo6nr coznath HOBLIH 0TYeT 06 omunbKe,
HYKHO OTIHPABUTh 9JIEKTPOHHOE MUCbMO (CO CHENUATbHBIM CUHTAKCUCOM ) Ha ajipec
submit@bugs.debian.org. ITocsie aToro a1 Bac 6y11eT BbIJICJIEH HOMED omnoOKm XXXXXX
U BaM cOOOIIAT, UTO BbI MOJKETE OTIPABHUTD JOMOJHUTEIBHYIO HH(MOPMAIIIIO HA aIpec
XXXXXX@bugs.debian.org. Kaskzas ommbka csisana ¢ makerom Debian. Bol Mmosere 1po-
CMOTPETD BCE OIIUOKHU, OTHOCSIINECS K JaHHOMY HakeTy (BKJIH0Yas Ty, 0 KOTOPOIl XOTHTe
COOGIIUTB), Ha cTpaHuIle https://www.debian.org/Bugs/nakeT. Bbl MOKeTE YBUIETH HCTOPUIO
JaHHoI ommbKy Ha crpanule https://www.debian.org/Bugs/XXXXXX.

Hacrpoiika nporpammbl Reportbug. HecMoTpst Ha TO UTO BbI MOJKETE 3apErHCTPU-
POBaTh HOBYO OIMIMOKY C TIOMOIIIBIO TIPOCTOTO 3JIEKTPOHHOTO MTUChMa, MBI PEKOMEH/IYeM
UCIIOJIb30BATh IIPOTPAMMY reportbug, IPU3BAHHYIO TIOMOYb COCTABUTH OCHOBATEIbHbII
otuer 06 ommbKe co Beeit HeoOxoaumoii nHdopmaleil. B uease Bbl 10JKHBI 3a11y CTUTh
nporpaMmy u3 cuctembl Debian (Hampumep, Ha BUPTYalbHON MalllHE, TI€ BOCITPOU3-
BeJu podJemy).
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[TepBbiit 3ammyck reportbug oTKkpbiBaeT ciieHapuii kouduryparuu. CHavamia Bbl-
Gepute yposenb HaBbika: Novice (HoBuuok) wim Standard (CranmapT); Mbl KCIIOJIb3yeM
MOCITIEIHIH, TOCKOJIbKY OH 0becmiedrnBaeT Hostee rryboKoe yrpaBieHne. 3aTeM BiGeprTe
unTepdeiic 1 BBeUTE TNYHBIE JaHHble. HaKoHeI[ BBIGEpUTE MOIb30BATEIbCKUN HHTEP-
deiic. Cuenapuii koHGUrypauu Mo3BOJUT IPUMEHATD JIOKAJIbHBIN areHT TPaHCIIOPTa
moutsbl, SMTP-cepBep iy, B kpaitHeM ciryuae, SMTP-cepsep Debian.

Welcome to reportbug! Since it looks like this is the first time you have
used reportbug, we are configuring its behavior. These settings will be
saved to the file "/root/.reportbugrc”, which you will be free to edit
further.

Please choose the default operating mode for reportbug.

1 novice Offer simple prompts, bypassing technical questions.

2 standard Offer more extensive prompts, including asking about things
that a moderately sophisticated user would be expected to
know about Debian.

3 advanced Like standard, but assumes you know a bit more about Debian,
including "incoming".

4 expert Bypass most handholding measures and preliminary triage
routines. This mode should not be used by people unfamiliar
with Debian's policies and operating procedures.

Select mode: [novice] standard
Please choose the default interface for reportbug.

1 text A text-oriented console user interface
2 gtk2 A graphical (GTK+) user interface.
3 urwid A menu-based console user interface

Select interface: text

Will reportbug often have direct Internet access? (You should answer

yes to this question unless you know what you are doing and plan to
check whether duplicate reports have been filed via some other channel.)
[YInlgl?12 ¥

What real name should be used for sending bug reports?

[root]> Raphaél Hertzog

Which of your email addresses should be used when sending bug reports?
(Note that this address will be visible in the bug tracking system, so you
may want to use a webmail address or another address with good spam
filtering capabilities.)

[root@localhost.localdomain]> buxy@kali.org

Do you have a "mail transport agent" (MTA) like Exim, Postfix or SSMTP
configured on this computer to send mail to the Internet? [y|N|q|?]? N
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Please enter the name of your SMTP host. Usually it's called something
like "mail.example.org" or "smtp.example.org". If you need to use a
different port than default, use the <host>:<port> alternative

format. Just press ENTER if you don't have one or don't know, and so a
Debian SMTP host will be used.

>

Please enter the name of your proxy server. It should only use this
parameter if you are behind a firewall. The PROXY argument should be
formatted as a valid HTTP URL, including (if necessary) a port number; for
example, http://192.168.1.1:3128/. Just press ENTER if you don't have one
or don't know.

>

Default preferences file written. To reconfigure, re-run reportbug with
the "--configure" option.

Hcnosapsosanue nporpamMmmsl Reportbug. Ilocie 3aBepiuenus sTamna HacTPONKU
MOKHO [EPEXOAUTh HEMTOCPEACTBEHHO K CO3AaHMI0 oTdeTa 00 omunbke. Bam Oyzer npes-
JIOKEHO YKa3aTh M3 MaKeTa (XOTs Bbl TAKKe MOJKETe YKa3aTh €ro HEelOCPeICTBEHHO
B KOMAH/IHOI CTPOKE C TTOMOIIBIO KOMaH bl reportbug nakem).

Running 'reportbug' as root is probably insecure! Continue [y|N|q|?]? y
Please enter the name of the package in which you have found a problem, or
type 'other' to report a more general problem. If you don't know what
package the bug is in, please contact debian-user@lists.debian.org for
assistance.

> wireshark

HecmoTps Ha pekoMeHaliuu, IPUBEICHHbBIE BbIIIE, €CJN Bbl HEe 3HAETE, K KAKOMY
MAKeTY OTHOCUTCST OMNOKA, TO IOJKHBI CBsA3aThCsT ¢ hopymom moztepskku Kali (em. pas-
nern 6.2). Ha cieyioniiem ararie reportbug cKagaeT CUCOK ONMMOOK, BBIIIOKEHHDIX JIJIST
JTAHHOTO [TAKeTa, ¥ TO3BOJIUT IPOCMOTPETH MX, Ha CJIydall ecyii BBl CMOKeTe HaliTh cpein
HUX CBOIO.

*** Welcome to reportbug. Use ? for help at prompts. ***

Note: bug reports are publicly archived (including the email address of
the submitter).

Detected character set: UTF-8

Please change your locale if this is incorrect.

Using '"Raphaél Hertzog" <buxy@kali.org>' as your from address.
Getting status for wireshark...

Verifying package integrity...

Checking for newer versions at madison...

Will send report to Debian (per lsb_release).

Querying Debian BTS for reports on wireshark (source)...

35 bug reports found:

Bugs with severity important
1) #478200 tshark: seems to ignore read filters when writing to..
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2) #776206 mergecap: Fails to create output file > 2GB
3) #780089 wireshark: "On gnome wireshark has not title bar. Does..
Bugs with severity normal
4) #151017 ethereal: "Protocol Hierarchy Statistics" give misleading..
5) #275839 doesn't correctly dissect ESMTP pipelining
[...]
35) #815122 wireshark: add OID 1.3.6.1.4.1.11129.2.4.2
(24-35/35) Is the bug you found listed above [y|N|b|m|r|qg|s|f|e|?]? ?

y — Problem already reported; optionally add extra information.

N — (default) Problem not listed above; possibly check more.

b — Open the complete bugs list in a web browser.

m — Get more information about a bug (you can also enter a number
without selecting "m" first).

r — Redisplay the last bugs shown.

g — I'm bored; quit please.

s — Skip remaining problems; file a new report immediately.

f — Filter bug list using a pattern.

e — Open the report using an e-mail client.

? — Display this help.

(24-35/35) Is the bug you found listed above [y|N|b|m|r|qg|s|f|e[?]? n
Maintainer for wireshark is 'Balint Reczey <balint@balintreczey.hu>'.
Looking up dependencies of wireshark...

Ecam Bbr 06HApy KUK, 9TO Bama omubKa yKe 3aperucTpupoBata, TO MOKETE OT-
IIPAaBUThH JOIOJHATENLHYIO HH(POPMALMIO O Hell. B mpoTuBHOM ciIyuae BaM IpemioxKart
oJIaTh HOBBIH oT4YeT 06 olnoKe:

Briefly describe the problem (max. 100 characters allowed). This will be
the bug email subject, so keep the summary as concise as possible, for
example: "fails to send email" or "does not start with -q option
specified" (enter Ctrl+c to exit reportbug without reporting a bug).

> does not dissect protocol foobar

Rewriting subject to 'wireshark: does not dissect protocol foobar'

[Tocsie usn0KeHNsT KPaTKOI aHHOTAIIMK Balllell IIpoGJIeMbl Bbl I0JKHBI OLIEHUTh ee
CEepPbhE3HOCTH B MIMPOKOM Maciirabe:

How would you rate the severity of this problem or report?

1 critical makes unrelated software on the system (or the whole
system) break, or causes serious data loss, or
introduces a security hole on systems where you install
the package.

2 grave makes the package in question unusable by most or all
users, or causes data loss, or introduces a security
hole allowing access to the accounts of users who use
the package.

3 serious is a severe violation of Debian policy (that is, the
problem is a violation of a 'must' or 'required'
directive); may or may not affect the usability of the
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package. Note that non-severe policy violations may be
"normal,’ 'minor,' or 'wishlist' bugs. (Package
maintainers may also designate other bugs as ‘serious’
and thus release-critical; however, end users should
not do so.). For the canonical list of issues worthing
a serious severity you can refer to this webpage:
http://release.debian.org/testing/rc_policy.txt

4 important a bug which has a major effect on the usability of a
package, without rendering it completely unusable to
everyone.

5 does-not-build a bug that stops the package from being built from source.
(This is a 'virtual severity'.)

6 normal a bug that does not undermine the usability of the whole
package; for example, a problem with a particular
option or menu item.

7 minor things like spelling mistakes and other minor cosmetic
errors that do not affect the core functionality of the
package.

8 wishlist suggestions and requests for new features.

Please select a severity level: [normal]

Ecyii BbI He yBepeHBI B OTBETE, TO TIPOCTO OCTABbTE YPOBEHDB CEPHE3HOCTHU TIO YMOJI-
YaHWIO0 — HOPMaJIbHBIN (normal).
Ber Taxkke MosKeTe TTOMETUTH CBOI OTYET HECKOJBKIMU KITIOUEBBIMI CITOBAMU:

Do any of the following apply to this report?

1d-i This bug is relevant to the development of debian-installer.

2 ipvé This bug affects support for Internet Protocol version 6.

3 11on This bug reports a localization/internationalization issue.

4 1fs This bug affects support for large files (over 2 gigabytes).

5 newcomer This bug has a known solution but the maintainer requests
someone else implement it.

6 patch You are including a patch to fix this problem.

7 upstream This bug applies to the upstream part of the package.

8 none

Please select tags: (one at a time) [none]

BosbmmHCTBO TETOB I0BOJIBHO HETTOHATHBIE, HO €CJIN Balll OTYET COJIEPIKUT PEIIeHIe
PoGIIEMBI, TO BBI JIOJKHBI BLIOPATH TeT patch.

Korza aror atam 3aBepiiieH, mporpaMMa reportbug OTKPOET TEKCTOBBII PelaKTOP
¢ mabJI0HOM, KOTOPBII BBI JJOJUKHBI OTpeaakTipoBath (ripumep 6.2). OH comepKuT He-
CKOJIBKO BOITPOCOB, KOTOPbIE BAM HYKHO Y/IAJTUTh U BMECTO HUX BBECTU OTBETHI, & TAK)KE
HeKyto HHOPMAIIMIO O Balliell cucteme, cobpanHyo asToMarnuecku. O6paTure BHUMA-
HUE Ha CTPYKTYPY MEPBBIX HECKOJBKUX CTPOK. VX Helb3d U3MEHSATH, TOCKOJIbKY OHU
OyIyT IPOAHATU3UPOBAHBI CUCTEMOIT OTCIEKMBAHUS ONMHOOK, YTOOBI HASHAYUTH OTYET
MIPaBUIHHOMY TIAKETY.
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Mpumep 6.2. LLIab5oH, creHepupoBaHHbIi NporpamMmoit reportbug

Subject: wireshark: does not dissect protocol foobar

Package: wireshark
Version: 2.0.2+gal6e22e-1
Severity: normal

Dear Maintainer,
*** Reporter, please consider answering these questions, where appropriate ***

* What led up to the situation?

* What exactly did you do (or not do) that was effective (or
ineffective)?

* What was the outcome of this action?

* What outcome did you expect instead?

*** End of the template - remove these template lines ***

-- System Information:
Debian Release: stretch/sid
APT prefers testing
APT policy: (500, 'testing')
Architecture: amd64 (x86_64)
Foreign Architectures: 1386

Kernel: Linux 4.4.0-1-amd64 (SMP w/4 CPU cores)

Locale: LANG=fr_FR.utf8, LC_CTYPE=fr_FR.utf8 (charmap=UTF-8)
Shell: /bin/sh linked to /bin/dash

Init: systemd (via /run/systemd/system)

Versions of packages wireshark depends on:
ii wireshark-qt 2.0.2+gal6e22e-1

wireshark recommends no packages.
wireshark suggests no packages.

-- no debconf information

Cpasy TIOCJIE COXPaHEHUA OTUYETA N 3aKPBITHUA TEKCTOBOTO PE/IaKTOPA BbI BEPHETECH
K ITporpamMmme reportbug, KOTOpas NMpeAoCTaBUT MHOKECTBO ITPOYNUX OIMIUI 1 IpeaJjio-
JKEeHUH KacaTeJIbHO OTIIPAaBKNW UTOIrOBOI'O OTYETA.

Spawning sensible-editor...

Report will be sent to "Debian Bug Tracking System" <submit@bugs.debian.org>
Submit this report on wireshark (e to edit) [Y|n|a|c|e|i|l|m|p|q|d|t]|s]|?]? ?
Y - (default) Submit the bug report via email.

n - Don't submit the bug report; instead, save it in a temporary file (exits
reportbug).
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- Attach a file.

- Change editor and re-edit.

- Re-edit the bug report.

- Include a text file.

- Pipe the message through the pager.

Choose a mailer to edit the report.

- print message to stdout.

- Save it in a temporary file and quit.

- Detach an attachment file.

- Add tags.

s - Add a X-Debbugs-CC recipient (a CC but after BTS processing).

? - Display this help.

Submit this report on wireshark (e to edit) [Y|n|a|c|e|i|l|m|p|q|d|t]|s]|?]?> Y
Saving a backup of the report at /tmp/reportbug-wireshark-backup-20160328-
19073-8703IW3J

Connecting to reportbug.debian.org via SMTP...

QO QO T S HH OO W
1

Bug report submitted to: "Debian Bug Tracking System" <submit@bugs.debian.org>
Copies will be sent after processing to:
buxy@kali.org

If you want to provide additional information, please wait to receive the
bug tracking number via email; you may then send any extra information to
n@bugs.debian.org (e.g. 999999@bugs.debian.org), where n is the bug
number. Normally you will receive an acknowledgement via email including
the bug report number within an hour; if you haven't received a
confirmation, then the bug reporting process failed at some point
(reportbug or MTA failure, BTS maintenance, etc.).

MNoaaya oTyeTa 06 owmnbke B ApyroM npoekte cBob6oaAHOro
NporpaMMHOro obecnevyeHus

CymtectByet 60JbInoe pazHoobpasue MpoeKToB CBOOOIHOTO POrPAMMHOTO obecre-
YEeHUs, UCTIOJIB3YIONUX Pa3IndHble pabodre MPOIecchl U HHCTPYMEHTBI. ITO PaszHo-
obpasue TakKe KacaeTcst U MPUMEHSIeMbIX CUCTEM OTCJAEKUBAHUA OMUOOK. XOTs
MHOTHeE IIPOEKTHI pa3Melienbl Ha Beb-cepsuce GitHub u ucnosbsyior cucremy GitHub
Issues 75T OTCTIERMBAHIS CBOMX ONTHOOK, €CTh U MHOTO JIPYTHX MPOEKTOB, KOTOPbIE
pa3MenaoT coOCTBEHHbIE CHCTEMBI, OCHOBaHHbIe Ha Bugzilla, Trac, Redmine, Flyspray
n ap. BoapiunicTBO 13 HUX CETEBbIE U Tpe6yIOT perucTpanuu AJid mogavm HOBOTO
oTyeTa.

Mbr e Gy/1eM OIMICHIBATE 3/IECHh BCE CUCTEMBI OTCIEKUBAHIIS LIS IPYTUX TPOEKTOB
CBODOOTHOTO TIPOTPAMMHOTO obectiederst. [Ipu JKeTaHu! Bl MOJKETE CAMOCTOSTENHHO
U3YYUTh MX 0COOEHHOCTH, HO TIOCKOJIbKY BeO-ceprc GitHub otHOCHTEIBHO TIOMY TIsIpEH,
TO KPaTKO PacCMOTPUM €ro 37iech. Kak u B cirydae ¢ ApyrumMu CUCTEMaMK OTCJIEKUBA-
HVISI, BBI JIOJIKHBI CHAYAJIA CO3/IaTh YYETHYIO 3aTIUCh U BOITH B Hee. 3aTeM TepeiiinTe Ha
BrJa/Ky Issues (IIpoGiembr) (puc. 6.5).
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O Features Business Explore Marketplace Pricing

SECFORCE / sparta

<> Code (@® Issues 17 {7 Pull requests 2 1] Projects o Insights «

Network Infrastructure Penetration Testing Tool

® 17 commits ¥ 1 branch © 2 releases

‘ Branch: master v ] ‘ New pull request

@ st3r30byt3 Cancelled, crashed and killed processes now also store end time

B app Cancelled, crashed and killed processes now also store enc

Puc. 6.5. MaBHas cTpaHuua npoekTa GitHub

3aTeM BbI MOJKETE TPOCMOTPETH CITMCOK 3aPETUCTPUPOBAHHDIX OMIMOOK U BBITOJIHUTD
cpey HUX 110McK. Eciin Bl yBepeHbl, 4To Ballla OInOKa ellle He 3aperucTpupoBaHa, To
Haxxmure KHo1Ky New issue (Hosast ipobiiema) (puc. 6.6).

Features Business Explore Marketplace Pricing This repository | Search Sign in or Sign up

CFORCE / sparta | @ watch | 71 | | sestar | 495 | | Prom | 138

Code | (D lssues 17 1"l Pull requests 2 1 Projects @ Insights = \
istissue isopen Labels | Milestones m

17 Open  « 46 Closed Author = Labels = Projects = Milestones = Assignee >  Sort =

Help with the hydra on win 10 eygwin 1
#72 opened 12 days ago by husbusnumoka

Implement Result Generation feature
€71 opened 17 days ago by Inzaida

Puc. 6.6. CtpaHuua Issues npoekta GitHub



158 MnaBa 6 e CamocToaTenbHOe pelleHne Npobaem 1 NoyYeHMe NOMOLLM

Bbl 1epenii Ha cTpaHuily, rae HeoOXoArMo onucaTh cBolo npobaemy (puc. 6.7).
HecmoTpa Ha orcyTcTBHE mabI0Ha, ITOLOOHOI0 TOMY, YTO MBI BCTPETIIM B reportbug,
MEXaHU3M OTYETHOCTH 00 OMUGKAX IOBOJBHO MPOCT ¥ MO3BOJISAET TPUKPETLISATH (haiiiibl,
puMeHsTh (hopMaTUpoOBaHUe K TeKCTY U Ap. KoneuHo, st JOCTUKEHUS HAWJTYYIITNX
Pe3yJIbTaToB 06532 TETBHO CIIEYIHTe HATMM PEKOMEH/IAIIUAM M0 CO3aHUIO OAPOOHOTO
U BCEOXBATBIBAIOLIETO OTYETA.

[ SECFORCE / sparta Owatch~ | 71 | | *sta

¢» Code © Issues 17 17 Pull requests 2 I Projects 0 Insights «

ltl Test suite failure with Python 3.5

Write | Preview M Bi Ko EZE= w@R

It looks like that sparta does not work fully with Python 3.5.3. When run on Debian Stretch system you get
the following failure:

Attach files by dragging & dropping or selecting them. ‘

LI Styling with Markdown is supported

Puc. 6.7. dopma GitHub ansa peructpaumm HoBol nNpobnemsbi

6.4. Pe3iome

B 37011 ritaBe Mbl 06CY TUJTH PA3JIMYHBIE METO/IBI TIOUCKA TOKYMEHTAuU U uHGOopMa-
1M O ITPOrPAMMaX, BBISICHIIIHU, KaK TI0JYYUTH HOMOTIb B PelieHH TPobJIeM, ¢ KOTOPbI-
MU BbI MOJKETE CTOJKHYTbCS. PaccMOTpesin pyKOBOJICTBA U CTpaHuIlbl (popmata info,
a TaksKe KOMaHjbl apropos 1 info. [IpeicTaBuim cUCTEMBI OTCAEKUBAHUA OMUGOK,
JIaJIi HECKOJIBKO COBETOB O TOM, KaK MCKaTh U OTIPABJISATh MPaBUIbHBIE OTYETHI 00
omunbKax, a TakKe MoJICKa3ali Criocod MOHATH, KTO BIaieeT KOHKPETHOH TPOrpaMmMoii
WJI TIPOEKTOM.

0 IIpexae yem Bbl CMOXKeTe IIOHATD, YTO Ke Ha CaMOM JieJie IIPOMCXOJIUT, KOr/ja BO3HU-
KaeT mpobJieMa, BaM HeOOXOANMO 3HATH TEOPETHIECKYIO POJTH KasKIOH MPOTPaMMBI,
CBSI3AHHON ¢ TpobteMoit. OMH 13 TYUIIUX CIIOCOO0B CIEMATH 9TO — O3HAKOMUTHCS
C TOKyMEHTAIel TTPOTPaMMBbI.
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Y106bI 03HAKOMUTBCS C PYKOBOJCTBOM, JIOCTATOYHO BBECTH KOMaH/Ly man pykoBodcmbo,
yKa3aB MM KOMaH/Ibl [10c/Ie HoMepa paszesa (He 0053aTesIbHO).

Komamnza apropos Bo3Bpailaer CIiiCcOK PyKOBOJICTB, B KPATKOM OITMCAHUH KOTOPBIX
YIOMHUHAIOTCS 3allpollleHHbIe KJIIoueBble CJI0Ba, a TaKXKe OJIHOCTPOYHOE OllicaHue
KaK/10r0 U3 3TUX PYKOBOJICTB.

[Tpoext GNU mpegoctaBua pyKOBOACTBA st GOJBITHHCTBA CBOUX TPOTPAMM
B hopmare info. IloaToMy MHOTHE PYKOBOICTBA CCBLIAIOTCS HA COOTBETCTBYIONLYIO
JOKyMeHTarmio ¢hopmara info.

Kasxiplii makeT coflep>KUT COMyTCTBYIONIYIO IOKYMEHTAITNIO, U /Iaske K HanMeHee
TOKYMEHTHUPOBAHHBIM IIPOTPaMMaM 00b14HO npuaraercst aila README, XpaHsaiinii
WHTEPEeCHYT0 U/ BAXKHYI0 HHGOPMAITHIO. JTa JOKyMEHTAI[1s pa3MelieHa B KaTa-
Jore /usr/share/doc/nakem/.

B GosbIIMHCTBE CIy4aeB B apXUBaX 4acTO 3alaBaeMbIX BOTIPOCOB WJIU MOYTOBBIX
PacchbLIoK Ha O(UIMATBHOM caliTe IPOrpaMMbl MOYKHO HAUTH ONUCAHKE TPOOJIEMBI,
€ KOTOPOM BBI CTOJTKHYJINCh.

ITpoext Kali xparuT cOOPHUK MMOJIE3HON JOKYMEHTAIMH 110 afpecy https://docs.kali.org/.

ITpoekt Kali Linux ucronb3yer kanain #kali-linux B IRC-cetu Freenode. Bor mo-
JKeTe 3ajieicTBoBaTh pecypc chat.freenode.net B kayectse IRC-cepBepa, ncnomnbays
opt 6667 nst TLS-coenunenus nian 6666 st coeIMHEHUST ¢ OTKPBITHIM TEKCTOM.
Yr06b! pricoeantnThes K oocyskaerrsaM B IRC, BbI gosskib! ipuMmenuTs IRC-kinenT
hexchat (B rpahuueckom pesknme) uian irssi (B KOHCOIBHOM pekume). CyIiecTByeT
TaksKe BeO-KJIMEHT, IOCTYITHbIN Ha caiiTe http://webchat.freenode.net/.

Odunnasbubie Ghopymsr coobiiecTa a4 npoekra Kali Linux pacoosxKeHbl 110
aznpecy https://forums.kali.org/.

Ecam BB 00Hapys&uTe OmMOKY B IPOrPaMMe, TO MOKETE HAWTH COOTBETCTBY IO
oT4deT 06 oMb Ke Un MoAaTh coocTBeHHbIH. O6g3aTebHO COOMONANTE U3IT0KEHHbBIC
HaMM PEKOMEHIAIHN, YTOOBI yOENThCS, YTO Balll OTYET MOHATHBIA U MCYEPITHIBAIONIIIA,
M yBEJINYUTD HIAHCHI HA CBOEBPEMEHHOE yCTpaHeH e OMUOKN pa3spaboTYnKaMu.

Hexoropsie oTyerst 06 ommbkax Hy:kHO oTripaButh B Kali, a Apyrie MoxxHO mogaTh
B Debian. Komanza tuna dpkg -s nakem | grep ~Version: BbiBegeT Ha 9KPaH HOMEP
BEPCHUHM ¢ TIOMETKOH kali, ecim aTo maker, Mmogudurposannbrii Kali.

WpentudunuposaTs TPoekT GoJiee BBICOKOTO YPOBHS M HAWTH, Ky/la TT0/[aBaTh OT-
get 06 omubKe, 0OBIYHO JIETKO. BaM POCTO HYKHO TIPOCMOTPETH CAiT, CChIIKA Ha
KOTOPBII COAEPKNTCS B METAJAHHBIX MTAKETa B 1oJie Homepage.

Kali ucnonbsyer cereByio cucreMy OTCIeKUBaHUS OMIMOOK, PACIIOIOKEHHYIO Ha
caifte https://bugs.kali.org/my_view_page.php, rzie BbI MOKeTe TPOCMATPUBATD OTYETHI
006 onmmbKax aHOHUMHO, HO €CJIM XOTUTE OCTaBUTh KOMMEHTApUI WK 10JaTh HOBBII
orueT 00 o1nbKe, TO IMPUIETCS CO3AATH HOBYIO YUETHYIO 3aIUCh.

Debian sazeiictByer (B OCHOBHOM) CHCTEMY OTCJIEKUBAHUS ONMOOK Ha OCHOBE
HJIEKTPOHHON MOYTHI, U3BecTHYIO Kak Debbugs. Uto6er co3mars HOBbINH oT4eT 06
omubKe, HyKHO OTIIPABUTH HIEKTPOHHOE TCHMO (CO CTIEINATbHBIM CHHTAKCHUCOM )
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Ha azpec submit@bugs.debian.org uam BOCIIOIb30BaThCS TPOTPAMMON reportbug, Ko-
TOpas MPOBEJIET Yepe3 BeCh IPOIece Mojaun oTyeTa.

Q Xorst MHOTHE IPOEKTHI pasMelnenbl Ha BeO-cepsrce GitHub u ncosbayior cucremy
GitHub Issues mis1 orciexkuBanus ¢cBOMX OMIMOOK, €CTh TaKsKe MHOIO APYTUX MIPO-
€KTOB, KOTOPbIE Pa3MEIAIOT COOCTBEHHbIE CHCTEMBI OTCIEKBAHUS. BO3MOKHO, BaM
NPUJIETCST O3HAKOMUTLCS ¢ OCHOBAMMU IIPOYUX CUCTEM, €CJIH MOHAT0OUTCST PETUCTPHU-
pPOBaTh OLIMOKH.

Tenepb, KOT/la y BaC €CTb OCHOBHbIC MTHCTPYMEHTDI /IVIST HaBUTallU 110 LiHUX, YCTaHOB-
KN 1 HaCTpOfIKPI Kali, a TaKsKe [JId pelreHnuA HpO6JIEM CHUCTEMBI U IIOJIYYE€HHA ITIOMOIIHN,
IIpUIIJIO BpEM:A B3IJIAHYTb Ha 6JIOKI/IpOBKy Kali, 4TOOBI BBl CMOIJIN 3alllUTUTDb CBOIO
YCTaHOBKY U JITaHHBIE CBOUX KJIMEHTOB.
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Kaxk Tos1bK0 BbI HauHeTe rcosb30Bath Kali Linux st 6osiee KOH(BUIEHITHATBHBIX U BbI-
COKOMPO(MUITBHBIX 3a/1a4, BaM, CKOPEE BCETO, TIPUIETCS CEPbe3Hee OTHECTUCH K Ge3orac-
HOCTH Ballieil ycTaHOBKHU. B 9Toi rmaBe MBI BHaYasIe 06CY/IMM MOJUTHKY GE30TTacHOCTH,
BBIJIEJTB HanboJIee BasKHbIC MOMEHTBI TIPH €€ OTPe/IeJIeHNH, U 00paTHM BHUMAHUE Ha
HEKOTOPBIE YTPO3BI JI7IsT BAITIEH CHCTEMBI U /IS BAC KAk Mpodeccronasa mo 6e30macHOCTH.
Mpi Takzke 06CyANM MepPbI He30MaCHOCTH JIJIst HOYTOYKOB U HACTOJILHBIX CHCTEM U Pac-
CMOTPUM OTAETbHO GpaHAMaysphl U (GUIBTPAINIO MaKeToB. B 3aBepinenne 3arponem
UHCTPYMEHTBI U CTPATETH MOHUTOPUHTA U MTOKaskeM HanboJiee ahGeKTUBHBIE CTIOCOOBI
WX UCTIOJIb30BAHUS JIJIst OOHAPY KEHUSI TIOTEHITMATIBHBIX YTPO3 [IJIsT Balllell CHCTEMBI.

7.1. OnpeageneHne nonnTUKK 6€30nacHOCTH

Henenecoobpasno o6cyskaath Ge30I1acHOCTD B OOIIMX YepTax, HOCKOJIbKY 9TO IIOHSATHE
NpeACTaBAAET COOON MUPOKUIA CIEKTP KOHIENINH, THCTPYMEHTOB U ITPOLELY P, KOTOPbIE
He SIBJISIIOTCSL YHUBEPCANbHBIME, BbIOOp cpein HUX TPeOyeT TOUHOTO MPEACTABICHUSE
BalIMX lesed. 3aluTa CUCTeMbl HAUMHAETCS ¢ OTBETOB Ha HECKOJbKO BOIIPOCOB.
[Tocnemnoe u 6e3paccyHoe BHEAPEHNE IIPOM3BOIBLHOTO Habopa yTUIUT BEJET K PUCKY
oMOOYHOTO OIPEAEIEHUS ACIEKTOB GE30IIACHOCTH.

Jlyuiie Bcero n3Ha4aIbHO OPEAENUTD KOHKPETHYIO 11eJib. [IpaBujIbHbIM TIOJIX0I0M
K pelIeHnIo 9Toii 3aga4uu OyAyT OTBETHI Ha CJIEAYIONINE BOIPOCHL.

Q Ymo BbI ibITaeTeCh 3auTUTH? [lomuTnka GezonacHocTu Gy/IeT OTINYAThCS B 3aBH-
CHUMOCTH OT TOT'0, 4TO Bbl XOTHUTE 3al[UTUTD: KOMIIbIOTEPBI MJIH laHHble. B mocieaem
cIyvae BaM TaksKe HYKHO 3HATH, KaKas MMEHHO WHhOPMAIis TpedyeT 3allnThI.

O Omuezo BblTIbITaeTECH 3AMUTUTHCA? OT yTEUKN KOHPUAEHITMATBHBIX IAHHBIX ? OT C1y-
yaiiHoii morepu nHbopMarun? OT yObITKA, BBIBBAHHOTO CO0EM B IIPEAOCTABJIEHIN YCIYT?

Q Om K020 BBl NbITAETECH 3AUTUTHCA? Mepbl GezonacHocTu OYayT COBEPIIEHHO
Pa3HBIMHU JIJIS 3AlIUTHI OT OIIEYATKHU IIPOCTOTO T0JIb30BATENSI CUCTEMbI U 3aIIIUTHI OT
OTIpe/IeJIEHHOW TPYTIIBI 3JI0yMBITIIIEHHUKOB.

TepMuH «pUCK» 0OBIYHO UCTIOTHIYETCST IS OOIIETO ONMpeNeTeHusT YKa3aHHbIX
(hbaxTOpPOB: UTO HYKHO 3AIMUTUTD, UTO CJAEAYET TPEAOTBPATUTD U TI0 Ybell BUHE ATO MO-
JKeT TpousoiiTu. [l MosempoBanust prcka TpeGyIoTCs OTBEThI Ha BCe TPU BOIPOCA.
OcHOBBIBaSICh Ha TOJYYEHHON MOJIETH, MOKHO Pa3paboTaTh MOJUTUKY GE30TTacHOCTH
1 PeaJin30BaTh €€ C MOMOIIbI0 KOHKPETHBIX /1eliCTBUI.

HeusMeHHbI  Bpioc LLHalep, MMpoBOI 3KCMepT Mo Bornpocam 6e3onacHocTy (He Tobko
BOMPOC  KOMMbIOTEPHOIA), MbITAETCS NMPOTUBOCTOATL OAHOMY U3 OCHOBHbLIX MUGDOB
6esonacHocTu, fencTBys nof fesn3oM: «besonacHocTs — 3To Npovecc,

a He MpoayKT». AKTUBbI, KOTOpPble HyXAatoTcs B 3alUuTe, CO BPEMEHEM

MEHSIOTCS, TaK Xe KaK 1 yrpo3bl U CPEACTBA, 4OCTYNHbIE MOTEHLMAbHBIM
3/10yMblLLNIEHHMKAM. Jaxe ecnv nonnTtvka 6e3onacHoOCTM M3HaYaslbHO

bbina npeanbHo paspaboTaHa M peann3oBaHa, Bbl HUKOTAA He [OJIXKHbI
0CTaHaBAMBATLCH Ha LOCTUrHYyTOM. KOMMOHeHTbI pucka pa3BuBatoTcs,

1 METOfbl €ro NpefoTBPaLLEHUS LOKHbI Pa3BMBATLCH COOTBETCTBEHHO.
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Kpowme Toro, cieyeT yYuThBaTh AOMOJHUTEIbHBIE CAEPKUBAIONIIE (hAKTOPBI,
KOTOpbIE MOTYT OIPAHUYUBATH UANA30H JOCTYITHBIX MOJUTHK. Ha 4TO BBI TOTOBBI
MOWTH pajii 3alUTI CUCTEMbI? DTOT BOIIPOC UMeeT OOJIbIIoe 3HAUYeHUe /st BIOOpa
oJUTUKU. OUeHb 4acTO OTBET OIPEEIAETCS TONBKO C TOUYKU 3PEHUS JIEHEKHBIX U3-
JIEPIKEK, HO CIIE/[yeT YUUTBIBATH U IPYTUE SJIEMEHTDI, TAKHE KaK BO3SMOKHbIE HEY100CTBa,
KOTOPBIM [TO/IBEPTHYTCA TI0Jb30BATEIM CUCTEMBI, MJIM YXY/IIIIEHUE €€ TPOU3BOAUTEIb-
HOCTH.

Kak ToJIbKO PUCK CMOJIEJTMPOBaH, BBl MOJKETE 3alyMbIBAThCsI O pa3paboTKe MOAX0-
IS TIONTUKH GEe30TTaCHOCTH.

Cy1iecTBy10T KpalilHOCTH, KOTOPbIE CTOUT pacCMaTpUBATh IIPU IIPUHATUYN PELIeHN
06 yposte Heobxoaumoii 6ezomacuoctu. C 0HON CTOPOHBI, YPE3BBIYANHO TIPOCTO 06€-
crieunThb 6a30ByI0 HE30MACHOCTH CUCTEMBI.

Hampumep, eciu cucteMa, onrpe/iesIeHHast /1715 3l Thl, BKJII0YaeT TOJIbKO TojiepKaH-
HBII KOMIIBIOTEP, KOTOPBIN NCITOJIB3YeTCs JINTID /LIS CJI0KEHMST Taphl 9rcesl B KOHIIE /THS,
TO BITOJIHE PasyMHBIM pelieHreM ObLIo Obl He MTPEAPUHUMATD HITYEero 0COOEHHOTO ISk
ee 3amuTol. VlcTuHHadg 1IeHHOCTb TaKOI cHCTeMbl HU3Kas, a IIEHHOCTD JIaHHbIX U BOBCE
paBHa HYJIIO, TAK KaK OHU He XpaHATcd Ha KoMibloTepe. [loTeHnaabHbIil 310yMbIIIIIEH-
HUK, IPOHUKIIUI B 3TY CUCTEMY, TIOJTYYUT TOJTBKO KaJIbKyaATOP. CTOMMOCTD 3aIUThI
o06HON CUCTEMBI, BEPOATHO, OyieT 60ibliie, ueM yOBITKN OT B3JI0MA.

[TpoTUBOIOMOKHON cCUTYyaleil CTaHeT Caydail 3aiuThl KOH(DUAECHITHATbHOCTN
CEKPETHBIX JIAHHBIX CAMBIM IIOJTHBIM CIIOCOGOM C TPEOI0JEHUEM JITOOBIX OTPaHUYEHI.
B sTOM Ccitydae MoAXOASIINM pereHrneM 6yeT moJHoe YHHUTOREHNE HHhOpMAIUn
(6ezonacHoe cTupanue HaoB, U3MEIbUEHIE KECTKUX TMCKOB Ha MEJIKUE KYCOYKH,
3aTeM PacTBOPEHHUE ATUX KYCOUYKOB B KMCJIOTE U T. /I.). Ecsiu cyniecTByeT 10M0THA-
TeJIbHOE TPeOOBAHME O TOM, YTO JIAHHBIE IOJIKHBI XPAHUTHCS JIJIST TaJIbHEHIIEro nuc-
0JIb30BaHUs (He 06sI3aTe/IbHO B IOCTOSTHHOM IOCTYITHOCTH ) ¥ CTOUMOCTD [TO-TIPEKHEMY
He SIBJISIETCS CAEPKUBAIOIIM (haKTOPOM, TO JIyUIiieil iaeeii OyeT XpaHeHHe JaHHbIX
Ha MJIACTUHAX W3 CIJIaBa MPUAMSA W TIATUHBI B 60MOOYOEKUIIAx MO/ TOPAMHU 10
BCeMy MUPY, KaxkK/0e 13 KOTOPBIX (pPa3yMeeTcs) 3aceKpeyeHo U OXpaHsaeTcs 11es10n
apmueii.

XO0T4 9T METOJBI MOTYT TIOKA3aThCS MTPEYBETUYEHHBIMU, TEM HEe MEHEe OHU MOTYT
OBITH MOAXOAANIUME PEIIEHUSIMU JIJISI OMPEIEIEHHBIX PUCKOB, MTOCKOJIBKY MTO3BOJISIFOT
JOCTHYb HAMEUEHHBIX I[eJIeil [TPY 3alaHHbIX OrpaHnueHnsx. Vlcxo/s n3 000CHOBAHHOTO
peleH s, HuKaKast MoJTUTHKa Ge30TIaCHOCTH He SIBJISIETCsT GOJIee I MEHEE IOCTATOUHOM,
ueM J100ast Ipyras.

Bosspaitiasics k 6osiee TUHITUYHOMY CJIydato, HHGOPMAIMOHHAS CHCTEMA MOKET ObITh
CEeTMEHTUPOBAHA B COBMECTUMBIE W MTPEUMYIIECTBEHHO HE3aBUCUMbBIE TTOJICUCTEMBI.
Bce oHu nmeroT cob6cTBeHHbIE TPEOOBAHUSI U OTPAHUYEHUS, TIO9TOMY OIIEHKY PHUCKa
1 Pa3paboTKy MOJIUTHKN GE30MACHOCTH CJIELYET MPOBOANUTD OTAETBHO JJIsT KaxKIOH 13
Takux rnojgcucreM. HykHo Bcera MOMHUTD O TOM, YTO MaJIyIO IIOBEPXHOCTD aTaKH JIeT-
4e 3aNUTUTD, YeM 60ubliyio. CeTeBbie OpPraHu3aIiK TO0JKHBI OBITH CIIPOEKTHPOBAHDI
TaK: ysI3BUMbBIE CEPBUCHI HEOOXOAUMO CKOHIIEHTPUPOBATH Ha HEOOJIBIIIOM KOJINYECTBE
KOMITBIOTEPOB, U TIOCIIEAHIE IOJFKHBI OBITH IOCTYITHBI Uepe3 MUHUMATbHOE KOJUUECTBO
MapIIPyTOB WJIM KOHTPOJBHBIX TOUeK. JIoruKa mpocTa: jerde 3ainuTHTh KOHTPOJIbHBIE
TOYKH, YEM BCE YSI3BUMBIE KOMITBIOTEPHI OT BCETO BHEITHETO MUPa. IMEHHO B 9TOT MOMEHT
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CTaHOBUTCS OYEBUAHOMN T0JIb3a ceTeBON (hubTpanuu (B TOM Yucje OpaHMayspaMiu).
JlaHHY0 (GUIBTPAIII0 MOKHO PEATI30BATh € MOMOIIBIO CIIEIUATEHOTO 000PY/I0BAHS,
HO 0OoJiee TIPOCTHIM U TUOKUM PEIIEHIEM SIBJISIETCST UCIIOIb30BAHIE TIPOTPAMMHOTO
OpanaMayspa, MOZOOHOTO TOMY, YTO HHTErPUPOBAH B AApo Linux.

7.2. BO3MOXHble Mepbl 6e30nacHOCTU

Kax 6bL10 cKazaHo BbIIIE, HET €IMHOTO OTBETA Ha BOIIPOC O TOM, KaK 3alllUTUTb Kali
Linux. Bce 3aBucut ot criocoba ero ucnoab3oBaHusg U OT TOT'O, YTO MMEHHO BbI IIbITae-
TECb 3alllUTUTD.

Ha cepsepe

Ecan Bb ucnonbsyere Kali Linux Ha 0011e0CcTyIIHOM cepBepe, TO CTOUT 3all[UTHTh
CETEBbIE CEPBUCHI, U3MEHUB BCE MAPOJIU 1O YMOJYAHUIO, KOTOPbIE MOTYT OBITH HACTPO-
€HBI, ¥, BEPOSITHO, TIyTeM OTPaHUYEHHUS IOCTYIA K HIM C TIOMOIIBIO OpanaMayapa (pas-
JIeJTl 7.3 «3amnTa ceTeBbIX CepBUCOB» U 7.4 «bpanamayap nin hbuabTpanus maxeToBs
COOTBETCTBEHHO, CM. HUXKeE).

Ecau Bbl tepesiaeTe anmble yYeTHBIX 3alIMcCell T0JIb30BaTe/Iel HEIIOCPEICTBEHHO Ha
cepepe 6O Ha OHOM 13 CETEBBIX CEPBUCOB, YOEINUTECH, UTO YCTAHOBIIN HAJIE/KHBIE
mapoJii (OHU JIOJIKHBI BBIIEPKUBATH ATAKH TIOJMHBIM TTepebopom). B To 5ke BpeMst MOKHO
HACTPOUTD Iporpammy fail2ban, KOTOpas 3HAUUTENLHO YCJIOXKHSET B3JIOM HapoJieit
moJHBIM TepeGopoM 1o cetn (oThUIBTPOBBIBas [P-afipeca, MPEBLIIAIONIE JUMUT
HEYJAYHBIX [TOIBITOK BXO/a B CUCTEMY). Y CTaHOBUTD fail2ban MOXKHO C ITOMOIIBIO
KOMaH/Ibl apt update n 3arem apt install fail2ban.

Ecnu BB ncnonb3yere BeG-cepBUCH, HacTpanBaiTe UX paboTy depes MpoTo-
ko HTTPS, urobbl ceTeBbie MOCPEIHUKN He OTCIeKuBaiIK Bam Tpaduk (KOTOPBII
MOZKET BKJII0YaTh (ailiibl ayTeHTHGUKANN cookie).

Ha HoyTbyke

HoyTOyK crienpaimcTa no TeCTHPOBAHMIO Ha TIPOHUKHOBEHUE He TIPETEPIIeBAET TEX JKe
PHUCKOB, UTO M OTKPBITHII CepBEP: HAPUMED, BBl MEHEE MO/IBEP;KEHBI CTyIaitHBIM aTaKaM
B3JIOMIIUKA-/IJIETAaHTa, 8 €CJIM 9TO U IIPOUBO0IIET, y BAC, BEPOSITHO, He OyIeT aKTHBHBIX
CETEBBIX CEPBUCOB B ATOT MOMEHT.

PeanbHbIil pUCK 9acTO BO3HUKAET, KOT/A BBI €/IcT€ OT OJTHOTO KJIMEHTA K JIPYTOMY.
Hanpumep, Bair HoyTOYK MOKET ObITh YKPaJeH BO BPeMsI TOE3IKK MJIH U3BSAT TAMO-
JKeHHUKaMu. BOT 1modeMy CTOMT MCIIOTh30BaTh TTOJIHOE MIM(pPOBaHUE TUCKA (CM. TTOI-
paszen «Y cTaHoBKa Ha TIOJTHOCTHIO 3amudpoBaHHYT0 (haiiyIoByTo crucTeMys pasfena 4.2)
1, BOBMOKHO, TaKKe HACTPOUTh (QYHKITHIIO nuke (CM. BPE3Ky «¥Y CTAaHOBKA MapoJIs ca-
MOYHUYTOKEHUS JJIST JOTIOJHUTEIBHO Ge3onmacHoCTH» B ryiaBe 9): JaHHbIE, KOTOPbIE
BbI cOGpa/IM BO BpeMst Baleil paboThl, SABISIOTCS KOH(MUIEHIHATbHBIMU 1 TPEOYIOT
MaKCUMAaJIbHOH 3aITUTHI.
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Bam Taxyke MoryT norpeboBaThes IpaBuia OpanaMayapa (CM. HuKe paszen 7.4), Ho
He JIJIS TOH JKe TIeJId, YTO U Ha cepBepe. BeposTHO, BbI 3aXOTHUTE 3aIIPETUTH BECHh MCXO/IS-
i Tpaduk, Kpome Tpaduka, renepupyeMoro Banmm V PN-gocTymom. T HacTpoiKn
oI00HBI HACTPOIKaM Oe30IacHOCTH ceTH, Tak 4To Koraa VPN mepecratner paboTaTh,
BBI Cpasy JKe 3aMeTUTe 9T0 (BMECTO TOTO, YTOOBI BO3BPAIIATHCS K JIOKATHHOMY CETEBOMY
nocryiy). Takum o6pasom, Bbl He Bbiaete [P-ajspeca cBOMX KJIMEHTOB [IPU ITPOCMOTPE
Be0-CTPaHUIL UK JPYTHX CETEBBIX JeHcTBUsAX. KpoMe TOTo, ecyii BBl BBITIOJIHSIETE JIO-
KaJbHOE BHyTPEHHEE B3ANMO/ICHCTBIE, TO JIyUIlle BCETO HEMTPECTAHHO KOHTPOJUPOBATD
CBOIO JIEATENLHOCTD, YTOOBI YMEHBIIUTD TIYM, CO3/[aBAEMBIN B CE€TH, KOTOPBIH MOXKET
MIPUBJICYb BHUMAHWUE KIUEHTOB U MX CUCTEMBI 3aIHTBHI.

7.3. 3alumnTa ceTeBbIX CEPBUCOB

PekomMeHyeTcst OTKJIIOUUTD CEPBUCHI, KOTOPbIE BbI He rcnosbayere. Kali ynporaer aty
3aj1auy, MOCKOJIbKY GOJIBIIIMHCTBO CETEBBIX CEPBUCOB IO YMOTYAHUIO YIKE OTKIIOUECHBI.

IToka cepBUCHI OCTAOTCS OTKJIIOUYEHHBIMU, OHK HE MIPEACTABJISAIOT YIPo3bl Ge3omac-
HocTu. OHAKO BBI JOJZKHBI OBITH OCTOPOKHBI IPY UX BKJIIOUYEHUH BBUIY CJIEAYIONIIX
¢daxTopoB.

O [To ymomruaHuio y HUX HET OpaHIMayapa, TO3TOMY, ECJIH OHU ITPOCIIYIIUBAIOT BCE CETEBbIE
uHTEPGENCHI, TO B 3HAYUTETHHOU CTENEHU JOCTYITHBI [IJist 0OIIECTBEHHOCTH.

O Hekoropbie cepBHUCHI He UMEIOT YYeTHBIX JIAHHBIX W TIO3BOJIAIOT YCTAHABINBATD UX
IIpY TIEPBOM MCIOJIb30BAHNH; IPYTHE UMEIOT CTaHAapTHbIe (1, CIe/0BATEIbHO, ITH-
POKO U3BECTHBIE) YYETHBIE IAHHBIC. Y 6eIUTECh, UTO BbI (TIEpe)YCTAHOBUIIH TIAPOJIb,
KOTOPBIH N3BECTEH TOJIBKO BaM.

Q Mseuorue CEPBUCHI BBIITIYCKAIOTCS C ITpaBaMU root (C ITOJTHBIMU ITpaBaMU a/IMUHUCTPA~
Topa), IIO3TOMY IIOCJIEACTBHA HECAHKIIMOHUPOBAHHOTO AOCTYIIa WMJIM HapyIlI€HUA
6e3011acHOCTU OOBIYHO ABJIAIOTCS CEPbE3HbIMHU.

YyeTHble  Mbl He ByeM NepeyncnaTh 34eCb BCE MHCTPYMEHTbI, KOTOPbIE MOCTaB-
DaHHbIE MO JIFOTCS C YYeTHbIMY AaHHBIMM M0 YMosi4aHuio. BMecTo 3Toro Bbl f0SXKHbI
yMonyaHuto npoBepuTb ¢pann README.Debian pns cooTBeTCTBYOLWMX NaKeTOB,
aTake cTpaHuLbl https://docs.kali.org/ v https://tools.kali.org/ c uenbto
y3HaTb, HYXLAETCS NIM CEPBUC B CMeLManbHOM 06Cny)KnBaHUM, YTODbI

obecneyntb Heobxon MMyt Be30MacHOCTb.

Ecnv Bbl 3anyckaeTech B peXXuMe peasibHoro BpeMEHH, TO MaposieM yHeTHOM
3anucu root sBnsieTcs toor. Taknm 06pa3oM, Bbl He [o/KHbI BKto4aTb SSH
nepeg CMeHol Napons y4eTHOM 3anncK root Uan nNpexae YeM HaCTpouTb
B KOHGUIypaLMmn y4eTHOW 3anucK 3anpeT BXoAa Ha 0CHOBE Naposs.

O6paTuTe BHMMaHMWe TakxKe Ha M3BeCTHbIN dakT, YTo npoekT BeEF (13
y>e yCTaHOBJEeHHOro nakeTta beef-xss) uMeeT yyeTHble faHHble no
yMoJl4aHuIo: UM nonb3oBaTens beef n naponb beef, KoTopble 3agaHsbl
«NPUHYAUTEeNbHO» B daine KoHbUrypauuu.
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7.4. bpaHaMayasp v unbTpaumsi NAKETOB

Bpanomaysp — 910 9acTh KOMIIBIOTEPHOTO 060PYA0BAHIS € AllIIAPATHBIM 0OeCIIeYeHIEM,
POrPaMMHBIM 00ecIieYeHeM U U T€M U JIPYTUM, KOTOPasi aHAJIU3UPYET BXOJSAIINE
WJIN UCXOJIAIIME CeTeBble MaKeThl (ITPUXOAIIIE UK UCXOAAIINe U3 JIOKATHHON CeTH)
1 TIPOITYCKAET TOJBKO Te, KOTOPBIE COOTBETCTBYIOT OTIPe/leIEeHHBIM TIPe/IBAPUTETHHO
3a/IaHHBIM YCJIOBUSIM.

@uubTpylonuii ceTeBoii 03 — TUI GpaHaMayspa, KOTOPBIN 3al[UIAET BCIO
cerb. OGBIYHO OH yCTaHABJIMBAETCS Ha CIEIIMATbHO BBIJEIEHHBIH KOMITBIOTED, CKOH-
(urypupoBaHHBIN KaK ILJIIO3 /sl CETH, TAKUM 00Pa3oM, YTO MOKET aHAJIU3UPOBATH
BCE BXOJISANIME M UCXOJAIINE U3 CETH MAaKeThl. B KauecTBe aabTepHATUBBI CYIIECTBYET
JIOKaJIbHBII GpaHaMayap, peAcTaBIsonuii coboil cepsuc IO, paboTaronuii Ha O1HOM
OIpe/IeJIEHHOM KOMITBIOTEPE, 4TOOBI (DHIIBTPOBATH UJTH OTPAHUYUBATD IOCTYII K PSILY CEP-
BMCOB Ha TOM KOMIIbIOTEPE UJIH, BO3MOXKHO, TPEIOTBPAIIATD UCXOAAIINE COCTUHEHUS
OT IIITMOHCKOTO MTPOTPAMMHOTO 00€CIIeUeH s, KOTOPOE TI0JIb30BATEb MOT YCTAHOBUTh
CIIy4allHO WJIM YMBITIIJIEHHO.

B saapo Linux Berpoen 6panamaysp netfilter. He cylectByer eiuHOro penieHust
LTSI HACTPOMKH JTI060T0 OpaHaMayspa, Tak Kak TpeGOBAHUSI CETH U TT0JIb30BaTE s Pas-
HaTcd. TeMm He MeHee BBl MOJKeTe KOHTPOJIMPOBaTh netfilter u3 1M0Jb30BATENIHCKOTO
MIPOCTPAHCTBA ¢ TOMONIbIO KOMaH/[ iptables u ip6tables. Pazuuiia mexnay nocmues-
HUMU 3aKJII0YAeTCs B TOM, 4TO mepBast paboTaer mis cereit IPv4, Torga kak Bropas
dbyukmonupyer Ha IPv6. TTockorbKy 00a cTeKa CETEBBIX MPOTOKOJIOB, BEPOSITHO,
GyayT paboTaTh B TeYEHHE MHOTHX JIET, TO 062 MHCTPYMEHTA JI0JIKHbI HCTIOJIb30BAThCS
napassesbHo. Bbl Takke MoKkeTe TPUMEHSITh OTJANYHYTO YTUIUTY fwbuilder Ha ocHOBE
rpaduueckoro uHTepdeiica, KOTOPbIil obecreunBaer rpaduuecKoe MpecTaBieHne
paBuJl GUIBTPALIMN.

OjHAKO eCJIU BBl PEIIUJIA HACTPOUTH netfilter (peamusanus 6panamayapa Linux),
TO PACCMOTPUM TOAPOOHEE, KaK OH PabOTaeT.

NoBeaeHue cetesoro punbTpa Netfilter

DuibTp Netfilter UCIONB3YET YETHIPE PA3JIUUHBIE TaOJUIBI, B KOTOPBIX XPAHSTCS
IIpaBUJIa, perJiaMeHTUPYIole TP BHU/Ia ollepalliii Hajl TakeTaMu:

Q filter kacaercs npaBui puabTpanuy (MIPUHSTHE, OTKA3 UKW UTHOPUPOBAHUE Ta-
KeTa);

O nat (Network Address Translation — TpaHCJISITIHSI CETEBBIX A[PECOB) KACAETCSI TPAHC-
JITIAN UCXOHBIX VI TEJIEBBIX a[PECOB ¥ TIOPTOB TTAKETOB;

QO mangle oTHOCUTCS K APyruM n3MeHeHusaM B [P-makerax (Bkimouas mosne ToS (Type
of Service — TuIr cepBuca) u OIIKK);

O raw I0IIyCKaeT Apyrue u3aMeHeHus B IlaKeTax, IIPOBeJleHHble BDYYHYIO, /10 TOrO KakK
OHH (HaKETbI) AOCTUTHYT CUCTEMBI OTCJIEKNBaHUSA COCANMHEHNA.
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Kasxpas tabamia coiepsKUT CIIMCKU IIPAaBIJI, Ha3bIBaeMble yensamu. Bpangmaysp mc-
I0JIb3YEeT CTAaHAAPTHBIE LIeNH I 0OPabOTKHU IIaKEeTOB Ha OCHOBE IPEAOIPENETeHHbIX
YCTIOBUIA. AJIMUHUCTPATOP MOKET CO3/IaBATh IPYTHE IIEMH, KOTOPbIE Oy T IIPUMEHSIThCS
TOJILKO TIPU Tiepefiade OJHON U3 CTaHJAPTHBIX 1lenell (IPSMO WJIH KOCBEHHO).

Tabauia filter COJIEPKUT TPU CTAHJAPTHBIE [IEITN:

O INPUT — KacaeTcs IIaKeTOB, 1[€J1bI0 KOTOPLIX SIBJISIETCS CaM 6paH/:[May3p;

QO OUTPUT — OTHOCHUTCS K TTAKETaM, HCXOJISIIIM OT OpaHaMayspa;

O FORWARD — OTHOCHUTCSI K IAKETaM, IPOXOASIIIM Yepe3 Opanamayap (KOTOPBIA He sSB-
JIgeTcsl HU MX MCTOYHUKOM, HI MECTOM Ha3HAUYEHMUST ).

Tabsuia nat Takske HMEET TPY CTAHAPTHBIE TETTH:

O

PREROUTING — /j11 UI3BMEHEHM ITAKETOB Cpa3y I10Cje UX MOCTYIIJIEHUST;
0 POSTROUTING — 1151 U3MEHEHM IIaKEeTOB, KOI'/la OHM TOTOBBI K OTIIPABKE;

O OUTPUT — /st ©KBMEHEHMUSI [IAKETOB, CrEHEPUPOBAHHBIX CAMUM GPAHAMAYIPOM.

It 1ienu n3obpakeHbl Ha puc. 7.1.

CeTeBble MPUIOXeHUs

INPUT OUTPUT

—» PREROUTING

A4

FORWARD P POSTROUTING ——»

Puc. 7.1. Kak Bbi3biBatoTcs Lienu Netfilter

Kaskmas miens mipecraBisier co60H CIUCOK TIPABIIT; KaXK/I0€ MPABUIO €CTh HAOOP
yCJIOBUIL U JelficTBHE, BBITIOJHIEMOE MIPU BBITOJHEHWN ycaoBuil. IIpu obpaborke
maxeta GpaHaMaysp CKAaHUPYET COOTBETCTBYIONIYIO €MD, OMHO TMPABIIO 32 IPYTHM,
1 KOT/Ia YCJIOBUS [IJ11 OJTHOTO MIPaBUJia BBITIOJHAIOTCS, lepeckakuBaeT (jump) (oTcioza
napamerp -j B KOMaH/aX) K YKa3aHHOMY JEHCTBUIO JJIst TIPOROJIKEHUsA 00paboTKu.
Haubosee pactipocTpaneHHbIE TUITBI MTOBEICHUS CTAHAAPTU3UPOBAHBI, U JIJIsI HUX
CYHIECTBYIOT CllellMajbHble JelcTBUA. BollosHeHe 01HOro U3 9TUX CTaHJapPTHBIX
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JeiicTBUI mpepbiBaeT 06pabOTKY IEMOYKH, TOCKOJIbKY JabHEHIast cyabba MaKkeToB
ysKe npeziperena (He puHruMas BO BHUMAaHUE UCKJII0UeH e, yIOMSHyToe Hiske). [lanee
TepevyncieHbl fecTBust Netfilter.

O ACCEPT (ITPUHATD) — pazpemuts makeTy ABUTATHCS JIaJiee TIO CBOEMY MapPIIPYTY.

O REJECT (OTKJIOHUTD) — OTKIOHUTD HAKET ¢ moMoLibio nakera omunbox ICMP
(Internet control message protocol — MPOTOKOJ MEKCETEBBIX YIPABJISIONIUX CO-
ob61uennii) (mapamerp --reject-with mun pusa iptables omnpeaenser Tui omuOKu
JUTSL OTKJIOHEHUS ).

Q DRoP (CBPOCHUTD) — ynanuth (ITHOPUPOBATD ) TTAKET.

Q LoG (BAPETUCTPUPOBATD) — saperucrpuposarh (4epes pemon syslogd) co-
obuienne ¢ onucanueM rmakera. O6paruTe BHUMaHUE, 4TO ITO JeiiCTBUE HE [IPePhIBaeT
06paboTKY, a BBIOJHEHHE TIEIH TPOIOJIKAETCS CO CIEAYIOIMIETO MTPABUJIA, TOITOMY
peructpanyda OTKJIOHEHHbBIX ITAKETOB Tpe6yeT Kak IpaBuJia LOG, Tak 1 REJECT/DROP.
OO61ve mapaMeTpsl, CBSI3aHHBIE C PETUCTPAIIUEN, BKIIOYAIOT:

® --log-level, c mpeaynpexkaeHUeM 110 YMOJTYAHUIO, YKA3bIBAET YPOBEHD CEPHE3-
HOCTHU syslog;

® --log-prefix MO3BOJIAET yKa3aTh MpehUKC TEKCTa, YTOObI pa3inyaTh 3aperi-
CTPUPOBaHHbIE COOOIIEHNUS;

® __log-tcp-sequence, --log-tcp-options u --log-ip-options obo3navaior
NOTIOTHUTETBHbIE TaHHbIE, KOTOPBIE OUKHBI OBITH TOMEIIEHBI B COOOTIEHHE:
nopsakobiit Homep TCP, mapamerpsr TCP 1 mapametpsr [P cooTBeTcTBEHHO.

O ULOG — 3aperucrpupoBarh coobuieHue yepes ulogd, KOTOPbI MOXKET ObITh JIy4iie
azanTupoBan u Gosiee addekrTuset, yeM syslogd mus 06paboTKK OOJIBLIIOIO KO-
yecTBa COOONEHNI; 06paTI/ITe BHMMaHME, 4TO 9TO AeHCTBHE, MOZ0OHO LOG, TaKkKe
BO3BpalaeT 00paboTKy K CJIEAYIOIIeMY IPABUITY B BbI3BIBAIOIIEH EITH.

O wMmA_uenu — TepeiTH K yKa3aHHOU 11T U OIEHUTD ee ITPaBUJIa.

O RETURN (BEPHYTD) — npepBarb 06pabOTKy TEKYIIEN eI U BEPHYTHCS K BbI3bI-
BalomIell 1ermoyKe; eciv TeKyIas IeroyKa sIBIsSeTCs CTAaHAAPTHO, TO BBI3bIBAIOIEH
LIENIOYKHU HET, TI0ITOMY BMECTO Hee BBIIIOJIHSAETCS JIeUCTBUE 110 yMOIUYanuio (orpe-
JleJIEHHOE € IIOMOIIbIO ITapaMeTpa -P [ iptables).

O SNAT (ToJIbKO B TabJIuIle nat) — IMPUMEHUTh KCTOYHUK TPAHCIISIINI CETEBIX a/[PECOB
(Source Network Address Translation, SNAT). [{oI10IHUTEIbHBIE TTAPAMETPHI OIIH-
CHIBAIOT TOYHBIE UBMEHEHUS, KOTOPBIE HYKHO IIPUMEHUTD, BKJIIOUas mapaMeTp - -to-
source adpec : nopm, KOTOPBII OITpeiesisieT HOBbIN ncTouyHuk IP-afpeca u/unu nopra.

O DNAT (TOJIbKO B TabJIMIIE nat) — MPUMEHUTD Ha3HAYEHHUE TPAHCIISIIINI CETEBBIX aIPECOB
(Destination Network Address Translation, DNAT). JlonoiHiTe1bHBIE TADAMETPbI
OITUCHIBAIOT TOUHbBIE U3MEHEHNUST, KOTOPBIE HY3KHO UCIIOJIb30BATH, BKIIIOUYAS TTAPAMETP
--to-destination adpec:nopm, KOTOPBII OTpe/iessieT HOBbIN ncTouyHUK [P-anpeca
1/WJH TIOpTAa.

O MASQUERADE (MACKMPOBKA) (TosibKo B TabJiie hat) — IPUMEHUTb MACKUPOBKY
(0cobblii cirydaii Source NAT).
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O REDIRECT (ITEPEHATIPABJ/JIEHUE) (TosbKo B TabsuIle nat) — OTKPBITO Tepe-
HATIPABUTH MTAKET B JIAHHBII OPT caMOTo OpaHaMayspa. MOKHO HCIIOIb30BATD JIIst
HACTPOMKI OTKPBITOTO cepBepa BeO-MPOKCH, KOTOPBIH paboTaeT 6e3 KOH(PUTYpaIii
Ha CTOPOHE KJIUEHTA, U B TO BPEMsI, KOT/[a KJIMEHT CYUTAET, UTO TTOKIIOIAETCS K TI0-
Jygareso, GakTHIECKH COOOIIEHNST MPOXOAST Yepes MPoKcu-cepsep. [lapamerp
--to-ports nopm(-b1) YKa3bIBaeT MOPT WJIH [UATA30H OPTOB, KY/a JOJKHDI OBITH
MepEHATIPABICHbBI TAKETHI.

Jpyrue peiicTBus, 0cOGEHHO Te, KOTOPbIe KacaroTcst TabIUIIbl mangle, He BOILIN B JaH-
HbIH TIo/1pas/iest. VIX MoTHbIi CITMCOK BBl Hali/leTe Ha CTPAHUIAX PYKOBOJICTB iptables
(8) u ip6tables (8).

YTo Takoe ICMP?

MpoTokon MexceTeBbIX yrnpasasowmx coobuwenmnin (ICMP) — npotokon,
MCnonb3yeMbli L5 nepefayu BCrnoMoratesbHoW MHdopMaLum ¢ no-
MoLLblo cooblleHnin. OH NpoBepsieT ceTeBOe COeAMHEHNE, NMPUMEHSS
KoMaHgy ping, otnpasnstouwyo ICMP-coobuieHre 3anpoca oTknuka,
Ha KoTopoe moJslyyaTesb JOJIKEH 0TBeYaTb cooTBeTcTBYyloWMUM ICMP-
coobuieHnem (oTkankom). MpoTokon curHanusmpyert, Yyto bpaHamayap
OTKJIOHWN MakeT, yKa3blBaeT Ha nepenosiHeHue B bydepe npuema,
npepsiaraeT Ay4YLMIA MapLIpyT AN CNefyloLWwnx nakeToB B COefuHe-
HUM 1 T. 8. OnpepgenseTcs HeckonbkuMu okymeHTamu Tna RFC. B uncne
nepBbIX LOKYMEHTOB MOXHO HasgaTb RFC777 (http://www.fags.org/rfcs/
rfc777.html) n RFC792 (http://www.fags.org/rfcs/rfc792.html), Ho 3aTeM
NOSIBUANCH U ApYrve, KOTOPbIe PacluMpuin U/Uan BHECIM U3MEHEHUS
B MPOTOKO.

[na cnpaBku: bydep npvema npeacraBnset cobo HeboNbLIYO 30HY
namsTH, B KOTOPOI JaHHble XPaHATCS B MEPUOL MEXAY MOMEHTOM, KOTAa
OHMW MOCTYyMaloT U3 CeTW, U MOMEHTOM, KOTrAa S4po nx obpabaTtbiBaeT.
Ecnv 3Ta 30Ha 3amnosiHeHa, TO HOBbIE JaHHble HE MOTYT BbITb MOYYeEHbI
n ICMP curHanuaupyet o npobneme, 4ytobbl SMUTTEP MOT 3aMeaINTb
CKOPOCTb Nepefauy (BCiefcTBME YEro B MAease Yepes HEKOTOPoe BpeMs
[,0JIKHO BbITh JOCTUMHYTO paBHoBecue).

ObpaTnTe BHUMaHWe: xoTs ceTb IPv4 MoxeT pabotaTb 1 6e3 ICMP, nns
cetun IPv6 ctporo tpebyetca npotokon ICMPv6, nockonbky oH 06b-
efVHSeT HeckonbKo GYyHKLUNUIA, KoTopble ansa IPv4 pacnpocTpaHsaioTcs
yepes ICMPv4, npotokon uneHcTBa B rpynnax MHTepHeta (Internet Group
Membership Protocol, IGMP) 1 npotokon onpegenerus agpeca (Address
Resolution Protocol, ARP). MpoTokon ICMPvé onpepeneH B fokyMeHTe
RFC4443 (http://www.fags.org/rfcs/rfc4443.html).

CnHTakcuc KoMaHp iptables u ip6tables

Komanznr iptables u ip6tables HCIIOJIb3YIOTCS JIJIs1 YIIPABJIE€HUS Ta6JII/IIIaMI/I, eIrsaMn
n npaBusiaMu. VIx mapametp -t table ykasbIBaeT, ¢ KAKO Tabauieit pa6OTaTb (110 ymoJ1-
yaHuto Tabauna filter).
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KomMaHabl
HI/DKe IepedncyeHbl OCHOBHbBIC ITapaMETPhI JIJIs1 BBB.PIMO,ZIefICTBI/IH C ersaMu.

O -L yene BBIBOAWT CINCOK MPaBUJ, cofepskanuxcs B 1enu. Vcnombayercs BmecTe
C TTapaMeTPoOM -n JIJIsT OTKJTIOUEHUS pa3penieHns mMeH (HampuMmep, iptables -n -L
INPUT BBIBO/JIUT TIPABUJIA, OTHOCSITIIUECS KO BXOSTINM TIAKeTaM ).

Q -Nuyenb co3saeT HOBYIO II€ITb. Bwr moxere CO3aBaTh HOBBIC IEITN IJIA IIEJI0OTO pA/la
ueﬂeﬁ, BRJIIOYasA TECTUPOBaAHHWE HOBOI'O CETEBOI'O CEPBHCA UJIM OTPaKeHNE CeTeBOI
aTaKH.

O -X yene yaasseT MycTYIO U HEMCIIOJIb3yeMYIo Iierb (HarpumMep, iptables -X ddos-
attack).

QO -A yens npaBuso 106GABIAET TIPABUIIO B KOHIIE 3aflaHHOM Tieru. [ToMHWTE, TTpaBuIa
06pabaThIBAIOTCS CBEPXY BHU3, He 3a0BIBANTE YUUTHIBATH ITOT MOMEHT TIPH 100aB-
JIEHUU TIPABUJL.

Q -Iyens Homep_npaBuna npaBuso BCTABJISAET [IPABUJIO TIepe/l IIPABUJIOM C YKa3aHHbIM
HoMmepoM. Kak u B mapamerpe -A, yauThIBaiiTe mopsiiok 06paboTKH TPU BBOJIE HOBBIX
IIPaBUJI B 1CTIb.

Q -D uens Homep_npaBuna (Mu -D yens npabuso) yaajasgeT MPaBUJIo B TIETTH; TIEPBBI
CHHTAKCUC YKa3bIBAET, UTO MPABUIIO MO OTPEACTCHHBIM HOMEPOM JIOJIKHO OBITH
yaaseHo (komanzia iptables -L --1ine-numbers BBIBOJUT Ha 9KPaH HOMEPA ITPABILI),
a BTOPO# UeHTU(hUIMPYET IIPABUIIO K YIATEHUIO TI0 €r0 CYTH.

Q -F yens C6paCbIBaeT nenb (yaajsier Bce ee npasuiia). Hampumep, 4To0bl yaaanTh
BCE IIPaBUJIa, CBA3AHHbBIE C UCXOAANMMU MaKeTaMU, BbI JOJIKHBI BBECTA KOMaHILy
iptables -F OUTPUT. Ecau HU ofiHA IeTlb He YKa3aHa, TO yAAJIII0TCS Bce MpaBuia
B Tabuu1e.

Q -Puene delicmBue onipesiesisieT 1eliCTBUE 110 YMOJTYAHUIO UJIH <IIOJIUTHKY» /1151 TAaHHOM
nenu. O6parure BHUMaHIe: TaKas TOJUTUKA [TPUCYIIA TOJBKO JIJISI CTAHAAPTHBIX
nerneil. YTo6b1 yAAIUTH BeCh BXOAANIMIA TPApUK 1O YMOTYAHUIO, BbI JOJKHBI BbI-
IIOJTHUTHh KOMaHy iptables -P INPUT DROP.

MNpaBuna

Kasxxnoe nipaBuiio 3ajiaercs B COOTBETCTBUU CO CJIELYIONUM CUHTAKCUCOM: yca06us -j
delicmBue napamempsi_delicmBus. Ecm B 0JlTHOM TIpaBuJie OTTMCAHO HECKOJBKO YCJIO-
BUii, TO KpuTEpueM aBjsiercs: oobeauHenue (Joruueckoe M) yciaosuii, Koropoe 00-
JlajlaeT orpaHUYeHneM, [0 MeHbIIel Mepe TaKUM Ke, KaK M KasK/[0e OT/eJIbHO B35TOe
yCJIOBHE.

YcioBue -p npomokosa COOTBETCTBYET TI0JII0 TIPpoTOKoJa [ P-miakera. Haubouiee pac-
MIPOCTPAHEHHBIMU 3HAYEHUSAMH SABJILIOTCA tep, udp, icmp 1 icmpv6. ITO yCI0BUE MOKHO
JIOTIOJTHUTD ycaoBUaME KacateabHo TCP-TIopTOB ¢ MOMOIIBIO TTapaMeTpoB - -source-
port nopmu --destination-port nopm.
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OTpuuartenbHble [lobaBreHne BOCKAMLATENIbHOMO 3Haka Nepea ycioBMeM 03HaYaeT ero
yc/ioBUSi  OTpuuaHue. Hanpumep, oTpuLiaHve ycinoBus no napameTpy -p 03HayaeT
«t0b0M NakeT Cc NPOTOKOJIOM, OT/IMYHBIM OT TOFO, KOTOPbINA yKa3aH». 3T0T

MeXaHW3M OTPULLAHNS MOXHO NMPUMEHSTH K 1I0ObIM APYTrUM YCIIOBUSM.

YcaoBue -s adpec MK -s cemb/Macka COOTBETCTBYET MCXOHOMY (source) azpecy
makeTta. CooTBeTCTBEHHO, -d adpec uiu -d cems/Macka COOTBETCTBYET aJ[pecy Ha3Have-
Hus (destination).

YeioBue -1 uHmepgeiic BBIOGUPAET MAKEThI, HCXOJSIIUE U3 33JaHHOTO CETEBOTO WH-
Tepdeiica; -o uHmeppelic — TAKETHI, BEIXO/ISNINE HA OTNIpeiesIeHHbIN HHTePdETic.

YcnoBue --state cmamyc COOTBETCTBYET CTATyCy aKeTa B COeMHEHNN (JIJII 9TOTO
TpebyeTcst MOMLYJIb siipa ipt_ conntrack [Jist oTcaeskuBanus coennenust). Cratyc NEW
ONMCBHIBAET MAKET, 3aITy CKAION HOBOE COe/IUHEHUE, CTaTyC ESTABLISHED COOTBETCTBYET
maKeTaMm, MPUHAJIEKAIINM K YIKe CYIIECTBYIOIIEMY COeINHEHNIO, ¥ CTaTyC RELATED cOOT-
BETCTBYET IMaKeTaM, MHUITUNPYIOIINM HOBOE COeIUHEHNE, CBA3AHHOE C CYIIECTBYIOINM
(4TO TIOJIE3HO JIJIST COeIMHEHNIT Ftp-TaHHBIX B aKTUBHOM peskume rnpoTtokosia FTP).

CyLL[eCTByeT MHOJKECTBO JIOCTYITHBIX ITapaMeTpoB /i1 iptables u ip6tables, u 1y
UX 0CBOEHUsI TOTpebyeTcst HeMaso BpeMern. OIHAKO OJIMH U3 HUX, KOTOPBIN BbI OyieTe
UCIIOJIb30BATh Yallle BCero, — 9T0 HapaMerp, OJIOKUPYIOIUN BPeJOHOCHBIN ceTeBOI
TpadUK ¢ XOCTa WK AuarasoHa xoctos. Hanpumep, uToObl He3aMeTHO OJIOKUPOBATH
Bxogsii Tpaduk ¢ [P-ampeca 10.0.1.5 m 31.13.74.0/24 xracca C mojcetn, Hy;KHO BbI-
TOJMHUTD P KOMAH:

# iptables -A INPUT -s 10.0.1.5 -j DROP

# iptables -A INPUT -s 31.13.74.0/24 -j DROP
# iptables -n -L INPUT

Chain INPUT (policy ACCEPT)

target prot opt source destination
DROP all -- 10.0.1.5 0.0.0.0/0
DROP all -- 31.13.74.9/24 0.0.0.0/0

Jlpyras komaHia iptables 4acTo IPUMEHSIETCS C TIEITBIO PA3PEIIEeHIS CETEBOTO Tpadu-
Ka JIJIs OIIpeIeJIEHHOTO CepBHca iin opTa. YToObI OJIb30BATEIN MOTJIH TOKII0YATHCS
k SSH, HTTP u IMAP, BbI 10J5KHBI BBITIOJIHUTD CJIEIYIOTIE€ KOMAH/IbI:

# iptables -A INPUT -m state --state NEW -p tcp --dport 22 -j ACCEPT
# iptables -A INPUT -m state --state NEW -p tcp --dport 80 -j ACCEPT
# iptables -A INPUT -m state --state NEW -p tcp --dport 143 -j ACCEPT
# iptables -n -L INPUT

Chain INPUT (policy ACCEPT)

target prot opt source destination

DROP all -- 10.0.1.5 0.0.0.0/0

DROP all -- 31.13.74.0/24 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
ACCEPT tcp -- ©0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:80
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:143
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IIpaBunom xopotirelt KOMITBIOTEPHON 2U2ueHbl ABIASETCSI OYUCTKA CTAPBIX U HEHYKHBIX
npasust. CaMbIii TPOCTOM CIIOCO0 yIAIUTH TPABIIIO iptables — CCHUIATHCS HA IPABUJIA TI0
HOMEPY CTPOKU, KOTOPbIE BBl MOJKETE ITOJLYYUTH C IIOMOIIBIO ITapaMeTpa - -1ine-numbers.
ByibTe BHUMATEIBHBL: TIPH COPOCE TIPABUJIA BCE MOCEYIONINE TPABIIIA B TIETIOUKE OY/Iy T
IIepeHyMepOBaHbL.

# iptables -n -L INPUT --line-numbers
Chain INPUT (policy ACCEPT)

num target prot opt source destination

1 DROP all -- 10.0.1.5 0.0.0.0/0

2 DROP all -- 31.13.74.0/24 0.0.0.0/0

3 ACCEPT tcp -- ©0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
4 ACCEPT tcp -- ©0.0.0.90/0 0.0.0.0/0 state NEW tcp dpt:80
5 ACCEPT tep -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:143
# iptables -D INPUT 2

# iptables -D INPUT 1

# iptables -n -L INPUT --line-numbers

Chain INPUT (policy ACCEPT)

num target prot opt source destination

1 ACCEPT tep -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
2 ACCEPT tcp -- ©0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:80
3 ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:143

CymecTByior 6oJiee crenuduueckiie yCa0BK, 3aBUCAIINE OT O0IIUX YCAOBHIA,
OIMCAHHBIX B, JIJIs IIoIydeHus JONOJHUTeNbHON nH(OpManuu o6paTUTeCh K py-
KOBOJICTBaM iptables (8) u ip6tables (8).

Co3paHue npasun

JlJist Kax10T0 HOBOTO mpaBuiia TpebyeTcst O[IUH BbI30B iptables wim ip6tables.
BBOj1 5TUX KOMaH/] BDYYHYIO MOKET OBITH yTOMUTEIbHBIM, TAK YTO BBI30BBI OOBIYHO XPa-
HATCA B CLIeHapUU, 1, KaK CJIeACTBIE, CUCTEMA aBTOMATUYECKU HACTPauBaeTCA OJUHAKOBO
IIPU KaxK/01i 3arpy3ke KoMIiibiotepa. J[aHHblii clieHapuii MOXKHO HallicaTh BPYyYHYIO, HO
BaM MOJKET OBITh TaKKe HHTEPECHO MOJATOTOBUTH €T0 € TIOMOIIBIO BHICOKOYPOBHEBOTO
UHCTPYMEHTA, TAKOTO Kak fwbuilder.

# apt install fwbuilder
ITpunimn npoct. Ha epsoM aTaiie OIMIINTe BCe SI1€MEHThI, KOTOpble Oy Iy T 3azeii-
CTBOBAHBI B HOBBIX ITPaBUJIAX:
Q cam GpaHaMAayap € €To CeTEBBIMU HHTEPdecamMu;
0O ceTHU ¢ COOTBETCTBYIOIMMMU AuanazoHamu [P-aapecos;
QO cepBepbl;
Q [OPTHI, IPUHAJIEKAIIME CayskbGaM, pa3sMEIeHHbIM Ha cepBepax.
3areM coszaiiTe IpaBuIIa ¢ HOMOIILIO IPOCTBIX ACHCTBUI IIepeTacKUBaHus 00bEKTOB,

KaK TIoKa3aHo Ha puc. 7.2. HeckosbKO KOHTEKCTHBIX MEHIO MOTYT U3MEHUTD YCJIOBUE
(HampuMep, OTPHUIIATh €ro). 3aTeM HYKHO BBIOPAaTh U HACTPOUTH J€HCTBHE.
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Firmwall Buidder  [gnurandal+placard fub] = E =
Fules. Tools  Windew  Help
5 &
Compie  Instalt
mirenboite / Policy A
 sowrce Destiaton Service Wnterfage Drection Action Time | Options  Comment
N oy B potyrmic gul)l’ sarmansisiun] Ay | g% eoth @n:nm Any
ﬁunv 5000-5100 {58)
Wz
2 IRy sorvarmir-atha ins Bagrmeanboita | S Zabbix any | § wbou @) accep: Ay
!Wnlu
T a M B Co
o any hry Saons | Any
& Ary Any. 5§=nyICMI" Aty ‘.‘Eulh :@nuzzp: Any
58 ipvs anyicrars il
= y: Standacd X
OBject Type: ICMPE

J# User / Firewalls | mirenboite / Policy aE

Dbject Name: v any ICMPE

E p— T —— bype: -1 code: -1
B

Rule set: 'ml
# Top ruleset
Table

1 mangie tabie

8 ater+mangie table l

| T pe—

Puc.7.2. asHoe okHo fwbuilder

Yro kacaercst IPv6, To Bbl MoskeTe IGO0 CO3/1aTh /1Ba PasHbIX Habopa pasu st IPv4
n IPv6, 1160 co3aTh TOJLKO OZHO 1 II03BOJIUTE fwbuilder mpeoOpa3oBbIBaTh IIpaBUIIA
B COOTBETCTBUU C aJipecaMu, Ha3HAYEHHbIMU OOBEKTAM.

MHcrpymenT fwbuilder cosmact clieHapuii, HaCTpauBaOIIIil GpaHaAMayap B COOTBET-
CTBUU C TIPAaBUJIAMU, KOTOPBIE BBI ONIpeiesiniin. Ero Moy ibHast apXUTeKTypa MO3BOJISIeT
reHepUupOoBaTh CIIEHAPHH, IIPeIHA3HAYEHHbIE /IS PAa3HBIX CCTEM, BKJIIOYasi iptables st
Linux, ipf nns FreeBSD u pf nsg OpenBSD.

YCTaHOBKa npasu
MNpU KaXkaoK 3arpyske

Yto6bl BHEAPATD MIpaBua GpaHaMayapa MpH Kax/[01 3arpy3Ke MallliHbl, BaM He06-
XOJIMMO 3aPErucTpPUpPOBATh ClieHapWil KOH(MUTYpalny B AUPEKTUBE up daiina /etc/
network/interfaces. B ciemytomniem mpuMepe ciieHapuii XpaHurest B /usr/local/
etc/arrakis.fw.

auto etho
iface etho inet static
address 192.168.0.1
network 192.168.0.0
netmask 255.255.255.0
broadcast 192.168.0.255
up /usr/local/etc/arrakis.fw
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B aToMm mpuMepe TipesiniosiaraeTcs, 4To BbI ICTIOJIb3yeTe TakeT ifupdown 7151 HACTPOIi-
KU ceTeBbIX nHTepdetico. Ecm Bbl mpuMensieTe 4To-To ipyroe (ckaxkeM, NetworkManager
i systemd-networkd), To 0O6paTUTECh K COOTBETCTBYIOIIEH JOKYMEHTAIIUN, YTOOBI
Y3HATD, KaK BBITTOJIHUTD CIIEHAPHH TTOCJIe 3aImycka nHTepdeiica.

/.5. MOHUTOPUHI N NPOTOKO/IMPOBaHME

KoudupeHIIMaabHOCTh U 3al[UTa JaHHBIX — BasKHbIE aclleKThl 0E30MaCHOCTH, HO He
MeHee BaKHO 00eCTednTh TOCTYITHOCTD CEPBUCOB. B KavuecTBe aIMUHUCTPATOPA U CTTe-
[MATNCTa 110 GE30TTACHOCTH BBI IOJIKHDI CJIEINTH 32 TEM, YTOODI BCe PAOOTATIO TOJIKHBIM
06pa3oM, 1 Ballla OTBETCTBEHHOCTH — CBOEBPEMEHHO BLISIBJISITH AHOMATHHOE TIOBEIEHTE
U yXyuenus B pabote cepsrcos. [Iporpammioe obecriederie it MOHUTOPHHTA U TIPO-
TOKOJIMPOBAHSI UTPAET KJIIOYEBYIO POJIb B 9TOM acliekTe HGe30macHoCTH, 0OecednBast
MTOHUMAaHNeE TOTO, YTO TIPOUCXOAUT B CUCTEME U B CETH.

B aToM paszesie Mbl pacCMOTPUM Psi/t HHCTPYMEHTOB, KOTOPbIE MOXKHO UCII0JIb30BaTh
JUISI MOHUTOPHMHTA HECKOJIBKUX aclieKToB crcTeMbl Kali.

MOHUTOPUHT >XXypHanoB
C nomoLblo Nporpammel logcheck

[Tporpamma logcheck oTcieskuBaeT haitsibl JKypHaIa KasK/blil 4ac o yMOJIYaHUIO U OT-
MpaBJisieT HEeCTaHAaPTHBIE COOOIIEHUsI JKYPHAIA B COOOIIEHUS 3JIEKTPOHHON MOYTHI
AJIMIUHUICTPATOPY JIJIST UX ATHHEHIIETO aHaIn3a.

CHnucok KOHTPOJMPYeMbIX (hailtoB XpaHuTCs 1o anpecy /etc/logcheck/log-
check.logfiles. 3HAUCHUSI 0 YMOTUAHUIO OYLyT PabOTATH OJIKHBIM 00PA30M, ecJiv (haiir
/etc/rsyslog.conf He ObLI IOJHOCTHIO EPECTPOEH.

[Iporpamma logcheck MOXKET OTUUTBIBATHCS, NCIIOTb3YsI pa3Hble YPOBHU JIeTAIN3a-
i paranoid (apaHOWIAIBHEI), server (cepBepHBIi) 1 workstation (st paboumx
craHmuii). Pe;kuM paranoid oueHb MHOTOCJIOBEH U, BEPOSITHO, IOJIKEH OBITh OTPAaHUYEH
KOHKDPETHBIMU CEPBEPAMMU, TAKUMHE Kak OpaHIMayapbl. PekuM server UCTONb3yeTCs 110
YMOJIYQHUIO 1 PEKOMEHIYETCsI J17st GOJIBITITHCTBA cepBepoB. Peskum workstation, oue-
BUJIHO, MTPEIHAZHAYEH JIJIsT PaOOUNX CTAHIIUN U YPE3BBIYANHO CKAT, OT(UIBTPOBBIBASI
6oJIblIIe COOOIIEHUT, UeM APyrue «coOpaThs».

Bo Bcex Tpex cayuasx logcheck, BEPOSITHO, IOJKEH OBITH HACTPOEH JIJIST UCKJTIOUEHUST
JOTIOTHUTEIBHBIX COOOTIEHUT (B 3aBUCHMOCTH OT YCTAaHOBJIEHHBIX CEPBHUCOB), €CJIV BB
HE XOTHUTE TTOJTyYaTh €KeIacHbIe TapTUH ITTAHHBIX He3aPETUCTPUPOBAHHBIX AJIEKTPOHHBIX
nuceM. ITockobKy MeXaHU3M BbIOOPa COOOIIEHUH J0BOIBHO CIOKHbIM, TO (aili /usr/
share/doc/logcheck-database/README. logcheck-database.gz oGst3aTe et K pouTe-
HUTO TTPY BO3HUKHOBEHNN CIIOKHOCTEH.

[Ipumensiembie TIpaBUJia MOKHO PA3/IeIUTh HA HECKOJIBKO THTIOB:

Q Te, KOTopbie KBAMNMUIMPYIOT COOOIIEHNE KaK TIOIBITKY B3JoMa (XpaHsTcs B (aiiie
B KaTajsiore /etc/logcheck/cracking.d/);
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O 1pourHOPUPOBaAHHBIE MONBITKY B3JoMa (/etc/logcheck/cracking.ignore.d/);

QO Te, KOTOpbIE KIACCUDUITUPYIOT COOBIIEHUE KaK TIPELYTPEsKIeHIE CUCTEeMbI Ge301ac-
Hoctu (/etc/logcheck/violations.d/);

0O IPOUrHOPUPOBAHHbIE NIPEAYIPEKICHI crcTeMbl OesoracHocTu (/etc/logcheck/
violations.ignore.d/);

O HaKOHEI[ Te, KOTOPbIE TIPUMEHSOTCS K OCTAILHBIM COOOIIEHUSAM (PAacCMaTPUBAIOTCST
KaK cucmemmuule cOObIMusL).

MDaiinbl ignore.d KCnoib3yoTCs (OYEBUAHO) JIJisk KTHOPUPOBAHUS COOOIEHMIA.
Hampumep, coobiiieHe, TOMEUYEHHOE KaK TOTIBITKA B3JIOMA UJIH TIPEYTIPEKIEHUE CUCTE-
MBI GesomnacHocTr (10 TpaBrIly, XpaHsiiieecs B daiiiie /etc/logcheck/violations.d/
myfile), MOKeT OBITH IIPOMTHOPUPOBAHO TOJILKO IIPaBUIOM B (aiiie /etc/logcheck/
violations.ignore.d/myfile uiu B Qaiisie /etc/logcheck/changes.ignore.d/
myfile-pacuwupeHue.

O cucreMHOM COOBITHHU Beera cOOOIIAETCs, €CIU TOJIBKO MPABUIO B OJHOM W3
KaTanoros /etc/logcheck/ignore.d.{paranoid, server, workstation}/ He yKa3ni-
BaeT, 4TO 9TO COOBITHE CJIEYET UTHOPUPOBATh. PasyMeeTcs, YUUTBIBAIOTCS JIUIIb TE
KaTaJloTh, YbM YPOBHU JIETAJM3AINH PABHSIIOTCS BEIOPAHHOMY PEKUMY PabOThI MJIH
IIPEBBIIIAIOT €ro.

MOHUTOPUHI aKTUBHOCTM
B PEXWME PEaslbHOr0 BPEMEHU

M HTepaKTUBHBII MHCTPYMEHT top 0TOOPasKaeT CIMCOK IIPOIECCOB, 3allyIeHHbIX B JIaH-
Hblit MoMenT. COPTUPOBKA M0 YMOJYAHUIO OCHOBAHA HA TEKYIIe 3arpy>KEHHOCTH 11PO-
1eccopa U MoKeT ObITh IOJIyYeHa ¢ IOMOIIBIO KJIo4a P. J[pyrue cOpTUPOBKY YKa3aHWii
coziepsKaT COPTUPOBKY 110 3aHATOH maMsATh (Kitod M), oblieMy BpeMeHH Ipoleccopa
(xmou T) u uaenTudukaropy mpoiecca (kiod N). Kitou k 3aBepinaeT mportiecc ¢ BBe-
JleHHbIM uieHTuguKaTopoM. Kiriou r nuameHsieT IpuopuTeT mpoiecca.

Koria cucrema kaskeTcst ieperpyskeHHoi, top — OTJIMYHbII UHCTPYMEHT, TI03BOJISI -
IOLIMH YBUIETD, KAKIE IIPOLECCHI KOHKYPUPYIOT 3 IIPOLECCOPHOE BPEMSI WU OTPeOISIOT
CJIMIIKOM MHOTO mamaATH. Tak, yacTo ObIBAET MHTEPECHO IIPOBEPUTH, COOTBETCTBYIOT
JIU TIPOIIECCHI, MOTPEGJIAIONINE PECYPChI, PeaibHbIM CEPBUCAM, KOTOPBIE JI0JIKHbI ObITh
pasMelieHbl Ha KoMmrbloTepe. HeusBecTHbIH mpoliece, paboraomuii kak www-data,
JTOJI;KEH JIEHCTBUTENIBHO BBIZIEISITHCS N3 CIIUCKA, U €T0 CJIEyeT U3YUUTh, TOCKOJIbKY OH,
BEPOSATHEE BCETO, SIBJSETCS IPUMEPOM IIPOIPAMMHOIO 0OECIIEYEHNSI, YCTAHOBIEHHOTO
1 BBIIOJIHAEMOI'O B CUCTEME C IIOMOIIBIO YSIBBUMOCTH B BEO-IIPUIIOKEHIH.

WHCTpyMeHT top oueHb rMOKUI, 1 PYKOBOJACTBO K HEMY COAEPKUT HOAPOOHYIO UH-
dopmaIio o ToM, Kak HACTPOUTH ero MHTepdeiic 1 aanTHPOBATh K BAITUM JTMYHBIM
HOTPEOHOCTSM U IPUBBIYKAM.

I'paduueckuit ”HCTPYMEHT gnome-system-monitor MOXOK Ha top u obecrieynBaer
BBITIOJTHEHUE TIPUMEPHO TeX e (QyHKITUI.



176 MnaBa 7 e 3awwTa n KoHTponb Kali Linux

O6Hapy>keHne U3MEHEHUN

[Mocsie ycTaHOBKY M HACTPOUKU CUCTEMBI OOJIBITUHCTBO €€ (haiiJIoB OKHBI OCTaBATHCS
OTHOCHUTEJILHO HEM3MEHHBIMH JI0 TEX MOp, MoKa cucteMa He 6yet obnoseHa. [Toatomy
PEKOMEHJIYETCsT CIIe/IUTh 32 M3BMEHEHUSIMU B 9TUX (haiisiax, Tak Kak Jioboe HelpeiBu-
JIEHHOE M3MEeHeHHe MOKeT ObITh IPUYUHON TPEBOTH, U €r0 HyKHO UCCJIE0BATh. B aTOM
no/pas/ieie IpeICTaBIeHbI HEKOTOPbIE U3 HanboJiee pactipoCcTpaHeHHbIX HHCTPYMEHTOB,
UCIIOJIb3YEMBIX /ISt MOHUTOPUHTA CUCTEMHBIX (hailyioB, 0GHAPY KEHUST NU3MEHEHWIT U, BO3-
MO’KHO, YBEZIOMJICHIA BaC KaK aiIMUHICTPATOPa CUCTEMBI.

lNpoBepka nakeTos
C nomoublo MHCTpyMeHTa dpkg --verify

WHcrpymenT dpkg --verify (nmm dpkg -V) BechbMa HHTEPECEH, MOCKOJIBKY 0TOOpakKaeT
cucTeMHbie (hailrbl, KOTOpbIe GBI HU3MEHEHBI (TPEAMOIOKUTENTHFHO 3T0YMBITILITCHHHU-
KOM), HO 3TOT BBIBO/L CJIe/LyeT BOCIIPUHUMATD C JI0JIeH CKeIICHCa.

[Tpu BBIMOTHEHUN cBOEH paboThl dpkg MoJaraeTcst Ha KOHTPOJIbHBIE CYMMBI, Xpa-
HAIHECS B ero cOOCTBEHHON 6ase JaHHBIX, KOTOPbIE, B CBOIO 0YEPE/lb, XPAHATCS Ha
JKECTKOM jiicke (MoryT ObITh HalijieHbl B /var/lib/dpkg/info/package.md5sums).
3Hast 3TO, BHUMATEIbHBIN 3JI0OYMBIIIIEHHUK Oy/IeT U3MEHSTh CUCTEMHbIe (hailibl,
4TOOBI OHU COJIEPIKATU HOBBIE KOHTPOJIBHBIE CYMMBI JIJISI TIOBPEK/IEHHBIX (hailyioB,
uy 6oJiee TIPOBUHY TN 3JIOYMBIIIIJIEHHUK MOKET B3JIOMATh ITAKET B BAllleM 3epKaJie
Debian. [Ty 3auutst 0T m0[00HO#T aTaKu HCTIOIB3YUTE CUCTEMY TPOBEPKH MIU(POBOIL
noanucu APT (cMm. oapasaen «IIpoBepka moaJiMHHOCTU TTakeTay pasjesa 8.3) st
MIPaBUJIBHON MTPOBEPKH TTAKETOB.

Yrto Takoe HamoMHWM: KOHTPONIbHAA CyMMa — 3TO 3HAYeHWe, YacTto Yucsio (xots
KOHTPONbHAs Y B LIECTHAALATEPUUYHON CUCTEME UCHUCIIEHUS), KOTOPOe COLEPXKUT
cymMMa ¢aitna? CBoero poga nofnuck Ansa cogepxkumoro eanna. JaHHas noanmck pac-
CUYMTBLIBAETCS C MOMOLLbI0 anroputMa (Hanpumep, usesectHblie MD5 unu
SHA1), cet dakT Gosiee MNK MeHee rapaHTUPYeT, YTo Jaxe caMmble He-
3HaYUTeNIbHbIe U3MEHEHUS B COLEP>KUMOM NPUBEAYT K UBMEHEHMIO KOH-
TPOJIbHOW CYyMMbl; 3TO U3BECTHO Kak «3¢ddekT naBuHbI». Mpoctas und-
poBasi NoANUCH CY>XUT 3G EKTUBHBIM CPEACTBOM AJ151 MPOBEPKM TOTO,
Bb110 N1 U3MeHeHo copepxmmoe daina. 3T anropuTMbl HeobpaTUMbI;
LpyruMu cnosaMu, Ana 6onbLUIMHCTBA M3 HUX 3HaHWE KOHTPOJIbHOMN
CyMMbl He MO3BOJISIET y3HaTb COOTBETCTBYIOLLIEE COfepXKMMoe. HeaaBHMe
MaTeMaTuyeckmne JOCTUXKEHUS, NO-BUAUMOMY, ocnabunm abcontoTHoCTb
3TUX MPUHLMMOB, HO UX UCMOSIb30BaHME LO CUX MOP He CTaBUTCS MOA
COMHeHMe, MOCKOJIbKY CO3AaHNe APYroro CoaepXKaHus, AaloLLEro OAHY
N Ty 5K€ KOHTPOJIbHYIO CYyMMY, MO-MpeXHeMy NpefCcTaBAseTcs 40BOJIbHO
CJIOXHOW 3agayen.
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3aryck dpkg -V TpoBepsieT Bce yCTAHOBJIEHHDIEC MAKETDI U BEIBOJUT HA HKPaH CTPO-
Ky JUIs1 Kax0ro (aiiia, KOTopblil He mpolies npoBepky. Kaxkupiii cumBos o603Havaer
MIPOBEPKY Ha KOHKPETHBbIE MeTajlanHble. K coxanenuio, dpkg He XpaHUT MeTaJaHHbIE,
HeO6XOI[I/IMbI€ JJIA 60]ILH_II/IHCTBa TECTOB U, TAKNM 06pa30M, BBIBOAWT BMECTO HUX BOIIPO-
cuTeJIbHbIE 3HAKK. B HacTosIIIee BpeMs TOJTBKO B cJIydae IpoBaJia MPOBEPKH KOHTPOJIBHOMN
CYMMBI Ha TpeTheil mosuiinu OyaeT yKasaHa mudpa 5.

# dpkg -V

B upusezentom soitie npumepe dpkg coobiiaer 06 usmenenuu daiiia cepsuca SSH,
KOTOPOE a/IMUHICTPATOP ITPOU3BEJT B TAKETUPOBAHHOM (haiijie BMECTO UCTIOIBb30BAHMS CO-
OTBETCTBYIOIIEH 3aMeHbI /etc/systemd/system/ssh. service (KOTOPBIi GyIeT XPaHUTHCS
MO/l KaTaJoTOM /etc, Kak U JOJKHBI XPAHUTHCST JTIOObIE M3MEHEHVST KOH(DHUTYpAIn).
B npumepe Takske IepedncieHo HecKoJbKo (aiiios koHburypamuu (0603HaYEHHbIX
GYKBOIT ¢ BO BTOPOM M0JI€ ), U3BMEHEHHBIX O MPaBHUJIAM.

Mouwuropunr ¢aiinos: AIDE. Nucrpyment AIDE (Advanced Intrusion Detection
Environment — coBpemMeHHast cpejia 06HApy KeHUs1 BTOPKEHUI ) IIPOBEPSIET EJTOCTHOCTh
(atina u obHapyKUBaET TOOBIE UBMEHEHMST, KOTOPBIE He COOTBETCTBYIOT PaHee 3alicaH-
HOMY 00pasy zeiictButebHON cucrembl. O6pas xpaHutcst B Buze 6asbl JaHHbIX (/var/
lib/aide/aide.db), comepskaleil cOOTBETCTBYIONLYI0 nHMOpMaLio 000 Beex (aiiiax
cucTeMbl (KOHTPOJIbHBIE CYMMBI, Pa3pelieHus, BpeMEeHHbIE METKH U T. 1.).

Bo1 MmosxeTe ycTanoBUTH AIDE, BBITTOTHUB KOMaHIY apt update, a 3atem apt install
aide. CHavaja BBl JOJUKHBI HHUIIMAJU3UPOBATH 6a3y JaHHBIX € MOMOIIbIO KOMAaH/IbI
aideinit; oHa Oyer 3amycKaThCsl eKelHEBHO (depes cieHapuil /etc/cron.daily/
aide), 4TOOBI MPOBEPUTH HATMUIE CYNIECTBEHHBIX M3MeHeHn . Eciin oHn 06Hapy KeHbl,
TO AIDE 3anuchiBaeT ux B daiisibl xxypHasa (/var/log/aide/*.1log) 1 OTIIpaBJIsIeT CBOU
pe3yJIbTaThl A/IMUHUCTPATOPY 110 AJEKTPOHHOM TT0YTe.

3awmra 6a3bl  [lockonbky AIDE ncnonb3yeT nokanbHyto 6a3y faHHbIX 4151 CPaBHEHUS
BaHHbIX  COCTOSIHUIA $alinoB, TOo 4OCTOBEPHOCTb PE3YbTaTOB HAMPSMYIO CBA3aHa
C [OCTOBEPHOCTbIO Ba3sbl. Ecnv 3n0yMbIlNEeHHNUK NoslyyaeT npasa root
LJ151 B3IOMaHHOW CUCTEMbI, TO CMOXEeT 3aMeHWTb 6a3y faHHbIX U 3a-
MecTu cnepbl B3noma. OguH ns cnocobos npefoTepalLeHus nogobHowm
LeATeNIbHOCTY — XpaHeHWe CNpaBOYHbIX AAHHbIX HA HOCUTENAX, MPe-
Ha3HaYeHHbIX TOJIbKO A YTEHUS.

Bol MoskeTe peaktupoBarh (ail /etc/default/aide, 4ToObI HACTPOUTH MOBEEHUE
naketa aide. Konduryparms camoro nncrpymerta AIDE xpanures B daiinax /etc/aide/
aide.conf u /etc/aide/aide.conf.d/ (00BIYHO 3TH (HANIIBI UCTIOIB3YIOTCS TOJTBKO



178 MnaBa 7 e 3awwTa n KoHTponb Kali Linux

KOMaH/101 update-aide. conf g renepanuu aiina /var/lib/aide/aide.conf.auto-
generated). Kondwurypanms ykassiBaeT, Kakie CBOWCTBA HY:KHO ITpoBepuTh. Hammpumep,
cozepxkuMoe (ailIoB KypPHAIOB U3MEHSIETCs B OOBIYHOM PesKiMe, M TaKKe peobpaso-
BaHWST MOKHO UTHOPUPOBAT, €CJIU PA3peIenusl 3TUX (PaijioB OCTAIOTCS HE3ATPOHY ThI-
M, OJTHAKO KaK COJIEPKUMOE, TAK U Pa3PEIIeHHsI UCTIOTHIEMBIX TIPOTPAMM JIOJIKHBI ObITh
Hem3MeHHbIMI. Hajio mpu3HaTh, YTo CHHTAKCUC KOH(PUTYPAIINH HE TOJTHOCTHIO MHTYH-
TUBHO TIOHSTEH, M MBI PEKOMEHJIYEM JIOTIOJTHUTENBHO 03HAKOMUTHCS € PYKOBO/ICTBOM
aide.conf (5).

Hosas Bepcus 6asbl JaHHBIX CO3/AETCS €KeJHEBHO B /var/lib/aide/aide.db.new;
€CJI BCE 3aPETUCTPUPOBAHHBIC U3MEHEHUsT OBLIN TPaBOMEPHBIME, TO 6a3y JTaHHBIX
MOKHO 3aMEHUTh.

WucrpymenT Tripwire ouenb oxosk Ha AIDE; axe cuHTakcuc daiiyia Kongurypa-
WU TTOYTU OAIMHAKOBBIN. OCHOBHOE JIOTIOJIHEHNE, TIPEIOCTABISAEMOE tripwire, — 3TO
MeXaHU3M TOATTHICH (haiiyia KOHPUTYPAIUK, KOTOPBII He TT03BOJISET 37I0YMBITIEHHUKY
yKasaTb Ha JAPYIYI0 BEPCUIO CIIPABOYHOI Gasbl JAHHBIX.

WucrpymenT Samhain rpejjiaraeT anajorudHble (PYHKIIMH, a TAKXKe HEKOTOPbBIE JI0-
HOJTHUTEJIbHbIE (PYHKI[UH, TTOMOTAOIIe OOHAPYKUTH PYTKUTHI (CM. Bpe3Ky «IlakeTsl
checksecurity u chkrootkit/rkhunters auske). On Takke MOKET OBITh PasBEPHYT IJIO-
GaJIbHO BO BCEH CETH U 3alIMChIBATD PE3YJIbTAThl CBOEH pabOThI Ha IEHTPAJIbHOM CepBepe
(c moanuCkIo).

MakeTtbl [lakeT checksecurity cocTouT M3 HeckoNbKNX HeBONbLUMX CLeHapues,
checksecurity KoTopbie BbIMONHSAT OCHOBHbLIE MPOBEPKM B CUCTeMe (MOMCK MyCThiX
u chkrootkit/ naponeit, HoBbIx daitnos setuid u T. 4.) U NpegynpexaatoT 06 0bHapy-
rkhunter >xeHwun 3TMx ycnoBuit. HecMoTpsi Ha MHoroobellatoLee MMA NakeTa, Bbl
He LLOMKHbI MoJslaraTbCs UCKIYUTENBHO Ha HEro C Lesbto ybeanTbes,
yTto cuctema Linux B 6e3onacHocTy.

MakeTbl chkrootkit n rkhunter obHapy>xrBatoT onpefeneHHble pyTKUTbI,
MOTEHLMANbHO YCTaHOB/IEHHbIE B cMCTeMe. HanoMHMM, 4To 3To YacTu
nporpaMMHoro obecneyeHuns, npegHasHayYeHHbIe 415 CKPbITUS B3J10Ma
CUCTEeMbI, MPUTOM MO3BOJIAIOLLME HE3AMETHO COXPAHATb KOHTPOJIb HAf,
MaluunHol. TecTbl HageXHbl He Ha 100 %, Ho 0BbIYHO X pe3ynbTaTbl MOryT

NpuB/ieYb Balle BHUMaHWe K NoTeHLManbHbIM NpobieMam.

7.6. Pe3tome

B 370i1 TJ1aBe MBI PACCMOTPEJIN TIOHSATHE MOJUTHKU GE30MaCHOCTHU, MOUYEPKHYB Pas-
JIMYHBIE MOMEHTBI, KOTOPbIE CJIelyeT YUUTBIBATH TP OTIPe/eIeHNN TaKOH MOJTUTUKH,
u 06paTHB BHUMAaHUE Ha PSI/T BOBMOKHBIX YTPO3 Balllell CICTeMe W IHYHO BaM KaK CIie-
rasucty 1o 6ezonacHocT. Mbl 06Cy I Mepbl 6€30MACHOCTH /I HOYTOYKOB U Ha-
CTOJIBHBIX CHCTEM, & TAKKe OpaHAMAyapbl U (DHILTPALIUIO TTAKETOB.
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HaKOHeH, MbI IPE/ICTaBUJIN MHCTPYMEHTBI U CTPAaTETUN MOHUTOPUHTA W ITOKa3aJIu,

KaK HAaWJIY4IIUM 0OPa3oM Peain30BaTh UX B EJAX OOHAPYKEHUS TOTEHITMABHBIX YTPO3
JUUISL Balllell CUCTEeMBbl.

a
a

Haiiute BpeMs 11T OTIPeIe/IEH ST BCEOXBATHIBAIONIEH TIOMUTHKN GE30MACHOCTH.

Ecom o1 ucnionbayere Kali Ha obuienoctyiHom cepsepe, TO U3BMEHUTE BCe MapoJIu
0 YMOJIYAHUIO JIJIST CEPBUCOB, KOTOPBIE MOTYT OBITh HACTPOEHDI, 1 OTPAHUYBTE UX
JIOCTYII ¢ TIOMOIIbI0 OparaMayapa (cM. paszesibl 7.3 1 7.4 COOTBETCTBEHHO) IIepe]l
7IX 3aITyCKOM.

Wcnoabayiite nporpammy fail2ban st oOHapyskeHus U 6JIOKMPOBKY aTak € yrajbl-
BaHUEM MapOJist U B3JIOMA MAPOJisi METOJIOM MOJIHOTO Tiepebopa.

Ecui BBl 3amyckaere BeO-cepBHChl, TO pasMeraiite nx Ha HTTPS, uto6s! ceTeBbie
MTOCPE/THUKH He OTCJeKUBaIN Ball Tpahuk (KOTOPBIA MOXKET BKIOYATh (hailrbl
ayrenTudukanmn cookie).

Cy1iecTBeHHBIN PUCK 4aCTO BO3HUKAET, KOT/A BbI €JIeTe OT OJHOIO KJIMEHTA K J[PY-
romy. Hanpumep, Bair HOyTOyK MoKeT ObITh YKPaAeH BO BpeMsl Oe3AKH UM U3b-
AT Ha TaMOJKHE. BlebTe T'OTOBLI K HOZIO6HBIM HEIPUATHOCTAM, UCTIOJIb3YyS TTOJTHOE
mmdpoBanme AucKa (CM. TOAPas/es «Y CTAHOBKA Ha TTOJHOCTHIO 3anndPOBAHHYIO
daiiyioByio cuctemys pasjesia 4.2), a rakxke paccmMorpure GyHKIMIO nuke (CM. Bpes-
Ky «YCTaHOBKA MapoJisi CAMOYHUUTOKEHUSI JIJIST IOTIOTHUTENBHOM 0e30MacHOCTI
B ry1aBe 9) /ISt 3aIIUTHI JAHHBIX BAalIMX KJIUEHTOB.

YcraHoBure npaBuia Gpanamayapa (cM. pasaest 7.4), uToObl 3alIPeTUTh BECh HC-
xozsnuii Tpaduk, kpome Tpaduka, renepupyeMoro Bamum VPN-zgocTymnom. ITo
1107106H0 6E30IIACHOCTH CeTH, Tak uTo, Koraa VPN mepecraner paborarh, BbI Cpasy ke
3aMeTHTe 9TO (BMECTO TOTO YTOOBI BO3BPAIIATHCS K JIOKAILHOMY CETEBOMY JIOCTYITY).

OTKRIIOYHUTH CEPBUCHI, KOTOPBIE BBI He ncmoabayere. Kali yrpormaer sty 3agaay, mo-
CKOJTLKY OOBITIHCTBO CETEBBIX CEPBUCOB MO YMOTIAHHIO YiKE OTKITIOUEHBI.

B sizpo Linux Bctpoen Gpanmaysp netfilter. He cyiecTByer eHOTO pelieHUs
JUISL HACTPOTKK J11060T0 GpaHMayapa, TaK Kak TpeGOBAHUSA CETH U TI0Jb30BATEIS Pa3-
Harcd. TeMm He MeHee BbI MOJKeTe KOHTPOJINPOBATDh netfilter U3 110J1b30BaTEIBCKOTO
MPOCTPAHCTBA C IOMOIIbIO KOMaH/ iptables 1 ip6tables.

[Tporpamma logcheck oTciexxuBaeT (hailibl JKypHaATa KaxkKAbIH 9ac M0 YMOJTYAHUIO
M OTIPABJIeT HeCTaHAapTHbIE COOOIIEHMS Ky PHaAIA B COOOIEHNUS 9JIEKTPOHHOMN
TOYTHI AIMUHUCTPATOPY JJI5I UX aJIbHEHIIero aHaanusa.

I/IHTepaKTI/IBHbII‘/JI NHCTPYMEHT top 0T06pa>KaeT CIIMCOK IIPOLECCOB, 3allyIIEHHbIX
B IaHHBI MOMEHT.

Nucrpyment dpkg - -verify (wim dpkg -V) orobpasxkaer u3aMeHeHHble (IIPeA0 0K -
TEJIbHO 3JI0YMBINIIIEHHUKOM) CHCTEMHbIE (Daiiyibl, HO MOJIATAETCST HA KOHTPOJIbHbIE
CYMMBI, KOTOPbIE YMHBII B3JIOMIITUK MOKET U3MEHUTb.

WHucTpyMeHT AIDE TPOBEpSIET IeJIOCTHOCTD (haiira O6Hapy>I<I/IBaeT JiI0OBIC UBMEHEHUS,
KOTOPBIE HE COOTBETCTBYIOT PaHee 3alMCaHHOMY 00pa3y IeHCTBUTENBHON CHCTEMBI.
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Q WucTpy™meHT Tripwire oueHb MOX0K Ha AIDE, HO UCIIOJIb3YeT MEXaHU3M MOIITHUCH
(haiima koHdUTypaIum, KOTOPLIT He MO3BOJISET 3JI0YMBIIIIEHHUKY YKa3aTh Ha IPYTYIO
BEPCHUIO CIIPABOYHON 6a3bl JAaHHbIX.

O PaccMmoTpuTe BO3MOXKHOCTD UCIIOJIb30BaHUSA MTaKeTOB rkhunter, checkecurity
u chkrootkit /it oOHapysKeHKs PYTKUTOB B Balllell CUCTEME.

B crenytonneii riaBe Mbl pacCMOTPUM OCHOBBI Debian u ynpasiieHue nmaketaMu.
Bbl 6bICTPO OCO3HAETE BCIO MOIIIb, Jiexkallyo B ocHoBe Debian Kali, u ysHaere, kak pas-
paboTurku ee ucob3yoT. O6paTuTe BHUMaHMe: IJlaBa 8 10BOJbHO HAChILIEHHAa],
OJIHAKO OY€Hb BasKHO, YTOOBI BB OHUMAIU cyTh Debian u MexaHU3MbI yIIpaBJIeHMs
HaKeTaMu, ecJIM IJIaHUPYyeTe CTaTh YBEPEHHBIM IoJb3oBaTesieM Kali.



FTABA

YnpasneHue 8
naketamm Debian

KntoueBblie TeMbI:
Q dpkg;

a APT;

Q sources.list;

QO obHoBNeHus;

O peno3nTopun NakeToB.
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TTocste TOTO Kak BB O3HAKOMHUJIUCH C OCHOBaMU Linux, MPUIILIO BPEMsI U3YUUTH CUCTEMY
yIIpaBJIeHUs akeTaMu qucTpubytuBa Ha 6ase Debian. B quctpubyruBax, mogoOHBIX
Kali, naker Debian npeacrasiser coboii KaHOHUYECKHIT ¢11ocob cieaTh IPOTrpaMM-
Hoe obecrieueHre JOCTYITHBIM JIJIT KOHEUHBIX M0JIb3oBaTeseil. [IoHMMaHne CucTeMbl
YIIPaBJIEHUS MAKETAMU JIACT TIPEJICTABJIEHIIE O TOM, KAKUM 0OPa3oM CTPYKTYPUPOBaHa
Kali, nossosmt 6osee adekTuBHO peraTth IpodaeMbl U OBICTPO HAXOAUTH IOMOIIH
U JOKYMEHTAIUIO [IJIST IIMTHPOKOTO CIEKTPA UHCTPYMEHTOB U YTHJIUT, BKIIOUEHHBIX
B Kali Linux.

B 1aHHOII rytaBe MbI [IPEICTAaBUM BAIlleMy BHUMAHIIO CUCTEMY YITPABJIEHUS TAKETAMU
Debian u osnakomum ¢ dpkg 1 Habopom utctpymeHToB APT. O1HO U3 OCHOBHBIX TIpe-
umytects Kali Linux — rtOKoCTb CHCTEMBI YITPABICHUS TAKETAMHU, KOTOPAst ¢ TOMOIIIBIO
HTUX UHCTPYMEHTOB OOECIEUNBAET MPAKTUYECKI HETIPEPBIBHYIO YCTAHOBKY, OOHOBJIE-
Hue, yaanenue 1 o6paborky npukianHoro I1O u gaxke camoil 6a30Boi orepalioHHON
cucreMbl. OueHb BaKHO MOHSTH, KaK PabOTaeT JaHHask CUCTEMA, YTOOBI MAKCUMAJIHHO
saznetictBoBath Kali u onrrumusuposars Baim yeunust., [[Hu 60JIe3HEHHBIX KOMITUIISITINH,
MPOBAJIbHBIX OOHOBJIEHUIA, TPOOJIEMBI OTJIAKU gcc, make U configure JaBHO TIPOIILIH,
HO KOJIMYECTBO JIOCTYITHBIX MPUJIOKEHUI 3HAUUTETBHO BBIPOCJIO, U ceiiyac BaM HYKHO
MOHUMATh, KaK pabOTatOT CPEJICTBA, CO3/IAaHHbIE JIJIST UX MCIOJb30BAHUSA. ITOT HABBIK
TaKKe HEOOXO/IMM, TIOCKOJIbKY CYIIECTBYET OTPOMHOE KOJIMYECTBO MHCTPYMEHTOB Ge3-
OIACHOCTH, KOTOPBIE [0 TIPUUYIHE JIUTIEH3UPOBAHUS WU M3-3a JIPYTUX HIOAHCOB HE MOTYT
6oith BRIOUeHb! B Kali, HO mipencrasienst maketamu Debian st ckaunBanust. OueHb
Ba)KHO MOHUMATh, KAKUM 00pa3oM 00padaTbiBaTh M yCTAHABIMBATH ITH TTAKETHI 1 KAK
OHU BJIUSIIOT HA CHCTEMY, OCOOEHHO B T€X CJIyYasiX, KOT/[a CUTYAIUsT CKJIA/[bIBAETCS BO-
MPEKU OKUTAHUSIM,

Mbl HauHeM ¢ 6azoBoro 063opa APT, omnuiiem CTpyKTypPy ¥ COAEPKUMOE JIBOMUHBIX
U ICXO/THBIX TAKETOB, TOCMOTPUM Ha HEKOTOPbIE 6Aa30BbIe YTHIUTHI U CIIEHAPHUH U 3aTEM
KOITHEM 4yTh TJIy0:Ke, YTOOBI TOMOYb BaM BBIKATh MAKCUMYM U3 3TOH a(heKTUBHOI
MAKETHOU CHCTEMBI 1 Habopa MHCTPYMEHTOB.

8.1. BBeageHune B APT

JUist 3aTpaBKY MPEICTABUM HEKOTOPBIE Ha30BbIE OTPEIETICHUsT, OOTIHIT 0630p 1 HEOOIb-
myio ucropuio makeros Debian, HaunHas Hallle TOBECTBOBAHKE ¢ HHCTPYMEHTOB dpkg
n APT.

B3anmocssisb Mexay APT u dpkg

ITaker Debian npencrasiisier coboii ckaThIi apXUB IPOrPAMMHOTO IPUJIOKEHUS. Bunap-
noui naxem (binary package (daiin ¢ pacuupenueM .deb)) copepkut (hailiibl, KOTOPbIe
MOTYT OBITH UCTIOIB30BAHbBI HATPAMYTO (TaKie KaK MPOrPaMMbl HJIH JOKYMEHTAIU ),
B TO BpeMsI Kak ucxoduwuii nakem (source package) BRIIOYaeT MCXOMHBIN KO [JIST TIPO-
TPaMMHOTO 06€eCTIeYeH ST, 4 TAK/KE HHCTPYKITHN, HeOOXOANMBIE JI7IsT CO3/IaHUsT OHAPHBIX
nakeroB. B maker Debian BxomsaT daiiibl IpUIoKeHus, a TakKe APYrue Memaoanivie,
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B TOM 4YunCJI€e Ha3BaHUA SaBHCHMOCTeﬁ, KOTOpbI€ HYKHBI TPUJJTOKEHNIO, U CII€EHaApUH,
pasperraIe BbIIOJHEHNE KOMAH/ Ha Pa3HbIX CTAUAX KUZHECHHOTO IIUKJIA MaKeTa
(ycTaHoBKa, yIajeHne u 0OHOBJICHNUE).

Nucrpymenr dpkg cosman 17151 06pabOTKM U yCTaHOBKHU [TAKETOB € PACIHIMPEHIEM
.deb, HO ecyil OH OOHAPYKUBAET 3aBUCUMOCTD, KOTOPAsI HE MOJKET OBITD YIOBJIETBOPEHA
(Bpojie OTCYTCTBYIOMIEN OUOIUOTEKH ), TO ITO MOMEIIAET YCTAHOBKE MakeToB. B momxo0-
HBIX CJIy4dasax dpkg MepeuymncynT OTCYTCTBYIONINE 3aBUCUMOCTH, TaK KaK Y HErO IIPOCTO
HET BapUAHTOB JIEUCTBYSI JIN BCTPOEHHON JIOTUKHU JIJIsT 00PabOTKHU TTAKETOB, KOTOPbIE
JIOJKHBI yI0BIeTBOPUTH 911 3aBucumoctu. acrpyment APT (Advanced Package Tool),
BKJIIOYas apt U apt-get, ObLI paspa60TaH JJId yCTpaHeHUs YKa3aHHBIX HEJIJOCTAaTKOB
M TaKUM 00pa3oM MOKET aBTOMATUYeCKU peliaTh mogo0Hble mpobiembl. B aT0ii riaBe
MBI TOTOBOpUM 00 nHCTpyMeHTax dpkg u APT.

BasoBoit komangoit aisg o6paboTku nakeros Debian B cucreme gaBasercs dpkg,
KOTOpas BBITIOTHSAET YCTAHOBKY MJIW aHAIM3 ITAKETOB € PACIIUPEHNEM . deb 1 X conep-
skrumoro. TeM He MeHee dpkg MMeeT JOCTYII JIMIIb K Y4acTh JAaHHBIX 0 cucTeMe Debian:
3HAET O TOM, YTO YCTAHOBJICHO B CHCTEME U YTO BBI yKa3bIBaeTe B KOMAHIHOM CTPOKE,
OJTHAKO He MMEET MPEICTABJIECHUS O IPYTHUX JOCTYITHBIX MaKeTaX. TakuM 00pa3oM, aToT
MHCTPYMEHT HE CMOJKET ITPaBUJIbHO pa6OTaTb, €CJIN 3aBUCHUMOCTDL HE 6y[[€T BDLITIOJTHEHA.
APT ycrpaHnsieT aTh orpaHUYeHNs.

APT — uabop MHCTPYMEHTOB, KOTOPBIE TIOMOTAIOT YIPaBJATh maketamu Debian
WM TIPUJIOsKEeHUsIME B Bateit cucteme Debian. Boer moskere ucnonbzoBats APT st
YCTAaHOBKU U y/IaJIeHUsT TIPUJIOKEHU, 0OHOBJICHUS TTAKETOB U Jlajke OOHOBJIEHUS BCEl
cucrembl. Marus APT 3akiiouaercss B TOM, UTO OH SIBJISETCS IIOJHOLIEHHON CUCTEMOI
YIIPaBJICHUS TAKETAMHE, KOTOPast OyIeT He TOJIbKO YCTaHABJIUBATD UJIN YIAJISITh TAKETHI,
HO W pacCMaTpUBaTh TPeOOBAHWS M 3aBUCUMOCTH MAKETUPOBAHHOTO MPUIOKEHUSI
U TIBITAThCS YIOBJAETBOPUTH UX Bce aBToMatudecku. APT nomaraercst na dpkg, oiHako,
HECMOTPS Ha 3TO, OTIrdaeTcs ot Hero. APT ycTaHaBIMBaeT MOC/IeHIO0 BEPCUIO TTAKeTa
U3 OHJIAMH-MCTOYHUKA 1 PA0OTAET TaK, YTOOBI PA3PEIIUTh 3aBUCUMOCTH, B TO BPEMSI KAK
dpkg ycTaHaBIMBaeT MaKeT, PACTIONOKEHHBIN B Ballleil IOKAJIbHOUN cUcTeMe, U He Pa3-
peraeT 3aBUCUMOCTH aBTOMATUYECKU.

Eciiu BoI paboTaere B JTaHHOU cepe JOCTATOUHO 0JTO, YUTOOBI TOMHUTD O KOM-
NMUJIANNAN TPpOTrpaMM C ITOMOIIBIO gccC (a TaKKe C TOMOIIbIO YTUJIUT, TAKUX KaK ma ke
u configure), TO, BEPOSITHO, TOMHUTE, YTO 3TO OBLI OBOJBHO OOJIC3HEHHBIN IIpolLecc,
0COOEHHO KOT/la IPUJIOKEHIE NMEJIO HECKOJIbKO 3aBrcuMocTeil. PacimdposbiBast pas-
JIMUHBIE TIPEYIPERIEHUS 1 COOOIIeHUsT 00 OMMUOKAX, BbI MOTJIM OTIPEEUTD, KaKast
4acTh Koja Oblia Hepabovell, 1 yarie Bcero ommnbKa BO3HUKAJIA U3-32 OTCYTCTBYIOMIEN
6UOIMOTEKN WU JPYTON 3aBUCUMOCTH. 3aT€M Bbl OTCJEKUBAJIM 9Ty HEIOCTAIOILYIO
6UOIMOTERY WU 3aBUCUMOCTbD, UCTIPABJISLIA €€ U TIOBTOPSLIN TMONBITKY. [laree, ecian
MIOBE3€T, TO KOMIUJISIINS 3aBePIIaiach, HO 4aCcTO mporecce cOOPKU CHOBA 0OPLIBAJICS,
CCBIJIASCH HA JAPYTYIO HAPYTIEHHYIO 3aBUCUMOCTb.

APT 6bu pazpaboTaH [Jist TOTO, 4TOOBI TOMOUD CIIPABUTHCS C JAHHOU TIPOOJIEMOI,
COITOCTaBUTDL IPOTPpaMMHbBIE Tpe6OBaHI/IH " 3aBUCUMOCTU U Pa3peIInTb UX. STO HeCTaH-
naprroe pernenve st Kali Linux, HO OHO He sSIBJISIETCST 3aIUIIIEHHBIM OT HEYMEIOTO
obparenust. BaskHo moHuMarh, kak paboraeT cucreMa nakeruposanus Debian u Kali,
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MOCKOJIBKY BaM TIPHUJIETCS YCTAHABIUBATD MMAKETHI, 0OHOBJISITH TIPOrPAMMHOE 00ecTieue-
HUE WK YCTPAHSTh IPoOJIeMbl, CBsI3aHHbIE ¢ TTakeTaMu. B Oyzere ucnonb3osats APT
B cBOeii moBceaHeBHOI padote ¢ Kali Linux, u B 9T0ii riase Mbl mozHakoMuM Bac ¢ APT
U TIOKaKEM, KaK YCTaHABJIMBATD, YIAJIATh, OOHOBJIATH MAKETHI U YIPABJISATH UMM, U JIAKe
MIPOZIEMOHCTPUPYEM CIIOCOOBI TEPEMETIEHHS TAKETOB MESKLY PA3HBIMU AUCTPUOY THBAMU
Linux. MbI Takske MOTOBOPUM O TpahUIeCKUX WHCTPYMEHTAX, KOTOPBIE TPUMEHSIOT
APT, nokaxeM, Kak TIPOBEPSITH MOJUHHOCTH TTAKETOB, M YIIYOUMCS B KOHIETIIIHIO
AUCTPUGYTHBA CO CKOJIB3SIIIUM PETTU30M — 0COOO0M TEXHUKH, e5KeIHEBHO OOHOBIISAIONIEH
Bauny cucremy Kali.

[Ipeske yem MBI TTOKa)keM, Kak TpUMeHTh dpkg 1 APT 17151 ycTaHOBKM TTakeTOB
U YIPaBJIEHUST UMH, 09€Hb BasKHO MOAPOGHEE PACCMOTPETh HEKOTOPBIE BHYTPEHHHUE
neiicterst APT 1 06cyIMTh TEPMUHOJIOTHIO, UCTIOJIB3YEMYIO B 3TOM BOITPOCE.

WUcTouHuk  CnoBo «MCX04HbIN/MCTOUHMK (source)» MoXeT MMeTb fiBa Pa3HbIX 3Haue-

naketa Hwud. MicxogHbii nakeT (source package) — aTo nakert, cogepaliuii uc-

M UCXOAHBIW  XOLHbIV KO NMPOrpaMMbl, U He CieflyeT nyTaThb €ro C UCTOYHMKOM NakeTa

naket (package source)] — xpaHunuem (caittom, FTP-cepsepom, CD-ROM,
JI0KasIbHbIM KaTasioroM 1 T. 4.}, KoTopoe BKtoYaeT naker.

APT usBisiekaeT cBOM MaKeTbl U3 PEIIO3UTOPUS, XPAHUJINIIIA TAKETOB UJTH IIPOCTO U C-
tounuka nakera. Maiin /etc/apt/sources.list nmepevncssieT pa3andHble XPAHIIUIIA
(MM KICTOYHUKH ), KOTOPbIE ColepskaT makeTsl Debian.

MoapobHocTh o davine sources.list

Maiin sources.list — KIO4YeBOI (haiiy KOHGMUTYPAITUH [IJIST OTIPE/IeIEH ST HICTOUHUKA
MAKeTOB, U MOITOMY OYeHb BaJKHO TIOHUMATh, KaK OH (hpOpMUPYETCS U KaK ero HacTpa-
uBaTh, MockoIbKy APT He craner paboTarh 6e3 MPaBUIBHO OMPEIEJECHHOTO CIIUCKA
ucrouHuka naketos. O6cyanm cunrtakcuc daitna. Jl7st Hauama B3ristHeM Ha Pa3InIHbIe
perno3utopuu, KoTopsle ucnosbsyiorea Kali Linux, u o6cyamnMm 3epkajia U 3epKajibHble
HepeHaTPaBIeHUsI, U TOJBKO MOCJIE 3TOTO BbI OyieTe roToBbI ipuMeHsTh APT.
Kaxmas aktuBHas cTpouka daiina /etc/apt/sources.list (u ¢aitnoB /etc/apt/
sources.list.d/*.1list) cosep:KUT ONMCAHNE NCTOYHUKA, COCTOSIIEE U3 TPEX YaCTeN,
pasuesieHHbix mpobesiamu. CTPOKU KOMMEHTAPUEB HAYMHAIOTCS ¢ CUMBOJIA #:

# deb cdrom:[Debian GNU/Linux 2016.1 _Kali-rolling_ - Official Snapshot amd64
wp LIVE/ INSTALL Binary 20160830-11:29]/ kali-rolling contrib main non-free

deb http://http.kali.org/kali kali-rolling main non-free contrib
Bsruignem Ha cunrtakcuc atoro ¢aiina. [lepsoe 1moje 0603HadaeT TUII UCTOYHUKA:

Q deb 1 OMHAPHBIX TAKETOB;

O deb-src A4 UCXOIHBIX IIAKETOB.
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Bropoe nosie ykaspiaet Ha 6a30Bbiit URL nCTOUHMKA: OH MOKET COCTOSITh U3 3epKajia
Debian wu sir060r0 Apyroro apxmsa MakeToB, HACTPOEHHOTO TpeThell ctoporoit. URL
MO’KET HAUMHATbCA ¢ CUMBOJIOB file:// i JIOKAIBHOTO HCTOYHHMKA, YCTAHOBJIECHHOTO
B viepapxun (hailsioB CUCTEMBI, ¢ http:// Ui HCTOUHUKA, IOCTYITHOTO ¢ BeG-cepBepa, Wik
¢ ftp:// nng ucrounuka, foctynuoro Ha FTP-cepsepe. URL Tak:ke MOKeT HAUUHATHCA
¢ CUMBOJIOB cdrom: jiuist yeTaHoBKH ¢ qucka CD-ROM/DVD-ROM /Blu-ray, XoTst aTOT
c1tocob UCTIOMB3YETCS PEke, TOCKOIBKY CEeTeBbIE METO/BI YCTAHOBKU CTAHOBSITCS BCE
6oJiee IOy JISTPHBIMU.

3amuch cdrom onuceiBaet Baire yerpoiictso CD/DVD-ROM. B otsiname ot 1pyrux
samceir, CD-ROM He Beerjia IOCTYIIEH, TOCKOJIbKY OH JI0JI7KEH ObITh BCTABJICH B TIPUBOI,
1, KaK IIPaBUJIO, 32 OIMH Pa3 MOXKHO CYUTBIBATL MH(MOPMAIINIO TOJIBKO € OJIHOTO JAMUCKA.
V3-32 9TOTO UCTOUHWUKH YIIPABJISIOTCS HECKOJIBKO MHAYE U JIOJIKHBI ObITH 00aBJICHBI
€ TIOMOIIIBIO TPOTPAMMBI apt - cdrom, OOBITHO 3aITyCKaeMOH ¢ TapaMeTpoM add. 3aTeMm 1o-
SIBUTCST 3aIIPOC BCTABUTD IMCK B IPUBOJI, TJIE €TO COAEPIKUMOE OY/IET TIPOCMATPUBATHCS
B TIOMCKax (haiiyos Packages. [IporpaMma HCTIOBb3YET MOCAEHIE /75 OOHOBIEHNS Gasbl
JIAHHBIX MAKETOB (3Ta oreparust 0ObIYHO BBITIOIHIETCS KOMaHION apt update). 3aTem
APT 3anpocut JucK, eciii HoTpebyercs MmakeT, XPaHsIIIiCa Ha HeM.

CuHTaKCHC TOCHEIHETO TMOJIST 3aBUCUT OT CTPYKTYPBI perno3utopusi. B cambix
MPOCTHIX CIYYAAK BBl MOJKETE YKA3aTh TOAKATAIIOT (€ HEOOXOAMMBIM 3HAKOM CJIETITa)
HYKHOTO UCTOUHUKA (9TO 06bIYHO 0603HAUEHME ./, YKAa3bIBAIONEe HA OTCYTCTBHUE
MO/IKATAJIOTa, — TOT/A MAKeThl HAXOAATCS HemocpeAcTBeHHO 1o ykazanHomy URL).
Ho B 60/IbIIMHCTBE CJIyYaeB PEMO3UTOPUN OYAYT CTPYKTYPUPOBAHBI, TOT00HO 3ePKaJTy
Debian, co MHOKeCTBOM AUCTPUOYTUBOB, KAKIBIH M3 KOTOPBHIX 00IafaeT 60IbITIM
KOJIMYECTBOM KOMIIOHEHTOB. B Takom ciyuae ykaxure BHIOpaHHBIN AUCTPUOYTHUB,
a 3aTeM KOMIIOHEHTHI (MU Pa3iesibl), KOTOpble HY)KHO BKIIOYUTH. Y AeTUM HEMHOTO
BHUMAHUS 9TUM Pa3/IeTaM.

Debian u Kali ucrnosnpsyior tpu pasmesna, 4ro0sl auddepeHInpoBaTh MaKkeThl Co-
[JIACHO JIUTIEH3UH, BBIOPAHHOI aBTOPAMU KaK/[OTO U3 TPOEKTOB.

Main COMEP/KUT BCE MAKETBI, KOTOPBIE COOTBETCTBYIOT KputepusiM Debian mo ompe-
nenenuio csoboanoro ITO (Debian Free Software Guidelines, https://www.debian.org/
social_contract#guidelines).

ApXUBBI THTIAa non-free OTJINYAIOTCS, TAK KaK COAEPIKAT TIPOTPAMMHOE 0becTieueHue,
KoTopoe He (TIOJTHOCTHIO) COOTBETCTBYET JJAHHBIM KPUTEPUAM, HO TEM HE MEHEE MOKET
PaCIPOCTPAHSATHCS Oe3 OTPaHUUCHUSL.

Contrib (contributions) npexacrasiser co6oii HAOOP IMPOrpaMM ¢ OTKPBITBIM HC-
XOJIHBIM KOJIOM, KOTOPbIE He CIIOCOOHBI (hyHKIIMOHUPOBATH 6€3 OT/ICIbHBIX 9JIEMEHTOB
non-free. TTocsenHne MOTYT BKITIOUATh TPOTPAMMHOE 0O€ecTieueHue U3 pasjiesia non-free
ny non-free-gaiiios, Hapumep urposbie [13Y, BIOS koHcoseli u T. 1. Contrib Takke
cozmepxut Gecrmarioe 11O, A KOMITUISIIMHT KOTOPOTO TPEGYIOTCST TaTEeHTOBAHHBIE
azeMenThl, Takue Kak VirtualBox, B cBoto ouepesb Tpebyioniuii non-free-koMmmisitop
IIJIST CO3/TAaHUS Psifia CBOUX (haiiioB.

Tenepb paccMOTpUM cTaHgapTHbie ncTodyHUKK TTakeToB Kali Linux, wiu perosu-
TOPUH.
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Peno3sunTtopun Kali

CranzaprHblii (aiin sources.list aag cucremsl, paboraomnieil Ha Kali Linux, oTHo-
curcs K ogaomy penosuropuio (kali-rolling) u Tpem pamnee yroMsiHy ThIM KOMIIOHEHTAM:
main, contrib 1 non-free:

# Main Kali repository
deb http://http.kali.org/kali kali-rolling main contrib non-free

Pacemorpum pazsiuutbie penosutopun Kali.

PenosnTtopui Kali Rolling

ITO OCHOBHON PETIO3UTOPHH JIJIT KOHEUHBIX TT0JIb30BaTesiell. OH Beer/a I0JKeH cofiep-
JKaTh CaMble HOBbIE U YCTAHABJINBAEMbIE [TAKETDL. Y IPABJISIETCS UHCTPYMEHTOM, KOTODBIIT
obbeaunser Debian Testing u criennanusupoBatbie nakersl Kali, rapaHTupyst Takum
06pa3oM, 4TO 3aBUCHMOCTH KyKIOTO TTaKkeTa MOTyT OBITD yoBaeTBopers B Kali Rolling.
JIpyruMu cIoBamMu, UCKJII0Uask BEPOSITHOCTD JIIOOON OMIMOKY B CLIIEHAPUAX MOIEPHKKH,
BCE MAKETHI TOJKHBI OBITH YCTAHOBJICHDL.

Bsuzy Toro uto Debian Testing passuBaetcst eskeiHeBHO, aBosmororupyer 1 Kali
Rolling. Cnermanusuposannbie nakerst Kali Takike peryisipHo 0OHOBISIOTCS, TOCKOJIBKY
MBI OTCJIEKMBAEM HOBEHIINE BBITYCKU CAMBIX BasKHBIX TTAKETOB.

PenosuTtopui Kali-Dev

He npepnaznauen iist 0611Ero MoIb30BaHus. ITO TPOCTPAHCTBO, B KOTOPOM pa3paboT-
yukn Kali perraior mpo6ieMbr 3aBUCHMOCTEH, BO3HUKAIOTIIE B PE3YIbTATE CIIMSHIIS
criermaaunanposanubix makeros Kali B Debian Testing.

Kpome T0r0, 3T0 MECTO, Ky/1a B IEPBYIO OUEPEh 3arPy-KaiOTCss OGHOBJICHHBIE TTAKETHI,
TOTOMY, €CJTH BaM HYKHO OOHOBJIEHNE, KOTOPOE OBIJIO BRITYIIEHO HEMABHO, HO €TIle He
nobpasiocs 1o kali-rolling, To Moskere mosyunth ero us ganHoro penosurtopust. He pe-
KOMEH/IY€eTCsT /st OOBIYHBIX TI0JIB30BaTEEi.

Peno3utopui Kali-Bleeding-Edge

Co/IepsKHT ITaKeTBhl, aBTOMATHYECKHU CO3/[aHHBIE 13 COOTBETCTBYIONIEro perosnutopus Git
(unu Subversion). TToTOKUTENHHBIH MOMEHT — BBI CPa3y ke TOMYUIaeTe TOCTYII K TO-
caeHuM GYHKIMSIM U HCTIPABIEHISIM OMMUOOK MeHee 4eM depe3 24 yaca mocjie Toro,
KaK OHU OBLJTN BBITYIIEHbI. DTO UI€ATBHBII CTOCOO IPOBEPUTD, UCTIPABJIEHA TN OITHOKA,
0 KOTOPOH BBI COO0IIAIN PaHee.

HemocTaTkoM SIBJISIETCST TO, UTO TU MAKETHI He OBLIN MPOTECTUPOBAHDI UJIH MPO-
BEPEHBI: €CJI BHECEHHBIE N3MEHEHMUsT OBJIHSIIN Ha TTaKeTHpoBaHue (00aBUB HOBYIO
3aBHUCUMOCTD), TO TAHHBIN MTAKeT MOKET He paboTarh. [109TOMY permo3uTopuii moMeveH
TakuM 06pa3om, uto APT He ycraHaB/MBaeT MAKeThl M3 HETO aBTOMATUYECKH, B 4ACT-
HOCTHU BO BPeMst OOHOBJIEHUSI.
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Bbl MojkeTe 3aperucTpupoBaTh PEMO3UTOPHUA, OTpelakTUpoBaB (dailn /etc/apt/
sources.list UaKM co3/aB HOBBIU (baﬁﬂ B KaraJjiore /etc/apt/sources.list.d, 4ro
SBJISETCS JIYYITUM BapUAHTOM, MTOCKOJIbKY OCTABJISIET NCXOMAHBIN CUCTEMHBIN (pail
sources.list 6e3 uaMeHenuii. B 1aHHOM npuMepe Mbl PEIlnIn CO34aTh OTAeIbHbBII
(aiin /etc/apt/sources.list.d/kali-bleeding-edge.list ciemyomum oOpasom:

# Kali Bleeding Edge repository
deb http://http.kali.org/kali kali-bleeding-edge main contrib non-free

3epkana Kali Linux

Boinepskkn u3 daiina sources.list, ykazannble BbIIle, OTHOCATCS K http.kali.org:
9TO cepBep, Ha KoTopoM paboraer MirrorBrain (http://mirrorbrain.org/), miepeHanpasJisi-
foruii Bamn HTTP-3anpocs Ha oduiinaabHoe 3epKajio, HAXOISAIIEeCs PSI/IOM C BaMU.
MirrorBrain KoHTpoIMpyeT Kak[0e 3ePKaJIo C HEeJIbIo TapaHTHPOBATh, YTO OHO paboTaeT
JOJIKHBIM 00pa3oM 1 0GHOBJIEHO; OH BCET/IA TIEPEHANIPABUT BAC HA XOPOIIIEE 3EPKAJIO.

Otnagka Ecnuy Bac Bo3HuKaeT npobriieMa c 3epkanoM (Hanpumep, ns-3a He-
nepeHanpaBneHUsl  y[ayHoro BbIMOSHEHWS KOMaH/bl apt update), Bbl MOXeETe MCMo/Ib30BaTh
3epkan koMaHpy curl -sl, 4Tobbl yBUAETb, KyAa UMEHHO Bac nepeHanpaBuin:

$ curl -sI http://http.kali.org/README

HTTP/1.1 302 Found

Date: Mon, 11 Apr 2016 09:43:21 GMT

Server: Apache/2.4.10 (Debian)

X-MirrorBrain-Mirror: ftp.free.fr

X-MirrorBrain-Realm: country

Link: <http://http.kali.org/README.metad>; rel=describedby;
wmp type="application/metalink4+xml"

Link: <http://ftp.free.fr/pub/kali/README>; rel=duplicate;
wppri=1; geo=fr

Link: <http://de-rien.fr/kali/README>; rel=duplicate; pri=2;
wmp geo=~fr

Link: <http://ftp.halifax.rwth-aachen.de/kali/README>;
wp rel=duplicate; pri=3; geo=de

Link: <http://ftp.belnet.be/kali/kali/README>;
wp rel=duplicate; pri=4; geo=be

Link: <http://ftp2.nluug.nl/os/Linux/distr/kali/README> ;
wp rel=duplicate; pri=5; geo=nl

Location: http://ftp.free.fr/pub/kali/README

Content-Type: text/html; charset=iso-8859-1

Ecnim npobnema He pelunnack, To MoxeTe 0TpeaakT1poBath daiin /etc/
apt/sources.list u npuHyauTensHO L06aBUTL UMSA APYTOro M3BECTHOMO
paboyero 3epkana BMecTo (nu go) 3anmcw http.kali.org.

¥ mac Tak:xe ecTb BTOPOI aK3eMIIsip MirrorBrain: rae http.kali.org pasMeniaer
PEIo3UTOPHK IIaKeToB, a cdimage.kali.org pasmemniaer BoinyieHubie ISO-00pasbl
(http://cdimage.kali.org/).
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Eciiit BbI XOTHUTE 3aIPOCUTH CIUCOK odunuanbubix 3epkai Kali Linux, To Mo-
skere 106aBuTh cypdurc .mirrorlist B mo6oii gonycrumbrii URL, ykasbiBaomui
Ha http.kali.org man cdimage.kali.org (http://http.kali.org/README.mirrorlist, http://
cdimage.kali.org/README.mirrorlist).

OTH CIUCKU HE SIBJISTIOTCS MTOJTHBIMU U3-32 psjia orpannyenuit MirrorBrain (B yacr-
HOCTH, 3epKaJia, 3aBUCSIIIe OT HEKOTOPBIX CTPaH, He 0TOOPAKAIOTCS B CIHCKE, €CITH
BBl He HAXOJMTECh B J]aHHON cTpaHe). Ho oHu coziepskart jydime 3epKajia: 9TH 3epKajia
B XOPOIIEM COCTOSTHUN U UMEIOT GOJIBIIYIO IPOIMYCKHYIO CIIOCOOHOCTD.

8.2. OCHOBHOE B3auMoaencTeme
naketoB B Debian

Tenepb, BOOPYKUBIIICH 6a30BbIM IOHUMaHEM cTPYKTYpbl APT, paccMOTpUM HEKOTO-
pbie 6a30Bble B3aUMO/IEIICTBHS [TaKETOB, BKI0Yad nHuimaausainuio APT; ycraHoBKy,
yIaJeHue U OYMCTKY aKeToB; MoAepHusanuio cucrembl Kali Linux. 3arem nepeiizem
K KOMaHIHOI CTPOKe, YTOObI B3IJISSHYTh Ha HEKOTOPbIE rpaduuecKiie MHCTPYMEH-
o1 APT.

UHnumanmzaumsa APT

APT — o6mwmpHBIil TPOEKT U HAOOP YTUJINT, B TEPBOHAYAIBHYIO IJIAHUPOBKY KOTOPOTO
Bxo/1uJ1 Tpacdhudeckuii unrepdeiic. C TOUKM 3peHust KJITUEHTA, OH COCPEJOTOUYEH BOKPYT
HHCTPYMEHTA KOMaHHON CTPOKH apt-get, a Takike apt, pa3paboTaHHOTO MO3/IHEE 15T
yCTpaHEHUS HeJIOCTATKOB AN3aiiHa apt-get.

CyiiectByioT rpacdudecKrie aTbTePHATUBBI, CO3/IAHHbIE APYTUMU IPOrPAMMUCTAMH,
B TOM 4HCJie synaptic u aptitude, KOTOpBIE MBI OGCYIMM HEMHOTO TT03sKe. MBI TPE/Io-
YUTAEM UCTIOH30BATH apt, Kak Oy/IeT MOKA3aHO B MOCJTEAYIOMUX TPIMepax. MbI Takske
oAPO6GHO 0OBACHUM PsAJT OCHOBHBIX PA3JIMYUI CUHTAKCHCA MEK/Ly MHCTPYMEHTAMHU 110
Mepe UX BO3HUKHOBEHTIS.

ITpu pa6ore ¢ APT BbI JOJGKHBI CHAYa/Ia CKavyaTh CIIMCOK OCTYITHBIX TTAKETOB, UC-
[0JIb3Ys1 KOMAHy apt update. B 3aBuCHMOCTH OT CKOPOCTH BaIIIero MOJKIIOYEHUs ATO
MOJKET 3aHATh HEKOTOPOE BPEMSI, TIOCKOIBKY CIUCOK PA3TUIHBIX MAKETOB, CITICOK MC-
TOYHUKOB U (halliIbl TPAHCIISII BBIPOCIH Hapsisy ¢ pazpaborkoil Debian. Koneuno,
ycranoska ¢ nomoiisio CD/DVD mponcxoauT HaMHOTo ObICTpPee, TaK KaK MCTOUHIKI
SIBJISTIOTCST JIOKAJTBHBIMI JIJIST BAIlIer0 KOMIBIOTEPA.

YCTaHOBKaA NMakeToB

Biarogaps mpoayMaHHOMY AM3aliHy cUCTeMbI akeToB Debian Bl MOXKeTe JIeTKO
yCTaHaBJIMBATh MAKETHI ¢ X 3aBUCHMOCTAMY Wn Oe3. PaccMOTPUM yCTaHOBKY MakeTa
C IIOMOII[bIO NHCTPYMEHTOB dpkg 1 apt.
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YcTaHOBKa NakeToB € noMoLlbio dpkg

MHcTpyMeHT dpkg — OCHOBHOIL, €10 00BIYHO UCTIOIB3YIOT (TIPSIMO U KOCBEHHO ue-
pe3 APT) mig ycranoBku nakera. Kpome Toro, aT0 OTJIWYHBIN BapUAHT, €CJIM BB Pa-
6oTaere B aBTOHOMHOM PEKUME, TIOCKOJIBbKY HHCTPYMEHT He TpeOGyeT MOAKIIOUeHUST
Kk nrepnery. [lomuuTe: dpkg He yCTaHOBUT HUKAKUX 3aBUCUMOCTEH, KOTOPbIE MOTYT
norpeboBaThest st naketa. YToObl yCTaHOBUTD TTAKET € TOMOMILIO dpkg, TPOCTO YKAKHUTE
rmapameTp -i nim --install u yTh K aiisy ¢ paciuupenueM .deb. [Tonpazymenaercs,
YTO BBl paHee cKavaau (MU TOJYYHIN KaKUM-TO IPYTHM criocoboM) (ails .deb st
yCTaHaBJIMBAEMOro ITaKeTa.

# dpkg -i man-db_2.7.0.2-5_amd64.deb

(Reading database ... 86425 files and directories currently installed.)
Preparing to unpack man-db_2.7.0.2-5 amd64.deb ...

Unpacking man-db (2.7.0.2-5) over (2.7.0.2-4) ...

Setting up man-db (2.7.0.2-5) ...

Updating database of manual pages ...

Processing triggers for mime-support (3.58) ...

MpbI MOkeM BHUIeTh IIOIIIAr0OBO Pe3yJibTaT BBIIOJHEHUsI KOMaH bl dpkg U COOTBET-
CTBEHHO 3aMETUTh, B KAKOW MOMEHT BO3HHKAET BEPOSITHOCTh KaKOH-TH60 ONTHOKH.
[Tapametp -i nm --install aBTOMATUYECKH BBITTOTHSET JIBA TAIA: PACTIAKOBBIBAET
MakeT W 3aIyCKaeT clieHapuu KoH(uUrypauu. Bel MoxKeTe BBITTIOJHUTD 3TH /[Ba 1ara
CaMOCTOSITEJIBHO (KaK 9TO 0OBIYHO JleiaeT apt) ¢ MOMOIIBIO TTApAMETPOB - -unpack
" --configure COOTBETCTBEHHO:

# dpkg --unpack man-db_2.7.0.2-5_amd64.deb

(Reading database ... 86425 files and directories currently installed.)
Preparing to unpack man-db_2.7.0.2-5_amd64.deb ...

Unpacking man-db (2.7.0.2-5) over (2.7.0.2-5) ...

Processing triggers for mime-support (3.58) ...

# dpkg --configure man-db

Setting up man-db (2.7.0.2-5) ...

Updating database of manual pages ...

O6paTuTe BHUMAHHUE: CTPOKU TPUTTEPOB 06paboTKN (Processing triggers) oTHO-
CATCST K KOAY, BBITTOTHIEMOMY aBTOMATHYECKU, KOT/IA TTAKET H0OABIISIET, YAATSIeT T
u3MeHseT (Hailyibl B HEKOTOPBIX KOHTPOJNPYEMBIX Katasorax. Tak, naker mime-support
KOHTPOJIMPYET KaTaJIor usr/lib/mime/packages 1 BBITIOJHAET KOMAH/Y update-mime
BCSIKMI Pa3, KOT/la B 3TOM KaTajore 4TO-To u3MeHsercs (Hampumep, /usr/lib/mime/
packages/man-db B ciyyae man-db).

Wuorzma y dpkg He TIOJYYINUTCST YCTAaHOBUTD TIAKET, ¥ OH BbijlaeT omubKy. TeM He Me-
Hee BbI MOJKETe TIPUKa3aTh dpkg UTHOPUPOBATD €€ U TOJIBKO BBIBECTU IIPEAYIIPEKICHIE
C pa3JIMYHBIMU MapaMeTpamiu --force-*. Komanga dpkg --force- help BbiBeseT Ha
9KPaH IIOJIHBII CIMCOK 9TUX HapaMeTpoB. Hampumep, Bbl MoxeTe UCII0Nb30BaTh dpkg
71T TPUHYIATEJIbHON YCTAaHOBKH Zsh:

$ dpkg -i --force-overwrite zsh_5.2-5+bl_amd64.deb
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IMomnynsipras onbKa, ¢ KOTOPOIi BbI PAHO WJIN HO3IHO CTOJIKHETECh, — 9TO KOH(PIUKT
(aiinos. Korja naket cofeps:kut ¢aiti, yske yCTaHOBJIEHHBIH APYTUM ITaKeToM, dpkg OT-
KayKeTCsl eT0 yCTAaHOBUTD. 110ABSATCS CIIeMYIONINE TUIIBI COOOIIEHMIA:

Unpacking libgdm (from .../libgdm_3.8.3-2_amd64.deb) ...

dpkg: error processing /var/cache/apt/archives/libgdm_3.8.3-2_amd64.deb
wp (--unpack): trying to overwrite '/usr/bin/gdmflexiserver', which is
wp also in package gdm3 3.4.1-9

B taxoM cirydae, ecsii cumntaere, 9TO 3aMeHa JaHHOTO (afiia He TpeICTaBIsIeT SHAUNTE Tb-
HOI1 yrpo3bI IS CTaOUIIBHOCTH Balllel CUCTEeMBI (2 Kak MPaBIJIO, 9TO TaK), TO MOJKETE
MCIOJIb30BATD - -force-overwrite 718 TPUHYAUTEILHON Tiepe3anucu (aiia.

XO0Ts eCcTb MHOKECTBO IOCTYIIHBIX IIaPaMeTPOB - -force-*, peryJisapHo UCII0JIb30BaTh
MOJKHO TOJIBKO - -force-overwrite. 9Tu mapaMeTpbl CYIIECTBYIOT LIS UCKJIIOUUTETHHBIX
CUTYaIUH, U JIydIlle UX He TPOraTh MaKCUMAJIBHO J0JITO, YTOOBI COOMI0ATh MPaBUJIa,
YCTaHOBJIEHHBIE MEXaHU3MOM MakeTupoBanus. He 3abbiBaiite: a1 npasuia obecredn-
BAIOT COTJIACOBAHHOCTD U CTAOMIBLHOCTD BaIlleil CHCTEMBI.

YcTaHOBKa nakeToB € noMowbio APT

Xorst APT sBiistetcst HaMHOTO (GoJiee TIPOABUHYTHIM UHCTPYMEHTOM, YeM dpkg, U jie-
Jlaet ropaszo 6oJiblie paboThl, BbI OGHAPYKUTE, YTO B3AUMOAEICTBOBATH C ITaKeTaMu
C €ro IOMOIIIbIO J0BOJIBHO IIPOCTO. Bbl MOkeTe 100aBUTD MAKET B CUCTEMY OJarojapst
HECJI0KHOM KoMaHjie apt install nakem. APT aBTOMaTnuecky yCTaHOBUT Bee HE0OXO-
JIIMbI€ 3aBUCUMOCTU:

# apt install kali-linux-gpu

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:

oclgausscrack oclhashcat
The following NEW packages will be installed:
kali-linux-gpu oclgausscrack oclhashcat

0 upgraded, 3 newly installed, © to remove and 416 not upgraded.

Need to get 2,494 kB of archives.

After this operation, 51.5 MB of additional disk space will be used.

Do you want to continue? [Y/n]

Get:1 http://archive-2.kali.org/kali kali-rolling/non-free amd64 oclhashcat
wp amd64 2.01+ git20160114-0kali2 [2,451 kB]

Get:2 http://archive-2.kali.org/kali kali-rolling/main amd64 oclgausscrack
wp amd64 1.3-1 kali2 [37.2 kB]

Get:3 http://archive-2.kali.org/kali kali-rolling/main amd64 kali-linux-gpu
wp amd64 2016.3.2 [6,412 B]

Fetched 2,494 kB in @s (3,060 kB/s)

Selecting previously unselected package oclhashcat.

(Reading database ... 317084 files and directories currently installed.)

Preparing to unpack .../@-oclhashcat_2.01+git20160114-0kali2_amd64.deb ...

Unpacking oclhashcat (2.01+git20160114-0kali2) ...

Selecting previously unselected package oclgausscrack.



8.2. OcHOBHOE B3anMoaencTeme naketToB B Debian 191

Preparing to unpack .../1-oclgausscrack_1.3-1kali2_amd64.deb
Unpacking oclgausscrack (1.3-1kali2) ...

Selecting previously unselected package kali-linux-gpu.
Preparing to unpack .../2-kali-linux-gpu_2016.3.2_amd64.deb
Unpacking kali-linux-gpu (2016.3.2) ...

Setting up oclhashcat (2.01+git20160114-0kali2) ...

Setting up oclgausscrack (1.3-1kali2) ...

Setting up kali-linux-gpu (2016.3.2) ...

Bur Takke MosKeTe UCIIOJIB30BaTh KOMaH/IbI apt-get install nakem nnn aptitude
install nakem. /I TPOCTON yCTAaHOBKU MAKETOB OHU JIeAIOT MIPAKTUYECKHU TO XKe
camoe. Kak GyzieT mokas3aHo Mo3xe, OTIUUYHUS 9THX KOMaH/ 60Jiee 3aMEeTHBI TI0 OTHO-
[IEHUIO K OOHOBJIEHUSIM UJIN KOTJ[a pa3pelieHne 3aBUCUMOCTEN He UMEET UIeabHOTO
peleHus.

Ecou daiin sources.list mepedncisieT HECKOJIBKO TUCTPUOYTHBOB, TO MOKETE
yKasaThb BEPCHUIO ITAKeTa C IIOMOIBbIO KOMaH/bl apt install nakem=6epcus, HO Bcerjga
JKeJaTeqbHO MpUBecTH mpoucxoxaenne auctpubytnsa (kali-rolling, kali-dev nan
kali-bleeding- edge), Bocrosp3oBaBIINCh KOMaHIO0I apt install nakem/ducmpubymu6.

Kak u B coryuae ¢ dpkg, BbI MOXKeTe TPUKA3aTh apt MPUHYANTENbHO YCTAHOBUTH I1a-
KeT U nepesarnucarh Gaiisibl ¢ TOMOIIBIO TapaMeTpa --force-overwrite, HO CHHTaKCUC
B 3TOM cJIydae OyIeT BBITJISIIETh HEMHOTO CTPAHHO, TOCKOJIBKY BbI TIEPEIAETE APTYMEHT
yepes dpkg:

# apt -o Dpkg::Options::="--force-overwrite" install zsh

O6HoBneHue Kali Linux

Bynyuu muctpubytuBoM co ckosbasimmmM pennsom, Kali Linux obragaer Brieuatis-
IOIUMU BO3MOKHOCTSIMU OOHOBJIEHMSL. B 3TOM 1Moj1pasiesie Mbl pACCMOTPUM, KaK JIETKO
obnosuTth Kali, a Tak:ke o6cyauM cTpaternu sl IIaHMPOBAHIS BALIIX OOHOBIEHUIA.

MBI peKOMEHIYEM HCIOJIb30BaTh PETyJIsipPHbIe OOHOBJICHMUSI, TIOCKOJBKY ¢ HUMU
YCTaHABIMBAIOTCS TIOCJAeHUE 06HOBIEHUsT GesomacHocTh. YToOBI HauaTh MpoIece 06-
HOBJIEHU, IPUMEHNTE KOMaH/y apt update 1 3aTeM apt upgrade, apt-get upgrade nian
aptitude safe-upgrade. 9TH KOMaH/Ibl OTBICKUBAIOT YCTAHOBJICHHbIE IIAKETbI, KOTOPbIE
MOKHO OGHOBUTD (€3 yla/leHUs KaKuX-T100 MakeToB. [[pyruMu cJioBaMu, 11eJib COCTOUT
B TOM, 4TOOBI 06eCIIeYnTh OOHOBJIEHNE C HAUMEHBIIUM BMEIIATEIbCTBOM. VIHCTPYMEHT
KOMaHJIHOH CTPOKHM apt-get HeMHOTO Gosiee TpeboBaTEbHBIN, YeM aptitude win apt,
TTOCKOJIbKY OTKaKeTCs1 YCTAaHABJIMBATD TTAKEThI, HE YCTAHOBJIEHHbBIE paHee.

WHcrpymeHT apt 06bIYHO BBIGHPAET MOCJIEHION BEPCHIO OOHOBJICHHT (32 HCKITIOUe-
nueM 1maketos ¢ kali-bleeding-edge, koTopbie 110 yMOJIUaHUIO UTHOPUPYIOTCS HE3ABCUMO
OT UX BEPCUMN).

Vcnonb3oBaTh KOHKPETHDIH AUCTPUOYTUB TIPU TIOMCKE OOHOBJIEHHBIX MAKETOB T10-
MOKeT oGpallleHre K mapaMeTpy -t uin --target-release, 32 KOTOPBIM CJIEAYET UM
HY’KHOTO JUCTpUOyTHBa (HalpuMep, apt -t kali-rolling upgrade). YToObI He yKa3hIBaTh
9TO KasKIblil pas, KOT/ia Bbl HCIIOJIb3yeTe apt, MOKeTe 100aBUTh CTPOKY APT : : Default-
Release "kali-rolling"; B ¢ailn /etc/apt/apt.conf.d/local.
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Jliist Gostee BaskHBIX OOHOBJIEHUIT, TAKUX KAK OOHOBJIEHHE OCHOBHO BEPCHH, UCTIOJb-
3yiite Komanay apt full-upgrade. IIpu ee BbioJIHEHUN apt 3aBEPUIUT OOHOBJIEHNUE,
Jla’Ke eCJIU eMy HY/KHO yAaJIUTh HEKOTOPBIE yCTapeBIINE ITAKEeThbl NN YCTAHOBUTH HOBbIE
3aBucuMOCTH. Kpome TOro, TaHHY10 KOMAH/Y HYKHO IPUMEHSITD JIJIsT PETYJISIPHBIX 00-
HosJiennii Bateii cuctembr Kali Rolling. 9o pelicTBrie HACTOIBKO IPOCTOE, 4TO BPSIL JIN
TpebyeT KaKnux-Jr00 MOMOJHUTETbHBIX PasbsiCHeHNUIT: oty isipHocTh APT 0CHOBBIBaeTCst
MMEHHO Ha 3TON 3aMedaTebHON (PYHKITMOHAIBLHOCTH.

B ornuame ot apt m aptitude, apt-get He pacrio3naet komauay full-upgrade. Bmecto
HTOTO BbI IOJKHBI HCTIOJIB30BaTh apt-get dist-upgrade (06HOBJEHNE TUCTPUOYTHBA),
U3BECTHYI0 KOMAH/Y, KOTOPYIO apt U aptitude Takike IPUHUMAIOT JIJIsT 0OPATHOHU CO-
BMECTUMOCTH.

Byabte Bcerpa  Ytobbl MpefBUAETL HEKOTOPbIE U3 3THX MPOBNEM, Bbl MOXETE YCTaHOBUTb
B Kypce BaXKHbIX nakeT apt-listchanges, oTobpaxatowmin MHPopMaLMIO 0 BO3MOXHbIX
M3MeHeHNn npobnemax B Hayase obHOBNEHMS nakeTa. [laHHas nHdopMaums co-
BupaeTca cocTaBUTENIIMU NAKETOB 1 NoMelaeTcs B dainbl /usr/share/
doc/package/NEWS.Debian. Ux BHuMaTensHoe uteHue (k npumepy,
¢ noMolupto apt-listchanges) fomkHo noMoub BaM usbexatb Henpu-

ATHBIX COPMPU30B.

Bsuzy toro uto Kali siBjsiercst aucTpubyTHBOM CO CKOJIB3SIIIIAM PETU30M, OH TIOJTY-
JaeT 0OHOBJIEHNST HECKOJIBKO Pa3 B ieHb. OIHAKO 9TO He BCeraa JIydiinas crparerst. Taxk,
HACKOJIbKO 9acTo BaM Heobxoanmo o6mossTs Kali Linux? BesycoBHo, He CyTiecTByeT
KaKUX-J100 CTPOTUX TIPABUII, HO €CTh PsAJI OCHOBHBIX TIPUHITUTIOB, KOTOPbIE MOTYT BaM
IOMOYb OTIPEIETUTHCS. BBITOMHATH OGHOBJIEHUST HYKHO B CJIEAYIONINX CIYYasiX:

O Korjaa BaM M3BECTHO O npo6ﬂeMe 6830HaCHOCTI/I, I/ICHP&BJIGHHOﬁ B O6HOB]I€HI/II/I;

 ecJiv BBl I10/103peBaeTe, 4YTo 06HOBJIEHHAA BEpCUA MOKET UCIIPABUTDH OHII/I6Ky, C KO-
TOpOfI Bbl CTOJIKHYJINCb;

Q npeskie yeM cooOmmuTh 00 onrbKe, 4T00bI yOSAUTHCS B €€ TPUCYTCTBUH B IOCTYITHON
BaM TOCJIe/THEN BEPCHH;

QO HepeaKo IS MOTydeH st 0OHOBIEHU T Ge30MaCHOCTH, O KOTOPBIX BBI He CIIBITIIATH.

Kpome Toro, cyImecTByIoT CUTyaluu, B KOTOPBIX JIyYIlie He BBITOJTHATH 0OHOBJIEHHE.
Tax, HUKe MPEICTABJIEHDI CJIyYau, KOTJIa Mbl HE PEKOMEH/[yeM OOHOBJISITH CHCTEMY.

Q Ecamy Bac He OyzeT 10cTaTOUHO BpEeMEHH, YTOOBI KCIIPABUTh BO3MOKHbBIE HEIOJIAIKK
(HanpuMep, BbI Oy eTe oduiaiiH uir coOrpaeTech MOATOTOBUTH PE3EHTAIINIO Ha CBOEM
KOMIIbIOTEpE); JIYYIlIe BHIIIOJHITh OOHOBJIEHHE TT037Ke, KOTJIa Y Bac OyIeT I0CTaTOYHO
BPEMEHHU JIJIsI yCTPaHeHUs IIPoGJIeMbl, BOSHUKIIIEH B ITPOIIECCE.

O Ecuu B mocste/iHee BpeMs y Bac TPOM3OIILITO (MITH MPOTOLKAETCS ) HAPYIIeH e paboThl
U BBI OMTACAETECh, UTO ellle He Bee mpobseMbl paspetieHsl. Hapumep, mpu BBIyCKe
HoBott Bepct GNOME He Bee makeTs 0GHOBASIOTCS OHOBPEMEHTO, U Y Bac, BEPO-
SITHO, OYZIEeT coyeTanme TTAKeTOB CTAPO 1 HOBOI Bepeuit. B GombITHCTBE corydaen
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9TO HOPMAJIbHO U TT03BOJISIET BBIITYCKATh OOHOBJIEHUS TIOCTEIIEHHO, HO BCEr/a CyIe-
CTBYIOT MCKJIIOUEHMs], U paboTa HEKOTOPDIX TPUIOKEHUI MOKET OBITh HAPYIIIeHA
n3-3a TAaKUX HECOOTBETCTBU.

Q Eciu BeiBOA KOMaH bl apt full-upgrade COO6I.H3.€T, YTO IaKeThbl, HeOOXOIUMBbIE I
Bamreil paboThl, OyayT yaaiensl. B mogo0HbIX CIydasx BaM CIeayeT pasoOpaThes
B CUTYaIIUU U TIOTIBITATBCA TIOHATD, TOUeMY apt X0oueT UX yAaIUTh. BO3MOKHO, TaKeThl
B HACTOsIII[ee BPEMS IIOBPEK/IEHbI, 1, CJIeI0BATEIbHO, IPUAETCS IIOL0KIATH, HOKA Oy 1Ly T
JIOCTYITHBI UCITPaBJIeHHbIe Bepcu. VIn ske makeThl IIPOCTO-HAIIPOCTO YCTapesu, U BaM
HY’KHO OIIPEIEJINTh, YeM MX 3aMEHUTD, 4 3aTeM IPOAOJIKUTD [IOJIHOE OOHOBIEHNE.

B o61iiem, Mbl pekomeHyeM 00HOBIIATH Kali He peske oHOTO pasa B Heesro. Bbl Mo-
JKeTe, KOHEUHO, OOHOBJIATHCS €5KeTHEBHO, HO MBI CUUTAEM, UTO 3TO HE UMEET CMbICJIA.
Jlake ecin 3epKajia CHHXPOHU3UPYIOTCS YETHIPEKIbI B IeHb, 00HOBJIeHUsT 0T Debian
00BIYHO MTOCTYTIAIOT TOJBKO OUH Pa3 B JI€Hb.

YaaneHue n o4ncTka rnakeTos

Y namuTh maker erie mpoine, 4eM yCTaHOBUTH ero. PaccMoTpuM, Kak yZaauTh TTAKeT C T10-
MOII[BIO MHCTPYMEHTOB dpkg 1 apt.

YT00bI yIATUTD TTAKET € TOMOIIBI0 dpkg, YKaKHUTE APAMETP - r UJIH - -remove, a 3aTeM
M makeTa. OTHAKO HA HTOM yJIaIeHUE He 3aBEPIIEHO: Bee (Dailrbl KOH(pUTYpaIiH, cIie-
HapUW MOIEPKKH, (DaliJIbl AKYPHAIOB (CUCTEMHBIE Ky PHAIBI ), HHPOPMAIIHS, CO3IaHHAS
JIEMOHOM (CKasKeM, cofiepskumoe katasora cepsepa LDAP wim 6asbl gaHHbIX 171t SQL-
cepBepa), ¥ OOJIBIIMHCTBO JAPYTUX JaHHBIX TT0Jb30BaTE s, 00pabaThIBAEMbIX TTAKETOM,
ocTafoTcs HeTpoHyThIMI. [IapameTp remove O3BOJISET JIETKO YAATUTH TTPOTPAMMY, a 3a-
TEM MEPEYCTAHOBUTD ee ¢ TOH e KoHdurypanueil. [loMHUTE, UTO 3aBUCIMOCTH TaKKe
He ynansiores. PaccmMoTpuM npumep:

# dpkg --remove kali-linux-gpu

(Reading database ... 317681 files and directories currently installed.)
Removing kali-linux-gpu (2016.3.2) ...

BbI Takske MozkeTe y1auTh ITaKeThl 13 CUCTEMbI C TOMOIIbIO KOMaH/Ibl apt remove nakem.
APT aBTOMaTHYECKN YIAIUT TTAKETBI, KOTOPBIE 3aBUCAT OT yIaJIeHHOTO raketa. Kak u B ipu-
Mepe dpkg, aiinbl KoH(Urypanuy 1 JaHHble MoJb30BaTEsA He OYIYT yIaTeHbl.

Jobassaa cyhPHUKCh K IMeHAM [TAKETOB, BbI MOKeTe IIPUMEHATD apt (1in apt-get
um aptitude) 719 YCTAaHOBKU OIpPE/IE/IEHHBIX MTAKETOB U yAAJICHUS APYTUX B OJHOMU
1 TOH ke KOMaHIHOH cTpoke. Vcnosib3ys komaHay apt install, zobaBbTe - K UMEHaM
MaKeTOB, KOTOPbIEe XOTUTE YAAIUTh. C OMOIIBIO KOMaH/Ibl apt remove 100aBbTe + K HMe-
HaM MaKeTOB, KOTOPbIe XOTUTE YCTAHOBUTD.

Cureyionuii IpuMep TOKa3bIBAeT J[BA PA3JINUYHBIX CI0coba yCTaHOBKY nakemal
U yJajieHus nakema2.

# apt install nakeml nakem2-

[...]

# apt remove nakeml+ nakem2

[...]
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Iror crocob TakKe MOKHO UCIIOJIb30BATD, YTOOBI UCK/IIOYUTD ITAKEThI, KOTOPHIE BbI
He XOTHTE yCTaHABJINBATh, HAIPUMED BBUY PEKOMeHAAUI (Mbl 0OCYANM JaHHbII BO-
IIPOC HEMHOTO 11033Ke). B 00111eM, IiporpaMMa pelieHus 3aBUCUMOCTeN 3a/1eiiCTBYeT 9Ty
MHOOPMAITIIO B KaUeCTBE MOCKA3KY JIJIsI TIONCKA aTbTePHATUBHBIX PENTEeHUH.

Jliist yaaneHus BeeX JaHHBIX, CBSA3AHHBIX ¢ KAKMM-IM00 [TAKEeTOM, BbI MOJKETe IIPU-
MEHUTb KOMaH bl dpkg -P nakem uiu apt purge nakem. OHU TIOJIHOCTBIO YJIAJIST TTAKET
U BCe JJaHHbIE I10JIb30BaTEJIS U B CIydae ¢ apt TakiKe YT U Bce 3aBUCUMOCTH.

# dpkg -r debian-cd

(Reading database ... 97747 files and directories currently installed.)
Removing debian-cd (3.1.17) ...

# dpkg -P debian-cd

(Reading database ... 97401 files and directories currently installed.)

Removing debian-cd (3.1.17) ...
Purging configuration files for debian-cd (3.1.17) ...

Buumanue! YuursiBasg okoHYATENbHbBIN XapaKTep OYUCTKU, JIBAK/IbI TIO[yMaliTe,
TIpeK/ie YeM ee IPUMEHNTH. BBl ToTepsieTe Bee, YTO CBSI3aHO C 9THM TTAKETOM.

[lpoBepKa NakeTos

PaccMoTpuM psiji MHCTPYMEHTOB i IpoBepKu nakeros Debian. B wactHoctu, ocra-
HOBUMCSI Ha KOMaHjax dpkg, apt u apt-cache, KOTOpbIe HCIIOJB3YIOTCS JIJIST 3a1TPOCa
" BU3yaJinsanum 633])1 JAaHHDbIX ITaKeTa.

3anpoc 6a3bl AaHHbIX dpkg ¥ npoBepka dainos
C pacwmpeHuneM .deb

HauteMm ¢ 0630pa HECKOJIBKUX apaMeTpoB dpkg, KOTOPbIE 3aITPAIINBAOT BHY TPEHHIOKO
6a3y nanubix dpkg. OHa HaxoauTces B (ailyloBOl cucteMme B Katasore /var/lib/dpkg
U COJIEPIKUT HECKOJIBKO PA3/IesIOB, BKJIIOYAIONNX clieHapuu Kondurypanuu (/var/lib/
dpkg/info), cricok ¢haiiyioB, ycTaHOBJIEHHBIX TTakeToM (/var/lib/dpkg/info/*.1ist),
U CTATyC KaK/IOTO YCTAaHOBJIEHHOTO TlakeTa (/var/lib/dpkg/status). Ber Moxere nc-
1oJb30BaTh dpkg s B3auMozgeicTBus ¢ ailmamu B 91oit 6ase manubix. QOb6parure
BHUMaHMe: 6OJIBITNHCTBO apaMeTPOB JOCTYITHBI KaK B UX JJIMHHOM Bepcuu (OIHO HJIN
HECKOJIbKO PeJIeBaHTHBIX CJIOB C [IBOMHBIM THPe BHAYaJIe), Tak U B KOPOTKOH (O7THO THUpe
u oxgHa OyKBa, yallle Bcero mnepsas OyKBa cJI0Ba U3 JJIMHHON Bepcuu). ITO YCIOBHOE
0603HAYEHNE HACTOJBKO TIOITYJISIPHO, 4TO cTasio cranaaprom POSTX.

[lng mavana paccMoTpuMm mapameTp --listfiles nakem (Man -L), BBIBOASTINI HA
9KpaH CIHCOK (hailnoB, KOTOPbIE ObLIN YCTAHOB/IEHbI YKA3AHHBIM ITAKETOM:

$ dpkg -L base-passwd
/.

/usr

/usr/sbin
/usr/sbin/update-passwd
/usr/share
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/usr/share/lintian

/usr/share/lintian/overrides
/usr/share/lintian/overrides/base-passwd
/usr/share/doc-base
/usr/share/doc-base/users-and-groups
/usr/share/base-passwd
/usr/share/base-passwd/group.master
/usr/share/base-passwd/passwd.master
/usr/share/man

/usr/share/man/pl

/usr/share/man/pl/man8
/usr/share/man/pl/man8/update-passwd.8.gz

[...]

/usr/share/doc

/usr/share/doc/base-passwd
/usr/share/doc/base-passwd/users-and-groups.txt.gz
/usr/share/doc/base-passwd/changelog.gz
/usr/share/doc/base-passwd/copyright
/usr/share/doc/base-passwd/README
/usr/share/doc/base-passwd/users-and-groups.html

195

Komanza dpkg - -search ¢gadin (nn -S) HaXOIUT BCe MTAKeTbl, KOTOPbIe BKITIOUaeT (haiii
WJIN IIyTh, IIepejlaBaeMblii B aprymente. Hampumep, /17151 oncka makera, cojiepsKaliero

myTh /bin/date, Hy)KHO BBITTOJTHUTH KOMaH/LY

$ dpkg -S /bin/date
coreutils: /bin/date

Komanza dpkg --status nakem (1iu -s) 0TOOpaskaeT 3aroJIOBOK YCTAHOBJEHHOTO
makeTa. Tak, /171 ToMCKa 3aTOIOBKOB MaKeTa coreutils HY:KHO BBITIOTHUTB CJIEYIONIYIO

KOMaH/y:

$ dpkg -s coreutils

Package: coreutils

Essential: yes

Status: install ok installed
Priority: required

Section: utils

Installed-Size: 13855

Maintainer: Michael Stone <mstone@debian.org>
Architecture: amd64

Multi-Arch: foreign

Version: 8.23-3

Replaces: mktemp, realpath, timeout

Pre-Depends: libacll (>= 2.2.51-8), libattrl (>= 1:2.4.46-8), libc6 (>= 2.17),

wp libselinuxl (>= 2.1.13)
Conflicts: timeout
Description: GNU core utilities
This package contains the basic file, shell and text manipulation
utilities which are expected to exist on every operating system.

Specifically, this package includes:
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arch base64 basename cat chcon chgrp chmod chown chroot cksum comm cp
csplit cut date dd df dir dircolors dirname du echo env expand expr
factor false flock fmt fold groups head hostid id install join link 1n
logname 1ls md5sum mkdir mkfifo mknod mktemp mv nice nl nohup nproc numfmt
od paste pathchk pinky pr printenv printf ptx pwd readlink realpath rm
rmdir runcon sha*sum seq shred sleep sort split stat stty sum sync tac
tail tee test timeout touch tr true truncate tsort tty uname unexpand
uniq unlink users vdir wc who whoami yes

Homepage: http://gnu.org/software/coreutils

Komana dpkg --1ist (min -1) oroOpajkaeT CIMCOK M3BECTHBIX CHCTEME TTAaKeTOB
1 UX CTaTyC YCTAaHOBKU. BBl Takyke MOXKeTe MCIOJIb30BATh MTapaMeTp grep Ui TIOUCKa
olpeieJIeHHbIX MoJIel niu 3a1ath ab/I0H (Harpumep, b*) [1s OKMCKa IAaKETOB, KOTOPbIe
COOTBETCTBYIOT OIIPEIEIEHHOI CTPOKE YaCTHYHOIO IToKcKa. Tak, 4ToObl BBIBECTH Ha 9KPaH
CIIMCOK BCEX ITAKETOB, HAYMHAIOIUXCA C 'b", IPUMEHUTE KOMaH/Y:
$ dpkg -1 'b*'
Desired=Unknown/Install/Remove/Purge/Hold

| status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

||/ Name Version Architecture Description
+++-==============-============-============-===============================
ii b43-fwcutter 1:019-3 amd64 utility for extracting Broadcom 4
ii backdoor-facto 3.4.2-0kalil all Patch win32/64 binaries with shel
un backupninja <none> <none> (no description available)

un backuppc <none> <none> (no description available)

ii baobab 3.22.1-1 amd64 GNOME disk usage analyzer

[...]

Komanna dpkg --contents ¢adisn.deb (unm -c) nepeunciasger Bce Gaiiiabl, comepska-
necs B 3a7iaHHOM (haiine hopmara . deb:

$ dpkg -c /var/cache/apt/archives/gnupg_1.4.18-6_amd64.deb

drwxr-xr-x root/root 0 2014-12-04 23:03 ./

drwxr-xr-x root/root 0 2014-12-04 23:03 ./lib/

drwxr-xr-x root/root 0 2014-12-04 23:03 ./lib/udev/

drwxr-xr-x root/root 0 2014-12-04 23:03 ./lib/udev/rules.d/

-rw-r--r-- root/root 2711 2014-12-04 23:03 ./lib/udev/rules.d/60-gnupg.rules
drwxr-xr-x root/root 0 2014-12-04 23:03 ./usr/

drwxr-xr-x root/root 0 2014-12-04 23:03 ./usr/lib/

drwxr-xr-x root/root 0 2014-12-04 23:03 ./usr/lib/gnupg/

-rwxr-xr-x root/root 39328 2014-12-04 23:03 ./usr/lib/gnupg/gpgkeys_ldap
-rwxr-xr-x root/root 92872 2014-12-04 23:03 ./usr/lib/gnupg/gpgkeys_hkp
-rwxr-xr-x root/root 47576 2014-12-04 23:03 ./usr/lib/gnupg/gpgkeys_finger
-rwxr-xr-x root/root 84648 2014-12-04 23:03 ./usr/lib/gnupg/gpgkeys_curl
-rwxr-xr-x root/root 3499 2014-12-04 23:03 ./usr/lib/gnupg/gpgkeys_mailto
drwxr-xr-x root/root 0 2014-12-04 23:03 ./usr/bin/

-rwxr-xr-x root/root 60128 2014-12-04 23:03 ./usr/bin/gpgsplit

-rwxr-xr-x root/root 1012688 2014-12-04 23:03 ./usr/bin/gpg
[...]
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Komanna dpkg --info ¢aiis.deb (uin -I) BbIBEJET HA 9KPAH 3arOJIOBKU YKa3aHHOTO
daiisna popmara . deb:
$ dpkg -I /var/cache/apt/archives/gnupg_1.4.18-6_amd64.deb

new debian package, version 2.0.
size 1148362 bytes: control archive=3422 bytes.

1264 bytes, 26 lines control
4521 bytes, 65 lines md5sums
479 bytes, 13 lines * postinst #!/bin/sh
473 bytes, 13 lines * preinst #1/bin/sh

Package: gnupg
Version: 1.4.18-6
Architecture: amdé4
Maintainer: Debian GnuPG-Maintainers <pkg-gnupg-maint@lists.alioth.debian.org>
Installed-Size: 4888
Depends: gpgv, libbz2-1.0, libc6 (>= 2.15), libreadline6 (>= 6.90),

wp libusb-0.1-4 (>= 2:0.1.12), zliblg (>= 1:1.1.4)

Recommends: gnupg-curl, libldap-2.4-2 (>= 2.4.7)
Suggests: gnupg-doc, libpcsclitel, parcimonie, xloadimage | imagemagick | eog
Section: utils

Priority: important
Multi-Arch: foreign

Homepage: http://www.gnupg.org

Description: GNU privacy guard - a free PGP replacement

GnuPG is GNU's tool for secure communication and data storage.

It can be used to encrypt data and to create digital signatures.

It includes an advanced key management facility and is compliant

with the proposed OpenPGP Internet standard as described in RFC 4880.

[...]

Kpowme toro, dpkg MOKHO HCIIOJIB30BATD /ISl CPABHEHUS BEPCUIl TAKETOB € ITOMO-
1IbIO [TapaMeTpa - -compare-versions, 4acTO BbI3bIBAEMOIO BHEIIHUMU [IPOIPAMMaMHU,
BKJIIOYAd ClieHapuu KOH(MUTYpaInii, KOTOpPbIE BBITOMHAIOTCS caMuM dpkg. [l aToro
napameTpa TpeOyIoTCsT TPU apryMeHTa: HOMEP BEPCUH, ONEPATOP CPABHEHUST U HOMED
npyroii Bepcuu. CyliecTBYIOT Pa3jnyHble BO3MOKHbIE OTIePATOPBI: 1t (CTPOro MeHbIIIe)
le (MEHBIIIE UJIK PABHO), eq (PaBHO), ne (He paBHO), ge (OOJIbIIIe HJTH PaBHO) U gt (CTPOTO
6ourbiiie). TTpu ipaBusibHOM cpaBHEHUHN dpkg Bo3Bpariaet @ (ycIex); B IPOTHBHOM CJTydae
BO3BpaIaeMoe 3HaueHne OyIeT He PaBHO HyJO (YTO O3HAYAET HEBEPHOE CPABHEHIE).
PaccmoTtpuMm aTH cpaBHEHWUST:

dpkg --compare-versions 1.2-3 gt 1.1-4
echo $?

dpkg --compare-versions 1.2-3 1t 1.1-4
echo $?

dpkg --compare-versions 2.6.0pre3-1 1t 2.6.0-1
echo $?

[~ N -2 R 2 A L A A I S N S2 8
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OG6paTrTe BHUMaHUE Ha HEOKUIAHHBIE COOI MTOCJIEIHETO CPaBHEHUST: JIJIsT dpkg CTPOKa
pre (0OBIYHO 0603HAYAIOIIAST TPEABAPUTENBHYIO BEPCHUIO) He UMEET KOHKPETHOTO 3Ha-
JeHud, 1 dpkg IIPOCTO UHTEPIIPETUPYET €€ KaK CTPOKY, U B 9TOM CJIydae IIPpU CpaBHEHNUN
10 a7haBUTHOMY MOPSI/IKY 3HAUeHME 2. 6.0pre3-1 GoJblie, ueM 2.6.0-1. Ecau HyKHO,
4TOOBI HOMED BEPCHUY MAKETa YKa3bIBAJ HA MTPEABAPUTENLHOCTD PEJIN3a, TO UCTIONb3YIOT
CUMBOJI TUJIB/IBI ~:

$ dpkg --compare-versions 2.6.0~pre3-1 1t 2.6.0-1
$ echo $?
0

3anpoc K 6a3e AaHHbIX Ha HanMune AOCTYMHbIX NakeToB
C NoMoLLb0 KoMaHA apt-cache n apt

Komana apt-cache MoskeT 0TOOpaskath GOIBIIYIO YacTh HHGOPMAIMHU, XPAHSIIEHCs BO
pHyTpenteil 6ase ganubix APT. [Jannas nHdopMalus sBISIETCS CBOErO POJa KIIIEM,
MOCKOJIbKY COOMPAETCST M3 PA3HBIX UCTOYHUKOB, IEPEYCIEHHbIX B (haiiie sources. list.
ITO IPOUCXOIUT BO BPeMsI BBITIOJIHEHIS OTlepanuu apt update.

CnoBapb Ksw — cucTeMa BpeMeHHOro XpaHeHus, ciyxallas Ans YCKopeHus
TEPMMHOB  [0CTyMNa K 4acTo WMCMoJib3yeMbIM AaHHbIM, KOTAa 00bIYHbIA MeTo, A0-
cTyna sIBNSETCS 3aTpaTHbIM (M0 OTHOLIEHWIO K MPOM3BOAUTENbHOCTH).
3Ta vaes NpyMeHVMa BO MHOTMX CUTYyaLMsIX U B pa3Hbix MacluTabax: ot
S[ipa MUKPOMPOLLeCCOPOB A0 06bEMHbIX CUCTEM XpaHeHWs MHbOopMaLUK.

Kaw

B cnyuyae c APT ccbinoyHble parinbl Packages pacnonoxeHbl Ha 3ep-
kanax Debian. YuuteiBas cen ¢paxT, bbino 6bl oyeHb HeapPeKTUBHO
NPOBOAUTb Ka>XAbIM MOUCK Yepe3 oHNarH-0ba3bl AaHHbIX NakeToB. BoT
noyeMy APT xpaHuT konuio 3Tux dainos (8 katanore /var/lib/apt/lists/)
¥ MOUCK BbIMOSIHAETCA B 3TUX JloKafNbHbIX Gainax. AHanoruyHo /var/
cache/apt/archives/ cofepXuT K3LIMPOBaHHYO KOMMIO Y>Ke CKaYaHHbIX
nakeToB, YTobbl 060MTUCL 63 MOBTOPHOMO CKaYMBaHUA Npu Heobxopu-
MOCTW NepeyCcTaHOBUTb UX.

Y106kl M36eXKaTh YUpe3MepHOro NCMNob30BaHUS AUCKa NPK 4acToM 0b-
HOBJIEHWM, Bbl LOJIXKHbI PETYNISIPHO COPTUPOBATL KaTasnor /var/cache/apt/
archives/. [1ns 3T0ro MOXHO NMPUMEHMTBL ABe KOMaHAbl: apt clean (unu
apt-get clean), koTopas nosHoOCTbIO ouMwaeT KaTasnor; apt autoclean
(vnu apt-get autoclean), ynansiowas Tosbko Te nakeTsl, KoTopble 60s1b-
e HeNb3f CKayaTb, MOCKOJIbKY OHM UCYE3aMU C 3epKasia 1 No3ToMy
sBnsTca becnonesHbiMu. 0bpatnTe BHUMaHWe: Ans NpeoTBpaLleHus
yhaaneHus ¢annos ¢opmaTta .deb, ycTaHOBNEHHbIX B HAaCTosILLEe BPEMS,
cnyxuT napametp KoHourypauun APT::Clean-Installed. U ewe: apt
yAanseT ckavyaHHble ¢panibl NOC/e NX yCTaHOBKU. 3TO BaXKHO MOMHUTb
BO BPeMS MCMOb30BaHNA APYTMX MHCTPYMEHTOB.

Komanga apt-cache MOKeT BBIIIOJHSTD IIOMCK IIAKETOB 110 KJIOYEBHIM CJIOBAM
¢ IoMoIIbI0 apt-cache search kawyeBoe cnoBo. OHa TakKe crrocobna OTO6pa>KaTb
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3aroJIOBKU JIOCTYIIHBIX BEPCUIL MMaKeTa 1myTeM apt-cache show nakem. Ita KomMana
BBIBOJUT OIMCAHUE ITAKeTa, ero 3aBUCUMOCTHU U UM paspaborunka. Januas GyHKims
IOBOJIBHO IIOJIE3HA PN OIpeeeHNN MaKeTOB, KOTOPble YCTAHABIUBAIOTCSA Yepe3
MeTallaKeThl, Takue Kak kali-linux-wireless, kali-linux-web 1 kali-linux-gpu.
OO6parure BHUMaHKe: KOMaH/AbI apt search, apt show, aptitude search u aptitude
show paboTarT OUHAKOBO.

AnbrepHatuBa: VIHcTpyMeHT apt-cache search noBonbHO NpuMUTUBEH. B 0cHOBHOM OH
axi-cache wucnonb3yet napaMeTp grep LS Novcka B onucaHusax naketoB. OyeHb
YyacTo Bo3BpalLaeT NMbo CAMLLIKOM MHOMO pesynbTaToB, nbo Boobuye

HUYero, ecnun NpuMeHseTcs bobLloe KOIMYECTBO KJHOYEBbIX CJI0B.

C npyroi cTopoHbl, KOMaHAa axi-cache search moka3sbiBaeT fyyiiune

pe3ynbTaTbl, OTCOPTMPOBAHHbIE MO CTeMeHM BaxkHoCTW. OHa 3apencTByeT

nmoucKkoBYyl cucTeMy Xapian 1 fiBAsieTcA YacTblo nakeTa apt-xapian-

index, KOTOPbLIA UHAEKCUPYET BCHO MHPOPMaLMIo 0 nakeTe (M MHoroe

apyroe, Hanpumep daiinsl popmara .desktop U3 scex naketos Debian).

KoMaHpa paboTaeT c TeraMun 1 npefocTaBaseT pe3ynbTaThl 3a CYUTaHbIe

MUNUCEKYHAbI.

$ axi-cache search forensics graphical

5 results found.

Results 1-5:

100 % autopsy - graphical interface to SleuthKit

82 % forensics-colorize - show differences between files using
wp color graphics

73 % dff - Powerful, efficient and modular digital forensic
) framework

53 % gpart - Guess PC disk partition table, find lost
wp partitions

46 % testdisk - Partition scanner and disk recovery tool, and
wmp PhotoRec file recovery tool

More terms: colorize partitions file disklabel autopsy digital
wp differences

More tags: admin::forensics security::forensics role::program
i admin: :recovery interface::commandline admin::boot
) scope: :utility

WNuwie pynkmmm ncnombayores pexe. CkaxkeMm, KoMaH/a apt-cache policy oro-
Opaskaer MPUOPUTEThI KAK MCTOYHMKOB [TAKETOB, TaK U OTAEIbHBIX IaKeToB. Jpyrum
[IPUMEPOM SIBJIETCS KOMaH/1a apt-cache dumpa vail, oToGpaskaromias 3aroJlOBKU BCEX
JIOCTYITHBIX Bepcuii Bcex makeroB. KoMan/a apt-cache pkgnames oToOpaaer CIIHCOK
BCEX MAKETOB, KOTOPbIE BCTPEYAIOTCS B KIllIe XOTs Obl pas.

YcTpaHeHue npobnem

Pamo nim 1103/1HO y Bac MOTYT BOSHUKHYTB OTIPEIEIeHHBIE TIPOGIEMbBI BO BPEMsT B3au-
Mo/JieicTBUS ¢ nakeTaMu. B anHOM 1ojipasjiesie Mbl IocTapaeMcsl OlucaTh OCHOBHbBIE
Iary, KOTOPbIe HEOOXOAUMO OYAET MPEATNPUHSATE IS YCTPAHEHUsT TPOOIEM, a TakKe



200 naBa 8 e YnpaBneHue naketamu Debian

paccKaskeM O psifie HHCTPYMEHTOB, CIIOCOOHBIX TIPUGIM3UTH K Pa3PENIeHnio TOH Wi
UHOIT TTPOOIEMBI.

Mpobnembl ¢ 06paboTkor nocne o6HOBNEHUS

Hecmorps Ha ycepamyio pabory cospareseit Kali/Debian nazx tem, uto6br 06HOBIEHIE
CHCTEMBI MTPOXOMII0 6e360Ie3HEHHO, He BCEra OHO BBIMOJTHIETCS TaK TJIaJKO, KakK
osxkugaercs. HoBble Bepcuy mporpaMMHOTO 00€CTIeUeHIs MOTYT ObITh HECOBMECTHMbI
¢ TIPebIIyIUMU (HaTpUMep, UX MOBe/leHNE TT0 YMOJTYAHUIO NN UX (DOPMAT JIAHHBIX
MOKHO U3MEHHTD), UJIK K€ HEKOTOPbIEe ONMOKK MPEIBIAYINX BEPCUN MOTYT COXpa-
HSITHCSI B HOBO# BepCHM, HEB3UPast Ha TECTUPOBAHUE, IIPOBOUMOE Pa3padOTINKaMu
naKkeToB ¥ mosb3oBaresnsMu Debian Unstable.

IIpumenenue orueToB 06 ommoOKe. IHora GbIBaeT, 4TO HOBAS BEPCHS TPOrPAMMHOTO
obecrieuerust BooOiie He paboTaet. Takoe 00BIUHO CITyIaeTCsl, €CJIM MPUIOKEHHE He 0C000
HOIYJISIPHO U OBLIIO HEIOCTATOYHO TIPOTeCTHPOBaHo. [TepBoe, 4TO HYKHO C/Ie1aTh, — 00-
paruThes K cucreMam otcsesxknBanus oumbok Kali u Debian (https://www.debian.org/Bugs/)
1o azpecy https://bugs.debian.org/nakeT 1 IpOBEPUTH, COOOMIA JI1 KTO-HIOYAb panee 00
aToil ipobiieme. [Ipu OTCYTCTBUM OTYETOB O JAHHOW OMIUOKE BaM CJEyeT COCTaBUTh
ero camocrosTesibHo (eM. pasgen 6.3). Eciu oruer yske GbLI MOAaH 0 Bac, TO OH U BCe
CBSI3aHHbBIC C HUM COOOIIEHUST — OTJMUYHBIA UCTOYHUK UH(MOPMAIIMKE OTHOCUTEIBHO
camoii omubku. B oHUX ciydyasx matd, UCTIPABJISAIONUN OMIOKY, yKe CYIIeCTBYET
U SIBJISIETCST IOCTYITHBIM B CaMOM OT4eTe 00 OMMOKE; BBl MOKETE TIEPEKOMITHINPOBATH
MCIPaBJICHHYIO BEPCUIO HEMCITPABHOTO TTaKeTa JoKaabHO (cM. pasaen 9.1). B apyrux
CJIyYasX MoJIb30BaTEM MOTJIM HANTH HEKUI UCKYCHBIN METO/| U 0OXOIHON Iy Th JIJIst
PaboTHI ¢ TAHHOI TIPOBIEMON 1 TIOJIETMIINCH UM B CBOUX KOMMEHTAPHUSIX K OTYETY; 110~
JIOGHOTO POJIA MHCTPYKIIMU TIOMOTYT BaM Paso0paThCst ¢ BO3HUKIIEH TTPOGJIeMOi, TIOKa
He BBIHIET COOTBETCTBYOINI Matd. B umease ommbKy makeTa MOTJIN YiKe UCTTPABUTD,
U BbI MOJKeTe HaiiTu uHbopMaIuio 06 3ToM B oTueTe 00 ommoKe.

Ortkar Ha IpepIAYNLYIO pabouyio Bepcuio. Kora mpobieMoii sBisieTest o4eBuHas
perpeccust (pu paboyeil mpeskHei BEPCUM), BbI MOKETE TIOMBITATHCSA UCTIOJNb30BAThH
MPEBIIYIIYIO BEPCHIO makeTa. B aTom cayuae moHago6uTest Komust crapoil Bepcum. Ecimi
y Bac eCTh JIOCTYIT K TAaKOW BEPCUU B OJTHOM M3 PEMO3UTOpHUEB, HacTpoeHHbIX B APT, To
MOJKETE MPUMEHUTH MPOCTYIO0 OJJHOCTPOUHYIO KOMAH/IY JIJIsT OTKATa Bepcuu (CM. MTyHKT
«YcranoBka raketos ¢ nomoribio APT» nozipassiesia « Y craHoBKa rakeToB» pasjiesia 8.2).
Ho ¢ miasaommm peamsom Kali Bbr 00b14H0 HaliieTe TOIBKO OLHY BEPCUIO I KasKIOTO
nakKera.

Bbl Bce paBHO MOJKeTe TOTIBITATHCST HAUTH cTapblii haiis hopmaTa . deb 1 yCTaHOBUTH
ero BpyuHyIo ¢ moMotnbio dpkg. Crapsie daitsirsl hopmaTa . deb MOKHO HAWTH B HECKOJIb-
KUX MeCTax:

Q B xkame APT B katasore /var/cache/apt/archives/;

O B kartayore pool Ha Barrem ctaugaptHoM 3epkane Kali (yrnanennsie u ycrapesiie
MAKETHI XPAHSITCS B TEUEHNE TPEX-UETHIPEX AHEH, ITOOLI n36€KaATh TPOOIEM C TOTDb-
30BaTeJISIMU, He UMEIOIIMU [TOCTIeTHIX NHACKCOB MaKeTa);
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Q 1o aapecy http://snapshot.debian.org/, eciu MOBPEKAEHHBIN MaKeT ObLI IIPeoCTaBIeH
Debian, a ne Kali; aT0T cepBuc xpanut abcomoTHO Bee Bepeun makeros Debian.

PaGora ¢ mOBpEsKAEHHbIMU CIIEHAPUSMH MOMIEPKKU. VHOTIa 06HOBIEHUE TTpe-
PBIBAETCSI, TIOCKOJIbKY OJIUH U3 CIIeHAPUEB MOJIJIEP/KKY MakeTa He paboTtaeT (0OBIYHO 3TO
postinst). B mogoGHBIX cirydasx Bbl MOKETE MOMBITATHCS JUATHOCTUPOBATH TIPOGJIEMY
U, BEPOSATHO, 0O0NTH ee, OTPEIAKTUPOBAB TIPOOIEMHBIN CIleHAPHUIA.

3jtech MbI TIoJtaraeMcst Ha (hakT, 4To CIIeHApUi TOJIEPKKU XPAHUTCS B KaTasore /var/
1lib/dpkg/info/ 1 MBI MOJKEM IIPOCMOTPETH 1 U3MEHUTD €T0.

ITockoJIbKY ClIeHAPUH MOAAEPKKHA OOBIYHO SIBJISIIOTCS TIPOCTBIMU CIIEHAPUAME 000-
JIOUKH, TO MBI MOJKEM BCTaBUTH CTPOKY set -x Cpa3y 1mocie mebanra u mepe3anyCcTuTh UX
(C IIOMOII[bIO KOMaH/IbI dpkg - -configure -a 1y1g ciileHapusa postinst) C 11€JIbIO YBU/IETD,
YTO UMEHHO TIPOUCXOIUT U B YeM 3aKJTI0UAeTCs OMUOKa. BBIBO 3TON KOMAH/IBI TAKKE
crocobeH MPeKPacHo MOMOJIHUTD J1060H Balll oTyeT 00 ormuoKe.

C 9TUMU 3HAHUSAMU BBl MOKETE KaK MCTIPABJISTh UCXOIHYIO MPOOJIEMY, TaK 1 Mpe-
06pa3oBaTh HEUCIIPAaBHYIO KOMaHLy B pabouyio (ckaxkeMm, myrem gobasieHus || true
B KOHIIE CTPOKN).

OO6paruTe BHUMaHMe: JaHHAs MeTOAUKa He paboraer B ciaydyae cOOs ClieHAPUS
preinst, MOCKOJbKY OH BBITIOJIHSIETCS €Il€ 0 YCTAHOBKU MAKETA, TOITOMY €T0 elle
HET B €r0 KOHEYHOM MecTe pa3MelieHust. MeTouka edcTByeT [IJist ClieHapueB postrm
U prerm, XOTsI BAaM HYKHO OyJIeT YAQJIUTh MakeT (¥, COOTBETCTBEHHO, 0OHOBUTH ), UTOOBI
3aMyCTUTH UX.

®aiin permcTpaunm MHCTpyMeHTa dpkg

WucrpymenT dpkg XpaHUT 3alTUCH BCEX CBOMX JIENCTBUIT B sKypHase /var/log/dpkg.log.
[Tocneumii ABISETCS YPE3BHIYANHO TOAPOOHBIM, TAK KaK IE€TaIbHO OIIICHIBAET BCE CTa-
TYCBI KaKI0TO TTakeTa. [[ToMrMo TOTO UTO OH TTO3BOSAET OTCIACKUBATD TTOBeZIcHNE dpkg,
OH MOMOTAeT COXPAaHUTh MCTOPHIO Pa3pabOTKK CUCTEMBI: BBl MOJKETE Y3HATh TOUHbIIT
MOMEHT YCTaHOBKH MJIM OOHOBJIEHUSI JII0OOT0 U3 TIAKETOB, U 9Ta NHMOPMAIIUS MOKET
OBITH YPE3BBIYAIHO M0JIe3HA [JIs TOHMMAHK IPUYUHBI BHE3AITHOTO M3MEHEHMS 110-
Benenus. Kpome Toro, mpu 3ammcu Bcex BEPCUI MOXKHO JIETKO TIEPEKPECTHO TTPOBEPUTD
wHOOPMAITIIO ¢ TTOMOTIBIO (haiisa changelog.Debian. gz A/ MaKeTOB, KOTOPHIE BBHI3bI-
BAIOT BOIIPOCHI, MJIM JasKe IPUMEHSsI OHIAalH-0TYeThl 00 OIInOKax.

# tail /var/log/dpkg.log

2016-12-22 09:04:05 status installed kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 startup packages remove

2016-12-22 09:20:07 status installed kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 remove kali-linux-gpu:amd64 2016.3.2 <none>
2016-12-22 09:20:07 status half-configured kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 status half-installed kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 status config-files kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 status config-files kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 status config-files kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 status not-installed kali-linux-gpu:amd64 <none>
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MNepeycTaHOBKa NAKeTOB C MOMOLLbIO KOMaHA apt --reinstall
n aptitude reinstall

Korza BbI coryuaiino manocute yiepb CBOel cucteMe, yIausisi WU U3MEHsIST OTpe/ie-
JieHHble (aiiibl, CaMblil IIPOCTON CIIOCOO X BOCCTAHOBUTH — IEPEYCTAHOBUTD IIOBPEK-
newHbii makeT. K coskamenuio, cucreMa makeTHPOBAHUS OOHAPYKUBAET, UTO TIAKET YIKe
YCTaHOBJIEH, W BEKJINBO OTKA3BIBAETCS TIEPEYCTaHABINBATD er0. Bo nsbexanie 9T0ro
HCHOJIb3YHTe HapaMeTp - -reinstall /71 koManz apt u apt-get. Cieylonias kKomamnia
1epeyCcTaHOBUT MAKeT postfix, Jaxke ecyiv OH yiKe CyIIeCTBYeT B CUCTEME:

# apt --reinstall install postfix

Komanza aptitude HeMHOro oT/IM4aeTcsd, HO TeM He MeHee IIPUBOJUT K TOMY JKe
pe3yJibTaty, ecqiu TPUMEHSTH ee Kak aptitude reinstall postfix. Komanma dpkg ne
IIPe0TBPAIAET IIEPEYCTAHOBKY, HO PEIKO UCIIOIb3YETC HAIIPAMYIO.

He ucnonbsyite [lpumeHeHue KoMaHabl apt --reinstall gns BoccTaHoBNEHMS
KoMaHAy apt --reinstall nakeToB, N3MEHeHHbIX BO BpeMs ataku, He NpMBeLeT K BoccTa-
LIS BOCCTAHOBJIGHUA  HOBJIEHMIO CUCTEMbI B €€ NMepBOHaYanbHOM BUe.

nocne atakM  Mocne atakyu Bbl He JOMKHBI MONaraTbcs abCoMoTHO HU Ha YTo:
BO3MOXHO, dpkg v apt 6binM 3aMeHeHbl BPEAOHOCHbIMU Npo-
rpaMMamu 1 He ByayT nepeycTaHaBnMBaTb dainibl Tak, Kak Bbl
Toro oxugaete. Kpome Toro, 310yMbILLIEHHUK MOT U3MEHWUTL UK

co3patb dannbl BHe KOHTpons dpkg.

ITomMHMTE: BB MOKETE YKa3aTh KOHKPETHBIN AUCTPUOYTHUB € MOMOIIBIO apt; 9TO T10-
3BOJISIET BAM OTKATUTHCS K GoJtee CTapoil Bepcu makera (ecJiu, K IPUMepY, BBl YBEPEHbI
B ee paboTe J0JLKHBIM 06Pa30M) IPU YCJIOBKHU, YTO OHA MO-TIPEKHEMY JIOCTYITHA B OJTHOM
13 UCTOYHUKOB, YKa3aHHBIX B (paiisie sources.list:

# apt install w3af/kali-rolling

Ncnonb3oBaHWe napameTpa --force-* ans BocCTaHOBNEHUS
noBpeXaAEeHHbIX 3aBUCMMOCTEN

Heocroposknoe rcmonb3oBanme mapaMerpa --force-* Wi Kakue-mbo Ipyrie Henc-
[IPAaBHOCTU MOTYT IIPUBECTU K TOMY, 4TO KoMaHn/bl APT nepectanyT BbIIOJHATD CBOU
bynkimu B cucreme. I1o cytu, HeKOTOPBIE U3 ATUX TAPAMETPOB Pa3peIalOT YCTAHOBKY
MaKeTa, Ia’kKe eCIM 3aBUCUMOCTD HE BBITIOTHSIETCS TN CYIECTBYET KOH(IINKT B CHCTEME.
PesynbTaToM sIBISIETCS HEMOCTEOBATEAbHAS CHCTEMA C TOUKH 3PEHMS 3aBUCHMOCTeT],
u KoMaubl APT oTKasKyTCst coBepIiaTh J00bIe TeHCTBISL, KPOME TEX, KOTOPbIE BEPHYT
CUCTEMY B UCIIPABHOE COCTOSIHUE (3a4aCTYIO 9TO YCTAHOBKA OTCYTCTBYIOIIEi 3aBUCUMO-
CTH W yaasenue mpobaeMuoro nakera). O HEUCITPABHOCTH OOBIYHO CUTHATU3UPYET
coo01IIeH e, TO0OHOE TPecTaBIeHHOMY Hike. OHO MOMTYIEHO TOCTe YCTAaHOBKH HOBOIT
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Bepcu rdesktop, BO BpeMst KOTOPOI UTHOPUPOBAJIACH €€ 3aBUCHMOCTD OT O0JIee HOBOI
Bepcun libcé:

# apt full-upgrade

[...]

You might want to run 'apt-get -f install' to correct these.

The following packages have unmet dependencies:

rdesktop: Depends: libc6é (>= 2.5) but 2.3.6.dsl-13etch7 is installed
E: Unmet dependencies. Try using -f.

Ecan xe BBI — OTBaKHBIN a/IMIHUCTPATOP, YBEPEHHBIN B MPAaBUJIBHOCTH CBOETO
aHaJIM3a, TO MOKETe UTHOPUPOBATH 3aBUCUMOCTD WJIN KOH(MJIIMKT U UCIIOIb30BATD T1a-
pameTp --force-*. B aTom ciydae npu skeJaHUN MTPOJIOJIKATD 3a/1eHCTBOBATH apt Min
aptitude BaM HY)KHO OTpeIaKTHPOBATh (aiisr /var/lib/dpkg/status, 4T0ObBI yIaIUTh
WJIA U3MEHUTD 3aBUCUMOCTH MJIN KOHMIIUKT, KOTOPBIE BBI PEITUIHN TIePEOTIPEeTUTh.

ITOT IIPUEM CUUTAETCS JYPHBIM TOHOM M HUKOI/A HeE JIOJIKEH MCII0JIb30BaThC, 3a
UCKJTIOYECHUEM CAMBIX KpaitHUX cirydaes. OGBIUHO GoIee MOAXOISAIINM PEIIEHUEM SIBIISICTCST
MEePEKOMITHIISIIINS TTPOOJIEMHOTO TaKeTa W WCTIOIB30BaHIEe €T0 HOBOH Bepcuu (T10-
TEHIINAJIBHO NCTIPABICHHON ) U3 PETTO3UTOPUS, TIPEAOCTABJISIONIETO afanTainy (HOBbIe
BEPCUH, CTIEIMATLHO MePEKOMITMINPOBAHHbIE IJIsT pabOTHI B G0siee CTapoii cpefe).

MNMonb3oBaTenbckme nHTepdelncsl: aptitude n synaptic

APT — nporpamma, paboratorast Ha C++, Kol KOTOPOI B OCHOBHOM HAXOAUTCS B 001IIEl
6ubmoreke libapt-pkg. ViMenno sra o6mias 6ubamoTeka OTKPbIBACT BO3MOMKHOCTH /151
CO3/IaHUS TT0JIb30BATENbCKUX NHTEP(hEicOB ((POHTIH/IOB), IIOCKOJIBKY KOJI, IOCTYITHBIN
B 06m1el 6ubaroTeke, apyrue pazpaboTYNKN MOTYT UCTIOAB30BATh MOBTOPHO. M3Ha-
4albHO apt-get ObLI paspaboTaH JMIIb Kak TeCTOBbIN uHTepdeiic s libapt-pkg, HO
BBUJLY €T0 OIIEJOMJISTIONIETO ycTeXa TaHHbIN (haKT yMaTqInBaeTCs.

Co BpemMeHeM, HeCMOTPS Ha TIOIYJISIPHOCTh MHTEP(ENCOB KOMAHTHOM CTPOKHU, TAKUX
Kak apt u apt-get, ObLIu paspaboranbi pasindHble rpadudeckue uarepdeiics. B atom
o/Ipas/ese Mbl PACCMOTPUM /IBa U3 HUX: aptitude 1 synaptic.

Aptitude

ITporpamma aptitude (puc. 8.1), npeacraisier cOO0H UHTEPAKTUBHYIO TIPOTPAMMY,
KOTOPast MOKET IPUMEHSITLCS B MOJYTPAaGUIeCKOM pekIMe Ha KOHCOMU. Bel MoxkeTe
MTPOCMOTPETH CITUCOK YCTAHOBJIEHHBIX U JIOCTYIHBIX MTAKETOB, OJTYYNTH BCIO HHGOP-
MAIIIO O HUX U BBIOPATH TTAKETHI /IJIsl yCTAHOBKHU WJN yaaieHus. [Iporpamma paspabo-
TaHa CHEeIUAIbHO [IJI UCIIOJIb30BAHUSA 3/IMUHUCTPATOPAMU, TIO3TOMY €€ TIOBe/leHUE 10
YMOJTYQHUIO HAMHOTO OoJiee MHTEJLIEKTYanbHOo, ueM APT, a maTepdeiic 3HAUNTETbHO
[IOHSATHEE.

[Tocie 3amycka aptitude Ha sKpat Oy/IET BHIBEICH CITUCOK TAKETOB, OTCOPTUPOBAHHBIX
110 COCTOSHUIO (YCTAHOBJIEHHBIE, HEYCTAHOBJIEHHBIE MJIN YCTAHOBJIEHHBIE, HO HEZIOCTYII-
Hble Ha 3epKajiax), TOT/a Kak B APYTUX pasfieaX 0TOOPAKAIOTCS 33/1a4l, BUPTYAJTbHBIE
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MAKETHI 1 HOBBIE MTAKETHI, TOSTBUBIIMECS HETABHO Ha 3epKasax. JIJist obierdeHust temMa-
THYECKOTO ITPOCMOTPA JOCTYITHBI Pa3HOOOPA3HBIE PEKUMBI.

11 software, man

pliant, non-fattening

alioth.dchian.o

Puc. 8.1. MeHemxep naketos aptitude

Bo Bcex cayuasx aptitude oToOpaskaeT CIMCOK, OObEIMHSIONINN HA 9KPaHe KaTero-
pun U nakeTel. Kateropuu oprann3oBaHbl B APEBOBUIHYIO CTPYKTYPY, BETBU KOTOPO
MO>KHO Pa3BEPHYTD UJIM CBEPHYTD C TIOMOIITBIO KJIaBUIIH Enter. Kiasuiry + cienyer vc-
MOJIB30BATD JJist 0003HAYEHUST TTAKETOB JIJIsI YCTAHOBKHY, KJIABUIIIEH - OTMEUAIOT TTAKETHI
K Y/IaJIEHHIO, & _ IPUMEHSIIOT JIUIst uX ourcTKi, OOparnuTe BHUMAHUE: 9TH KJIABUIIIN MOKHO
3a/1e1ICTBOBAThH 1 110 OTHONIEHUIO K KATETOPUSM; B TAKOM CJIydyae COOTBETCTBYIOIINE Ieii-
cTBUsE Oy/Iy T IPUMEHSITHCSI KO BCEM TTaKeTaM KaTeropuit. KiaBuiiia u 0OHOBJISIET CITUCKH
JIOCTYITHBIX TIAKETOB, B TO BpeMsI KaK coueTaHue KJaaBuIl Shift+u mogrorasiamnBaeT mosHoe
cucreMHoe oOHOBJIeHMe, KitaBuliia g epekJIioyaeTcst Ha CBOJIHBIN PEKUM TIPOCMOTPA
3aIPOINEHHBIX U3MEHEHUH (TTOBTOPHBIN BBOJ g IPUMEHUT U3MEHEHU ), a KJIaBUIIIA (
3aBepliaeT Tekyliee Ipe/cTaBiaeHne. Ecian Bbl HAXOAUTECh B UCXOHOM peKUMe Tpo-
CMOTpa, TO 9TO 3aKpoeT aptitude.

JlokymeHTauma B 3ToM nyHKTe He paccMaTpmBatoTcs bonee TOHKME HI0aHChl UCMOJIb30-

aptitude BaHug aptitude, oH ckopee pokycrpyeTcs Ha NpeA0CTaBAEHNMN NOJIb30-

BaTesto camor Heobxogmmown nHdopmaumu. [porpamma aptitude gocra-

TOYHO XOPOLUO LOKYMEHTUPOBAHA, U Mbl PEKOMEHAYEM MO3HAKOMUTHCS

C MOJIHBIM PyKOBOACTBOM, KOTOpPOe JOCTYNHO B nakeTe aptitude-doc-en
(file:///usr/share/doc/aptitude/html/en/index.html).

Jlist mowmcKa makeTa Bbl MOJKETE BBECTH / 1 Jiajiee MabJIoH MoucKa. DToT mabJIoH co-
OTBETCTBYET UMEHU [TaKeTa, HO MOKET IPUMEHATHCS U K ONUCAHUIO (eCIIU eMy Ipeiiie-
CTBYeT ~d), K pasziesry (~s) WK [PYTUM XapaKTePUCTUKAM, YKa3aHHBIM B IOKYMEHTAIIUH.
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Te e maboHbl cI0COOHBI (PUIBTPOBATH CIIMCOK 0TOOPAsKaeMbIX [TAKETOB: HAKMUTE
kiasuiry | (ot limit — «orpanuuenues ) u BBeqUTE MAGIOH.

Yupasienue agmomamuueckoii memxou makeros Debian (cm. mogpasmen «Orenexu-
BaHUE aBTOMATUUYECKU YCTAHOBJICHHBIX TTAKETOB» pasziesia 8.3 ) BBITIOJIHACTCS OUY€Hb TTPO-
cTo Garofapst aptitude. Bor MosKeTe IPOCMATPUBATD CIIUCOK YCTAHOBJIEHHBIX TTAKETOB
U OTMEYATD MAKEThI KaK aBTOMATHYECKUE C TIOMOIIBIO COYeTaHus KiaaBui Shift+m min
YIAIATH OTMETKY, 3a[efCTBYsI KIABUIILy M. ABTOMAaTHUYECKIE MTAKEThI OTOOPAKAIOTCS
B CITUCKE MAKETOB € MOMETKOM A. DTa GYHKIIUS TaK:Ke MpeIaraeT mpocToil cmocod
BU3YaJIM3aIK AKETOB, IIPUMEHSIEMbIX MAIIMHOI, 63 nX 6UOINOTEK U 3aBUCKMOCTEH,
KOTOpPbIE BaM aOCOJIIOTHO He MHTEPECHBL. JIOMOJIHUTENbHBIN 11a0JI0H, IIPUTOHBIN /151
UCTIOJIb30BAHUS ¢ KJIaBUIell | (s akTuBanuu pekuma Guiabtpa), — ~il~M. O 06o-
3HAYAET, YTO BBl XOTUTE BUIETH TOJBKO YCTAHOBJIEHHBIE MAKETHI (~1), He OTMEYEHHBIE
Kak aBToMatnyeckue (!~M).

Ucnonb3oBaHue bBonblumHcTBO GyHKUMIA Aptitude BOCTYNHO Kak Yepe3 MHTEPAKTUBHbIN
aptitude wuHTepdeliic, Tak M Yepe3 KOMaHIHYO CTPOKY.

B MHTepdeice  3r, omanap MOKaXyTCs 0YeHb 3HAKOMbIMM MOCTOSAHHbIM MOJIb30BaTe-

KOMaHAHOW oy apt-get n apt-cache.

CTPOKM . y
PaclvpeHHble dyHKUMM aptitude Tak>ke AOCTYMNHbI B KOMaHAHOMN CTPO-

Ke. Bbl Mo)xeTe McMnonb30BaTh Te Xe WabnoHbl moucka nNakeTos, YTO
W B UHTEPAKTUBHOM BepcUU. Hanpumep, ecniv XoTUTe 04UCTUTb CMINCOK
YCTaHOBNEHHbIX BPYYHYIO NMakeTOB M NMPUW 3TOM 3HAETe, YTO HY OfHa W3 J1o-
KasibHO YCTaHOBJIEHHbIX NMPOrpaMM He TpebyeT Kaknx-11Mbo KOHKPETHbIX
bubnunotek unun mopynen Perl, To MoXeTe MOMeTUTb COOTBETCTBYHOLLME
nakeTbl Kak aBToMaTMyeckune C MOMOLLbI Cleaytollein KOMaHabl:

# aptitude markauto '~slibs|~sperl’

3T0T NpUMep NpeKkpacHo LEMOHCTPUPYET BCO CUITY CUCTEMBbI LabnoHoB
nowcka aptitude, koTopasi Nno3BoJsiieT MFHOBEHHO BblbpaTh BCe MakeThl
B pa3genax libs u perl.

OcTeperaiiTech ciyyaeB, KorAa nakeTbl OTMeYEHbl Kak aBTOMaTUYeckme
¥ NpU 3TOM HUKaKMe ApYrne nakeTbl He 3aBUCAT OT HUX. Takne nakeTsl
BynyT HemefneHHo yaaneHbl (mocne 3anpoca Ha nogTBEpXAeHUeE).

YupasieHue peKoMeHJanusIMU, IpelJI0KeHuAMH U 3agaadyamu. Elie oxna nnrepec-
Hast 0COOEHHOCTD TIPOTPAMMBI aptitude 3aKIIIOYAETCS B TOM, YTO MOCAETHSIST YIUTHIBAET
PEKOMEHIAINY MEK/TY ITaKeTaMu, HO IIPU 9TOM IIPEIOCTABJISET I10/Ib30BaTEISIM BO3MOK-
HOCTb He YCTaHABJWBATh UX B OIpe/ieJIeHHbIX caydasx. Hampumep, makeT gnome pexo-
MeHIyeT (Cpeau pounx) maker gdebi. Korga Bbl BIOUpaETe MEPBbIil JIsT YCTAHOBKI,
PEKOMEHTyeMbIiT TakKe OyeT BLIOPAH (1 OTMEUEH KaK aBTOMATHYECKHIT, €CITI OH eTIIe He
YCTAHOBJIEH B CUCTEMe). DTO MOXKHO YBUETD, HaXKaB KJIABUIILY g: [1aKeT gdebi II0OSBUTCS
B CBOJIKE OTJIOXKEHHBIX /IEHCTBUN B CITUCKE MTAKeTOB, YCTAHOBJIEHHBIX AaBTOMATHYECKH JIJTST
y0BJIeTBOpeHus 3aBucumocteil. OHaKo Bbl MOKeTe He yCTalaBJINUBaTh ero, OTMEHUB
BBIGOD TTaKeTa Tepejl MOATBEPIKACHUEM OTIEPATTHIL.
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O6parute BHUMaHME: 9Ta (DYHKITUS OTCJAECKUBAHNS PEKOMEH/IATININ HE TIPUMEHSIETCST
K obHOBIeHMsM. Tak, ecyi HOBast BepCUst gnome PEKOMEH/IYET TIaKeT, KOTOPBIN paHee
He PEKOMEHIOBAJICS, TO MaKeT He TTO/IBePTHETCST OTMEeTKe It YCTaHOBKU. OHAaKo OH
GyJieT ykazaH Ha akpaHe 0OHOBJIEHVS, YTOOBI AIMUHUCTPATOP B CITyYae HEOOXOANMOCTH
MOT BBIOPATh €0 JIJIsT YCTAaHOBKH.

Kpome Toro, yauThIBaloTCA MpeyioKeHUS MEKAY IMaKeTaMu, HO B COOTBETCTBUU
¢ UX KOHKpeTHBIM cTaTycoM. Hanpumep, korza gnome npeniaraer dia-gnome, 110-
ciefHuil OyeT oToOpaKaThCsl B CBOJIKE OTJIOKEHHBIX JICTBUN (B pasjielie MakeTos,
HPEJIOKEHHBIX [PYTUMHE MakeTaMu). TakuM 00pa3oM, aIMUHUCTPATODP CMOXKET
peNmTh, TPUHUMATD JTU BO BHUMaHWeE JaHHOE Tpe/ioskenne. [lockobKy aTO Bcero
JIVTITh TIPEJITIOJKEHME, & He 3aBUCHMOCTD UJIM PEKOMEH/IAIUs, aKkeT He OyaeT BhiOpaH
ABTOMATHYECKN — €T0 BBIOOP OCYIECTBISIETCS BPYUHYIO (TO €CTh MAKEeT He MOJTYYUT
OTMETKY «aBTOMaTUUYECKUI» ).

W eute nomuuTe: aptitude pasymMHO MCHoOb3yeT KOHIENIMIO 33/1a4. [Tockosbky 3a-
naun 0TOOPAKAIOTCS B BUIE KATETOPHH Ha 9KPAHaX CIIUCKOB TTAKETOB, TO BHI MOJKETE KaK
BBIOPATH BCIO 337144y JIJIsl YCTAHOBKY WJIU YAJIEHHUSI, TAK 1 TPOCMOTPETD CITUCOK TTAKETOB,
BKJIIOUEHHBIX B Hee, YTOOBI HCIT0JIb30BATh HEKOTOPBIE U3 HUX.

Bonee sa¢pdexruBHbie anropurMsl. B 3akiioyenve otMeTM, 4To aptitude mmeer
GoJree CIIOKHbIE AJITOPUTMBI TTO0 CPABHEHHUIO € apt, KOT/IA IEJI0 IOXO/IHT 10 PETTEHUST CIIO0K-
HBIX cuTyaiuii. Korga sampammBaercs HECKOJIBKO JIEHCTBIH, COBMECTHOE BBITIOJTHEHNE
KOTOPBIX [IPUBEJIET K HEIIOJIa/[KaM B cucTeMe, aptitude olleHMBaeT HECKOJIBKO BEPOSIT-
HBIX CI[EHAPWEB U MPECTABJSET UX B MOPS/IKE YMEHbIIECHUS BaKHOCTH. OTHAKO ATH
AJITOPUTMBI He SBJLIOTCA Ha/le:KHBIMU. K cyacTbio, BCer/ia eCTb BO3MOKHOCTD BPYYHYIO
BBIOPATH JEHCTBYS /7St BhImoaHeHnst. Korma Tekyime BoIOpanHbie IeHCTBIS TIPUBOIST
K TTPOTUBOPEYMSM, B BEPXHEH YaCcTH 9KPAHA YKA3bIBACTCSI KOJUYECTBO HEUCITPABHBIX
IakeToB (BbI MOKETE I€PEHTH K 9TUM ITaKeTaM, Ha’KaB KJIaBUILY b). 3aTeM Bbl MOXKeTe
BPYUYHYIO CO3/IaTh pellieHre, B YaCTHOCTU TIOJYYUTD IOCTYT K PA3JUIHBIM JIOCTYITHBIM
BEPCHUsIM, YKa3aB TTaKeT ¢ TIOMOIIbI0 KaaBuiinu Enter. Ecsiu BBIOOD 0IHOM 13 9TUX BepCHii
peraeT mpobIeMy, TO He CTOUT COMHEBATHCST B BePHOCTH pertiernst. Korma kommaecTso
HEUCIIPABHBIX TAKETOB CHUKAETCS JI0 HYJIsI, MOKeTe Oe3 OlaceHull epeiTr K CBOJIKE
OTJIO’KEHHBIX JIeHCTBUH /1714 1TocIe el ITPOBEPKU I1epe]l UX MTOITBEPIKICHUEM.

XypHan Kakwu dpkg, aptitude xpaHuT 3anncu o BbIMOAHEHHbIX LENCTBUAX B CBO-

Aptitude em xypHane (/var/log/aptitude). Ho nockosbky koMaHasl paboTatoT Ha
COBepLUEHHO pa3HbIX YPOBHAX, TO MHPOPMaLIMSA B UX XypHanax bynet
3HauYNUTeNbHO oTAnYaThbes. B To BpeMs kak dpkg Lwar 3a LwaroM permcrpu-
pyeT BCe omepaLmu, BbIMoJHAEMble AJiA OTAENbHbIX NakeTos, aptitude
npepocTaBaseT bonee WHUPOKUIA 0630p omepaLuii BbICOKOTO YPOBHS,
Takux Kak obliecncteMHoe obHOBNEHME.

Ho byabTe BHMMaTeNbHbI, Tak KaK JaHHbIN XYpPHaN COAEPXKUT TONIbKO
CBOJAKY OMepaLuii, BbiMoaHeHHbIx aptitude. Ecnun ncnonb3ytotcs apyrue
nHTepdencsl (nnm paxe dpkgl, To xypHan aptitude bynet Bkto4aTh
TOJIbKO YaCTUYHbIV 0630p onepaLmii, MO3TOMY He CTOUT NosaraTbCs Ha
Hero Npw >kenaHun NoayyYuTb AOCTOBEPHYIO UCTOPUIO CUCTEMBI.
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Synaptic

Synaptic — rpadguyeckunii MeHeKep TTaKeTOB, KOTOPBIN UMeeT TOHSATHBIN 1 3 deKTnB-
wbIit rpadpuuecknii nuarepdetic, ocaoBanubii Ha GTK + 1 GNOME (puc. 8.2). B nero
BKJIIOYEHO MHOKECTBO TOTOBBIX K UCTOJIB30BAHUIO (DUIBTPOB, KOTOPBIE 06ECTEUNBAIOT
OBICTPBIH TOCTYTT K HOBBIM TTAKETAM, a TaKKe YCTAaHOBJIEHHBIM, OOHOBIISIEMBIM, yCTape-
BITUM 1 T. JT. [Tpy IPOCMOTPE 9TUX CIIMCKOB BBI MOKETE BEIOPATH OTIEPAITUH JIJIsT TPUME-
HEHVS K TTakeTaM (YCTaHOBUTh, 0OHOBUTB, YAIUTh, OUUCTHTD ); OTIEPAIINHU BBITTOTHSIIOTCST
He cpa3y, a CHavyaJsIa 3aHOCATCS B CIUCOK 3a1a4. OHO HakaTHe KHOTTKHU TTOTBEPKIAeT
OTIEPAIINH, ¥ OHU CPa3y K€ BBITIOTHSIIOTCSI.

Synaptic Package Manager X
File Edit Package Settings Help

@ @ 4 | @ | Q Search
Reload  Mark All Upgrades Apply Properties
s Package Installed Version  Latest Version Deseription

1.15.5-2

1.15.5-2 Linux console font and keytable utilities

ﬁ

Installed {manual) configuration system -wide keyboard preforences
Installed (upgradable} B @ kibe urits 70472 20472 small utilities built with klibe for sarly bo
Not installed H @ kmod 18-3 18-3 toals for managing Linux kernel madules
Nat installed {residual config) [ @
= et v i
M © less 458-3 458-3 pager proaram similar to more
system=-wide keyboard preferences 10
[ Sections | S H SeECRRg |
| This package maintains the keyboard p in
fetc/defaultikeyt i. Other packages can use the infarmation

Qrigin

ided by this package in order Lo configure the keyboard un the

P

Gustom Filters consele or in X Window.

TS

Search Results
Architecture
1607 packages listed, 1607 installed, O broken. 5 Lo install/upgrade, 1 to remove; 255 kB will be freed

Puc. 8.2. MeHepxep naketos Synaptic

8.3. [lononHuTeNbHas HaCTpPoMKa
MU ucnonb3oBaHne APT

Ternepb NPUIILIO BPeMs IOTPY3UTHCS B GoJiee CJI0KHBIE TeMbl. [ Havyasia pacCMOTpUM
pacuupernyio Koupurypanuio APT; oHa TO3BOJHUT YCTAHOBUTH GOJIBINE TOCTOSTHHBIX
[apaMeTpoB, KOTOPBIE OYIy T IPUMEHSIThCsT K nHCTpyMeHTaM APT. 3ateM oKakeM, Kak
YIIPABJISATH IPUOPUTETAME TTAKETOB, YTO TPEIOCTABUT JOCTYI K H0Jice HACTPOEHHDIM,
VH/IUBY/IY JIH3UPOBAHHBIM OOHOBJIEHUSIM 1 YCOBEPIIEHCTBOBAHMSIM. MbI TAaKKe HAY UM
06pamaTbest ¢ HeCKOJNBKUMU UCTPUOYTUBAMU, YTOOBI BBl MOTJI HAYATh HKCIIEPUMEH-
THUPOBATH C TTAKETAMH, OCTYTTAIONMMHU U3 IPYTUX JUCTPUOYTHBOB. 3aTEM PACCMOTPHUM,
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KaK OTCJIEKNBATb aBTOMAaTHUYECKHN YCTaHOBJIEHHDbIE TTAKETDbI, YTO MMO3BOJIUT YIIPABJIATH
ITakeTaM#, KOTOPbI€ YCTAaHABJIMBAIOTCA Y€pe3 3aBUCHUMOCTH. M1 Takske O6"I)HCHI/IM, KaK
MHOTOapXUTEKTYPHasA IIOA/EPKKA OTKPbIBAET BOSMOJKHOCTD 3allyCKa ITaKETOB, CO3/IaHHbIX
AU PA3JIMYHDBIX allllaPpaTHBIX apDXUTEKTYP.

"n ImocJjie/inee, Ho HEe MEHEE BaKHOE: Mbl O6cleI/IM KpI/IHTOI'pa(bI/ILIeCKI/IC TIPOTOKOJIBI
1 YTUJIUTBI, KOTOPbIE TO3BOJIAT IIPOBEPUTDH MMOAJIMHHOCTD M060T0 maKeTa.

Hactponka APT

[Ipeskae yem nmorpysutbed B HacTpoiiky APT, paccMOTprM MeXaHU3M HACTPOIKY CUCTe-
Mbl Debian. M3HavaibHO HaCTPOMKa BBITOJHSIACH C TIOMOIIBIO CHEINaTM3UPOBAHHBIX
(aitnos konurypauuu. OnHAKO B cOBpeMeHHbIX Linux-cucremax, Takux kak Debian
u Kali, Bce gare ncmonb3yorest KOHOUTYPATIMOHHBIE KATATIOTH C PACIINPEHEM . d.
Kaskapiii karagor npeiacrasiser coboil ¢aiia KoHGUTYpaIuu, KOTOPbIi pasduT Ha
HecKOoJIbKO (haityioB. B aTom cMbiciie Bce daiisibl B Katasore /etc/apt/apt.conf.d/
SIBJISIIOTCST MHCTPYKIUsiMu Jiuist HacTpoiiku APT. MucTpymenT oOpabaTbiBaet (hailsibt
B a/i(haBUTHOM IOPSIJIKE, TAK 4TO HoJiee TTO3/[HIUE MOTYT U3MEHSITh SJIEMEHTHI KOH(UTY-
paiuu, onpeiesieHibie B Gosiee panHux aiiiax.

JlaHHast CTPYKTYpa MPUBHOCUT HEKOTOPYIO THOKOCTD B IESITETLHOCTD IMUHUCTPA-
TOPOB ¥ PaspabOTYMKOB MAKETOB, MO3BOJIsI UM M3MEHSTh HACTPOUKN MTPOTPAMMHOIO
obeciiedenys ¢ IIOMOLIbIO 00aBaeHus (Hailios, He nprderas K HEOOXOAUMMOCTH UBMEHSITh
CYIIECTBYOIIUT (hailsi. ITO 0COOEHHO MTOJIE3HO JIJISI CO3/ATENEH TAKETOB, TOCKOIbKY OHU
MOTYT IPUMEHSTD JAHHDIH [TOJIXO0/T /71 afial Talluy KOH(MUTYPAIH IPYTOro TPOTPaMMHO-
ro obecriedenust ¢ IeJIbIo rapaHTHPOBATh, 4TO OHO OTJIMYHO cocyiecTByet ¢ ux [10, ne
Hapymas oty Debian, cTporo sanpemamolyo n3sMeHsaTh Gailibl KOH(pUTYpaIlim
JIPYTUX TTakeToB. biaroapsi MexaHu3my KOH(MHUTYPAIUH ¢ UCTIOJIb30BAHUEM PACIITUPEHUST . d
BaM He HYKHO BPYYHYIO BBITIOJHATH MHOKECTBO MHCTPYKITUI KOH(MUTYPAITUH TTaKeTa,
KOTOpBIE OOBIYHO HAXOAATCS B (hailyie makeTa /usr/share/doc/nakeT/README.Debian,
TaK KaK MporpaMMa yCTaHOBKH MOKeT paboTath ¢ (hailiamu KoH(pUryparum.

Byabte Xota APT vMeeT BCTpoeHHyI0 NMofAep>KKy CBoero katanora /etc/apt/apt.
OCTOPOXHbI  conf.d, 370 He Bceraa pabotaer. [las HEKOTOPbIX MPUITOXKEHN (Hampu-
c daitnammu  mep, like exim) katanor .d asnaetca gonosHeHveM ana Debian, npu-
KOH}Urypaumum, MeHSIEMbIM B Ka4eCTBe BXOAHbIX AaHHbIX 415 LMHAMUYEeCKOro Co3AaHuns
CO3[aHHbIMU  KaHOHWYecKoro daina KoHPUrypaLum, NCNoab3yeMOoro NPUIOKEHNEM.
us katanoroB.d B Takux ciiyyasx nakeTbl NpefocTaBasaioT KoMaHay update-* (Hanpumep,
update-eximé4.conf), koTopas 06beauHseT daiiibl M3 kaTanora .d u nepe-

3anucbiBaeT 0CHOBHOM dann KoHGUrypaumu.

B 3ToM criyyae He CTOMT pefakTMpoBaTh BPYYHY OCHOBHOW daiif KOH-
durypaumm, Tak Kak Ballv U3MeHeHWs ByayT noTepsiHbl NPy CedyLLeM
BbINOJHEHUW KoMaHAbl update-*. KpoMe Toro, Bbl He A0SKHbI 3a0bIBaTh
3anycTuTb 3Ty KOMaHAy nocsie pefakTMpoBaHus daiina us kartasnora .d
(v Bawm usMeHeHMs He ByayT NpUMeHEHbI).
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Pa300paBIinch ¢ MOHATHEM MeXaHU3Ma KOH(MUTYPAIUH . d, TOTOBOPUM O CIIocobax
€ro UCIosb30Bauus i HacTpoliku APT. Mbl yske TOBOPHUJIH, YTO BBl MOXKETE MEHSTD
noBenenue APT ¢ momolibio napamerpos i dpkg, Kak B 3TOM IIpUMepPe, KOTOPbIH Bbl-
MIOJIHAET IPUHYAUTEIbHYIO IIepe3allich IIpU yCTaHOBKe IakeTa zsh:

# apt -o Dpkg::Options::="--force-overwrite" install zsh

OueBuIHO, TO OYEHb TPYAOEMKUI IIPOLECC, 0COOEHHO €CJIM Bbl YACTO UCIIOJIb3YeTe
rapaMeTphbl, HO BbI MOKETE IPUMEHUTH CTPYKTYPY KOH(MUTYPAIUU KaTajora .d, 9To0b!
HACTPOUTh HEKOTOPbIe aciiekThl paboTsl APT, 106aBus aupexTBhl B (haili B KaTajore /
etc/apt/apt.conf.d/.

CkaskeM, IMPEKTUBY 13 MpUMepa Huxke (Kak U JII0OY0 APYTYI0) MOKHO JIETKO 100a-
BUTH B (haiisi kaTasiora /etc/apt/apt.conf.d/. VIms aToro (aiiia HeCKOJIbKO yCJIOBHO,
HO OOLIUM COTJIALIeHeM gBJISIeTCS UCIIOIb30oBanue umeH jauoo local, mmnbo 991ocal:

$ cat /etc/apt/apt.conf.d/99local
Dpkg: :0Options {
"--force-overwrite";

}

CymecTByeT MHOXKECTBO JIPYTHX MOJIE3HBIX IMapaMeTPOB KOH(UTYpaluu, 1 MBI,
KOHEYHO JKe, He MOKeM OXBAaTUTh UX BCe, HO 0OpaTUM BHUMaHUE Ha OAUH, CBSI3aHHbIN
¢ MoK TI0UeHeM K ceTu. Hampumep, ecyivt BBI MOKETE MOJYIUTD TOCTYII K CETH TOJIb-
KO yepes MPOKCH, TO 106aBbTe CJeAYIONIYI0 CTPOKY: Acquire: :http: :proxy "http://
Baw_npokcu:3128". [lna FTP-nipokcu ucnons3ayiite Acquire: :ftp: :proxy "ftp://
Baw_npokcu".

Yro06bl y3HATH O IPYTUX MapaMeTpax KOHMUrypaliuu, 03HaKOMbTECH ¢ PYKOBOACTBOM
apt.conf(5) ¢ IOMOIIbIO KOMaH bl man apt . conf (T0ApoOHEE 0 CTPAHUIIAX PYKOBOJCTBA
cM. B mofipaszienie « PykoBocTBay ).

YnpaBneHue NpuopuTeTaMm NakeToB

OnuH u3 HarboJiee BasKHBIX aciieKToB Kondurypaiun APT — yipasienue npuopurera-
MU, CBSI3aHHBIMU C KaK/IbIM HICTOUHUKOM TTakeTa. Harmprumep, MOJKHO pacimpuTh CHCTEMY
Kali Rolling ogtum win aeyms HoBbiMu nakeramu us Debian Unstable nim Debian
Experimental. MokHO Ha3HAUUTh MIPUOPHUTET JIJIsT KaKIOTO JOCTYITHOTO TTakeTa (O1H
U TOT K€ TTAKET MOKET UMETh HECKOJBKO TTPUOPUTETOB B 3aBUCIMOCTH OT €TO BEPCUN
un auctTpubyTUBA, KOTOPBIM OH MPEJOCTABASETCS ). ITU NPUOPUTETHI OYAYT BIUATH
Ha noBesierrie APT: [IJis1 KaK/[0T0 TIaKeTa Beer/ia BBIOMPAETCs: BEPCUsI ¢ HAUBBICIIUM
IPUOPUTETOM (32 MCKJIIOUEHUEM CJIYYaeB, KOT/Ia 3Ta BePCH CTapIle YCTAaHOBJIEHHOI,
a ee mpuopuret Menbirre 1000).

APT omnpe/iesisieT HECKOJIBKO IIPUOPUTETOB IO yMOoTYaumio. Kaskaast ycTaHOBIeHHAS
Bepcust makera mmeet npuopuret 100. Heycranosiennas Bepcust umeet npuoputet 500
110 YMOJIYAHUIO, HO MOKET MOAHAThCs 10 990, eciu sBJIIETCS 4acThIO 11€JIEBON BEPCUN
(orpejiesieHHOI ¢ TIOMOIIBIO MTapaMeTpa KOMaHHOW cTPOKK -t (0T target — «Iiesby)
WJIN IMPEKTUBBI KOHMUTYparu APT: :Default-Release).
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Bbl MOsKETE H3MEHSITH TPUOPUTETBI, 100OABJISIS 3aTKCH B (haiis /etc/apt/preferences
€ IMEHAMU MHTEPECYIONIMX BAC [1AKETOB, X BEPCUSMU, NCTOYHIUKAMHU 1 HOBBIMU [TPHO-
pUTETaMU.

APT He craHer ycTaHaBIMBaTh GoJiee CTapyo BepCeuio makeTa (TO eCTh IIaKeT, HOMEep
BEPCHUM KOTOPOTO MEeHbIIle HOMepa BepCUH TEKYIIEero aKkeTa), 38 UCKJII0YeHUEM CJIyYaeB,
korza ero mpuopuret Boitire 1000. APT Beerma OyeT ycTaHABINBATH TTAKET ¢ HAMBBICTITM
MIPUOPUTETOM, CJIeIys TAKUM TIPABUJIAM: B CUTYAIlNH, KOT/Ia IBa TAKeTa MMEIOT OJIMHAKO-
Bbie npuopurersl, APT ycranasiusaer 6osiee HOBbII (HOMeP BEPCHM KOTOPOTO BhILIE).
Ecam nBa makeTa olMHAKOBOI BEPCUY UMEIOT OJIMHAKOBBII TPUOPUTET, HO OTJIUYATOTCS
conepkuMbIM, TO APT ycTanaBiamBaeT Bepcuio, KOTOPas He yCTaHOBJIEHA (3TO MTPABUIIO
GBIJIO CO3/IAHO JIJIs1 CIIyYast OGHOBJICHUS TTaKeTa 6e3 U3MEHEHUs HOMepa BEPCUH, UTO, KaK
PaBUII0, HEOOXOAUMO).

ITaker, mprropuTeT KOTOPOTO MeHbiie 0, HUKOr/a He OyieT ycTaHoBieH. [TakeT ¢ pro-
pureroMm B snanazone ot 0 10 100 Gyzer ycTaHOBIIEH TOJIBKO B TOM CJIydae, eIl HUKa-
Kasl IpyTast BePCHUs MaKeTa elie He yctaHoBiena. [laker ¢ mpuopurerom ot 100 10 500
OyJIeT yCTaHOBJIEH, TOJBKO €CJIM HET IPYTOii, 00J1ee HOBOM, Bepcuu (yCTAHOBJIECHHON HIIH
JIOCTYIIHOI B ApyroMm auctpudyTuse). Ilaker ¢ npuopurerom Mexay 501 u 990 Gyner
YCTaHOBJIEH TOJIBKO MIPU OTCYTCTBUU JAPYTOH, Gostee HOBOH, Bepcuu (yCTaHOBJIEHHOM
WJIK JIOCTYITHO# B 1iesieBoM auctpuOyTuse). [Taker ¢ mpuopurerom mexay 990 u 1000
GyJIeT YyCTaHOBJIEH, 32 UCKJIIOYEHUEM CUTYAIlUU, KOT/[a YCTAHOBJIECHHAS BEPCUST HOBEE.
[IpropwuTet, npesbrmatormii 1000, Bcera mpuBeeT K yCTaHOBKE MAKETa, 1a’Ke eCJTH 9TO
sactaBut APT ycranoBuTh 60Jiee paHHIOK BEPCHUIO.

Korga APT pocmarpuBaer /etc/apt/preferences, cHayajia yIuThIBAIOTCA HanboIee
crieruduyeckre 3amucy (4acTo yKasbIBAOIINE Ha KOHKPETHBI MakeT), a 3aTeM OoJiee
ob1ue (KOTOPbIE KACAIOTCsSI, HATIPHUMED, BCEX TTAKETOB MucTpubyTiBa). Eciu cyiecTByeT
HECKOJIBKO OBIIUX 3aMUCeil, TO UCIIOIb3YeTCs TIepBast oAXosas. JlocTyHbie Kpu-
Tepuu BbIOOPA BKJIOYAIOT MMsI TAKeTa U UCTOYHMK, IPEAOCTaBIAIONIIT ero. Kaxaprit
MUCTOYHUK TIaKeTa ujeHTuuImpyercs nadopmariieil, cojaepskaieiics B (aiiie Release,
kotopeiit APT ckaumBaer Bmecte c aiisiamu Packages. [locsienue ykaspiBaioT uc-
TouHUK, 06braH0 Kali mu1st makeTos ¢ opurmanbhbix sepkai Kali u Debian miist makertos
¢ opurmanbHbIx 3epkai Debian, HO U1t CTOPOHHUX PETIO3UTOPUER UCTOYHUKOM MOKET
OBITH U UM YeToBeKa nim opranusanuu. Maiis Release Takske MPEIOCTABIISIET UMS [IHC-
TpUOYTHBA BMECTE C €ro Bepcueil. PaccMOTpUM ero CMHTaKCHC ¢ TOMOIIIBIO HECKOJTBKITX
KOHKPETHBIX TPIMEPOB ATOTO MEXaHU3Ma.

Mpuoputer Ecnu B danne sources.list Bbl ykasanu kali-bleeding-edge nnun
Kali-Bleeding-Edge Debian experimental, To cooTBeTCcTBYlOLLME NaKeTbl MOYTU HUKOFAA
u Debian He byayT ycTaHoBMEHbI, MOCKONbKY MX NpuoputeT APT no yMonyaHuto
Experimental paseH 1. Tak cienaHo cneyumanbHo 4is Toro, YTobbl monb3oBaTenu

He ycTaHaBnuBanu nakeTsl bleeding edge no owwnbke. MakeTsl MoryT

yCTaHaBAMBATLCA TONIbKO Yepe3 BbiMoHeHWe KoMaHabl apt install
naket/kali-bleeding-edge; npv 3ToM npegnonaraercs, KOHEYHO,
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4TO Bbl OCO3HAETE BCE PUCKM U MOTEHLMANbHYO Fof0BHY0 6ob.
Kpome Toro, Bo3MOXHO (x0Ts 1 He pekomeHayeTcsa) obpabaTbiBaTb
nakeTbl kali-bleeding-edge/experimental nogobHo nakeTam gpyrux
auctpubytusos, npepoctaBnas uMm npuoputeT 500. 310 genaeTtca
c nomoubio ocobow 3anucu B /etc/apt/preferences:

Package: *
Pin: release a=kali-bleeding-edge
Pin-Priority: 500

[TpearonoxumM, BbI IIpeAIIoYrTaeTe TOAbKO nakersbl u3 Kali u XoTure, 4TOObI 1aKeThl
Debian ycranasinBanch JIUIIb IPU SIBHOM 3a1poce. J[J1s1 9Toro Mosxere 106aBUTh CJie-
ayrolive 3anucu B Gaiia /etc/apt/preferences (Wi B Jr000ii apyroii daiin kaTajaora
/etc/apt/preferences.d/):

Package: *
Pin: release o=Kali
Pin-Priority: 900

Package: *
Pin: release o=Debian
Pin-Priority: -10

B aByx nmocsierHUX mprMepax Bbl BCTpedasin CTPoKy a=kali-bleeding-edge, ompese-
JISIOILYIO UM$ BBIOpAHHOTO AXCTPUOYTUBA, U CTPOKU 0=Kali 1 o=Debian, orpannyusa-
1o11e 061aCTh IIPUMEHEeHN aKeTaMHu, Ipoucxoxaenue kotopbix Kali m Debian coor-
BeTCcTBeHHO. [Ipe/mnosoxuM Ternepp, 4To y Bac eCTh CePBEP C HECKOJIBKUMU JIOKAJTbHBIMU
porpaMMamu, 3aBucsiumu ot Bepcuu Perl 5.22, v BbI He X0THTE, YTOOBI OOHOBJIECHIIST
yCTaHaBJIUBAJIU APYTYIO BepcHio. Bpl MOKeTe UCTIOTb30BaTh CIACAYIONLYIO 3AITUCD:

Package: perl
Pin: version 5.22%
Pin-Priority: 1001

CupaBouHnas JIOKyMeHTallusl JJis1 3TOTo (haiiia KoHdUryparum 10CTyIHa Ha CTPaHu-
11e pyKOBOJICTBa apt_preferences(5), KOTOPYIO MO’KHO BBIBECTH Ha 9KPaH C IOMOIIBIO
KOMaH/Ibl man apt_preferences.

Do6aeneHne OduumanbHOro CMHTaKcuca o KoMMeHTapuves B /etc/apt/preferences Her,
KOMMEHTapueB HO MOXHO f,00aBUTb HEKOTOPbIE TEKCTOBbIE OMMUCAHWS C MOMOLLbIO OJHOrO
B painie /etc/ wnm Heckonbkux nonen Explanation (O6bacHeHme) ans noboi sanmcu:

apt/preferences Explanation: The package xserver-xorg-video-intel provided

Explanation: in experimental can be used safely
Package: xserver-xorg-video-intel

Pin: release a=experimental

Pin-Priority: 500
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PaboTa C HECKOMBbKMMWU AUCTPUOYTMBAMU

YuuThiBast Bce IPeJIeCTH HHCTPYMEHTaA apt, BbI, CKOPEE BCET0, 3aXOTHUTE KOTHYTh IIy0sKe
U HAYaTh IKCHEPUMEHTUPOBATH C MTAKETAMMU, TIOCTYHAOIUME U3 APYTUX TUCTPUOYTH-
BoB. Hanpumep, nociie ycranosku cucreMbl Kali Rolling BbI, BO3MOKHO, 3aX0TUTE 110~
mpoGoBaTh yeTaHOBUTH TakeThl, focTymubie B Kali Dev, Debian Unstable nim Debian
Experimental, mpu 9ToM He CJIHUIIKOM CUJIBHO U3MEHSISI CUCTEMY OTHOCUTEJBHO €€ UC-
XOJIHOTO COCTOSTHUSA.

Jlaske ecJiu BbI CJIy9aliHO CTOJIKHETECH ¢ TPOOIeMaMI TPH COBMECTHOM HCITOJIb30Ba-
HUW [TAKETOB U3 Pa3HbIX JUCTPUOYTUBOB, apt IPEKPACHO CIIPABJISIETCS C TAKUM COCYIIIE-
CTBOBAaHUEM U OUeHb d9(P(HEKTUBHO OTpaHUYMBAET PUCKU (IIPU YCJIOBUHU, UTO 3aBUCH-
MOCTH TTaKeTOB TOUHBI). J[JIst Hauajia IepeurcanTe Bee AUCTPUOYTUBBI, IPUMEHsIEMble
B /etc/apt/sources.list, 1 onpeaennTe HCXOAHbINA AUCTPUOYTHUB C IOMOILIBIO ITapaMe-
Tpa APT: :Default-Release (cM. paszpen «O6noBaenne Kali Linux» pasgena 8.2).

ITpenmnonosxum, uro Kali Rolling — Barmr uexomusiii gucrpubytus, Ho Kali Dev
u Debian Unstable Takske npucytcrBytot B BatieM aitsie sources. list. B atom ciyuae
BbI MOJKETE HCII0JIb30BaTh KOMaH/y apt install nakem/unstable /ij1s1 yCTAaHOBKU ITaKeTa
u3 Debian Unstable. Eciin ycraHoBKa He BBITIOJHIETCS U3-3a HAPYIIEHUST HEKOTOPHIX
3aBUCUMOCTEIA, TO MMO3BOJIbTE Pa3pennTh 311 3aBucuMocTr ¢ Unstable, 1o6aBuB mapa-
Mmetp -t unstable.

B rakom cirydae o6HoBIeHusT (upgrade 1 full-upgrade) soinosnsiores B Kali Rolling,
32 UCKJIIOUEHNEM TTAKETOB U3 JIPYTUX AUCTPUOYTUBOB: OHU OYYT OTCIIEKUBATH OOHOB-
JIEHVSI, JIOCTYTIHBIE B 9TUX AUCTPUOYTUBAX. Mbl 0OBSCHUM JIAHHOE TIOBE/IEHUE HUKE TIO
TEKCTY C TIOMOIIIBIO TIPUOPUTETOB, ycTaHoBIeHHbIX APT 1o ymomuanuio. Cmeno mipu-
MeHsliTe KoMaH/y apt-cache policy (cMm. Bpesky «Mcnosb3oBanue KoMan/ibl apt-cache
policy» HUIKe) U1 TPOBEPKU YKAa3aHHBIX TPUOPUTETOR.

Bce ocnosano Ha ¢axre, uro APT paccmaTpuBaer nakerbl ¢ 60Jiee BLICOKOM MK
PaBHOIT Bepcuell, yeM BepCcrs yCTaHOBJIEHHOTO makeTa (IIPU YCJIOBUH, 9TO /etc/apt/
preferences He UCIOJIb3YETCH /IS MOJHATHUS IPUOPUTETOB /IJIT HEKOTOPBIX TIAKETOB
Boitire 1000).

MUcnonb3oBaHne YTobbl Niyyllie MOHATb MEXaHW3M MPUOPUTETOB, CMENIO BbIMONHANTE
KOMaHAbl  KoMaHAy apt-cache policy ¢ Lenblo y3HaTb NPUOPUTET MO YMOMYaHWIO
apt-cache policy s kaxgoro McToYHMKa nakeTa. Bbl Takxke MoXeTe MpYMeHUTb KOMaHAy
apt-cache policy nakeT Ansi 0Tobpa>keHs NPUOPUTETOB BCEX AOCTYMHbIX

BEpCUI1 AaHHOrO nakeTa.

ITpeamnosnoxum, 4To BBl yeTaHOBUM Beperto 1 neporo makera u3 Kali Rolling v Bep-
cun 2 u 3 pocrynnsl B Kali Dev n Debian Unstable coorBercTBeHHO. Y cTaHOBJICHHAS
Bepcust umeet npuopurer 100, Ho Bepcus, nocrynHas B Kali Rolling (ta xe camas),
umeet mpuoputer 990 (Tak Kak 9TO YacTh 1esaeBoro auctpubyrusa). Iakersr B Kali
Dev wn Debian Unstable wmeiot nipuopuret 500 (IIprOpHUTET 110 YMOJIYAHHUIO JIJISI HEYCTa-
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HOBJIeHHOH Bepeun ). Takum o6pasom, mobesxaer Bepeust 1 ¢ mpuopurerom 990. TTaker
ocraercst B Kali Rolling.

A Terepb pacCMOTPUM ITPUMEP C APYTUM MTAKETOM, BePCHst 2 KOTOPOTO ObLIa YCTaHOB-
siera 3 Kali Dev. Bepeust 1 nocrynna B Kali Rolling, a sepcust 3 — B Debian Unstable.
Bepcust 1 (¢ mpuopurerom 990, To ectb Hike 1000) orGpackiBaeTcst, HOCKOJIbKY HUKE
ycranossienHoil Bepcun. Ocratores Bepeun 2 1 3, 06e ¢ npuoputerom 500. CToJKHY-
BIIINCh C TAKOH aibTepHaTiBOii, APT BhIOMpaeT caMyio HOBYIO BEpPCHIO, TY, uTo 13 Debian
Unstable. Eciiu Bbl He X0THTE, YTOOBI IIAKET, ycTaHoBIeHHbIN 13 Kali Dev, ObLi 1iepeHeceH
na Debian Unstable, To HeobxoauMo HasHaunTh npuopureT Huke 500 (nampumep 490)
IS TAKeTOB, tocTynaommx us Debian Unstable. J11s1 5T0ro MOKHO U3MEHUTH /etc/
apt/preferences cJieayonuM 06pasom:

Package: *
Pin: release a=unstable
Pin-Priority: 490

OTcnexmBaHne aBTOMaTUYECKN YCTAQHOBJ1IEHHbIX MNAKETOB

Opna us BaxkHeimux GyHKIMN apt — OTCleKUBaHNe IAKeTOB, YCTAaHOBJIEHHBIX Yepes3
3aBUCUMOCTHU. ITU TTAKETHI HA3BIBAIOTCS AGMOMATMUYECKUMI  YACTO BKITIOYAIOT GUOIHO-
TEKHU.

Korma makeTsl yjasisioTcs, MeHe/KePbl IIAaKeTOB MOTYT COCTABUTD CIIMCOK aBTOMa-
TUYECKUX MTAKETOB, KOTOPbIE GOJIbIIE He HYKHBI (TaK KaK HET yCTAHOBIEHHBIX BPYYHYIO
MAKETOB, 3aBUCSIINX OT HUX). KoMaH/1a apt autoremove n36aBUTCSI OT ATHX MTAKETOB.

¥ uncrpymenta Aptitude HeT TaKOI KOMAH/IBI, TIOCKOJIBKY OH aBTOMATUYECKU YIAJISIET
o100HbIe MAKeThl ¢pa3y Mmocjie ux upeHruduranuu. Bo Beex cirydasix HHCTPYMEHTHI
BBIBOJISAT COOOIIEHHE C TTIEPEUYHEM 3aTPOHYTHIX TTAKETOB,

[Tosie3HOM IPUBLIYKOIL CTaHET OTMEYaTh Kak aBTOMATUUYECKU JII0O0M TIaKeT, Hello-
CPEICTBEHHO B KOTOPOM HET HYJK/IbI, YTOOBI 3TH TTAKEThI yAASINCh aBTOMAaTHUECKIL.
[l aTOTO MOKHO MCTIOJIB30BAaTh KOMaHIy apt-mark auto nakem, ToT/la Kak KOMaH/a
apt-mark manual nakem Boinoansier oGparnoe aeiicrsue. Komanapl aptitude markauto
u aptitude unmarkauto paboTalOT AaHATOTHYHO, TIPU TOM TIPE/TAraioT GOJIbIIE BO3-
MOKHOCTEH [I7Is1 MAPKUPOBKY CPa3y HECKOJIbKUX TTAKeTOB (CM. TyHKT «Aptitude» mos-
pasnena «IlombsoBarenbckie nnrepdeiicsr: aptitude u synaptic» pasgena 8.2). Murep-
AKTUBHBIN nHTepdelic aptitude TakKe MO3BOJSAET C JIETKOCTHIO TIPOBEPUTH HATMYNE
aBTOMaTU4yecKoro dhiara /11 HeCKOJbKUX ITaKETOB CPasy.

BosmoskHO, BaM 3aX0ueTcst y3HaTh, I0OYeMy B CCTeMe IIPUCYTCTBYET aBTOMATHYECKHI
yCTaHOBJIEHHBIH TTakeT. UTOOBI MOMYyYUTh 3Ty HHGOPMAIIUIO ¢ TOMOIIBI0 KOMAHTHON
CTPOKH, BOCITOJTb3yHTeCh KOMaH/[01 aptitude why nakem (apt u apt-get He nMerOT 1I0-
MOGHOU DyHKIMN):
$ aptitude why python-debian

i aptitude Recommends apt-xapian-index
i A apt-xapian-index Depends python-debian (>= 0.1.15)
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icnonb3oBaHue nogaep>xku Multi-Arch

Bce makerst Debian comepskat nosie Architecture (ApxuTeKkTypa) B CBOUX JTaHHBIX
YIIPaBJIEHUsL. ITO IIOJIE MOKET COAePKaTh 1100 3Havenue all (Bce) (/11 He 3aBUCSIIIX
OT apXUTEKTYPHI TTAKETOR), TUOO UM apXUTEKTYPHI, JUIT KOTOPOH OH TpeTHA3HAYEH
(Hampumep, amd64 wiu armhf). B ocsensem ciydae dpkg 110 yMOJUAHWIO YCTAHOBUT
MAKeT, TOJIbKO €CJIM €r0 aDXUTEKTYpPa COOTBETCTBYET APXUTEKTYPE CUCTEMBI, YTO MOKHO
IIPOBEPUTH € IIOMOII[bIO KOMaH/Ibl dpkg --print-architecture.

ITO OTPAaHWUYEHHUE TAPDAHTUPYET, YTO BBl HE TIOJYUUTE B Pe3yJIbTaTe ABOUYHBIE (haii-
JIBI, CKOMITUJIMPOBAHHBIE JIJIs HEIPABUIIbHOI apxuTekTypbl. Bee 6bli0 Gbl nteabHo, 3a
HCKJIIOYEHUEM OTHOTO 00CTOSATENBCTBA: (HEKOTOPBIE) KOMITLIOTEPHI MOTYT 3aITyCKaTh
JIBOWYHBIE (haIlITbI JJIsT HECKOJIBKUX apPXUTEKTYP JIO0 caMOCTOSATENbHO (crucTema amd64
MOZKET 3aIycKaTh OuHapble dailyibl i386), 1o yepes oMy IATOPbL.

MoakntoyeHne Multi-Arch

MHuoroapxuTtekTypHagd Hojiep:kka dpkg O3BOJISET MOJIb30BATESAM OIIPEIE/IITh BHETI-
HEE apXUTEKTYPBI, KOTOPbIE MOTYT OBITh YCTAHOBJIEHBI B IAHHOW CHCTEME. JTO JIETKO
cllesaTh ¢ IMMOMOIIBI0 KOMaHAbI dpkg --add-architecture, Kak B mpuMepe HILKe, T1e
apxutekTypa 1386 nomkna 6bITh 106aBaeHa B cucTeMy amd64, 4To6bl 3aycKaTh Mpu-
joxenns Windows, npumenss Wine (https://www.winehq.org/). Ectb cooTBeTCTBY OISk
KoMaH/[a dpkg - -remove-architecture st cOpoca MmojIepsKKU BHEIITHEH apXUTEKTYPBI,
HO €€ MOKHO MCIT0JIb30BATD, TOJBKO KOT/Ia HE OCTAETCS YCTAHOBJICHHDIX TTAKETOB JIAHHOM
APXUTEKTYPBL.

# dpkg --print-architecture

amd64

# wine

it looks like wine32 is missing, you should install it.

multiarch needs to be enabled first. as root, please

execute "dpkg --add-architecture 1386 & apt-get update &

apt-get install wine32"

Usage: wine PROGRAM [ARGUMENTS...] Run the specified program
wine --help Display this help and exit
wine --version Output version information and exit

# dpkg --add-architecture i386

# dpkg --print-foreign-architectures

1386

# apt update

[...]

# apt install wine32

[...]

Setting up libwine:i386 (1.8.6-5) ...

Setting up vdpau-driver-all:i386 (1.1.1-6) ...

Setting up wine32:i386 (1.8.6-5) ...

Setting up libasound2-plugins:i386 (1.1.1-1) ...

Processing triggers for libc-bin (2.24-9)
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# wine
Usage: wine PROGRAM [ARGUMENTS...] Run the specified program
wine --help Display this help and exit
wine --version Output version information and exit

# dpkg --remove-architecture i386

dpkg: error: cannot remove architecture 'i386' currently in use by the
database

# dpkg --print-foreign-architectures

i386

APT aBroMaTruecKu 0OHapY KT, Korga dpkg HACTPOEH ISl TIOAMEPKKI BHEITHIX
apXUTEKTYP, U HAYHET CKaYMBaHUe COOTBETCTBYIOIIMX (hailsioB Packages B mpoiiecce
0OHOBJICHHUS.

3aTeM MOKHO YCTaHOBUTH BHEITHUE TIAKEThI ¢ TTOMOIIbI0O KOMaH/bI apt install
nakem:architecture.

Ucnonb3oBaHne CyliecTByeT MHOIM0O BapuvaHTOB NMPUMEHEHUS MYbTUAPXUTEKTYp-

nponpueTapHbiX HOCTW, HO Haubosee NONyNsAPHbIA — BO3MOXHOCTb BbIMOSHEHUS

6uMHapHbIX 32-paspsAaHbix buHapHbix dannos (i386) B 64-paspagHbix cucTe-

daiinoB i386 max (amdé4), ocobeHHO yunThIBas, Y4TO HEKOTOPbIE MOMyNApPHbIE

B cucteMe amdé4  nmponpuertapHble npunoxeHus (Hanpumep, Skype) npegocraenatorca
TONbKO B 32-pa3psiiHbIX BEPCUSX.

N3meHeHus1, cBsizaHHble ¢ Multi-Arch

Yr10o6bl cpenaTh MYJIbTUAPXUTEKTYPHOCTD ACHCTBUTEIBHO TTOJE3HON U yz[o6H0ﬁ JLIIA
MCIOJIb30BaHust, OUOJINOTEKU MIPUIILIOCH II€PEYIaKOBaTh 1 IIEPEMECTUTD B CIIEIIUAJIM-
3UPOBAHHBIN JIJIST ApXUTEKTYPBI KATAJIOT, TIO3BOJISIS yCTAaHABANBATH HECKOJIBKO KOTTHH
makeToB (TpeHa3HAuYEHHBIX JIJIST PA3JNYHBIX aPXUTEKTYP) OJIHOBpeMeHHO. Takne 00-
HOBJIEHHbBIE [TaKeThI cojtepkaT Multi-Arch: y HUX OMHAKOBBIE 3aTOJIOBKU; 9TO TOBOPUT
cucTeMe IaKeTHPOBAHKS O BOSMOKHOCTH GE30I1aCHO COBMECTHO YCTAHOBUTH Pa3/IMYHbIE
ApXUTEKTYPHI TakeTa (M YTO 3TH MAKEThl MOTYT YAOBIETBOPSATH TOTHKO 3aBUCUMOCTSIM
MTaKeTOB TOH JKe apXUTEKTYPHI).
$ dpkg -s libwine
dpkg-query: error: --status needs a valid package name but 'libwine' is not:
wp ambiguous package name 'libwine' with more than one installed instance

Use --help for help about querying packages.

$ dpkg -s libwine:amdé64 libwine:i386 | grep ~Multi
Multi-Arch: same

Multi-Arch: same

$ dpkg -L libgccl:amd64 |grep .so

[...]

/usr/1ib/x86_64-1inux-gnu/wine/libwine.so.1

$ dpkg -S /usr/share/doc/libwine/copyright

libwine:amd64, libwine:i386: /usr/share/doc/libwine/copyright
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CTOUT OTMETHUTD; B UMEHAX ITaKeTOB Multi-Arch: same 0/KHO OBITH yKasato, K Ka-
KOI apXUTEKType OHU OTHOCATCS, YTOObI MX MOKHO OBLIO JIETKO MAEHTU(DUIIMPOBATD.
OHM MOTYT COBMECTHO MCIIOTH30BaTh (DAMJIBI € APYTUMU IKIEMILISIPAME OJTHOTO U TOTO
JKe TTakeTa; dpkg TapaHTHpPYeT, YTO BCe TTaKeThl MPUMEHSIOT UIeHTUYHbIe (PaliJIbl ¢ TOY-
HOCTBIO JI0 OUTa, Kora 9T (hailibl aBjsiorcs oommmMu. Kpome ToTo, Bee 9K3eMILISPhI
MaKeTa OJKHBI UMETh OJIHY U TY JK€ BEPCUIO 1 OGHOBIATHCS BMECTE.

IMonnepsxka Multi-Arch Takske IPpUBHOCUT Psiji TPYAHOCTEH B TIporiece 06paboTKu
3aBucuMocteil. [y yI0BIETBOPEHNUST 3aBUCUMOCTH HY’KEH JTUO0 MaKeT ¢ OTMETKOI
Multi-Arch: foreign, 160 maker, apXUTeKTypa KOTOPOTO COOTBETCTBYET OJHOMY M3
MAKETOB, OOBSBISAIONIMX 3aBUCUMOCTD (B MPOIECCE PA3PEIIeHIsT 3aBUCMOCTEl Tpei-
110J1araeTcs, 4YTO He3aBUCUMbIE OT aPXUTEKTYPbI TAKEThI UMEIOT TAKYIO JKE€ aDXUTEKTYPY,
Kak 1y cuctembr ). Kpome T0ro, 3aBucumMoctb MoKeT GbITh ocsiabena, 4ToObl HO3BOJIHUTH
JII000I apXUTEKTYPE BBITOJHUTD €€, C TIOMOIIbIO CHHTAKCUCA nakem: any, HO BHEIITHIE
[IaKeThl MOI'YT YJOBJIETBOPATDH TAKYyIO 3aBUCUMOCTb TOJIbKO IIPU HAJIUYUU OTMETKU
Multi-Arch: allowed.

MpoBepka NOAMMHHOCTY NaKeTa

O6HOBIEHNE CUCTEMBl — OUEHBb YYBCTBUTEIBHAS OTIEPAITH, U Kpaiite BaKHO yCTaHAB-
JIMBATh TOJIbKO oduiinanbible nakeTbl u3 xpanusmil Kali. Ecin sepkano Kali, koTopoe
BbI UCTIOJb3yeTe, OBLIO B3JIOMAHO, TO 3J0YMBIIIIEHHUK MOT J0GABUTH BPEIOHOCHBIIT
Koji B opuiinanbubiii maket. [ocse yctaHOBKM Takoro maketa OH CMOXKET BBITIOJHUTD
BCE 33/[yMaHHOE B3JIOMIIMKOM, BKJIIOYask PACKPBITHE TTAPOJIeil NI KOHMDUIECHITUATBHON
urdopmarun. Urobsr 060iiTH 10T prick, Kali ucronbayer sanurHbie udposbie IoMObI
OT HECAHKITMOHUPOBAHHOTO IOCTYTIA C TIEJIBIO TAPAHTUPOBATH, YTO HA MOMEHT YCTAaHOBKU
HAKeT JECHCTBUTEIHHO UCXOAUT OT €r0 O(UIIMATBHOTO Pa3paboTurKa U He ObLT U3MEHEH
TPETHUM JIUIIOM.

IT1oM6a paboTaeT ¢ MOMOILbI0 Kpuiitorpadudeckux xemei u nogmucu. [lognucanHbii
(aiin — Release, npemocrasiasgemblii sepkanamu Kali. Ou cogepxur crmcox daiinos
Packages (BkJIouas ux cxkarbie (popMbl, Packages . gz 1 Packages . xz, ¥ IOTIOJTHUTEIbHBIE
Bepcun), a rakske ux xemu MD5, SHA1 u SHA256, koTopbie rapaHTHPYIOT, 4TO (haiijIbl
He ObLIY Mojieanbl. DT (aiiibl Packages BKJIIOYAIOT CIIMCOK nakeToB Debian, gocryii-
HBIX Ha 3epKaJjie, BMECTe C UX XelllaMU; 3TO, B CBOIO 04epe/lb, FapaHTUPYeT OTCYTCTBHE
M3MEHEHUI B COIEP;KUMOM CaMUX TTAKETOB.

Yupasiser 1oBepeHHBIMU KJII0YaMU KOMaH/Ia apt -key, IPUCYTCTBYIONIAS B lTAKETe
apt. Jlannast nporpamma oOCayKUBAET CBSA3KY OTKPHITHIX Kiodeil GnuPG, koro-
pbIe UCTIOTB3YIOTCS IS TIPOBEPKU TTOIMCcel B (aiiyax Release.gpg, TOCTYIIHBIX HA
3epkasiax. Ee MOJKHO TIPUMEHSITH JIJIsT J0OABJIEHUST HOBBIX KJIIOUEH BpyuHYO (KOT/a
HeoOXO0IMMO 3a/IeficTBOBAaTh HeobuilnaibHble 3epkasa). Ho, Kak MpaBuiio, Hy KHbI
TOJIBKO odurmanbHbie Kiaroun Kali. ITu Kooy aBToMaTHIeCKH OOHOBIISIFOTCS € TIO-
MOIIbIO MakeTa kali-archive-keyring (KOTOPBIH TTOMEIAET COOTBETCTBYIONINE CBSI3KN
KJoueil B /etc/apt/trusted.gpg.d). Onnako 1nepBas ycTaHOBKa JIaHHOTO IaKeTa
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TpebyeT OCTOPOKHOCTH: IAKe €CJIN TTAKET MOJNUCAH, KaK U BCE OCTATbHBIE, TTOJTTNCH
HeJIb3s TPOBepUTH U3BHE. [109TOMY OCTOPOKHBIE A/IMUHUCTPATOPHI AOJKHBI TTPO-
BepsATh NU(POBBIE TTOANNCH UMIIOPTUPOBAHHBIX KJIIOUEH, IPEK/IE YeM OBEPUTH UM
YCTaHOBKY HOBBIX AKETOB:

# apt-key fingerprint
/etc/apt/trusted.gpg.d/debian-archive-jessie-automatic.gpg
pub 4096R/2B90D010 2014-11-21 [expires: 2022-11-19]
Key fingerprint = 126C ©D24 BD8A 2942 CC7D F8AC 7638 D044 2B90 DO10
uid Debian Archive Automatic Signing Key (8/jessie)

wp <ftpmaster@debian.org>

/etc/apt/trusted.gpg.d/debian-archive-jessie-security-automatic.gpg

pub  4096R/C857C906 2014-11-21 [expires: 2022-11-19]

Key fingerprint = D211 6914 1CEC D440 F2EB 8DDA 9D6D 8F6B C857 (906

uid Debian Security Archive Automatic Signing Key (8/jessie)
wp <ftpmaster@debian.org>

/etc/apt/trusted.gpg.d/debian-archive-jessie-stable.gpg

pub  4096R/518E17E1 2013-08-17 [expires: 2021-08-15]

Key fingerprint = 75DD C3C4 A499 F1Al 8CB5 F3C8 CBF8 D6FD 518E 17E1

uid Jessie Stable Release Key <debian-release@lists.debian.org>

/etc/apt/trusted.gpg.d/debian-archive-squeeze-automatic.gpg

pub 4096R/473041FA 2010-08-27 [expires: 2018-03-05]

Key fingerprint = 9FED 2BCB DCD2 9CDF 7626 78CB AED4 BO6F 4730 41FA

uid Debian Archive Automatic Signing Key (6.0/squeeze)
wp <ftpmaster@debian.org>

/etc/apt/trusted.gpg.d/debian-archive-squeeze-stable.gpg

pub 4096R/B98321F9 2010-08-07 [expires: 2017-08-05]

Key fingerprint = OE4E DE2C 7F3E 1FCO D@33 80OE 6448 1591 B983 21F9

uid Squeeze Stable Release Key <debian-release@lists.debian.org>

/etc/apt/trusted.gpg.d/debian-archive-wheezy-automatic.gpg
pub 4096R/46925553 2012-04-27 [expires: 2020-04-25]
Key fingerprint = A1BD 8E9D 78F7 FES5C 3E65 D8SAF 8B48 AD62 4692 5553
uid Debian Archive Automatic Signing Key (7.0/wheezy)
W < ftpmaster@debian.org>

/etc/apt/trusted.gpg.d/debian-archive-wheezy-stable.gpg

pub  4096R/65FFB764 2012-05-08 [expires: 2019-05-07]
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Key fingerprint = ED6D 6527 1AAC FOFF 15D1 2303 6FB2 Al1lC2 65FF B764
uid Wheezy Stable Release Key <debian-release@lists.debian.org>

/etc/apt/trusted.gpg.d/kali-archive-keyring.gpg

pub 4096R/7D8DOBF6 2012-03-05 [expires: 2018-02-02]

Key fingerprint = 44C6 513A 8E4F B3D3 0875 F758 ED44 AFFO 7D8D OBF6
uid Kali Linux Repository <devel@kali.org>

sub 4096R/FCODODCB 2012-03-05 [expires: 2018-02-02]

Korza B daiin sources.list mo6aBiseTcss CTOPOHHUI MCTOYHKUK [AKETOB, HEOO-
xoanmo coobmmtb APT, uro coorBercTByonieMy mposepouromy kiaouy GPG crout
NOBEPSTH (B IPOTHBHOM CJIydae MPOrpaMMa OyeT MOCTOSTHHO «KaJO0BaThCs», UTO HE
MOJKET TaPaHTHPOBATDH MOJJIMHHOCTD 11AKETOB, TOCTYHAIONUX U3 3TOTO PEIIO3UTOPUST).
[IepBbIM 111arOM, KOHEYHO, ABJISAETCA ITOJTYYeHEe OTKPBITOTO KJtova. Yalie Bcero mocJe-
HUH TIPEIOCTABIISICTCS B BUJIE HEOOJBIIIOTO TEKCTOBOTO (haiisia, KOTOPBIi B TOCIEYIOTIX
npuMepax Mbl 6yieM Ha3biBaTh key . asc.

Yro6bl 106ABUTH KJIIOY K CBSA3KE JOBEPEHHBIX KITIOYEH, aIMUHUCTPATOP MOXKET BbI-
MOJTHUTh KOMaHy apt-key add <key.asc. Kpome TOro, MOKHO McCI01b30BaTh rpadu-
yeckuit maTepdeiic Synaptic: ero Bkiaaka Authentication (AyTeHTudukanms) B MEHIO
Settings » Repositories (HacTtpoiiku » Xpanusuniia) mo3BoJisseT UMIIOPTUPOBATH KJII0OY U3
(aiina key.asc.

Te, xTo IpeAIoYNTACT IPUMEHATD CIEIUATN3UPOBAHHOE IPUJIOKEHUE U [10JIy4aTh
6osiee mOAPOOHYIO HHGOPMAIIMIO O JOBEPEHHBIX KIOYaX, MOTYT BOCTIOJIb30BAThHCS
gui-apt-key (B OZIHOMMEHHOM IaKeTe) — HeGOAbIIUM TpaduyecKuM nHTEepdeiicoM,
KOTOPBIi1 yIIpaBJIseT CBA3KOH JOBEPEHHBIX KJIIOYEH.

[TocJte Toro Kak COOTBETCTBYIONITHE KJIOUHN 100aBIeHbI B CBsI3Ky, APT mposepsiet moj-
TIACH TIePE/T BHITTOTHEHNEM JII000i PUCKOBAHHOM ottepariui. TakuM 06pa3om mporpamMmma
BBIJIACT IIPelylpesk/eHre TIPU TOIBITKE YCTAHOBUTD MAKET, IOJJIUHHOCTD KOTOPOTO
HEBO3MO’KHO MOJITBEP/UTD.

8.4. CnpaBka No nakeTaM: norpyxeHue
B cucteMy naketos Debian

ITpuriio Bpemst yriayouthest B cuctemy naketo Debian u Kali. B ganroM pasiese Mo
HEMHOTO BBII/IeM 32 paMKH MHCTPYMEHTOB M CHHTAKCHCA U COCPEOTOUYNMCS Ha TaK
HA3bIBAEMbIX «TaifKaX U GOJTaX» YIIAKOBOYHON CHCTEMbI. DTOT B3TJISIIL «3a KYJIHCHI»
HOMOKET MOHATH paboTy APT HauurHast ¢ ero OCHOB U JIACT MIPEACTABIEHUE O TOM, KaK
3HAYUTEJLHO YIOPSIIOYUTD U HACTPOUTH Barry cuctemy Kali. BoamozkHO, BbI He 3a110M-
HUTE aOCOMIOTHO BCE, 0 UeM 3/1eCh Oy/IeT CKa3aHo, OJIHAKO PACCMATPUBAEMbIH U CIIPABOY-
HBII MaTepUaIbl, 6€3yCIOBHO, COCITYKAT XOPOIIYIO CIIYKOY /7 BANIETO MPOABUKEHUS
B ocBoennn crcrembl Kali Linux.

[lo cux mop BbI B3aumo/ielictBoBau ¢ fanubiMu nakera APT ¢ momotnbio paziny-
HBIX MTHCTPYMEHTOB, IPeIHA3HAYECHHBIX I PA6OTH ¢ HUM. Terepb Mbl TTOHIEeM faJibIie
U 3arJsiHeM BHYTPb ITAKETOB, PACCMOTPUM BHYTPEHHIOI MeTanHbOopManio (M UH-
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(opmariio o apyroit nHGOPMAINNT ), KOTOPYIO UCIOJIb3YIOT MHCTPYMEHTBI YITPABICHUS
MaKeTaMI.

Iro coueranue (HailJIOBOTO apxXuBa U MeTarnH(POPMAIUU MOKHO YBUAETH HEITOCPE/]-
CTBEHHO B CTPYKTYpe (aiiia popmara .deb, KOTOPBIIT SBJISETCS TTPOCTBIM APXUBOM ar,
00beMHAIONM TpH (aiiia:

$ ar t /var/cache/apt/archives/apt_1.4~betal_amdé64.deb
debian-binary

control.tar.gz

data.tar.xz

Daiin debian-binary COmepsKUT JUIIL HOMEP BEPCUH, OMMCHIBAIONINN hopMar
apxuBa:

$ ar p /var/cache/apt/archives/apt_1.4~betal_amd64.deb debian-binary
2.0

B apxuBe control.tar.gz HaXoAUTCSI MeTanHMOOPMATIHS:

$ ar p /var/cache/apt/archives/apt_1.4~betal_amd64.deb control.tar.gz | tar -tzf -
./
./conffiles
./control
./md5sums
./postinst
./postrm
./preinst
./prerm
./shlibs
./triggers

W nakownerr, apxuB data.tar.xz (¢hopmaT C;KaTUsA MOJKET OTJIUYATHCS ) BKIIOYAET
camu (hailjibl, KOTOPbIe HEOOXOAMMO YCTAaHOBUTD B (haliIoBoil cucTeMe:

$ ar p /var/cache/apt/archives/apt_1.4~betal_amd64.deb data.tar.xz | tar -t3f -
./

./etc/

./etc/apt/

./etc/apt/apt.conf.d/
./etc/apt/apt.conf.d/@lautoremove
./etc/apt/preferences.d/
./etc/apt/sources.list.d/
./etc/apt/trusted.gpg.d/
./etc/cron.daily/
./etc/cron.daily/apt-compat
./etc/kernel/

./etc/kernel/postinst.d/
./etc/kernel/postinst.d/apt-auto-removal
./etc/logrotate.d/

./etc/logrotate.d/apt

./1ib/

./1lib/systemd/

[...]
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OO6paruTe BHUMAHHUE: B 3TOM ITPUMEPE PACCMATPUBAETCS MAKET . deb B KIIIle apX1Ba

APT, u Bain apxuB MOKeT BKJII0YATh (aiiibl ¢ HOMepaMU BepCUil, OTIMYHBIMU OT 110-
Ka3aHHOTO.

B namnoM paszesie MBI IPe/ICTABUM MeTanH(pOPMAIIIIO, COIAEPIKAILYIOCH B KAKIOM

ITakeTe, U II0KaKeM, Kak €€ NCII0JIb30BaThb.

dann control

Haumewm c haiisa control, KOTOPBINA HAXOAWTCS B apxuBe control.tar.gz. Maiii comep-
JKUT BCIO CaMy10 BaskHY10 MH(bopMaInio o nakere. OH UCIOIb3yeT CTPYKTYPY, HOX0XKYIO
Ha 3ar0JIOBKU 2JIEKTPOHHOM MOYTBI, ¥ €ro MOSKHO IIPOCMOTPETD € ITOMOIIBIO KOMAH/IbI
dpkg -I. Hanpumep, daiin control jjid apt BBITISIUT TaK:

$d
Pac
Ver
Arc
Mai

pkg -I apt_1.4~betal_amd64.deb control

kage: apt

sion: 1.4~betal

hitecture: amdé4

ntainer: APT Development Team <deity@lists.debian.org>

Installed-Size: 3478

Dep

ends: adduser, gpgv | gpgv2 | gpgvl, debian-archive-keyring, init-system-
wp helpers (>= 1.18~), libapt-pkg5.0 (>= 1.3~rc2), libc6 (>= 2.15),
wp libgccl (>= 1:3.0), libstdc++6 (>= 5.2)

Recommends: gnupg | gnupg2 | gnupgl
Suggests: apt-doc, aptitude | synaptic | wajig, dpkg-dev (»>= 1.17.2),

Bre
Rep

wp powermgmt-base, python-apt
aks: apt-utils (<< 1.3~exp2~)
laces: apt-utils (<< 1.3~exp2~)

Section: admin
Priority: important

Des
Th
ma
as
Th

*

cription: commandline package manager

is package provides commandline tools for searching and

naging as well as querying information about packages

a low-level access to all features of the libapt-pkg library.

ese include:
apt-get for retrieval of packages and information about them
from authenticated sources and for installation, upgrade and
removal of packages together with their dependencies
apt-cache for querying available information about installed
as well as installable packages

* apt-cdrom to use removable media as a source for packages
* apt-config as an interface to the configuration settings
* apt-key as an interface to manage authentication keys

€ro

B sToM nmozpasserne Mbl pasbepem daiian control moapobHee U 0ObACHUM 3HAYCHHE
PasTMYHBIX TToJIel. Kaskoe 13 HUX lacT Jrydiiee mMpejicTaBIeHNe O CICTeMe MaKeTH-

POBaHUsI, TIO3BOJIUT TOUYHEE HACTPOUTH yIIpaBJieHre KoH(bUryparueii u 00ecrnednT Bac
urdopmaryei, Heo6X0MMOH IS yCTPAHEHUS TOTEHIUATBHBIX TIPOOIEM.
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3aBucumocTu: none Depends

3aBUCUMOCTH TTAKETOB OTIPEJIEISIOTCS B 1T0JIe Depends B 3aT0JIOBKE TaKeTa. DTO CIU-
COK YCJIOBUI JIJIsT KOPPEKTHOM paboThI MakeTa — JaHHast WH(OOPMAIIUS UCTIOIb3YeTCsT
TaKUMK MHCTPYMEHTaMHU, KaK apt, 4TOObl yCTAHOBUTH IIPABUIbHBIE BEPCHH HEOOXOIU-
MBIX OMOJIMOTEK, KOTOPBIE YAOBIETBOPSIOT 3aBUCUMOCTH YCTaHABINBAEMOTO MTaKeTa.
[l Kask/10i 3aBUCMMOCTH JIMAIIa30H BEPCHiA, COOTBETCTBYIOMINX JAHHOMY yCJIOBHIO,
MOKeT ObITh OrpaHuyYeH. JpyrumMu cIoBaM1, MOKHO CKa3aTh, YTO HaM TpedyeTcs IaKeT
libc6 Bepcuu ne Huke 2.15 (yrasbiBaercst 1ibe6 (>= 2.15)). OmnepaTopbl cpaBHEHMsI
BEpCUN CaeAyIonIne:

a << — MeHblIe;
<= — MeHbIIIe WJIN PaBHa,;
= — paBHa (0JIHAKO 2.6.1 — He TO Ke caMoe, YTO 2.6.1-1);

= — GoJIbllE WU PpaBHa;

O 00D

>> — QoJIbllIe.

B crivcke ycmoBuii 3ansitast uTpaeT poJib pasziesnTesis. Ee cieyer MHTEpPIpPeTHpoBaTh
Kak jjormueckoe V. Buytpu ycnosuii Beprukaibias uepra (| ) odnavaet sorunyeckoe NJIN
(Brmmouatoriiee MJIN, a He uckiouaotiee «cTporo oHo nu3» ). [lockoabky oHo nmeer
6oJiee BBICOKHI TIPUOPHTET, 4eM V1, TO ero MOKHO MCIOJIb30BaTh HY/KHOE KOJITYECTBO
pas. Tak, 3aBucumoctb «(A mwim B) u C» 3anucpiBaercs B Buze A | B, C. HanpoTtus, Bbi-
paxenue «A unn (B u C)» cnenyer 3anucbiBath Kak «(A nim B) u (A unu C)», Tak Kak
1oJie Depends He JIOTYCKAET UCTIOIB30BAHUST CKOOOK, MEHSIOTITIX MTOPSIIOK TPHOPUTETOR
Mexay Jgorndeckumu orneparopamu MJIM u . To ectb nyxHo nucato A | B, A | C.
JlonosmauTenpayIo nHGOPMAIIUIO MOXKHO HAWTH Ha cTpanwuile https://www.debian.org/
doc/debian-policy/#document-ch-relationships.

Cucrema 3aBUCHMOCTEN — XOPOIINN MEXaHU3M JIJIST MOJIIePsKaHMs pabOTOCTIOC00-
HOCTH IIPOIPaMM, HO Y Hee UMeeTCs U Ipyroe IpUMeHeHNe — «MeTalaKeTbl». JTO IIyCTble
MAKETHI, B KOTOPBIX OMUCAHBI TOJIBKO 3aBUCUMOCTH. OHI 06ECTIEUNBAIOT YCTAHOBKY TPYTI-
IbI B3AMMOCBSI3aHHBIX [TPOTPAMM, BBIOPAHHBIX CO3/[ATEIEM METAIIAKETA; COOTBETCTBEH-
HO, KOMaH/la apt install memanakem aBTOMATUYECKU YCTAHOBUT BCE ATU IIPOIPAMMBI,
WCTIONb3YS 3aBUCUMOCTH MeTarnakeTa. [lakeTst gnome, kde-full n linux-image-amdé4
SABJIAIOTCA IPUMEPAMU METATIAKeTOB.

Pre-Depends — 6onee TpeboBaTtenbHble
3aBMCUMOCTH

[IpegBapuTenbHbIe 3aBUCUMOCTH, TIePEYNCIECHHDIE B TT0Jie Pre-Depends 3ar0JIOBKOB
[aKeTa, JOMOJIHAIOT OObIYHbIE 3aBUCUMOCTH; UX CUHTaKCUC aHajornyeH. QOObluHast
3aBUCHMOCTD [TOKA3bIBAET, UTO MaKeT JOJUKEeH ObITh PACIIaKOBaH M HACTPOEH /[0 Ha-
CTpOMKM 3aBUCHMOTO NTakeTa. [Ipe/iBapuTesbHas 3aBUCUMOCTD OTOBAPUBAET, YTO ITaKeT
JOJIKeH ObITh PaclakoBaH U HACTPOEH 0 3allyCKa IPeAyCTaHOBOYHOIO CIeHAPUs
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raKeTa, /IJI1 KOTOPOTO yKaszaHa IpejiBapuTe/ibHas 3aBUCUMOCTD, TO €CThb [0 €ro ycra-
HOBKU.

ITpeaBapuTeTbHAS 3aBUCMOCTD OUeHb TpeHOBATENbHA K apt, TOCKOIbKY T00aBISET
CTPOTUe OrpaHNYeHNUs Ha IOPS/IOK ycTanoBKY akeToB. [ToaToMmy ucnosnbzoBanue npej-
BapUTENHHBIX 3aBICUMOCTEH 6e3 KpaitHeil HeoGX0oanMoCTH He Tiootipsietcst. Bosee Toro,
niepest 106aBIeHNEM MPEBAPUTENTHHON 3aBUCHMOCTH PEKOMEH/IOBAHO TPOKOHCYTHTHPO-
BaThCA C IPYTUMHU pa3paboTynKami 1o aapecy debian-devel@lists.debian.org. Kak mpasuuio,
yIaeTCs HAlTH IPYTOE PEIeHUE MM OOXOIHON Ty Th.

MNMons Recommends, Suggests n Enhances

B nosisix Recommends 1 Suggests yKa3bIBAIOTCS 3aBUCUMOCTH, HE ABJIAIONIMECs 00s13a-
TeJbHBIMU. PeKoMeniyemMble 3aBCUMOCTH, HanboJiee BasKHbIE, 3HAUMTENBHO YJIyUIIAIOT
(bYHKIIMOHATBHOCTD, PEIOCTABISIEMYIO TTAKETOM, HO HE BBICTYAIOT KpaiiHe HeoOX0-
JIMMBIMY JITS €70 paboThl. [IpepmaraeMple 3aBUCUMOCTH, CITEAYIONIUE TT0 3HAYMMOCTH,
03HAYaIOT, YTO HEKOTOPBIE MAKETHI MOTYT AOIOJHUTH YCTAHABIMBAECMBII WK OBITH
OJIE3HBIMU B CBSI3KE C HUM, HO BIIOJIHE 11eJ1eCO0OPa3HON Oy/eT 1 yCTaHOBKA OJIHOTO
6e3 JIpyrux.

Cuiemyer Beeria yeTaHaBIMBaTh PEKOMEH/LYyeMble TTaKeThl, 32 UCKJIIOUYEHUEM CJIyYaes,
KOT/Ia BBl TOYHO 3HAETE, TOYeMy OHU He Hy KHbI. 1 Ha060pOT, HET CMBIC/IA yCTaHABIMBATH
IpejiTaraeMble TIAKeThl, eCIIU He 3HaeTe, 3a4eM OHU BaM.

B nosie Enhances Takike yKasblBaeTcst IPeIOKeHNe, HO Apyroro poga. OHo Ha caMoM
Jlesie HaXOUTCs B ITPe/IJlaraeMOM TaKeTe, a He B [TaKeTe, KOTOPBII BBIMTPAET OT TaKOTO
npeioxernst. CMbICIT B TOM, YTO CTAHOBUTCSA BO3MOKHBIM I06ABUTH MPETIOKEHNE, HE
MEHSST 3aTparnBaemblii maker. Tak, Bce TOMOJTHEHNST, IJIATUHBI ¥ IPOYUE PACHINPEHUS
NPOrpaMMBbl CMOTYT MOSIBUTHCSA B CIIUCKE MPE/JIOMKEHII, OTHOCATIMXCS K MPOTPAMME.
XOTs1 OHO CYIIECTBYET YK€ HECKOJBKO JIET, 3TO MOJIE 10 CUX MOP MO OOIbIIeN yacTu
UTHOPUPYETCS TAKUMHE TIPOTPAMMaMHM, Kak apt 1 synaptic. CMbICJ B TOM, 4TOGBI IIpe/I-
JIOJKEHUsT, BHOCUMBbIE Yepe3 ToJie Enhances, 0TOGPaKaINCh TOAb30BATEIO TIOMUMO
OOBIYHBIX MIPEIOKEHHIT — TeX, KOTOPbIE HAXOSATCS B T10JIe Suggests.

KoHdnmkTbl: none Conflicts

JlanHoe 11o/1e yKasbIBaeT Ha TO, YTO IAKeT He MOKeT ObITh YCTAHOBJIEH, TAK KaK yCTa-
HOBJIeH ApyToii maker. Hanboree pacpocTpaneHnble IPUYIHEL /11 9TOr0 — 00a MaKeTa
BKJIIOYAIOT (haiiJibl ¢ O/[UHAKOBBIMU UMEHAMU, UJIU CEPBUCHI IIPEJOCTABJIEHBI HA OJIHOM
u toMm ke nopry TCP, wnu daiinbl Memaor pabore Apyr aApyra.

WNucTpyMeHT dpkg OTKaKeTCS YCTAHOBUTD TTAKET, €CJIM TOT MOKET BBI3BATH KOH-
(bMKT ¢ yKe yeTaHOBJIEHHBIM MTAKETOM, 32 UCKJIIOYEHIEM CJIy4aeB, KOT/Ia HOBBIH TTaKeT
YKa3blBaeT, uTo Oy/eT «3aMEeHSITh» YCTAHOBJIEHHBIN TakeT, — Toraa dpkg 3aMeHUT
cTapbiii makeT Ha HoBbIit. APT Bcera cieayer BallluM yKasaHUSIM: €CJIU Bbl BbiOepere
YCTAHOBKY HOBOTO IaKeTa, TO OH aBTOMATUYECKU IPEAJOKHUT YAATUTh IPOOIeMHBII
ITaKer.
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HecoBMecTMoOCTb: none Breaks

Ilo cBOEMY JeHiCTBUIO 110J1e Breaks 11oxoske Ha 11osie Conflicts, HO ¢ 0COOBIM 3HAUCHUEM.
OHo coob1iaer, 4To yeTaHOBKA [AKeTa «CJIOMAET» APYToi maker (MIM KOHKPETHBIE €ro
Bepcun). Kak nmpaBuiio, Takas HECOBMECTUMOCTD MEKY MaKeTaMU UMeeT BPeMEeHHBIN
Xapakrep, ¥ Breaks ykasbIBaeT Ha Ollpe/ie/leHHble HECOBMECTUMbIE BEPCUM.

MHcTpyMeHT dpkg OTKasKETCsT yCTAHOBUTD ITAKET, TOTEHITUAIBHO CIIOCOOHBIN CJIOMATD
yIKe YCTaHOBJIEHHBIH TIAKET, U apt TOMBITAETCS PEMUTD TPoOIeMy, 0OHOBUB MAKET, KO-
TOPOMY I'PO3HUT TIOJIOMKA, 10 GoJiee HOBOU Bepcun (KOTOpast, Kak Mpe/noiaraercs, Gyaer
UCIIPABJICHHON U, TAKMM 00Pa30M, CHOBAa COBMECTHMOIA).

[Tomo6HbIe CUTYAII MOTYT BOBHUKHYTDH B ciIydae 0GHOBIeHMsT 6e3 00paTHOi co-
BMECTUMOCTH: 9TO ITPOMCXO/NT, €CJIU HOBas Bepcust paboTaeT He Tak, Kak cTapast, 4To
MPUBOAUT K cHOIO B APYTOH MporpaMMe TIPH OTCYTCTBUH JOKHBIX Mep. [losie Breaks
MOMOTAET MOJIH30BATEIIO HE CTATKUBATHCS ¢ TAKUMHU TTPOOIEMaMI.

MNpenocraBnseMoe nakeToMm: none Provides

ITO T0Jie BBOJUT OUeHb MHTEPECHOE MOHATHE «BUPTYaJIbHOTO Makera». OHO UMeeT
MHOTO TPUMEHEHUT, JIBa U3 KOTOPBIX 0COOEHHO BaKHDL. [lepBOE COCTOUT B UCIIOJIB30-
BaHWUM BUPTYAJIBHOTO MMAKETa C [[eJIBIO TIPUBSI3aTh K HeMY OOIIuil cepBHC (TIaKeT Mpejio-
cTaBJisieT cepBuc). Bropoe mokasbIiBaeT, 4To MakeT MOJHOCTHIO 3aMeHsIeT APYTOH U 1Tpu
HTOM CIIOCOOEH YIOBIETBOPSTH 3aBUCUMOCTH, KOTOPBIE YA0BJIETBOPIIT ObI 3aMEHSIEMBII
maket. TakuM 06pasoM, MOKHO CO3/IaTh 3aMEHY MaKeTa, He mpuderast K HeoOXOAUMOCTH
3a/IeICTBOBATH TO K€ caMOe MMsT TIaKeTa.

Metanaker OueHb BaXKHO YETKO MOHUMATb Pas3finyve Mexay MeTanakeTaMmu 1 BUPTY-
M BUPTyanbHbI  asibHbIMM MakeTaMmu. [lepBbie SBASAIOTCA HACTOALMMY NakeTamu (To ecTb
naket ¢ainamu dopmara .deb), eAMHCTBEHHOE Ha3HaYeHME KOTOPbIX COCTOUT

B BbIPaXXe€HMMN 3aBUCUMOCTEN.

BupTyanbHble nakeTbl, HANPOTUB, HE CYLLECTBYIOT GU3NYECKN; OHU
BbICTYMakT TOJIbKO CPefcTBOM VI,EI,EHTVI(I)VIKaLI,I/II/I peanbHbIX NakeToB
Ha OCHOBaHUM 06WIMX NOrMYeCcKUX Kputepues (MpenocTaBisemMoro
cepBuCa, COBMECTUMOCTM CO CTaHAApPTHOW MporpaMMon uaun paHee
CO3A4aHHbIM NakeToM U T. A.).

Ilpenocrasaenue cepBuca. PaccMorpuM nepBbiil ciaydail 6osee mogpobHO Ha
IIprMepe: BCe TTOYTOBBIE CEPBEPDI, TAKNE KaK postfix A sendmail, IPeIOCTABIAIOT
BUPTYaJbHBIN TTakeT mail-transport-agent. [TosTomy B M060M Takere, aJist padOTHI
KOTOPOTO HY’KEH 9TOT CepBHUC (JOMYCTUM, MEHEKEP CIIUCKOB PACCHUIKU Harmogobue
smartlist uam sympa), MpOCTO yKa3bIBAeTCSI 3aBUCUMOCTH OT mail-transport-agent,
BMECTO TOTO YTOOBI MTPUBOIUTH OOJIBINON U MTPU HTOM BCE PABHO HETOJHBIN CIIUCOK
BO3MOJKHBIX petienuii. Kpome Toro, 6ecnoie3Ho ycraHaBIMBaTh J[Ba TIOYTOBBIX CEpP-
Bepa Ha OJIHO¥ MalllMHe, TaK YTO KayK/bIil U3 HTUX MAKETOB COOBIIUT 0 KOH(MIIUKTE
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C BUPTYaJIbHBIM IIaKeTOM mail-transport-agent. Konduukr nakera ¢ camum coboi
UTHOPUPYETCS CUCTEMOI, HO TAHHAS TEXHOJIOTHS He IOTYCTUT YCTAHOBKHU JIBYX MOYTO-
BBIX CEPBEPOB OTHOBPEMEHHO.

Bzaumo3ameHnsieMocTb JIpyruM naketoM. [losie Provides Takske 1OJIe3HO B CIydasx,
KOT/Ia COZIepKaHue TTaKeTa BKJIIOYAeTCs B COCTAB JPYToro, Gosee KPymHOTO MaKeTa.
Hampumep, Moy Perl 1ibdigest-md5-perl Obu1 HeobsizaTesbHbiM B Perl 5.6, Ho cra
crangaptabiM B Perl 5.8. Tloatomy B nakere perl HaunHas ¢ Bepcun 5.8 yKasbIlBaeTCsI
Provides: libdigest-md5-perl, YTOOBI 3aBUCUMOCTHU OT 3TOTO TIAKeTa OBbLIN YZIOBJIET-
Bopewsl pu ycranoske Perl Bepcun 5.8 (nin nHosee). Cam naker libdigest-md5-perl
B KOHEYHOM UTOTE MOJIBEPTCS YAAIECHUIO, TOCKOJbKY TIOCJIE YAAJIEHUS CTaphIX BepCUit
Perl yrparun embica (puc. 8.3).

MpunoxeHvie : Mpunoxexve

Depends: Depends:

BupTyanbHbili nakeT
libdigest-md5-perl

libdigest-md5-perl
Provides:

Replaces:
Conflicts:
perl
Jo Mocne

Puc. 8.3. Ncnonb3oBaHue nons Provides Bo n3bexaHne HapyLIeHNs 3aBUCMMOCTEN

Ira HYHKIMSA 04eHD 110JIe3Ha, TIOCKOJIbKY HUKOT/IA HEJIb3s1 TPEABU/IETD TPEBPATHOCTH
mporiecca pa3paboTKH, U BAKHO UMETh BO3MOKHOCTD TTIOJICTPOUTHCS K TEPEMMEHOBAHUIO
ycrapestrero [1O wam gpyrum aBTOMaTndecKuM 3aMeHaM.

3ameHa annos: none Replaces

JlarHOE TI0JIe YKa3BIBAET, UTO TAaKeT COEPKUT (DAiIbl, KOTOPbIe TaK:Ke IPUCYTCTBYIOT
B JI[PYTOM IaKeTe, HO MOCJEHUI TPUTOM MMEET MPaBO 3aMEHUTD UX. be3 aToro moJst



8.4. CnpaBka Mo nakeTaM: Morpy>eHue B cuctemy naketos Debian 225

dpkg 3aBepuIuTCcs ¢ OMMOKOM, COOOIIHB, YTO HE MOKET Mepe3anucath Ghailyibl Ipyroro
nakeTa (TeXHUYECKN MOYKHO 3aCTaBUTH €TI0 BBITTOJHUTD YKa3aHHOE JICHCTBHE C TIOMOIIBIO
mapameTpa --force-overwrite, HO 9TO He SBJIsIETCST 0OOCHOBAHHOW CTaHIAPTHOM OIIe-
panueii). ITose Replaces MO3BOJISIET BHISIBUTD MOTEHIMAIbHbIE TPOOIEMbI, HO TIPEK/IE
yeM 00aBJIsITh €0, Pa3spadoTUMKY HYKHO IJIYOOKO H3YUNTh JAaHHYIO TEMY.

[Toste Replaces UCTIOTB3YETCSI, KOT/IA Y TTAKETAa MEHSIETCST UMST MJIA OJTUH TIAKET BKJIIO-
YaeTcsl B COCTAB APYroro. ITO TaKKe MIPOMCXOIUT B CIydae, eciii paspaboTunuK pelaer
MO-/IPYTOMY PaclpenesuTh (hailibl MeK/1Y ABOMUHBIMU [TAKETaMU, TIOJYYEHHBIMH U3
OJIHOTO U TOTO K€ MCXOAHOTr0: 3aMeHeHHbIN (ait 6oJibllie He MPUHALIEKUT CTAPOMY
MaKeTy, a TOJbKO HOBOMY.

Ecym Bee daiibl B yCTaHOBIEHHOM ITAaKeTe ObLIM 3aMEHEHbI, TO IPUHIMAETCS PEeIle-
Hue 00 yJajieHuu IaKera. 1o 110Jie TakKe yKasbiBaeT dpkg yIaJnuTh 3aMeHEeHHbII ITaKeT
B caryvae KOH(DJIUKTA.

CueHapuun KoHbUrypaumm

Kpome ¢aiina control apxus control.tar.gz B KakoM nakere Debian mosxker comep-
JKaTh HECKOJIBKO cIieHapueB (postinst, postrm, preinst, prerm), KoTopbie dpkg BHI3BIBACT
Ha pasHbIX aTanax 06paboTku makera. [T0CKOJIBKY 9TH (haiiyibl HAXOAATCS B apXUBE MTAKeTa
.deb, TO It X OTOOPAKEHUST MOKHO UCIIOJIb30BaTh KOMaHy dpkg -1:

$ dpkg -I /var/cache/apt/archives/zsh_5.3-1_amdé64.deb | head
new debian package, version 2.0.
size 814486 bytes: control archive=2557 bytes.

838 bytes, 20 lines control
3327 bytes, 43 lines md5sums
969 bytes, 41 lines * postinst #1/bin/sh
348 bytes, 20 lines * postrm #!/bin/sh
175 bytes, 5 lines * preinst #1/bin/sh
175 bytes, 5 lines * prerm #!1/bin/sh

Package: zsh

Version: 5.3-1
$ dpkg -I zsh_5.3-1_amd64.deb preinst
#!/bin/sh

set -e
# Automatically added by dh_installdeb
dpkg-maintscript-helper symlink_to_dir /usr/share/doc/zsh zsh-common

w-5.0.7-3 -- "$@"

# End automatically added section

B nosnmtike Debian 11oapo6HO orvicanbl Bee BO3MOKHbIE CIIyda, B KOTOPbIX BbI3bIBa-
I0TCS CIIeHAPUH, U KaKHe apTyMEeHTBI OHI IPUTOM HOJIYYaIoT. DTH HOCIEA0BATEIbHOCTI
MOTYT OBITDH TIOBOJBHO CJAOKHBIMU, TOCKOIBKY €CTH OJINH M3 CIIEHAPHER 3aBEPITAETCST
¢ ommOKOM, TO dpkg TIOTILITAETCST BEPHYTHCSA K HOPMATBHOMY COCTOSTHUIO (HACKOIBKO
BO3MOJKHO), OTMEHS TEKYIYIO YCTAaHOBKY UJIH y/aJleHue.
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Bbl MoxkeTe HanTu 6a3y paHHbIx dpkg B daiioBoi cnucteme B KaTanore

dpkg /var/lib/dpkg/. OH comep>uT TeKyLLYO 3aMucb BCEX MAKETOB, YyCTaHOB-

NeHHbIX B cucTeMe. Bee cueHapum KoHGUrypaLum A yCTaHOBIEHHbIX
nakeToB xpaHsaTcs B katanore /var/lib/dpkg/info/ B Buae daiina, npe-
GMKC MMEHU KOTOPOro COBMAaAaeT C MMEHEM nakeTa:

$ 1s /var/lib/dpkg/info/zsh.*
/var/lib/dpkg/info/zsh.list
/var/lib/dpkg/info/zsh.md5sums
/var/lib/dpkg/info/zsh.postinst
/var/lib/dpkg/info/zsh.postrm
/var/lib/dpkg/info/zsh.preinst
/var/lib/dpkg/info/zsh.prerm

3T0T KaTanor Takxe BkoYaeT Galn ¢ paclmperueM list gna kaxpo-
ro makeTta, cofepxaliuii cnMcok ¢ainnos, NpUHaAIeXaLLUX 4aHHOMY
nakety:

$ head /var/lib/dpkg/info/zsh.list
o

/bin

/bin/zsh

/bin/zsh5

/usr

/usr/lib

/usr/lib/x86_64-1linux-gnu
/usr/lib/x86_64-1inux-gnu/zsh
/usr/1ib/x86_64-1inux-gnu/zsh/5.2
/usr/lib/x86_64-1linux-gnu/zsh/5.2/zsh
[...]

®ann /var/lib/dpkg/status cogep>xut nocnegosaTesibHOCTU GI0KOB
naHHbIX (B dopMaTe Hebe3bi3BECTHBIX MOYTOBbIX 3arofoskos, RFC 2822)
C onucaHueM cTaTyca kaxgoro naketa. MHdopmauus ns danna control
YyCTaHOBJIEHHOr0 NakeTa TakxXe Aybnupyetcs cropa.

$ more /var/lib/dpkg/status

Package: gnome-characters

Status: install ok installed

Priority: optional

Section: gnome

Installed-Size: 1785

Maintainer: Debian GNOME Maintainers <pkg-gnome-maintainers@
wp lists.alioth.debian.org>

Architecture: amd64

Version: 3.20.1-1

[...]

O6¢cyaum daiinbl KOHGUIypalu U IIOCMOTPUM, KaK OHK B3auMozeiicteyior. Ecim
BKpATIIe, TO CIIeHAPHIT preinst BBI3BIBAETCS Iepe]] yCTAHOBKOI MakeTa, a postinst — mo-
cJie Hee. AHATIOTUYHO prerm 3ayCKaeTCs Mepejl YIaJeHeM MMaKkeTa, a postrm — mocie.
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OO6HOBIIEHNE [TAKeTa 9KBUBAJIEHTHO YAaJEeHUIO IIPEAbIAYIIEN BepCry 1 yCTaHOBKe boJiee
HOBOI. Bce BO3MOsKHbBIE CUTYAIINU OTTCATD 3/1€Ch HE MTOJYYUTCST, HO Mbl PACCMOTPUM /IBE,
BCTPEUAIOIIHECS Yallle BCETo: YCTaHOBKY /OOHOBJIEHHUE 1 YaleHHE.

ot moce10BaTeJIbHOCTU MOTYT OBITH JOBOJIbHO 3allyTaHHBIMU, HO BU3yaJIbHOE ITPE/I-

cTaBjeHue croco6Ho oMoub. Manosx CpuBacTaBa HaprCOBaJI JUarpaMMbl, HJLIIOCTPU-
pyfotire BpI30B KOH(MDUTYPAITMOHHBIX clieHapues dpkg (https://people.debian.org/~srivasta/
MaintainerScripts.html). [Toxoskue auarpaMmbl TaksKke ObLin pa3paboTanbl ipoekTom Debian
Women (https://wiki.debian.org/MaintainerScripts); oHM HECKOJIBKO TIPOIILE JIJIsT TOHUMaHUS,
HO MeHee ITOJTHbIE.

WUMeHa CKpunToB

BHumaHue! B nocnepoBaTenbHOCTSAX, OMUCAHHbLIX B 3TOM MoApasfene, cleHapum
BbI3bIBAlOTCH 0COOLIMU MMEHaMM, TakuMmn Kak old-prerm wnm new-
postinst. 3To, COOTBETCTBEHHO, CLLeHapWii prerm, cofep aBLUnNiics
B CTapoy Bepcuw naketa (ycTaHoBnAeHHOW [0 o6HoBNEHUs), v cue-
Hapuii postinst, BXogsALWMA B HOBYO Bepcuio (ycTaHOBAEHHYIO Mpu
obHoBNEHUM).

CuMBONbHbIE

MNocnenoBaTenbHOCTb CLUEHapMeB YCTAaHOBKMU U obHOBNEHMSA

BoT 4TO TIPOMCXOANT BO BPeMsI YCTAHOBKH TTaKeTa (UK €70 OOHOBJIEHNST ).

1.

Yr106bl BHITOAHUTH 0OHOBJIeHNE, dpkg BBIIIOJIHAET KOMaH/ly old-prerm upgrade
HoBas-BepcusA.

Kpome Toro, mist o6HOBIIeHNsT dpkg BBITIOHIET KOMaH/y new-preinst upgrade
cmapas-Bepcus; TIPH yCTaHOBKe paboTaeT KOMaH/ia new-preinst install. Tlocieaaum
apaMeTpoM MOsKET ObITh 0GaBIIEHa CTapast BEPCHUS, CJIH MTAKET YIKe YCTaHABIMBAIICST
paHbliie, OfHAKO ObLT yaa/ieH (HO He BBIUKIIEH, TO €CTh KOH(PUTYypaIlOHHbIe (hailiibl
COXPAHUJIUCD).

[Tocaie aToro pacnakoBbIBatOTCS (haiilyibl HOBOTO TakeTa. Eciu (haiis yke cyiecTByer,
TO 3aMEHSIeTCsT, HO CO3/IA€TCs €r0 BPEMEHHAsT Pe3ePBHAsT KOIIHSI.

[Ipu o6HoBIeHNN dpkg BBITOIHAETCA KoMaH/a old-postrm upgrade HoBas-Bepcus.

WucrpymenT dpkg 06HOBIIsIET BCe BHYTPEHHME aHHbie (CUcoK (ailjioB, ciieHapun
KOH(MUTYPAIMN U T. I1.) U y/IaJiseT pe3epBHbIE KONTNN 3aMeHeHHbIX (haiiyioB. Terepb
obpatHoro TIyTH HeT: dpkg GoJiee HEOCTYITHBI BCE 3IEMEHTBI, HEOOXOIMMBIE JIJIST OT-
KaTa K IPEABIAYIIEMY COCTOSTHHUIO.

Wucrpyment dpkg 0OHOBUT Bee KOH(BUTYparinoHHbIe (haiiyibl, BHIBOJA 3alIPOC TTOJIb-
30BaTeJIIo, €CJIM HTO HEBO3MOKHO C/le/iaTh aBroMarudecku. [TogpobHOCTH TOH TIPO-
IEYPHl PACCMOTPEHBI B TIofipasiesie « KoHTpoJibHbIE CyMMBI, KOH(UTYPAITTHOHHbIE
baitnbiy TekyIero pasmaena.

Haxkomerr, dpkg HacTpanBaeT makeT, BBITIOJNHAS KOMAaHY nhew-postinst configure
nocnedHAA-HAacmpoeHHAs-Bepcus.
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YnaneHue nakeTa

BoT uTo mponcxoauT BO BpeMs yIaJeHIS TTaKkeTa.

1.
2.

I/IHCprMEHT dpkg BBIIIOJIHAET KOMaH/Ly prerm remove.

WucrpymeHT dpkg yaassieT Bee (hailiibl makeTa, 3a HCKITI0YeHeM KOH(DUTYPATTHOHHBIX
(haiisioB u crieHapueB KOH(UTYpaIum.

WucrpymenT dpkg BBITIOJIHSIET KOMaHy postrm remove. Bee ciieHapun HacTPONKH,
3a UCKJIIOYEHUEM postrm, yaansorcs. Ecau momp3oBaTesib He UCTIOIB3YET OTIIHIO
OUUCTKH, TO MPOIIECC YATEHWST 3aKAHYNBAETCS HA HTOM IIIare.

[lnst mostHOTO yHanenus makeTa (B cydae UCIOIb30BAHIS KOMaHbI dpkg - -purge
i dpkg -P) TakKe yansaioTcs KoHbuUryparmonteie (aityibl 1 ux koruu (* . dpkg-tmp,
* . dpkg-old, *.dpkg-new) m BpeMeHHBbIe (aliIbl; TOCT€e 3TOTO dpkg BBHITTOTHSIET
KOMaHJy postrm purge.

qupre CIIeHapus, OIMMCAaHHBIX BBIIIE, JOITOJTHAIOTCA CIICHApUEM con-Fig, KOTOprfI

[PEIOCTABIISIOT ITaKeThl, IPUMeHsolIre debconf, 4TOOBI 3aIIPOCUTD Yy TI0JIb30BATEJISA
UHGOPMAIIUIO I HACTPOIKIL. JTaHHBII ClieHapyii onpeiesisieT BOIPOCHI, KOTOPbIe Oy Iy T
3a/1aHbl debconf BO BpeMd YCTaHOBKU. OTBeTbI 3aHOCATCS B 6a3y NaHHBIX debconf ajid
JaJIbHENILEro UCroab30BaHud. DTU ClieHapUuyu apt 0ObIYHO BBIIOJIHSET A0 YCTAaHOBKU
MAKETOB, MOCIEI0BATENBHO, YTOOBI CIPYIIIUPOBATH BOIPOCHI U 33/1aTh WX MOJIb30BaTE-
JIto B HavaJie mpoiiecca. IIpes- u mocjeycTaHOBOYHBIE CIIEHAPUU MOTYT B JlaJibHEHIIeM
OPUMEHATH 9Ty UHMOPMAIIMIO, YTOOBI JeliCTBOBATh B COOTBETCTBUH C IIOKEJIaHUAMUI
I10JIb30BaTeJ e,

WHcTpyMeHT WHcTpymeHT debconf bbin co3paH ans peleHns NoCTOSHHO NOBTOPSB-
debconf weiics B Debian npobnembl. Bce naketsl Debian, kotopble He Mornu
paboTaTtb 63 MUHMMaNbHOW HACTPOKK, 3aaBanv BOMPOCHI, Bbl3blBas
KOMaHfbl echo 1 read B nocneycTaHoBOYHbIX CLeHapusx postinst (v gpy-
rvx noxoxmx). Ho aTo 3Haunso cregyolee: Bo BpeMs 60/bLUION yCTaHOBKM
1 0bHOBNEHNS NONb30BaTENb [OKEH Dbl HAXOANTLCS y KOMMblOTEPA,
4yToObl OTBEYATb Ha pPa3JfiMyHble BOMPOCHI, KOTOPbIE MO BO3HUKHYTb
B Niloboe BpeMsi. HeobxognMocTb B Takmx pyYHbIX BMELLATEIbCTBAX TeNepb
MoYTU NONHOCTbIO oTNana bnarogapsa MHCTpyMeHTy debconf.

Y debconf MHOXecTBO MHTEpeCHbIX BO3MOXHOCTEW: B3aUMOLeNCTBUE
C nonb3oBaTesieM 3afaeTcs pa3paboTynkoM; BO3MOXHA Jlokanunsauus
BCeX CTPOK, oTobpaXkaeMbIx Mosib3oBaTento (Bce nepeBofbl XxpaHATCA
B daiine templates, onucbiBaloLLEM B3aUMOAENCTBUSA); Y HErO eCTb He-
CKONbKO MHTepdeicoB (419 TEKCTOBOrO, rpadyyeckoro U HeMHTEpPaKTUB-
HOro pexummoB). Kpome Toro, MoXKHO C034aTh LIeHTPasibHyo 6a3y AaHHbIX
0TBETOB [AJI pacnpoCTpaHEHUS OLHON KOHPUIypaL MM Ha HECKOJIbKO
KoMrbtoTepoB. Hanbonee BaXkHbIM SABASETCS TO, YTO TEMEPb BO3MOXKHO
3a[aTb NoNb30BaTesto BCe BOMPOCH! NOAPSAA, A0 Havana AAUTENbHOro
npoLiecca ycTaHoBKUW uan obHoBneHus. Monb3oBaTenb MOXET OTONTH
no CBOMM fefnaM, noka CMCTeMa 3aHMMaeTcs COBCTBEHHO YCTaHOBKOW,
a He raLeTb HEOTPLIBHO Ha 3KpaH B 0XWMAAHWUMW BOMPOCOB.
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KOHTpOsbHbIE CYMMbI, KOH(DUIYpaLIMOHHbIE (halbl

ITomuMo crieHapreB pazpaboTIrKa U KOHTPOJIBHBIX IAHHBIX, Y3KE PACCMOTPEHHDIX BbIIIIE,
apxuB control.tar.gz nakera Debian MOXeT cOjiepKaTh JIPyTUe HHTEPeCHbIe (PaiiIbL:

# ar p /var/cache/apt/archives/bash_4.4-2_amd64.deb control.tar.gz | tar -tzf

./
./conffiles
./control

. /md5sums
./postinst
./postrm
./preinst
./prerm

[TepBbrit, md5sums, cOEPKUT KOHTPOJIbHBIE cyMMbl M DS 117151 Bcex aiiyioB makera.
bBaarogapst nannomy aiiry MOXKHO € TIOMOIIbIO KOMaH/Ibl dpkg - -verify IpOBepUTH,
U3MEHSIIICH Ji 9TH hailsibl ¢ MOMeHTa ycTaHoBKU. OGpaTuTe BHUMAHUE: IPU OTCYTCTBUN
aT0TO (hailia dpkg CO3/1aCT €ro AMHAMUYECKU BO BPEMST YCTAaHOBKU (M COXPAHUT B HGase
NTAHHBIX dpkg, Kak ¥ JAPyTHE KOHTPOJIbHBIE (haisIbI).

B daiine conffiles comepkutes Crcok (aiios, KOTOPbIe HYKHO 06paboTaTh Kak
KoH(purypanuorHubie. TakoBbIe AIMUHACTPATOP MOKET UBMEHUTD, U dpkg TIOCTapaeTcst
COXPAHUTH HTH U3MEHEHUST BO BpeMst OGHOBJICHUS TTaKeTa.

JleficTBUTENIBHO, B 9TOH cuTyaiuu dpkg Beer ce6sh HaCTOJbKO PasyMHO, HACKOJIbKO
9TO BO3BMOSKHO: €CJTA CTAaHAAPTHBIN KOH(UTYPAITMOHHBIH (haiist He UBMEHUIICS MEKILY IBYMST
BEPCUSIMU, TO ITPOrpaMMa HI4ero He jiesiaet. OHAKO B TPOTHBHOM CJIydae OHa Oy/IeT Mbi-
TaThCst OGHOBUTD €r0. BO3MOKHBI /1Ba BapHaHTa Pa3BUTHsT COOBITHIA: €CJTH QJIMIHICTPATOP
He TPoraj KOH(UTYPAITMOHHBIN (haiis, TO dpkg aBTOMATUYECKU YCTAHOBUT HOBYTO BEPCHIO;
PU HAJTMYUM JKe U3MEeHEeHUH dpkg CITPOCUT a/IMUHUCTPATOPA, KAKYIO BEPCHUIO TOT XOYET
WCITOIB30BaTh (CTApPYIO C UI3MEHEHUSIMU MJTN HOBYIO M3 TlakeTa). /L1t momonm B mpuHs-
Tuu petieHnd dpkg mokaspiBaeT diff, TO eCTb pa3auuus MexKIy IByMs Bepcugmu. Ecin
I0JIb30BATEb MIPEANOYTET OCTABUTH CTAPYIO BEPCHIO, TO HOBast OyIeT XPAaHUTHCS B TOM
e Mecre, B (paiisie ¢ cyddurcom .dpkg-dist. Ecau ke mosb3oBaTesb BBIOUPAET HOBYIO
BepCHIo, TO cTapas coxpansercs B daiie ¢ cyddurcom .dpkg-old. /[pyroii BapuanT 3a-
KJIIOUAETCS B TOM, YTOOBI HEME/JIEHHO MpepBaTh paboTy dpkg M OTPeNakTHPOBATh (haill,
TMOTIBITABIIICH BHECTH HYKHBIE H3MEHEHsT (paHee 0OOHaPysKeHHbIE C TIOMOIIIBIO diff).

XoTst dpkg caMOCTOSITESIBHO BBITIOJTHSET OOHOBJICHIE KOH(DUTYPATIMOHHBIX (hailyioB,
IporpamMMa Bee JKe PETYJISIPHO TIPephIBaeT paboTy, 3arparinBasi BBOJ Y aIMIUHUCTPATO-
pa. ATO BecbMa MAJIOMPUSATHO JIJISE TEX, KTO X0UeT, YT0OBI 0OHOBJIECHIE BHITIOIHSIOCH
HEMHTEPaKTUBHO. Kak cieficTBre, y MporpaMMbl UMEIOTCS TTapaMeTPhl, TO3BOJISIONINE
cucTeMe BBIGUPATh OTBETHI ABTOMATUIECKH, PYKOBOJCTBYSICh OJIHOM U TOI JKe JTOTHKOIL:
--force-confold ocTaBisieT cTapyio Bepcuio (aiina; --force-confnew UCIOIL3YET
6ostee HOBYIO Bepcuio (haiia (TaHHbI BHIGOD TIPUMEHSIETCS, Taske ecyin (haila He 13-
MEHSJICSI aIMIHUCTPATOPOM, UTO KpaliHe Pe/KO ABJSETCS KeaaeMbiM 9(h(hEKTOM).
HobGasienue mapamerpa --force-confdef ykasbiBaeT dpkg, 4TO PelIeHUsT JOJIKHBI TIO
BO3MOKHOCTH ITPUHUMATBCS aBTOMATUYECKH (B TEX CIAYYASX, KOTIA KOH(DUTYPAITMOHHBIT



230 naBa 8 e YnpaBneHue naketamu Debian

(baf/’UI He MGHH]ICH), a --force-confnew uan --force-confold HagO UCIIOJIb30BATH
B OCTAQJIbHBIX CUTYallUSIX.

ITH NapaMeTpPbl IPUMEHUMBbI 17151 dpkg, HO aIMUHUCTPATOP Yallle UMeeT JIEJIO C TIPO-
rpaMMamMu aptitude uim apt-get. Tak 4yTO Ba’KHO 3HATH CHHTAKCHUC, UCTTOTb3YEeMbIN
JUIST TIepejiadu rmapamMeTpoB Komanje dpkg (ux naTepdeiichl KOMaHHONW CTPOKU OY€Hb
TTOXOKM).

# apt -o DPkg::options::="--force-confdef" -o DPkg::options::="--force-
wp confold" full-upgrade

YkazaHnHble TapaMeTpbl MOKHO COXPAHUTh HETTOCPEICTBEHHO B KOHMUTYpAINN apt.
JList 3TOTO HYKHO J100aBUTD CJIEYIONIYIO CTPOKY B (hail /etc/apt/apt.conf.d/local:

DPkg::options { "--force-confdef"; "--force-confold"; }

Bximouenue gannoro napamerpa B (paiian kKoHUrypaimum o3Hayaer, 4To OH TakKe
GyIeT nCcnosib3oBaThes B rpaduueckom unTepdeiice, B yacTHocTH B aptitude.

1 1Hao60poT, BBI MOKETE 3aCTaBUTH dpkg BCET/Ia 33/1aBaTh BOMPOCHI MO MOBOY KOH-
durypannonnbix daiinos. [Tapamerp --force-confask BbiHyskaaeT dpkg 0ToOpakaTh
BOITPOCHI 0 KOH(UTYPAITMOHHBIX (halijiax fake B TEX CIydYasix, KOTja B 9TOM 00BIUYHO HET
HeobxoauMocTr. TakuMm 06pasoMm, TIPH MepeyCTaHOBKE MAKeTa ¢ JaHHBIM TapaMETPOM
dpkg Gy/ieT 3aaBaTh BOIIPOCHI CHOBA M CHOBA JIJIST BCEX KOH(DUTYPAIMOHHBIX (hailyios,
U3MEHEHHBIX aJIMHHICTPATOPOM. ITO OUeHb y06HO, 0COGEHHO JIMIs TTePEYCTaHOBKY
OPUTMHAJIBHOIO KOH(UTYparOHHOTO (hailjia, ecii OH ObLI yIaJeH U HUKAKOil Apyroi
9K3EMILIISIP He IOCTYTIEH: OObITHAS TIEPEYCTAHOBKA TYT He cpaboTaeT, Tak Kak dpkg canTaeT
yaanenue (popMoit HOpMaIbHOTO U3MEHEHUS 1 TI09TOMY He YCTaHaBJIUBACT JKeJTaHHBIN
KOH(MDUTYpaImOHHbIH (haii.

8.5. Pe3iome

B a10i1 rmaBe MbI mosipobHee paccMoTpenn cucteMy taketos Debian, o6cy i nHCTpy-
meHTbl APT 1 dpkg, OTOBOPUIIM 06 OCHOBHOM B3aMMO/ICHCTBUY MTAKETOB, O JOMOJIHH-
TeJIBHOI HacTpoiike u ucnob3zoBanun APT u yriaybusuch B cuctemy maketoB Debian
¢ HebOoJIbIIOI OTChLIKOI K (aiinaM dopmaTa .deb. Mbl paccmoTpenu daiia control,
crieHapuu KOH(pUTYpaIy, KOHTPOJIbHBIE CyMMbI 1 (haiin conffiles.

Q ITaxer Debian npezxcrasisier coboil cxxaThIil apXUB IPOrPAMMHOTO TIPUIOKEHIS.
On cogepxut (aiibl MPUIOKEHHS, a TAKAKe APYTHe MeTaaHHble, BKIIOYas NMeHa
3aBUCUMOCTEN, KOTOPBIE TPEOYIOTCS IIPUIIOKEHUSIM, ¥ CIIeHApUH, TIO3BOJISIONINE
BBITTIOJTHATD KOMaH/IbI Ha PA3HBIX 9TallaX KM3HECHHOTO IMUKJIA TTaKeTa (yCTaHOBKa,
yaajienue, oOHOBJIEHHE).

O Wucrpyment dpkg, B otsinune oT apt u apt-get (cemeiictsa APT), He 3naeT Bcex J10-
CTYITHBIX TTAKETOB, KOTOPbIE MOTYT UCTIOJIb30BATHCS JIJIST BBITIOJHEHUS 3aBUCUMOCTE
nakeroB. Takum 06pa3om, Ui yIIpaBJieHus maketamu Debian sydiie npuMeHsTh
MOCJIETHIE YTUJIUTHI, TOCKOJBKY OHI MOTYT aBTOMATHYECKH Pa3periaTh mpoOIeMbl
C 3aBUCUMOCTSIMU.
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QO Moxno ncnonbzoBath APT [ ycTaHOBKY U yaJIeHUs TIPUJIOKEHU I, OOHOBJICHMS
MAKeToOB U Jlaxke 0OHOBJIEHUs Beeil cucTeMbl. Huke ykazaHbl OCHOBHBIE MOMEHTHI,
KOTOPbIE BbI 10JIKHBI 3HaTh 00 APT 1 ero konduryparmm.

Daiin sources. list sBISETCS KIIOUEBBIM (HAlIOM KOH(MUTYDAITUH JIJIST OTIPeie-
JICHWSI NCTOUYHUKOB MTaKeTOB (MJIM PEMTO3UTOPHEB, COIEPIKATIIX MTAKETHI ).

Debian u Kali ucniosbsytor tpu pasaena st audhepeHInanium makeTosB B COOT-
BETCTBUHU C JINIIEH3USIMU, BRIOPAHHBIMU aBTOPAMU KayK/[0TO U3 TPOEKTOB. Pasjen
main COEPIKUT BCE TTAKETDI, TOJTHOCTHIO COOTBETCTBYIOMIIE KpuTepusiM Debian o
onpenesnernio ceoboanoro I10; non-free BKIOUaeT nporpaMmMHoe obecrieueHue,
KOTOPOe He (TI0JIHOCTBIO) COOTBETCTBYET TUM KPUTEPUSIM, HO TEM He MeHee MOKeT
OBITB pacipocTpateHo 6e3 orpaHuueHni; contrib (contributions) nmpeacrasisier
co6oii HaboOP MPOrPaMM € OTKPBITBIM MCXOIHBIM KOIOM, KOTOPBIE HE CITOCOOHBI
(YHKIIMOHUPOBATH G€3 HEKOTOPBIX NON-{ree-31eMeHTOB.

Kali moiep:xrBaet HECKOJIBKO PEMO3UTOPUEB, B TOM uncJie: kali-roll, koropsbrii siB-
JISIETCst OCHOBHBIM XPAHUJIUIIEM JIJIS1 KOHEUHBIX TT0Jb30BATEIECH 1 BCETIA JIOJIKEH
coJiepsKaTh caMmble HOBbIE U yCTaHaBIMBaeMble maketsr; kali-dev, ncmosbayembrit
paspaborunkamu Kali n He npeiHasHaueHHbI 17151 TyOJUYHOTO UCTIOJb30BAHNS;
u kali-bleeding-edge, koTopbIil 4acTo BKJIOYAET HEMPOBEPEHHBIE U HE TIPOTE-
CTUPOBAHHbIE MAKETHI, ABTOMATHUYECKH CO3/laBaeMbie u3 xpaHusuiia Git (win
Subversion) mMenee yem uepes 24 yaca mocJie ux myOINKAINN,

HpI/I pa60Te c APT BoI JIOJIKHBI CHaYaJ/Ia CKa4aTb CITMCOK /IOCTYITHBIX B HACTOAIIEE
BpeMsI ITaKETOB € ITIOMOIIIbIO KOMaH/1bl apt update.

Bsl MoskeTe 106aBUTH ITAKET B CUCTEMY C [TOMOIIBIO KOMaH Ibl apt install nakem.
APT aBTOMaTHUYECKH YCTAHOBUT HEOOXOIUMbIE 3aBHCUMOCTH.

YT00BI yIATUTH MAKET, UCIIOJIb3YITe apt remove nakem. [TporpaMma Takske ycrpa-
HUT o6paTHme 3aBUCHUMOCTU ITaKeTa (TO €CTb IIaKeThl, 3aBUCAIIINE OT ITaKeTa,
KOTOPBII HYKHO Y/IAJTUTB).

Jlst ynanenust Becex TaHHbIX, CBSI3AHHBIX C TAKETOM, BbI MOJKETE «OUUCTUTH> TTAKET

KOMaH/101 apt purge nakem. Takas «0unCTKa» yJAJIUT HE TOJIBKO [IAKeT, HO U €ro
haitpl kKoH(pUTYpaIUK, & MHOT/IA U CBSI3aHHbBIE C HUM JIAaHHbIE TI0JIb30BATEIS.

MbI peKOMEH/TyeM [IPOBOIUTD PEryJIsipHbIe 0OHOBJICHHSI JIJISl YCTAHOBKH MOCTIEIHUX
obHoBennii GezonacHocT. YT06bI 0OHOBUTH CHCTEMY, KCIIOJIb3YiiTe apt update, a 3a-
TeM apt upgrade, apt-get upgrade uu aptitude safe-upgrade. 9TH KOMaH/Ibl UTIYT
YCTaHOBJIEHHBIE ITAKETHI, KOTOPbIE MOKHO OOHOBUTD O€3 yAaNeHNsI KaKUX-I1u00 JPyTIX
ITaKeTOB.

Il Gostee cepbe3HbIX OGHOBJICHMIL, TAKMX KaK OOHOBJICHIE OCHOBHBIX BEPCH, IIPU-
MeHsiiTe KoMaHIy apt full-upgrade. C ee OMOIIBIO apt 3aBepIIUT OGHOBJICHUE, TaKe
€Can eMy NPUJAETCA YIAJIUTh HEKOTOPbIE YCTapEBIINE MAKEThl NN YCTAaHOBUTH HOBBIE
3aBucumocTu. Kpome Toro, JaHHYIO0 KOMaH/Ly BbI I0JIKHBI UCIIOJIB30BAT JIJIST PETYJISIPHBIX
obnosnennii Bameii cucremsl Kali Rolling. OsHakoMbTech co BceMu IIpenMyecTBaMu
U HejlocTaTKaMKu OOHOBJIEHUI, OIIMCAHHBIMU B 9TOI TJIaBe.



232 naBa 8 e YnpaBneHue naketamu Debian

Q /lua npoepku maketo Debian MOKHO HCTIOIB30BaTh HECKOJIBKO HHCTPYMEHTOB:

® dpkg --listfiles nakem (nyu -L) BBIBOJAUT HA 9KPaH CIUCOK (DailIOB, KOTOPbIE
ObLJIM YCTAHOBJIEHBI YKA3aHHBIM TTAKETOM;

® dpkg --search ¢aiin (MK -S) HAXOIUT BCE TTAKETHI, KOTOPBIE co/IePKAT (haiis nim
Ty Th, TIEPe/ITaBAEMbIN B APTYMEHTE;
e dpkg --1list (uau -1) oroOpakaeT CIUCOK M3BECTHBIX CHCTEME MaKeTOB U UX
CTaTyC YCTAaHOBKY,

® dpkg --contents ¢aiin.deb (Wn -c) 1epedncysier Bce (hailiibl, CoAepKanecst
B 3ajlanHoM aiisie hopmata . deb;

® dpkg --info ¢aiin.deb (nyiu -1) BbIBE/IET HA 9KPAH 3ar0JIOBKU yKa3aHHOTo aiiia
(opmara . deb;

®  pazIUuHbIE TTOAKOMAH/IBI apt -cache 0TOOpaKAIOT GOJIBIITYIO YaCTh MHMDOPMATINH,
Xpausieiics Bo BHyTpenHeii 6aze nanubix APT.

Q Yrobbl n36eKaTh YPE3MEPHOTO UCIIOTB30BAHMS ICKA TIPK YaCTOM OGHOBJICHNUH, BB
JIOJIDKHBI PETYJIIPHO COPTUPOBATH Katayor /var/cache/apt/archives/. [lis atoro
MO’KHO IPUMEHATh JiBe KOMaH/Ibl: apt clean (Miu apt-get clean), IOJIHOCTBIO OUU-
HIAIOIIYIO KaTasor; apt autoclean (uu apt-get autoclean), yaisIoONIyIO TOJTbKO
Te MAKEThI, KOTOPbIe OOJIbIIIE HEJIb3sT CKAYATh, IOCKOJIbKY OHM MCYE3JU C 3epPKaja
U TI09TOMY SABJISIIOTCST OECTIO/IE3HBIMUL.

Q Aptitude — MHTEpaKTUBHAS IIPOTPAMMa, KOTOPas MOXKET MCIIOIb30BATHCA B 1OJIY-
rpadprdecKoM pekrMe Ha KOHCOMIN. DTO YPe3BbIUaiiHO HajlesKHAs IIPOrpaMMa, KOTOpast
IIOMOJKET YCTAaHOBUTD IIAKETb! M YCTPAHUTD OTEHIIMAIbHbIC HETTOJIAKH.

QO synaptic — rpadudyeckuii MeHeIKep TTaKeTOB, MMETOIIII TOHATHBIN 1 9P(PeKTUBHBIT
rpacduueckuii uaTEpdeEiic.
O Kak npoaBUHYTHIN MOTH30BATETh BBI MOKETE CO3/1aBaTh (haiilyibl o azpecy /etc/
apt/apt.conf.d/ mist HacTpoiiku onpesesieHHbIX actiekToB APT. Bol takske MoxeTe

YHOPaBJIATDb IPUOPUTETAMU MTAKETOB, OTCJICKNUBATH aBTOMATUYECKN YCTaHOBJIEHHBIE

makeTsl, paboTaTh ¢ HECKOJBKIMHU JUCTPUOYTUBAMY UJIM aPXUTEKTYPAMU OTHO-
BPEMEHHO, 3a/1efICTBOBATh KpUIITOrpadmieckne MOIICH /IS TIPOBEPKH TaKETOB
1 OOHOBJISATD (hailJIbI € TOMOIIBIO METOJIOB, OMTMCAHHBIX B 3TOH TJIaBe.

Q Hecmorps Ha o yto paspaborunku Kali/Debian ycepano Tpyastces Hajg TeM, 4TOObI
06HOBJIEHUE CHCTEMBI TIPOXOANIIO 6€3001€3HEHHO, OHO HE BCET/IA BBITTOJHAETCS TaK
[JIAJIKO, Kak okugaercs. IIpu BOSHUKHOBEHUH TTOJO00HBIX CUTYAIHiT HEOOXOAUMO
obparutbes k cucremam orciaexusanus onnbok Kali u Debian o agpecy https://
bugs.debian.org/nakeT 1 TPOBEPUTH, COOOIIAT Ji KTO-HUOY/Ib paHee 0 mpodieMe.
Kpome Toro, MOKHO MOTBITATHCSI OTKATUTHCS K MIPEAbIAYIIE BEPCUU TTaKeTa WIn
OTJIaINTh U BOCCTAHOBUTH HePaboUuMii clieHapuil OJ/IEPIKKY TTaKeTa.
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Kali cozmana kak MojtyJibHast HACTpauBaeMast Cpejia, OPHEHTHPOBAHHAS HA TIEJIH [TEHTE-
CTUHTA, KOTOPast O/IAeTCs IIIyOOKOI HACTPOTIKE U MOJJIEPKUBAET PA3TUYHbBIE CIIEHAPUH
ncrosb3oBanusl. HactpanBarh cucTeMy MOXKHO Ha Pa3JIMUHBIX YPOBHAX, HAUMHAS C C-
xozHoro koza. Mexoxubiii Koz makeros Kali obmegocrynen. B gannoii riase Mbl moka-
JKeM CHOCO6bI HaXO/IUTD ITaKEThI, MOI[I/I(I)I/I]_[I/IPOBaTb nxun CO6I/Ip3Tb N3 HUX CO6CTB€HHI)I€,
HACTPOEHHBIE TaK, KaK HYKHO MMeHHO BaMm. Moandukanus sapa Linux — cBoeobpasHas
006J1aCTh HACTPOIKHU CUCTEMBI, TIOITOMY €il TOCBSIIIEH OTAETbHBIN paszies 9.2, B KOTOpoM
MBI IOTOBOPYM O TOM, T/I€ HAWTH UCXOHBIN KOJL I[P, KaK HACTPOUTH CHCTEMY €10 COOPKHI
U, HAKOHEII, KaK er0 CKOMITHJIIPOBATh U cOOPATh HEOOXOAUMBIE TTAKETHI SI/[PA.

Bropoii ypoBeHb HACTPOIKHU CHCTEMBI 3aKTouaercs B cbopke live-o6pazos. Mt 110-
KasKeM, KaK, UCIIOJIb3ys MHCTPYMEHT live-build, 3ajeiicTBoBaTh GOJIBIIOE KOJUYECTBO
BO3MO’KHOCTEH 110 TOHKOIT HacTpoiike rotoBbix ISO-06pasos. B Tom unciie peus moiier
O IpUMEHEHHWU TIPpEe/IBAPUTEJIbHO HACTPOECHHBIX B COOTBETCTBUU C BalllUMU HYKIaMU
naketoB Debian BMeCTO MakeToB, TOCTYITHBIX HA 3€PKAJIAX.

Kpowme Toro, MbI TOTOBOPUM O TOM, KaK CO3/IATh TOCTOSHHOE XPAHUJIUIIE TAHHBIX /TS
live-o6pasa, sanmcannoro na USB-nakonureb. ITogobHas KoHpUrypaiys Mo3BoJsteT
COXPaHATH (DAIIbI U U3MEHEHUS ONEPAIMOHHON CUCTEMBI MEK/TY TIepe3arpy3Kam.

9.1. Mogudukaums naketos Kali

Momudukanusg nakeros Kali 00b1unO sBiIsI€TCA 3aMaueil 111 yYACTHUKOB IIPOEKTA
U pa3pabOTYNKOB: OHU OOHOBJISIIOT TIAKETHI JI0 HOBBIX BBIMYIIIEHHBIX BEPCUI, MEHSIOT
CTaHapTHBIe KOH(MUTYPAIIUH 5T JTy4Iieil HHTETPAIY TTAKETOB B AUCTPUOYTHB MJTH
UCMIPABJIAIOT YKa3aHHbIE OJIb30BaTeIIMU O1TOKN. OIHAKO y BAC MOTYT OBITH 0COObIE
HoTPeGHOCTH, KOTOPBIe O(UIIHATbHBIE TTAKETHI HE CIIOCOGHBI YIOBJIETBOPUTD, TIOITOMY
3HAHUE TOTO, KaK coOpaTh MOAUMDUIIMPOBAHHBIN TTAKET, MOKET OKA3aThCsI BEChMa I10-
JIE3HBIM.

BosMoskHO, BBI 33/1a/IUTECH BOTPOCOM O TOM, TTOYEMY BaM BOOGIIE HYKHO BO3UTHCS
¢ akeToM. B KOHIIe KOHI[OB, ecyi TPpedyeTcst MOIM(PUIIUPOBATD KAKOE-TO TPOrPAMM-
Hoe obecrieyeHue, TO Bbl BCErla MOKETe 3arPy3UTh €ro MCXOAHbBIH Ko (0GBIYHO ¢ TO-
MOII[BIO git), UBMEHUTH U 3AIlyCTUTH M3MEHEHHYIO Bepcrio. Takast KOMOMHAIMST MOKET
cpaboTarh, HO TOJIBKO KOT/[a OHA BO3MOJKHA ¥ KOT/IA BBl HCIIOJIb3yeTe JIJIsl IAHHO T1e/TH
JnyHbIi Katasnor. Ho ecsu Barie mpusioskenne Hy K/1aeTcs B YCTaHOBKe, JieJIalolieil ero
JIOCTYITHBIM BO BCeli cucTeme (HampuMmep, ¢ TOMOIIbI0 KOMaH/Ibl make install), To OHO
3acopuT (haioByio cuctemy (ailiamu, Hen3BecTHbIMU dpkg, I CKOPO CTaHET UCTOUHUKOM
pobJieM, KOTOPbIe HEBO3MOKHO OOHAPY KUTH, OCHOBBIBASICH HA aHAJIN3€E 3aBUCUMOCTEN
nakera. boJiee TOro, PaBUIIBHO MOTOTOBJIEHHBIE TAKETHI MOKHO MePeIaBaTh KOMY-HUOY Tb
ellle, X ropas/io Jierde pa3BopaynBaTh HA MHOKECTBE KOMITBIOTEPOB MJIM OTMEHSTD B HUX
U3MEHEHWUSI [IOCJIE TOTO, KaK OOHAPYKUIIOCH, YTO OHU He PadOTAIOT, KaK 0/KUIAI0Ch.

Wrak, Kor/ia MOKET IOHa00UThCST MOAMDUKAIIHS TAaKeTOB? PacCMOTPUM HECKOJIBKO
MIPUMEPOB.

Jliist Hauasta mpeIcTaBuM, 4TO Bl HHTeHCHBHO ucnob3yere SET (Secure Electronic
Transaction — 6e30MacHbIE 3JIEKTPOHHBIE TPAH3AKIIUH ) U 3AMETHIIN, 4TO Pa3PadOTUMKI
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maxera BbITycTUIM HOBBIN pesm3. Ho Bee coznarenu Kali sansiTel yuactuem B KoH(pe-
PEHIIHH, a BAM CPOYHO HYKHO €T0 OIpoOoBath. B pesysbraTe Bam pueTcst 0OOHOBUTH
MaKeT CAaMOCTOSITETHHO.

Wi B ApyToii cCUTYAIMK IOMYCTUM, YTO BaM HE YIAeTCsI 3aCTaBUTH PabOTaTh KapTy
MIFARE NFC u Boi xotute mepecobparnb libfreefare st TOro, 4T00BI BKIOUUTH OT-
JIAJIOYHBIE COOOTIEHNUS U TIOJIYYUTh HEKHe JaHHble, KOTOPbIe MOKHO BKJIIOUUTD B MO/
roTaBJUBaeMbIil Bamu oTuer 06 omrOKax. V HaKOHEIl, PEICTAaBUM, YTO ITPOTPaMMa
pyrit mpekpaiaer paboTy ¢ TAaMHCTBEHHBIM coobIieHreM 06 ormmbke. ITocste moncka
B MHTepHeTe Bbl 0OHapy:K1BaeTe KOMMUT B Git-pernosuropuut cospaTesieil, KOTOPBbIi,
KaK BaM Ka)KeTCsl, MOKET UCIIPABUTD 9Ty MPOOJIEMY, U BBl XOTHTE TIEPecOOPaTh MaKeT,
BKJIIOUMB B HETO HAM/IEHHOE NCTIPABJICHHUE.

Jlasiee Mbl TIOZAPOOHO PACCMOTPUM 9T CUTYAIMK U IoCTapaeMcst 06001uTh 00bsicHe-
HUST TAKUM 00Pa30M, 4TOOBI BB MOTJI BOCTIOJIb30BATHCSI TPE/ICTABIECHHBIMI METOIUKAMU
U B IPYTHX CIy4YasixX, HO BCE K€ HEBO3MOKHO PaccKa3arh 060 BCEM, C Y€MY BaC €CTh IMAHC
BCTPETUTHCsL. ECJIU BBI CTOIKHYJIUCH ¢ TPOBIEMON, TO MOCTAPalTECh HAWTH PElleHe
CaMOCTOSITE/ILHO WK OOPATUTECh 3a TIOMOIIBIO Ha MoAXoAsdme GopyMbl (cM. riiaBy 6).

Kakumu Ob1 Hy ObLIM M3MEHEHMsI, KOTOPbIE BbI XOTUTE BHECTH B MAKET, OOIUIT 11PO-
11ecc BCer/ia O/IMH W TOT JKe: 3arPY3UTh UCXOAHBIN KOJ[ TaKeTa, PACMaKOBaTh €T0, BHECTH
u3MeHeHUs 1 co6path maker. Ho Ha KaKJIOM U3 9TUX IAr0B OOBITHO MOKHO BOCIIOJIb-
30BaThCSI MHOKECTBOM MHCTPYMEHTOB, MTPE/IHA3HAYCHHBIX /IJIS PEIeHNs YKa3aHHbBIX
3a7a4. Ml oTo6pasi HanboJiee IoAXoAAIIe 1 HarnboJIee oIy IsipHbIE YTUIUTDL, OHAKO
JAHHBIN CITUCOK JTATTEKO He TIOJTHBIA.

3arpy3Kka UcxogHoro Koza

Boccranosrnenne makera Kali Haummaetcst ¢ mosmyaeHus HCXOMHOTO Kofa. VICXOMHBIHN TakeT
COCTOUT M3 HECKOJIBKIX (DailioB: OCHOBHOM (haiin mmeet hopmat *.dsc (Debian Source
Control), Tak Kak COEPIKUT CIUCOK APYTUX COMPOBOKIAAIOIINX (hailjIOB, KOTOPbIE MOTYT
ObITh popMaTta *.tar.gz, bz2, xz, uHoraa *.diff.gz uiam *.debian.tar.gz, bz2, xz.
Vcxozubie makeThbl XpaHsres: Ha sepkaiax Kali, kotopsie moctymnabt yepes HTTP.
Bol MokeTe MCIOJIb30BaTh Opaysep /ISl CKaunBaHUs BCeX HEOOXOANMBIX (hailsioB, HO
CaMBbIil TIPOCTOM ¢IIOCO6 CAeIaTh 3TO — MPUMEHUTh KOMaH/Ly apt source ums_ucxodHo-
20_naxema. Jlsist Hee TpebyeTcst cTpoka deb-src B (paiisie /etc/apt/sources.list u ak-
TyaJibHbIE WH/IEKCHBIE (hailyibl (OOHOBUTH X MOKHO C TOMOIIIBIO KOMAH/IbI apt update).
ITo ymomuanuto B Kali Beiireonncanible HACTPOUKY He BKJIIOUEHBI, TAK KAaK OY€Hb He-
MHOTHM IT10JIb30BaTEJISIM TPEOYETCsI HCXOIHBII KO TAKETOB, HO TPUBECTH BCE B HY/KHOE
COCTOSTHIE OU€Hb TTPOCTO. JIJIst 9TOT0 Hajlo 106aBUTH CTPOKY deb-src B (aiin /etc/apt/
sources.list (cM. mpumep (aiina B mogpasmaene «Penosutopun Kali» u cooTBercTBy-
Io1Me noscHenus B noapaszese «Ilogpobuocru o daiine sources.list» paspena 8.1).

$ apt source libfreefare

Reading package lists... Done
NOTICE: 'libfreefare' packaging is maintained in the 'Git' version control
wmp system at:

git://anonscm.debian.org/collab-maint/libnfc.git
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Please use:

git clone git://anonscm.debian.org/collab-maint/libnfc.git

to retrieve the latest (possibly unreleased) updates to the package.

Need to get 119 kB of source archives.

Get:1 http://archive-2.kali.org/kali kali-rolling/main libfreefare 0.4.0-2 (dsc)
w> [2,090 B]

Get:2 http://archive-2.kali.org/kali kali-rolling/main libfreefare 0.4.0-2 (tar)
wp [113 kB]

Get:3 http://archive-2.kali.org/kali kali-rolling/main libfreefare 0.4.0-2
wp (diff) [3,640 B]

Fetched 119 kB in 1s (63.4 kB/s)

gpgv: keyblock resource '/home/rhertzog/.gnupg/trustedkeys.gpg': file open error

gpgv: Signature made Tue 04 Mar 2014 06:57:36 PM EST using RSA key ID 40AD1FA6

gpgv: Can't check signature: public key not found

dpkg-source: warning: failed to verify signature on ./libfreefare_0.4.0-2.dsc

dpkg-source: info: extracting libfreefare in libfreefare-0.4.0

dpkg-source: info: unpacking libfreefare_0.4.0.orig.tar.gz

dpkg-source: info: unpacking libfreefare_0.4.0-2.debian.tar.xz

$ cd libfreefare-0.4.0

$ 1s

AUTHORS CMakelLists.txt COPYING HACKING m4 README
ChangelLog configure.ac debian libfreefare Makefile.am  test
cmake contrib examples libfreefare.pc.in  NEWS TODO
$ 1s debian

changelog copyright libfreefare-dev.install rules

compat libfreefare0.install libfreefare-doc.install source

control libfreefare-bin.install = README.Source watch

B gaHHOM IIprMepe Mbl 3aIPy’KaeM ITaKeT ¢ HCXOAHBIM KogoM ¢ 3epkaja Kali. 9To ta-
KOi1 ke maKeT, Kak u B Debian, IIOCKOJIbKY CTPOKa BEPCHU He COIEPIKUT TTOACTPOKH kali.
ITO 3HAYMT, YTO B JAHHBIH ITAKeT He ObLIO BHECEHO KaKNX-11060 crenuduynbix aus Kali
M3MeHEHU .

Ecmm Bam Hy>XKHA KOHKpETHAsT BEPCHS ITaKeTa C MICXOIHBIM KOJIOM, KOTOPast HA MOMEHT
3arpy3Ku HeJJOCTYITHA B PEIIO3UTOPUSIX, IIEPEUNCIeHHbIX B /etc/apt/sources.list, TO
B TAKOM cJiy4dae Jjierde Bcero ckadathb ee uepe3 URL ee . dsc-aiisa, Haiijs ero Ha caiite
http://pkg.kali.org/ 1 ncrob30BaB ero B kKomaH e dget (13 maxkera devscripts).

[Tocae naxoxaenus URL g makeTta ¢ MCXOHBIM KOZIOM libfreefare, TOCTyITHOTO
B kali-bleeding-edge, Bbr MoskeTe ckauaTh ero ¢ momonipio dget. CHavama ckavaeTcs
(aiin .dsc, mocje yero o OGyzaer pasodpaH [JIs TOrO, YTOObI BHIACHUTH, Ha KaKUe eIe
(haitsipl OH ccblTaeTcs, 3aTeM CKa4aloTCs U OHU:
$ dget http://http.kali.org/pool/main/libf/libfreefare/

wp libfreefare_0.4.0+0~git1439352548.ffde4d-1.dsc
dget: retrieving http://http.kali.org/pool/main/libf/libfreefare/
wp tlibfreefare_0.4.0+0~git1439352548.ffde4d-1.dsc

% Total % Received % Xferd Average Speed Time Time Time
Current

Dload Upload Total Spent Left  Speed
100 364 100 364 0 0 852 [ L R 854
100 1935 100 1935 0 0 2650 @ --i--il-- --l-=l-= --i1--1-- 19948
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dget: retrieving http://http.kali.org/pool/main/libf/libfreefare/
wp libfreefare_0.4.0+0~git1439352548.ffdedd.orig.tar.gz

[...]

dget: retrieving http://http.kali.org/pool/main/libf/libfreefare/
wp libfreefare_0.4.0+0~git1439352548.ffded4d-1.debian.tar.xz

[...]

libfreefare_0.4.0+0~git1439352548.ffde4d-1.dsc:

dscverify: libfreefare_0.4.0+0~git1439352548.ffde4d-1.dsc failed signature check:
gpg: Signature made Wed Aug 12 06:14:03 2015 CEST

gpg-

using RSA key 43EF73F4BD8096DA

gpg: Can't check signature: No public key
Validation FAILED!!

$ dpkg-source -x libfreefare_0.4.0+0~git1439352548.ffde4d-1.dsc
gpgv: Signature made Wed Aug 12 ©6:14:03 2015 CEST

gpgv:

using RSA key 43EF73F4BD8096DA

gpgv: Can't check signature: No public key

dpkg-source: warning: failed to verify signature on ./
libfreefare_0.4.0+0~git1439352548.ffde4d-1.dsc

dpkg-source: info: extracting libfreefare in libfreefare-0.4.0+0~git1439352548.

wmp ffdedd

dpkg-source: info: unpacking libfreefare_0.4.0+0~git1439352548.ffde4d.orig.tar.gz
dpkg-source: info: unpacking libfreefare_0.4.0+0~git1439352548.ffde4d-1.debian.

wmp tar.xz

CTOUT OTMETHTBH, UTO dget He BBITIOJHSIET aBTOMATHYECKYIO PACTIAKOBKY TTAKETOB
C UCXOJIHBIM KOJIOM, TaK Kak He MoskeT npoBepuTh PGP-moanucu aTux makeTos.
Takum 06pa3oM, HysKHO BBIIIOJIHUTD 3TO BPYYHYIO, IPUMEHUB KoMaHLy dpkg-source
-x dsc-file. Kpome TOr0o, MOKHO aKTUBUPOBATH IIPUHYANTEIbHOE U3BJIEUeHNE TTaKe-
TOB € UCXOJHBIM KOJIOM, 3a/IeiCTBOBAB IapaMeTp --allow-unauthenticated umu -u.
M Hao60poT, BOCHOJb30BATLCS TapaMeTpoM --download-only jiist TOTO, 4TOOBI IPO-
IIyCTUTH 1IAT PACIAKOBKU.

3arpyska
MCXOJHOro
kopa u3 Git

BeposTHO, Bbl 3aMeTuAM, YTO NpU BbI3oBe apt source BaM coobLiatoT
0 BO3MOXHOCTYM UCMonb30BaTh Git-peno3uTopuii ANs NoLAepXKKM NakeTa.
3710 MoxeT 6bITb peno3uTtopunn Debian Git unn Kali Git.

Bce makeTbl, cneuunansHo noarotoBieHHble ans Kali, MoXkHO obHapy-
XunTb B Git-peno3nTopusix, pa3melleHHblx Ha git.kali.org. 3arpy3utb
KOZ, 13 3TUX perno3uTopmes NoMoxeT koMaHaa git clone git://git.kali.org/
packages/source-package. Ecnav npw BbinosHeHUM SaHHON KOMaHAbl He
yAaeTcs 3arpy3nTb TpebyeMoe, To monpobyiiTe NepekNoYUTLCS Ha BETKY
kali/master, ncnonb3ysa komaHgy git checkout kali/master.

B oTnnume oT Toro, YTo MOXHO 3arpy3uTb C MOMOLLbIO KOMaHAbl apt
source, B MoJly4yeHHOM LepeBe He bynyT aBToMaTMyecku NpUMeHeHbl
natyn. Barnauute Ha pacnonoxeHue debian/patches/ ¢ uenbio y3Hatb
0 BO3MOXHbIX U3MEHEHMUAX, caefaHHbIx B Kali.

$ git clone git://git.kali.org/packages/kali-meta
Cloning into 'kali-meta'...



238 MaBa 9 e PacwmpeHHoe UCMonb30BaHNE CUCTEMBbI

remote: Counting objects: 760, done.

remote: Compressing objects: 100 % (614/614), done.
remote: Total 760 (delta 279), reused 0 (delta 0)
Receiving objects: 100 % (760/760), 141.01 KiB | @ bytes/s, done.
Resolving deltas: 100 % (279/279), done.

Checking connectivity... done.

$ cd kali-meta

$ 1s

debian

$ 1s debian

changelog compat control copyright rules source

Bbl MoxeTe ncnonb3oBath git-peno3uTopun Kak apyrow cnocob nssne-
YeHUs UCTOYHWKOB U, CllefoBaTeNbHo (B ocHoBHOM), cobrofats apyrue
WHCTPYKLMW 13 laHHOro pa3gena. Ho B npoLiecce B3aMMOAENCTBUS C 3TUMU
penosutopuammn cospatenu Kali npumensioT gpyron pabounii npouecc
NakeTVpPOBaHWUS 1 MHCTPYMEHTbI M3 nakeTa git-buildpackage, o KoTopbIX Mbl
3pech He byneM roBopuTb. Bbl MoxxeTe y3HaTb 60/bLUe 06 3TUX MHCTPYMEH-
Tax no agpecy https://honk.sigxcpu.org/piki/projects/git-buildpackage/.

YCcTaHOBKa 3aBMCMMOCTEN Ans cbopku

Wrak, y BaC eCTh UCXOMHBII KO/, HO HYKHO €llle¢ YCTAHOBUTH 3aBUCUMOCTH COOPKH.
Onu HeoOXOUMBI /IS TOTO, YTOObI COOpaTh OMHAPHBII IIAKET, U, BEPOSATHO, IPUTOASLTCS
JUISL YACTUYHBIX COOPOK, KOTOPBIE BAM MOKET TIOHAJ0OUTHCS BBIMOJIHATD B IIEJSAX MPO-
BEPKHU M3MEHEHUIT TIPU WX BHECEHUU B TTAKET.

B KasK/10M HCXOHOM MTaKeTe 3aBUCMOCTH COOPKHU OObSIBIIEHDI B TI0J€ Build-Depends
(paiina debian/control. Vcnonb3yem apt iy yCTAHOBKY 9TUX 3aBUCUMOCTEH (TIPeoa-
TaeTcsl, YTO Bl HAXOMTECH B KATAJIOTE, COEPIKAIIEM PACTTAKOBAHHBII MCXOIHBIN TTAKET):

$ sudo apt build-dep ./

Note, using directory './' to get the build dependencies

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following NEW packages will be installed:
autoconf automake autopoint autotools-dev debhelper dh-autoreconf
dh-strip-nondeterminism gettext intltool-debian libarchive-zip-perl
libfile-stripnondeterminism-perl libtool po-debconf

0 upgraded, 13 newly installed, © to remove and © not upgraded.

Need to get 4 456 kB of archives.

After this operation, 14,6 MB of additional disk space will be used.

Do you want to continue? [Y/n]

[.]

B sTOM mpuMepe Bce 3aBUCHMOCTH COOPKU MOKHO PA3PEIIUTh ¢ MOMOIIIBIO TTAKETOB,
koropsie octymHbl APT. Tak MoeT ObITh He BCErjia, TOCKOJAbKY HMHCTPYMEHTHI COOPKH



9.1. Moaudukaumsa naketoB Kali 239

kali-rolling He poBepsIFOT BEPOSITHOCTD YCTAHOBKY 3aBUCUMOCTEN cOOPKH (BO BHUMAHIWE
MPUHUMAIOTCS TOJBKO 3aBUCUMOCTH OMHAPHBIX MakeToB). Ha npaxkTuke GunapHbie 3a-
BUCUMOCTH ¥ 3aBUCUMOCTH COOPKH YaCTO TECHO CBSI3AHBI, U /IS OOTBITHHCTBA TTAKETOB
JOCTATOYHO BTOPBIX.

BHeceHne naMeHeHun

BecbMa 3aTpyIHUTETHHO paccka3aTh 000 BCEX BEPOSTHBIX BHU/IaX U3MEHEHUTH, KOTOPbIE
MOJKET TIOHAI0OUTHCST BHECTH B OIIPEIEIEHHBIN MakeT. ITo MoTpeboBaio OBl OCBelIle-
HUS BCEX TOHKOCTEN pa60Tb1 ¢ nakeramu Debian (https://www.debian.org/doc/manuals/
maint-guide/). OHAKO 3/1eCh MBI PaCCKaKeM 0 TpexX HanboJsiee pacrpoCTPAHEHHBIX CITy-
Yasix, YIIOMSHYTbIX BBIIIE, U OTUIIEM P/ BaKHEHIIINX IaroB MpoIiecca MOAMGMUKAIIH
MaKeTOB, KOTOPBIX HE TONyduTcst u3beskarh (Harmogobue no/iepkKK B aKTyalbHOM
coctognuu daiina changelog).

ITepBoe, 4TO HAZO ClIEIATh, — U3MEHUTH HOMEP BEPCHUH MAKeTa, YTOOBI HOBBIE TAKEThI
MOZKHO OBITIO OTJIMYUTE OT UCXOAHBIX, TIprcyTeTBYoNMX B Kali nau Debian. [ss atoro
Mbl 0ObIYHO H00aBisteM cybdUKe, MASHTUGUIUPY IO UCTIOTHUTEIS U3MEeHEeHU I
(uacTHOe JUIO Wian Komnanuio). Tak, Hanpumep, Mol HuK B IRC — buxy, moaTomy
A pUMeHIo ero kak cydduxc. [Tlogo6HOE U3MeHeHMe JIydliie BCero MPOU3BOAUTD C O~
Moribio KoMmanbl dch (Debian CHangelog) n3 nakera devscripts. B Moem ciryuae BbI30B
JAHHOU KOMaH bl Oy/IeT BHITJISIIETh Kak dch --1local buxy. OHa BBI3BIBAET TEKCTOBOI
penaxTop (sensible-editor, KOTOPBIN 3aITyCKAET PEJAKTOP, YKA3aHHbIN B [IepeEMEHHON
OKpYysKeHus VISUAL min EDITOR, MW B IPOTUBHOM CJIy4Yae BBI3bIBaeTCA /usr/bin/
editor), TO3BOISONNH 3aJI0KyMEHTUPOBATh N3MEHEHNs, BHOCUMbIE B KOHKPETHYIO
c6opKy. B mannom ciyuae BUAHO, 4TO KoMaHga dch geificTBUTENbHO n3MeHuIa (aiin
debian/changelog

$ head -n 1 debian/changelog
libfreefare (0.4.0-2) unstable; urgency=low
$ dch --local buxy

[...]
$ head debian/changelog
libfreefare (0.4.0-2buxyl) UNRELEASED; urgency=medium

* Enable --with-debug configure option.
-- Raphael Hertzog <buxy@kali.org> Fri, 22 Apr 2016 10:36:00 -0400
libfreefare (0.4.0-2) unstable; urgency=low

* Update debian/copyrtight.
Fix license to LGPL3+.

Ecnu BB MIPpOU3BOJIUTE TaKME U3MEHEHUA PETYJIAPHO, TO, BO3MOKHO, €CTb CMbBICJI
BHECTU B IIEpeMeHHbIE OKPY KeH1sI DEBFULLNAME 1 DEBEMATL Balile II0JIHOe MM U aipec
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HJIEKTPOHHOM MOYTHI COOTBETCTBEHHO. DTHU JaHHBIE MOTYT OBITH MCIIOJH30BAHBI MHO-
JKECTBOM MHCTPYMEHTOB JIJIst PaBOTBI € MAKETAMMU, BKJIIOUYast dch, KOTOPBIN BHEAPHI X
B CTPOKY, HAYMHAIOIIYIOCS C CUMBOJIOB - - B BBIIIEIIPUBEIEHHOM IIpUMepe.

[NpMeHeHne naTya

B oHOM 13 HammMX cJayvaeB Mbl CKa4ald UCXOJHBIN TTAKeT pyrit u cobupaemcst mpu-
MEHUTD 1aT4, KOTOpbii Hanum B Git-penosuropun paspaboTInKOB. ITO JOBOJILHO
pacrmpocTpaHeHHasI oneparus, 1, Kak CJeJICTBUE, He JOJIKHO BO3HUKHYTH CJIOKHOCTEN
¢ ee BoinosHeHUEM. K coskasieHio, 0coGeHHOCTH PABOTHI ¢ TATYAMU MOTYT PAs3InyaTh-
€51, YTO 3aBUCHUT OT (hopMaTa UCXOAHOTO TTAKeTa U OT TOTO, KaK UMEHHO OPraHU30BAHO
B3auMo/ieiicTBHeE ¢ rakeTaMu B peniodutopun Git (B ToM ciryyae, eciu 7151 HOJJIEPsKKI
naketa ucrosbayercst Git).

IIpumenenue naTya K HEpacNaKOBaHHOMY UCXOJAHOMY nakeTy. VTak, BbI BBITIOJN-
HUJIM KOMaH/Ly apt source pyrit, my Bac ecTb KaTajor pyrit-0.4.0. MoxHO IPpUMEHUTD
aTy HAIPSIMYIO, BOCIIOJIb30BABITNCH KOMAHAOU patch -pl< namy-gain:

$ apt source pyrit

[...]
$ cd pyrit-0.4.0
$ wget https://github.com/JPaulMora/Pyrit/commit/
wmp 14ec997174b8e8fd20d22b6a97c57e19633f12a0.patch -0 /tmp/pyrit-patch

[...]

$ patch -p1 </tmp/pyrit-patch

patching file cpyrit/pckttools.py

Hunk #1 succeeded at 53 (offset -1 lines).

$ dch --local buxy "Apply patch to work with scapy 2.3"

K aTomy MoMeHTY y Bac nMeeTcsl MCXO/JHBIHM KOJ, IIPOIaTYeHHDBIN BPYYHYIO, U Bb
MoskeTe cobparh OuHapHbli (aitn MoanduimpoBanHoil Bepeuu nakera. Ho ecau Bb
MOIBITaeTeCh cOOPaTh OOHOBJIEHHBIN MAKET, TO MPOU30iiAeT OMmubKa, B COOOIMIEHNT
KOTOPOIi TOBOPUTCA O HEOKMIAHHBIX M3MEHEHUSAX KOJIA TIAKETA, TIOJTOTOBJICHHOTO €T0
paspaborunkamu (unexpected upstream changes). 1o MpoU30IILIO M3-32 TOTO, YTO pyrit
(kak 1 OOJIBLUIMHCTBO MCXOAHBIX MAKETOB) UCIOAb3YeT UCXOAHBIN opMat (cM. daiin
debian/source/format), msBectbrii kak 3.0 (quilt). B HeM m3meHeH st B KO/i€ TOTKHDI
ObITH 3alMCatbl B OTAEAbHBIX IIaTYaX, XPaHUMBIX B debian/patches/, npurom (aiin
debian/patches/series yKka3bIBaeT Ha ITOPSAIOK, B KOTOPOM ITU MATYN HY/KHO IIPU-
MEHUTH. BBl MOKeTe 3aperncTpupoBaTh BHECEHHbIC UI3MEHEHWS B BUJIC HOBOTO T1aTyYa,
BOCIIOJIb30BaBIIMCh KOMaH/101 dpkg-source --commit:

$ dpkg-source --commit

dpkg-source: info: local changes detected, the modified files are:
pyrit-0.4.0/cpyrit/pckttools.py

Enter the desired patch name: fix-for-scapy-2.3.patch

dpkg-source: info: local changes have been recorded in a new patch:

wp pyrit-0.4.0/debian/patches/fix-for-scapy-2.3.patch
$ tail -n 1 debian/patches/series
fix-for-scapy-2.3.patch
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Ynpasnenue CornaweHune no pabote c natyamu ctano nonynspHbiM bnarogaps UH-
nat4aMm  cTpymenTy quilt. Dopmat ncxogHoro naketa 3.0 (quilt), Takum obpasom,
c noMoubio quilt coBMecTUM C faHHbIM MHCTPYMEHTOM — C HEBONbLWNM U3MEHEHUNEM,
KOTOpOe 3aKJil4aeTcs B TOM, YTO OH ucnosib3yeT debian/patches Bme-
cTo patches. 3T0T MHCTPYMEHT MOXHO HaWTV B OAHOMMEHHOM NakeTe,
a nepengsa no ccoike https://raphaelhertzog.com/2012/08/08/how-
to-use-quilt-to-manage-patches-in-debian-packages/, o3HakomMuTbCA

C PyKOBOJCTBOM.

Ecom maker ¢ ucxopusiM kogom ucnobsyet dopmar 1.0 uim 3.0 (native), To TpeboBa-
HU 110 PETUCTPAIMY U3MEHEHUI B KOJIe TAKETOB B BU/IE MATY€El OTCYTCTBYIOT. CBe/leHIs
00 U3MEHEHMSIX aBTOMATHUECKN BCTPAUBAIOTCS B ITOJIYUYUBIIANCS UCXOIHBIN MTAKET.

IIpumeHeHue naTya K Koxy, noixyyeHHomy u3 Git-penosuropusi. Eciiu BbI 3aj1€ii-
crBoBasM Git 114 3arpy3Ku MCXOHOTO KO/, TO CUTYyalus ocjoxkugercd. CyiecTByer
MHOJKECTBO CIIOCO00B opraHusaruu paboter ¢ Git U CBI3aHHBIMU ¢ HUMU WHCTPYMEH-
TaMU, ¥ OYEBU/IHO, UTO JAJIEKO He Bee makeThl Debian roToBSIT ¢ MOMOIIIBIO OHUX U TEX
e paboUMX TIPOIECCOB M MHCTPYMEHTOB. PaccMOTpeHHOE BBITE Pa3iidiie MaKkeTos,
Kacaioreecst popmara haiisios, MPUMEHUMO U 371€Ch, HO, paboTast ¢ Git, He0OX0AUMO BbI-
SCHWUTD, 32/IeHICTBOBAHDI JIN y>K€ MATUYH B JIePEBE NCXOIHOTO KOJIA MJIN TOJIBKO XPAHATCS
B debian/patches (B 9TOM cilydae OHU IIPUMEHSIIOTCS B X0t COOPKM).

CaMmblil 101y IpHbLil HHCTPYMEHT — git-buildpackage. VIMeHHO ero Mbl IIpuMeHsIeM
[ yIIpaBJieHus perno3utopusMu Ha git.kali.org. Korza Bbl ucriosnb3yere ero, nmatdu He
MIPUMEHSIOTCA TPEIBAPUTEIHHO B IepeBe NCXOAHOTO KOJIA, & BMECTO 3TOTO XPaHATCS
B debian/patches. Bbl MOskeTe BpYUHYIO JOOABUTH [IATYU B TaHHbBII KATaJIOT U BHECTH
UX CMHUCOK B debian/patches/series, Ho monb3oBatesn git-buildpackage o6wrurio 3a-
NeCTBYIOT gbp pq /IS PeIaKTUPOBAHNA BCEll TI0CIe/10BATEIbHOCTH TTaTyeil Kak OJHON
BETKHU, KOTOPYIO BbI MOKETe PACIIUPUTD WU IIEPEKOMIIOHOBATD B COOTBETCTBUU CO
cBoumu rorpebHocTsiMU. TTOCMOTPUTE CIIPABKY, BBITIOJHIB KOMaHTy gbp-pq (1), 4T00BI
paszobparbest, Kak 9TO CIIETaTh.

[zt pabotei ¢ maketamu B Git nMeeTcst elrie O[luH MHCTPYMEHT — git-dpm (1 KoMana
C TeM JKe UMEHEM ). OH 3amuchbiBaeT MeTafaHHbIe B (baf/’m debian/.git-dpmu nojaepKu-
BaeT B aKTyaJIbHOM COCTOSITHUU TIATY! B JlepeBe MCXOAHOTO KO/, NCIOJIb3YsT KOMaH/LY
rebase B IDUMEHEHUH K BETKE, KOTOPYIO cOOMpaeT U3 colepkumMoro debian/patches.

HacTpoiika napamMeTpoB C60pKM

OO6bIuHO TTapaMeTphbl COOPKH MPUXOAUTCS HACTPAUBATH B TEX CJAYUASIX, KOTA HYKHO
BKJIIOYHTh JIOTOJTHUATEIbHBIE (DYHKITUH WM 0COOEHHOCTH MIOBEIEHMSI TAKETa, KOTOPhIE He
AKTUBUPOBAHbI B €ro 0(hUIHAIbHOM BapuaHTe. IT0 OblBaeT HeOOXOAUMO U B CUTYAIIUSIX,
TpebyIonMX 0co00ro 3HaYEHK ITapaMeTPOB, 3a[aBaeMbIX BO BPeMst COOPKH € TOMOIIBIO
omniu . /configure WM MEePEMEHHBIX, YCTAHABIUBAEMBIX B OKPYKEHUH COOPKIL.

B nono6HubIx CIIydasax N3MEHEHUA 0OBIYHO orpanunyeHbl debian/rules, rje 3axaer-
sl IIOCJIEI0BATENBHOCTD 1ATr0B Ipolecca cOOPKU MakeTa. B caMbIX IPOCTHIX CAyYasx
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CTPOKU, OTHOCAIIINECS K UCXOHON KoHburyparuu (. /configure ...), W1 caMi KOMAHIBI
c6opku ($(MAKE) ... in6o make ...) HailTh HeCI0KHO. ECin 971 KOMaH/Ibl He BHI3bIBAIOTCS
HEIIOCPEACTBEHHO, TO, BEPOATHO, UX BbI30B BBIIIOJIHAETCA YEPE3 APYyIUe KOMAH/IbL, Bbl-
3bIBAEMBIE SIBHO. B MOI0OHBIX CIyUasix CTOMT OOPATUTHCS K UX JOKYMEHTAIIH, YTOOBI
y3HaTh 0 CIIoco0ax M3MEHEHUsI CTaHAAaPTHOTO MoBeieHus koMan. [Tpu pabore ¢ maxe-
TaMH, KOTOPbIEe UCIONB3YIOT dh, BAM MOXKET MOHATOOUTHCST TIEPEOTIPEETUTH KOMAH/IbI
dh_auto_configure nm dh_auto_build (oOpaTturech K COOTBETCTBYIOUINM PYKOBOACTBAM
3a MHMOPMAIUEN O TOM, KaK 3TO C/IeJIATh).

Yro6bl mpubIN3UTH 5T OOBSICHEHUS K TIPAKTUKE, TIPUMEHUM UX K OJHOMY U3 BbI-
MIEYIOMSIHYTHIX CAy4aeB. A MIMEHHO: Mbl coOupaeMcs MoguduIrposaTh libfreefare,
repezas mmapaMeTp --enable-debug ciieHapuio ./configure ¢ 1eJIbIO IIOJIYYUTDH B pe-
3yJibrare GoJIblile CBelleHUiT OT uHCTPyMeHTOB [1ist paboTsl ¢ NFC u oaroroButh 6oJiee
kauyectBennbIii oTueT 1o kKapre MIFARE NFC, kotopyio e yaercst pacrio3natb. [TockosibKy
MAKET JIJIST YIIPABJIEHUST TIPOIECCOM COOPKHU UCIIOJIb3yeT dh, TO HYKHO H00aBUTH (MJIH,
B IAHHOM cJIy4ae, MOAM(UIIMPOBATD ) T1esb override_dh_auto_configure. Huke npen-
CTaBJICHO COOTBETCTBYIOIIEE U3BJIeueHue u3 libfreefare-aiisia debian/rules:

override_dh_auto_configure:
dh_auto_configure -- --without-cutter --disable-silent-rules --enable-debug

MakeTupoBaHMe HOBOW oduLMaNbHON BEpCHm

Baruianem Ha ele ouH IpuMep, pa3 y>K TOBOPUM O IIaKeTUPOBAHUU O(DUIIMAIBHBIX
Bepcuil nmaxketos. IIpearnosnoxuM, Bl — ONbITHBIN TTosb30BaTesnb SET u 3amerniu,
YTO BhILIEJ] HOBbI odunnaibabiil peaus (7.4.5), KoTopsiii moka HegocTyned B Kali
(TyT ecThb b Bepcus 7.4.4). Bam xouercs cobpath u opoboBaTh 0OHOBJIEHHbII
ounmanmbHblii maker. Tak Kak MPOU3ONLIO JUIIb HEGOMBINOE YBEJIUYCHUE BEPCUH
MaKeTa, TO BBl HE OJKU/IAETE, YTO U3MeHeHne norpedyer Kakux-aubo HOBIIECTB Ha
YPOBHE MAaKETUPOBAHMS.

JLiist OOHOBJIEHUSI KOJIA CJIE/Ly€eT U3BJI€Yb HOBBIN aDXUB PSIJIOM € TEKYIITIM UCXOIHBIM
MAKeTOM M CKOITMPOBATH KATAJIOT debian M3 TEKYIIETo MakeTa B HOBbBIN. 3aTeM HYKHO
MMOJHATH Bepcuio B debian/changelog.

$ apt source set

Reading package lists... Done

NOTICE: 'set' packaging is maintained in the 'Git' version control system at:
git://git.kali.org/packages/set.git

Please use:

git clone git://git.kali.org/packages/set.git

to retrieve the latest (possibly unreleased) updates to the package.

Need to get 42.3 MB of source archives.

[...]

dpkg-source: warning: failed to verify signature on ./set_7.4.4-0kalil.dsc
dpkg-source: info: extracting set in set-7.4.4

dpkg-source: info: unpacking set_7.4.4.orig.tar.gz

dpkg-source: info: unpacking set_7.4.4-0kalil.debian.tar.xz
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dpkg-source: info: applying edit-config-file

dpkg-source: info: applying fix-path-interpreter.patch

$ wget https://github.com/trustedsec/social-engineer-toolkit/archive/7.4.5.tar.
wp gz -0 set_7.4.5.orig.tar.gz

[...]

$ tar xvf set_7.4.5.orig.tar.gz

[...]

social-engineer-toolkit-7.4.5/src/wireless/wifiattack.py

$ cp -a set-7.4.4/debian social-engineer-toolkit-7.4.5/debian

$ cd social-engineer-toolkit-7.4.5

$ dch -v 7.4.5-0buxyl "New upstream release"

Bor u Bce. Tenepb MOKHO cOOpaTh OOGHOBJIEHHBIN MAKET.

B 3aBUCHMOCTH OT MU3MEHEHUH, BHECEHHBIX B HOBYIO COOPKY O(UIHMATBHOI BEPCUH,
MOJKET MOHA00UTHCST BIOOABOK U3MEHUTD 3aBUCUMOCTH COOPKY ¥ BPEMEHU BHITIOJI-
HEHUsI, YCTAHOBUTH HOBBIE (hailinl. DTo GoJiee CIOKHDBIE OTIEPATINHT, KOTOPBIE 3/1ECH HE
paccMaTpuBalOTCsL.

3anyck c6opku

Kor/a B MCX0/IHBIIT KO/ BHECEHBI BCe HEOOXOANMBIE U3MEHEHWSI, BBI MOKETE IPUCTYITUTh
K cosganuio 6uHapHbix (daiinos B ¢opmate .deb. Bech 9T0T 1poiece MPOXOANUT 10/
yIpasjieHrneM KoMaHibl dpkg-buildpackage U BBITVIAAUT CJAEAYIOMINM 06pasoMm:

$ dpkg-buildpackage -us -uc -b

dpkg-buildpackage: source package libfreefare

dpkg-buildpackage: source version 0.4.0-2buxyl

dpkg-buildpackage: source distribution UNRELEASED

dpkg-buildpackage: source changed by Raphael Hertzog <buxy@kali.org>
dpkg-buildpackage: host architecture amd64

[...]

dh_builddeb

dpkg-deb: building package 'libfreefare@-dbgsym' in '../libfreefareo-
dbgsym_0.4.0-2buxyl_amd64.deb"'.

dpkg-deb: building package 'libfreefare®' in '../libfreefare@_0.4.0-2buxyl_
amd64.deb’ .

dpkg-deb: building package 'libfreefare-dev' in '../libfreefare-dev_0.4.0-
2buxyl_amd64.deb"'.

dpkg-deb: building package 'libfreefare-bin-dbgsym' in '../libfreefare-bin-
dbgsym_0.4.0-2buxyl_amd64.deb"'.

dpkg-deb: building package 'libfreefare-bin' in '../libfreefare-bin_0.4.0-
2buxyl_amd64.deb’.

dpkg-deb: building package 'libfreefare-doc' in '../libfreefare-doc_0.4.0-
2buxyl_all.deb'.

dpkg-genchanges -b >../libfreefare_0.4.0-2buxyl_amd64.changes
dpkg-genchanges: binary-only upload (no source code included)

dpkg-source --after-build libfreefare-0.4.0

dpkg-buildpackage: binary-only upload (no source included)
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[TapameTpsl -us -uc OTKIIOYATOT MOATIMCH JIJIS OTACTbHBIX CTCHEPUPOBAHHBIX (haii-
Ji0B (.dsc, .changes), Tak Kak aTa oneparus gact cOoi, ecau y Bac et koueit GnuPG,
CBSI3aHHBIX C UICHTU(PUKAITMOHHBIMY JaHHBIMU, TOMEIEHHBIMU B (haiin changelog.
ITapameTp -b TpefHA3HAYEH JIJIsT OPTaHU3AIIUU TPoIlecca COOPKH, HA BBIXOJE KOTO-
POro OKa3bIBAIOTCSI TOJBKO OuHapHBIE (hailirbl. [Ipu o100HOM MOAX0/IE CO3TAETCSI He
UCXOAHBIH makeT (.dsc), a Toibko GuHaphbie (.deb) makersr. Vcmomb3ayiiTe JaHHbBII
napamerp, 4ToObl u3bekaTh cO0EB Ha 3Tare cOOPKU MCXOMHBIX MAKETOB: €CJU BbI HE
3aPETUCTPUPOBAIA COOTBETCTBYIOMINM 00Pa30M U3MEHEHUsI B CHCTEME YIIPABJICHISI
raTyaMu, TO B X0/l 3TOI Oollepaliil MOTYT BO3HUKHYTH IIPeLyIIPeKAeHNs U 1Tpoliecc
cOopKu OyIeT IpepBaH.

Kak MoskHO y3HaTh U3 coobuiennii dpkg-deb, cospannbie OMHAPHbBIE IAKETHI TEIIEPh
JIOCTYTTHBI B POJUTEIBCKOM KaTajiore (B TOM, B KOTOPOM HaXOAMTCS KaTaJor MakeTa
C UCXOJIHBIM KOJIOM ). Y CTAaHABJIMBAIOT TAKUE MTAKETHI C IIOMOIIbI0 KOMaH bl dpkg -1 nin
apt install.

$ sudo apt install ../libfreefare@_0.4.0-2buxyl_amd64.deb \
../libfreefare-bin_0.4.0-2buxyl_amd64.deb

Reading package lists... Done

Building dependency tree

Reading state information... Done

Note, selecting 'libfreefare@' instead of '../libfreefare@ 0.4.0-2buxyl_amd64.deb"’

Note, selecting 'libfreefare-bin' instead of '../libfreefare-bin_0.4.0-2buxyl_

amd64.deb’

The following packages will be upgraded:
libfreefare-bin libfreefare®@

2 upgraded, @ newly installed, © to remove and © not upgraded.

Need to get © B/69,4 kB of archives.

After this operation, 2 048 B of additional disk space will be used.

[...]

Mps1 pekomenyeM TpuMeHTh apt install, a He dpkg -1i, TOCKOJIBKY 9Ta KOMaHa
TO3BOJISIET JIETKO CIIPABJISITHCS € MTPOOIEMOIT OTCYTCTBYIONINX 3aBUcHMOcTelt. [paBa,
He TaK JaBHO IIPUXO/IUJIOCH UCITOIb30BaTh dpkg BBU/LY TOTO, 4YTO KOMaH/a apt He Morya
paborats ¢ daitmamu hopmara . deb, KOTOPDIE PACTIOIOKEHBI BHE PETTO3UTOPUEB.

MporpamMMbi-o6onoykn  Yaue Bcero paspabotumnku Debian pns cbopkm nakeToB Ucnosib-
ana dpkg-buildpackage 3yt nporpammel-o06on04ukm Hanogobue debuild. 31a nporpamMma
3anyckaet dpkg-buildpackage, kak 06bI4HO, HO, MTOMMMO 3TOTO,
BbI3blBaeT nporpammy (lintian), koTopas BbIMOAHAET MHOXECTBO
NPOBEPOK CreHepypoOBaHHOIO MakeTa Ha COOTBETCTBMUE MOSMU-
Tuke Debian. [JaHHbIN cLeHapuii Takxke O4YMLLAET OKPYXXeHue,
B pe3yfibTaTe JIoKalbHble NepeMeHHble OKPYXXEHUS He MOTYT Mo-
BNUSTL Ha npouecc cbopku naketa. KomaHnpa debuild — ogut 13
WHCTPYMEHTOB, BXOASLLMX B COCTaB nakeTa devscripts, aneMeHThI
KoToporo obneryatoT XXM3Hb TeM, KTO 3aHMMaeTcs pa3paboTkoit
1 NoALEepPXKKOW NakeToB.
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9.2. MNepekoMnunnaumsa aapa Linux

Crangaprabie sapa Kali Briaroyaor MakcumyM (yHKIUI 1 BCe AOCTYMHbIe HAGOPBI
npaiiepoB. Tak caemaHo 715t TOTO, 4TOOBI CHCTEMA MOTIA pabOTaTh Ha Kak MOYKHO O0JTb-
TIeM KOJIMYECTBE CYMIECTBYIOMUX KOHMUTYpaIuii anmapatHoro obecrevemvist. VIMeHHO
[109TOMY HEKOTOPbIE II0JIb30BaTEIH IIPEAIIOYUTAIOT IEPEKOMIINIMPOBATD /PO C 1[eJIbI0
OCTaBUTD B HEM TOJIBKO TO, UTO HY;KHO UMeHHO M. [1o106HO0e perrerre 00yCca0BIeHO
AByMst ipuanHaMu, IlepBast — onTuMU3anust HOTpebIeHUS TTAMSITH, TOCKOJIbKY BECh KOJ[
S71pa, JIasKe ecJIN He UCII0JIb3YeTcs, 3aHuMaeT (puandeckyio namMsaTh. Tak Kak craTuiecKu
CKOMITUTUPOBAHHBIE (DPATMEHTHI SI[PA HUKOT/IA HE TTEPEMETITAIOTCS B 0OJIACTD TTIOKAYK,
ob1ree CHIKEHNE CHCTEMHO TPOM3BOAUTETBHOCTH GYIET TIPOMCXOUTD M3-32 HAJH-
Y1s BCTPOEHHBIX PAiBEpPOB U (PyHKIINH, KOTOPbIe HUKOT/Ia He TIPUMeHsTioTcs. Bropas
MPUYMHA 3aKJII0YAeTCs B TOM, UTO YMEHbIIEHNE YMCJIa APAaliBEPOB 1 MEXAaHU3MOB S/Ipa
CHIKAET PUCK BO3HUKHOBEHUsT TPOLJIEM ¢ 6e30MacHOCTBIO, MOCKOIBKY UCTIOTb3YeTCsT
JIMIIb 4aCTh JOCTYITHOTO KOJa S/pa.

BaxkHo!

Ecnu Bbl pewwnnun cobpatb cobcTBeHHOE AAPO, TO AOMKHbI MOHUMATb, YTO OT-
BETCTBEHHOCTb 3a MocneacTeua noxutcsa Ha Bac. KomaHga Kali He cMoxeT
obecneunTb obHoBNEeHUs Be3onacHocTn Ans Bawero aapa. Pabotaa c agpom,
npefocTaBneHHbiM Kali, Bbl nofib3yeTecb 0OHOBAEHUSMUW, MOLFOTOBAEHHbLIMMU
B pamkax Debian Project.

Kpowme Toro, mepekoMImiIsaIms spa HeoOXorMa B CTydae, eCii BaM HY/KHO BOC-
[10JIb30BATLCS OIPe/IeJICHHBIMU BO3MOXKHOCTAMU, KOTOPbIE JOCTYITHBI TOJIBKO B BUJIE
natyeii (1 He BKJIIOYEHDI B CTAHIAPTHYIO BEPCHIO S/IPa).

PykoBopctBo no  KomaHpa no pabote ¢ sgpom Debian nogpepxunBaeT B akTyasibHOM
anpy Debian  cocToaHum pykosogctso Debian Linux Kernel Handbook (oHo Takxe
[ocTynHo B Buae naketa debian-kernel-handbook] (https://kernel-
team.pages.debian.net/kernel-handbook/). 3To nogpobHas nokyMeHTa-
LM$I, MOCBSILLLEHHAs onMcaHunio bosbLUIMHCTBA 3a4a4, CBA3aHHbIX C AAPOM,
¥ TOMY, KaK NoaepXxuBatoTcs oduLmanbHble naketol sapa Debian. Ecnu
BaM Hy>Hbl nogpobHocTn o cbopke cobcTBeHHoro sapa, To ¢ Debian

Linux Kernel Handbook cTtonT 03HakoMuUTbCSA B NepBYIO 04epesb.

MoaroToBKa M NpeaBapuTenbHble TpeboBaHMA

Debian u Kali mogiepskusaror sapo B (hopme MakeTa, uTo HeyAMBUTETbHO, HO TAKOH METOJL
OTJIMYAETCS OT TPATUIIMOHHOTO TTOX0/1a K KOMITHJISTIAY 1 ycTaHoBKe spa. [Tockombky
SIPO HAXOAUTCS TI0J] KOHTPOJIEM CHUCTEMbI YITPABJICHHUST TAaKEeTaMH, TO €ro MOKHO 6e3
pobJIeM yAaJIUTh WK PasBePHYTh HAa HECKOJBKUX MallliiHaX. Bojiee Toro, crieHapuu,
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CBsI3aHHBIE C ITUMU TTaKeTaM1, aBTOMAaTU3NPYIOT B3aNMO/IeVICTBHE C 3aTPYy3UYNKOM OTIe-
PAIMOHHOI CHCTEMBI U TeHepaTopoM initrd.

Odurmanbubiii ncXoAHbIN Ko Linux cogep:KuT Bce HeoOX0AUMOE JiJist COOPKH T1a-
keta sapa Debian, Ho cHavasa HYysKHO YCTaHOBUTH TTaKeT build-essential, uTo0bI 06e-
CIIEYNTh HAJIMUHE MHCTPYMEHTOB Jiist cOopku aketoB Debian. Bosee Toro, HacTpoiika
sipa TpebyeT Hanuus akera libncurses5-dev. U HakoHel, maket fakeroot mo3BoJisieT
co3/1aBaTh MakeThl Debian, He Mest aIMUHUCTPATUBHBIX TIPUBIIIETHIL.

J1151 ycTaHOBKU BBIINIEYTIOMSTHY THIX IIAKETOB BOCIIOJIb3YHTeCh cie/lyoleil KoMaH/0i:

# apt install build-essential libncurses5-dev fakeroot

3arpy3ka MCxo4HOro Koaa

[Tockoabky rcxoHbIe KOBI Aapa Linux AOCTYTTHBI B BU/IE TAKETA, TO BBl MOJKETE MX 3a-
IPy3UTh, yCTAHOBUB TIaKeT linux-source-version. Komanaa apt-cache search ~linux-
source I103BOJISIET BbIBECTH CIIMCOK HocjeAnux Bepeuit siapa Kali. O6parure BHumanue:
HCXOHBIN KOJI, COMEPIKAIUIICS B 9TUX MaKeTaX, OTIUYAETCS OT TOTO, 4TO MyOJUKYeT
Jluryc Topsaib/c u pazpaborunku siipa (https://www.kernel.org/). Kak u Bce quctpu-
6yTtussl, Debian u Kali npuMeHsIoT psa maTdyeii, KOTOpble MOIYT U IPUCYTCTBOBATh
B ounmanbHON Bepcuu Linux, n He MPUCYTCTBOBATh. ITU MOAN(PUKAINN BKIIOYAIOT
GIKIIOPTHI UCIIPABJIEHUH, QYHKIMIT 1 ApaiiBepoB 13 6ojiee HOBBIX BEPCUH sIpa, HOBbIE
(byHKkIMY, ellle He MTOTHOCTHIO MHTErPUPOBAHHbBIE B ODUIIMATbHBIH Koz Linux, a mHOT/Ia
Jaske usMeHenus, crenuduunbie ayg Debian u Kali.

Huzke Mbl paccMoTpuM paboty ¢ sizipom Linux Bepcuu 4.9, HO HAITK TPUMEPDI, KO-
HEYHO, MOJKHO aJIalITHPOBATh K TOW BEPCHUHM sIZ[pa, KOTOpas TpedyeTcst BaM.

ITpUBOIA 9TOT IPUMED, MbI IPEAIIOJIAraeM, YTO YCTaHOB/IeH OGUHAPHBII HaKeT 1inux-
source-4.9. O6paruTe BHUMaHUE: Mbl yCTAaHABIMBaeM OMHAPHBII TAKeT, CopepKainii
ouIaIbHBIN UCXOIHBII KOJI, HO He 3arpyskaeM Mmaket ¢ uexoaHbiM kogom Kali, koTopsrit
Ha3bIBAETCA linux.

# apt install linux-source-4.9
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
bc libreadline?
Suggested packages:
libncurses-dev | ncurses-dev libgt4-dev
The following NEW packages will be installed:
bc libreadline7 linux-source-4.9
0 upgraded, 3 newly installed, © to remove and © not upgraded.
Need to get 95.4 MB of archives.
After this operation, 95.8 MB of additional disk space will be used.
Do you want to continue? [Y/n] y
[...]
# 1s /usr/src
linux-config-4.9 linux-patch-4.9-rt.patch.xz linux-source-4.9.tar.xz
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OG6parute BHUMAHIE: TIAKET COAEPIKUT /usr/src/linux-source-4.9.tar.xz, CKaThIA
ApXMB UCTOYHUKOB A1pa. Bbl I0JKHBI M3BJIeYb 9TU (hailsibl B HOBBII KaTasor (He mpsi-
MO TIOL /usr/src/, TOCKOJIBKY HET HEOOXOAUMOCTH B CIIEIMATIbHBIX Pa3pPeIleHUsX /st
KOMIUJIAMHY siipa Linux). BMecTo aToro ucnosb3yiite Kataaor ~/ kernel/ kak GoJiee
THOIXOATINI.

$ mkdir ~/kernel; cd ~/kernel
$ tar -xaf /usr/src/linux-source-4.9.tar.xz

HacTtpoWnka siapa

Curegyroruii mar 3akJII09aeTcs B HACTPOKe S/ipa B COOTBETCTBUU C BAIIMMU HY K/IAMU.
Tounast Ipolieypa 3aBUCHT OT IIeJIed TOTro, KTO 3aHUMAaeTCst COOPKOI HOBOTO si/Ipa.

ITporece cO0pKU 3aBUCUT OT KOH(PUTYpalMOHHOro (hailja sapa. B GonbiumHcTBe
CJIy4aeB UMEET CMbICJI KAaK MOKHO MEHbIIE OTKJIOHSTHCS OT CTaHIAPTHOrO KOH(MUTYypa-
monnoro ¢aiina Kali, koTopsiii, kKak 1 Bo Beex auctpuOyTrBax Linux, ycTanaBiuBaercs
B KaTaJior /boot. B aTOM ciiydae, BMECTO TOro 4TOObI [IepeHacTpanBaTh BCe ¢ HyJIsd, 10CTa-
TOYHO c/les1aTh Komuio (ailia /boot/config-Bepcus. (Bepceus noskna 6pITh TOYHO TAaKON
JKe, KaK BEPCHS UCIIOJIb3YEMOTO B JAHHBII MOMEHT sI/[pa, KOTOPYIO MOKHO BBISICHUTD
€ TIOMOTNIBI0 KOMaH/IbI uname -r.) [lomecTuTe KOMMIO B (haiis . config, pacoIOKEHHBIN
B KaTaJIore, CO/lep:KallleM UCXO/HbBIN KOJI sijipa.

$ cp /boot/config-4.9.0-kalil-amd64 ~/kernel/linux-source-4.9/.config

B kauecTBe aJbTePHATUBEI, BBULY TOTO UTO UMEETCS CTaHIAPTHAsT KOH(MUTYpaIUs
sipa B arch/apxuB/configs/*_defconfig, MOKHO IMOMECTUTH BHIOPAHHYIO KOH(pUTY-
panuio B TpebyemMoe MeCTO ¢ IMOMOIIbI0 TAKOH KOMaH/Ibl, Kak make x86_64_defconfig
(B carydae ¢ 64-pa3psAHBIM KOMITBIOTEPOM ) MM make 1386_defconfig (must 32-paspsn-
HOTO KOMITBIOTEPA).

Ecam BaM He HY:XKHBI N3MEHEHUST KOH(GUTYPAITH, TO 3/1eCh MOKHO OCTAHOBUTBHCS
1 nepeiT Kk oapasaeny «Kommusaius u coopka nakeras (M. Huke). Eciu ske Bam
TpebyeTCst BHECTH M3MEHEHUST UJIH BB PEIAJIN TEPEHACTPOUTD BCE C HYJISI, TO IIPUIETCS
3aHATHCS HACTPOUKaMU. B KaTasore ¢ MCXOAHBIM KOJOM CYTIECTBYIOT CIICITUATbHBIE
CPEACTBA [ HACTPOUKM sapa. [ UX MCIOIb30BaHMs IIOHaZ0OUTC KOMaHIa BIAA
make yesb, TJie Yyeab — ITO HA3BAHUE OJIHOTO U3 MHCTPYMEHTOB, OTTUCAHHBIX HIKE.

Komanyma make menuconfig KOMIUIUPYET U 3aITycKaeT TeKCTOBOW nHTepdelic,
[peHasHaYeHHbIH 11 KOHDUTYpUpoBaHus sipa (MMEHHO 371eCh TpebyeTcs makeT
libncurses5-dev). ITOT WHTepdeElic gaeT TOCTY KO MHOKECTBY HACTPOEK Spa,
MPEe/CTaBJIECHHBIX B BUJIC MePapXWUecKoil cTpykTyphl. Haxkatue xkmasuimm Mpoben
[103BOJIIET UBMEHUTH 3HaueHue BoIOpaHHON onun. Kinasuineil Enter «HaKMMaioOT>
KHOIIKU, KOTOpPble BEIOUPAIOT B HUXKHEl yacTu sKpana. Knonka Select (Boi6parp)
B HUXKHEH 4acT 9KpaHa IIPUMEHSIETCs I Tlepexojia B BhiopanHoe noaMeHo. KHorka
Exit (Bbrxos) 3akpbIBaeT TEKYIIMI AKPaH U BBITIOJTHSIET TIEPEXO0/I BBEPX 110 HePAPXUU.
Kromka Help (CripaBka) BeIBOAUT GoJiee oApOOHbIE CBEICHMS O BBIOPAHHOI O,
KyaBumm-cTpesiku mo3BoJISIOT MePEMEIaThCs 10 CITUCKY OTIIWI 1 9KPAHHBIX KHOIOK.
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Y1066l BRIUTH 13 KOH(UTYPAIIMOHHON IPOrpaMMBbl, BhiGepuTe KoMaHay Exit (Bbxop)
B TJIABHOM MEHIO. 3aTeM IIporpamMma IpeJIosKUT COXPAHUTb BHECEHHbIE U3MEHEHNH,
c/le1aiiTe 9TO, ecJI Bac Bce yCTpauBaer.

[lpyrue cpefcTBa MMEIOT MOXOKKE BO3MOKHOCTH, HO 0(pOPMIICHBI OHU B BHUJIE Tpa-
buueckux npusnoxenunii. Hanpumep, komanjia make xconfig ucrnosnbayet rpacdudeckuii
nHTepdeiic, ocHoBaHHBIN Ha Qt, komaHa make gconfig 3azetictByer GTK+. IlepBas
U3 3THX JIBYX KOMaH/[ TpeOyeT Hainaust 1ibqt4-dev, B TO BpeMst Kak BTOPast 3aBUCUT OT
libglade2-dev u libgtk2.0-dev.

Pa6ota [lpu ncnonb3loBaHuu danna .config, creHepnpoBaHHOro ANna Lpyrom
cycrtapeBwuMU (0bbiyHO Goslee cTtapoi) Bepcun sapa, HeobxoaMMo 0B6HOBUTL €ro.
damnamu .config Cpenatb 370 MOXHO C NMoMollbio KoMaHAbl make oldconfig, koTopas
B MHTEPAKTMBHOM pexunMe 3a[acT psij, BOMNPOCOB O HOBbIX NMapaMeTpax
KOHOUrypauum. Ecnv Bbl XOTUTE MPUMEHUTL OTBETHI MO YMOSYAHUIO Ha
BCe BOMPOCHI, TO MOXETE 3afeicTBoBaTh KoMaHay make olddefconfig.
OHa no3BosiieT aBTOMAaTUYECKN OTBETUTb OTPULLATENIbHO HA BCE BO-

npochl.

KoMnunsiumsa n cbopka naketa

Oumnctka nepep  Ecnu Bbl y>ke KOMNUAMPOBaNu paHee SAPO B KaTanore, C KOTOPbIM
nepecbopkoit paboTaete, U XOTUTe MepecTponTb BCe C Hyns (Hanpumep, MOTOMy 4To
3HaUYUTENbHO U3MEHUAN KOHbUTYpaLmMio sapal, To BaM Hy>KHO BbIMoJ-
HUTb KOMaHAZy make clean gns yganeHs CKOMNUAMPOBAHHbIX GaitoBs.
Komanpa make distclean ynanaet ewe 6onblue creHepMpoBaHHbIX
dannos, Bkaoyasa darn .config. [MoaToMy nepen onepawumen 04MCTKM Ha

BCAKMI CNyyan caenanTe pesepBHYH KOMWIO AaHHoro daina.

ITocjie Toro KaK HACTPOMKa sijpa 3aBeplieHa, HaM IIOHaJ00UTCs IIPOCTask KOMaH/Ia
make deb-pkg. OHa [103BOJIIET CreHEPUPOBATh A0 NATH HakeToB Debian B ctaHzapTHOM
dopmare . deb: linux-image-Bepcus copepKUT 06pas sipa i COOTBETCTBYIOIIIE MOYJIN;
linux-headers-6epcus BKIIOYAET 3aroI0BOYHbIe (DaliIbL, Tpebyemble /151 COOPKH BHELI-
HUX MOJTyJieif; B linux-firmware-image-6epcus HaxoaaTcs (paiiibl MPOIIUBOK, KOTOPHIE
HYZKHbI T€M MJIM WHBIM JpaiiBepaM (3TOTO MaKeTa MOKET U He ObITh, €CJIM Bl COOUpaeTe
SJIPO U3 UCXOJHUKOB, B3AThIX 13 Debian uan Kali); 1inux-image-8epcus-dbg comepKut
OTJIaIoYHble CUMBOJIBI I/ 06pasa siapa 1 ero MozyJieil; linux-1libc-dev BKIovaer 3a-
TOJIOBKHU, OTHOCSIIIIMECS K OTAETbHBIM OUOIMOTEKAM TPOCTPAHCTBA TTOJIB30BATEIISI, BPOJIE
GNU C (glibe).

3HaueHue Bepcua B UMeHax (aiijioB 3agaercs B Bujie KOMOMHAIMKM ODUIHATbHOIM
Bepcun (Kak 3a/[aHO B TTepeMeHHBIX VERSION, PATCHLEVEL, SUBLEVEL 1 EXTRAVERSION
BMakefile), konduryparronHoro napamerpa LOCALVERSION U TiepeMeHHON OKPY KeHUsT
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LOCALVERSION. [Ipu ¢hopMupoBaHuY BEPCUH TTAKETA UCITOJIB3YETCS Ta JKe CTPOKA BEPCUN
C TIPUCOEMHEHHBIM K Heil HOMepOM PeBU3UH, KOTOPBIN PeryJspHO yBeJUUYNBAETCS
(¥ XpaHUTCS B . version), ecyiv TOJBKO BbI HE TIEPEOTPEIeTUIIN 3TOT HOMEP € TTOMOTITBIO
TepeMeHHOU cpe/ibl KDEB_PKGVERSION.

$ make deb-pkg LOCALVERSION=-custom KDEB_PKGVERSION=$(make kernelversion)-1
[...]

$ 1s ../*.deb

../linux-headers-4.9.0-kalil-custom_4.9.2-1_amd64.deb
../linux-image-4.9.0-kalil-custom_4.9.2-1_amd64.deb
../linux-image-4.9.0-kalil-custom-dbg_4.9.2-1_amd64.deb
../linux-1ibc-dev_4.9.2-1_amd64.deb

10661 MOKHO OBLIIO BOCIIOIB30BATHCS COOPAHHBIM SIAPOM, OCTAJICS JIUIID OJIUH
mrar — yCTaHOBUTh Tpe6yeMbIe IMaKeThl C TIOMOIIIbI0 KOMaH bl dpkg -i ¢aiis.deb. 31ech
HEOOXOMM TTakeT "linux-image". TIpn HaMYUK BHEITHUX MOJYJIEH siipa it cCOOPKU
MOHAZO0UTCS YCTAHOBUTD TakeT "linux-headers". Tak ObIBaeT, eCiM YCTAaHOBJIEHBI
HEKOTOPbIE TTaKeThl "*-dkms" (IIPOBEPUTH 9TO T103BOJIsIET KOMaH/a dpkg -1 "*-dkms" |
grep ~ii). JIpyrue makeTsl B GOJIBIIMHCTBE CIydaeB He HY KHBI.

9.3. Cbopka cobctBeHHbIX ISO-06pazos Kali

Kali Linux orsmuaercst rTiOKOCTBIO U UMeeT OOJIBIIOE KOJIUIECTBO (DYyHKITMOHATIBHBIX
cBoiicTB. Cpasy mocJie ero yCTaHOBKM MOKHO MTPUCTYIATh K PENIEHUIO MHOKECTBA 3a-
Jlad TIPY HAJTMYUH HEKOTOPOTO YPOBHS 3HAHWS MHCTPYMEHTOB, KPEaTUBHOCTH, TEPIIEHUS
n onbiTa. OnHako o6pas Kali MoskHO HacTparBarh, BKJIIOUAs B HETO TO, YTO BaM HYZKHO,
uiu youpas JuliHee, 3a7aBaTh aBTOMATHYECKOE BBIIIOJIHEHIE KaKUX-I1n00 AeiicTBUil
B XO/I€ 3aTPY3KU CUCTEMBI.

ITpumepamu takux 06paszos sBistorest Kali ISO of Doom (https://www.offensive-
security.com/kali-linux/kali-linux-iso-of-doom/) u Kali Evil Wireless Access Point (https://
www.offensive-security.com/kali-linux/kali-linux-evil-wireless-access-point/). 9To 3aMedaTeTbHBIE
[IPOEKTBI, KOTOPbIE [10JIATAIOTCS Ha CIIEIUAJbHO HACTPOEHHbIE peaiu3alii JUCTproy-
tuBa. BarisgHem Ha mporiecc cospanus cobcrBeHubix ISO-o6pasos Kali Linux.

O¢unmanbubie o6pasbl Kali cobparbl ¢ nomonipio live-build. D10 Habop cieHapu-
€B, TTO3BOJISTIONINI TTOJTHOCTHIO aBTOMATH3UPOBATh M HACTPOUTD BCE ACTIEKTHI CO3AHMS
ISO-06pasos. Habop live-build ucmoabayer mpu (poOpMUPOBAHUU CBOEI KOHMUTYpaIN
CTPYKTYPY KaTaJoroB. DTy KOH(MUTYPAITUIO M HEKOTOPBIE CBSI3aHHbIE BCIIOMOTATE/IbHbIE
crieHapuu MOXHO Haiitu B Git-peniosutopun live-build-config. Mot 3azeiictByem nas-
HBII pEo3UTOPHil Kak OCHOBY JIJIsI HOCTPOEHUsT 00pa30B, HACTPOEHHBIX B COOTBETCTBUM
¢ 0coObIMU TPEOOBAHUSAMU.

[Tpesxe yeM IPOIOIKATE, BAXKHO YSICHUTD, UTO KOMAH/IbI, TIOKa3aHHBIE B 3TOM Pa3-
JeJie, IpeHasHaYeHbl 1715 BBIIOJIHEHUs B akTyanbHoil Bepeun Kali Linux. Ecim nomnsi-
TaThCSI BOCIOJIb30BAThCSl MU B crcTeMe, oTinaHoi ot Kali, niu B yerapesieit Bepcun
Kali, o onu, BeposiTHee Beero, He OyyT paboTaTh UCIIPABHO.
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MpeaBapuTenbHble TpeboBaHUS K YCTAHOBKE

[TepBoiit Tar 3aka0YaeTCss B yCTAaHOBKe HEOOXOAMMBIX TTAKETOB U B 3arpyske Git-
perosuropust ¢ kouduryparueit Kali live-build:

# apt install curl git live-build

[...]

# git clone git://git.kali.org/live-build-config.git
[...]

# cd live-build-config

# 1s

auto build_all.sh build.sh kali-config README

ITocJie aTOrO BB yIKe MOKeTe co3aBaTh 00HOBJIeHHbIe (HO HeMOAM(pUIIMPOBAHHbIE)
ISO-o6passr Kali, ncronbsyst komauy . /build.sh --verbose. C6opKa 3aiimeT HeMaIo
BpPEMEHHU, TaK KaK B ee Xojie OY/yT CKauuBaThCs BCE MAKETHI, KOTOPbIe HEOOXOAMMO
BKJIIOYNTH B 06pas. [locsie 3aBepiieHus JaHHOTO TIPOIIEcca BbI CMOXKETe HAUTU HOBBII
ISO-06pas B karajore images.

C6opka live-obpa3za ¢ pa3nnyHbIMU
OKpY>XeHusiMn paboyero crona

Ynakosmuk build. sh us Ha6opa live-build orBeyaeT 3a ITIOATOTOBKY KaTajora config,
KOTOPBII HeoOXoanM live-build. OH moMoraeT 3aaBath pasiiuHble KOH(QUTYPAIHHT
B 3aBUCUMOCTHU OT €r0 [1apaMeTpa --variant.

VIIaKOBIIMK CO3/Ia€eT KaTaJor config, KoMOMHUPYst (aiinbl 13 kali-config/common
u kali-config/variant-X, rjae X — 5TO Ha3BaHHUE BapUaHTa, 33/ITaHHOIO C IIOMOII[bIO
napamerpa --variant. Korga gannblii mapameTp He 3ajiaH IBHO, B KaueCTBe Ha3BAHUS
BapyMaHTa UCIOJIb3yeTcd default.

Karasior kali-config cofep:KuT KaTajaoru st Hanbosiee HOoImyJIsPHBIX OKPYsKeHMi
paboyero cToa:

Q e17 s Enlightenment;

gnome 11t GNOME;

i3wm 17151 hpeiiMoBOrO OKOHHOTO MeHeKepa i3;
kde g KDE;

1xde mnga LXDE;

mate a1 Mate Desktop Environment;

xfce niusg XFCE.

[ I Ny Iy Iy

BapuanT 1ight Heckosbko ocoObiit. On ocnoBan Ha XFCE u ucnobayercs st cos-
JaHus oUIaIbHOro <obserdeHHoro» ISO-o6pasa, KOTOPHII COAEPHKUT COKPAIEHHbBIIT
HA0OP TPIIIOKEHHIL,

Boi Moskete Jierko cozaath live-o6pas Kali, npumenss B kauecTse OKpyKeHust pabo-
yero ctona KDE:

# ./build.sh --variant kde --verbose
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Boimreomnicanast KOHIETTIINS 6apUAHMOG TTO3BOJISIET BBITIOMHSITH OOIITYIO HACTPOIKY
CHCTEMBI, TI0JIB3YsICh HAOOPAMU CTaHAAPTHBIX ITPelyCcTaHOBOK. OJTHAKO €CJIM BbI HalijieTe
BpeMsI MOYKUTATh PYKOBOACTBO 110 ycraHoBKe Debian (Debian Live System Manual), To
B HEM BBI 0GHAPYKUTE MHOKECTBO IPYTHUX CITOCOO0B HACTPOIKI 06pa3oB, KOTOPLIE 3a-
KJIIOYAIOTCS B UIBMEHEHUH COLEP;KUMOTO COOTBETCTBYIOIINX IMOIKATATIOTOB B kali-config.
Hiwke MBI pacCMOTPUM HECKOJIBKO IIPUMEPOB.

M3MeHeHne Habopa YCTaHOB/IEHHbIX MAKETOB

[Tocae Toro Kak live-build 3amyiieH, OH yCTaHABJAUBAET BCe MAKETHI, TePEeINCICHHbIE
B haiiyiax package-lists/*.1list.chroot. CtanmaprHas KOHOUTYpAIHsT, KOTOPYIO Mbl
TIpeIoCTaBJIsIeM, BKIIOYaeT aiin package-lists/kali.list.chroot, cogepskarmuii 3a-
ek o maxere kali-1linux-full (970 OCHOBHOI MeTaNaKeT, KOTOPbI BKJII04YaeT B 0Opas
Bce naketsl Kali). CTpoky ¢ ylioMuHaHueM JaHHOTO MaKeTa MOKHO 3aKOMMEHTUPOBATh
U UCIOJIb30BATh JIPYTOil METANAKET UJIM COCTABUTH COOCTBEHHBIN CIIMCOK U3 APYTHX
maketoB. Kpome Toro, MOXKHO CKOMOMHUPOBATE 06a TTOJX0/1a, HAYaB C METATIAKETA U /10~
6aBJIsIsT IOTIOJTHUTEIbHBIE HEOOXOUMBbIE TAKETHL.

Wcnonb3ys package-1lists, BoI MOkKeTe f00aBIATh B 00pa3 TOJIBKO Te IIAKETHI,
KOTOPBIE y3Ke TOCTYIHBI B oduiinanbiaoM pernosutopun Kali. Oxnako npu Haguuum
COOCTBEHHBIX TTAKETOB BKJIIOYUTH WX B live-06pa3 MOKHO, TOMECTUB COOTBETCTBYIOTINE
daiinb popmaTa .deb B Katasor packages.chroot (Harpumep, B kali-config/config-
gnome/packages . chroot, ecsi Bl cobupaere BapuanT GNOME).

MertamakeTbl — 3TO ILyCTble MTAKeTbl, €JUHCTBEHHAS 33/1a4a KOTOPbIX — BKJIIOYATb
MHOKECTBO 3aBUCUMOCTEN OT IPYTuX IlakeToB. Kak pe3yJ/ibTaT, OHU yIIPOLIAIOT YCTaHOBKY
Ha0OPOB MAKETOB, KOTOPbIE OOBIYHO YCTaHABIMBAIOT BMecTe. VcxoaHbiii maker kali-meta
oTBeuaeT 32 cOOPKY BCeX METAIakeToB, mpepocTabisiembrx Kali Linux:

O kali-linux — GasoBas cucTeMa (MCIIOJIb3YETCsl BO BCEX OCTANbHBIX MeTallaKeTax );
Q kali-linux-full — cranmaprhas ycranoska Kali Linux;

Q kali-linux-all — MeTamaker, 0O beTUHSIONINI BCe OCTATbHbBIE MeTallakeTbl, paBHO
KaK U JIPyTHe MaKkeThbl (COAEPKUT MPAKTHUUECKH BCE NMeTOTeecs B Kali, Tak uto ato
MIPOCTO OTPOMHBIT Mmakert!);

O kali-linux-sdr — MHCTPYMEHTHI IS IIPOrPAMMHO-OIpeaesseMoro paauo (Software
Defined Radio, SDR);

O kali-linux-gpu— cpejicTBa, ucroabayomue Bugeokapty (GPU) s Beinonnenns
TSPKEJTBIX BBIUYUCIIEHUI;

QO kali-linux-wireless — YTHJINTBI IS NCCIEAOBAHIA 1 aHAIN3A 6eCHpOBOlIHbIX ceTel;

O

kali-linux-web — IPOrpaMMBbI JIsT KCCJIEI0BAHS BEO-TIPIIOKEHUI;

O

kali-linux-forensic — cpenctBa nU(GPOBON KPUMUHATUCTUKU (UX UCTIOJIB3YIOT
IS TIOMCKA YUK TIPU PACCIeIOBAaHUY PA3JIMYHBIX MHITU/IEHTOB);

kali-linux-voip — unctpymenTol VoIP (Voice Over IP);
kali-linux-pwtools — yTUJIUTHI JJIs B3JIOMA TTapoel;
kali-linux-topl@ — 1ecATb CaMbIX IOMYJIAPHBIX HHCTPYMEHTOB;

000D

kali-linux-rfid — cpencrsa g paborel ¢ RFID.



252 MaBa 9 e PacwmpeHHoe UCMonb30BaHNE CUCTEMBbI

ITU MeTaIlaKeThl TO3BOJISAIOT CO3/1aTh COOCTBEHHBII CITMCOK IMaKeTOB /I 1ive-build.
[TosHbIl CIUCOK TOCTYITHBIX METATIAKETOB U IIPOTPaMM, KOTOPbIE OHU BKIIOUAIOT, MOKHO
HaliTH 1o azpecy https://tools.kali.org/kali-metapackages.

ABToMaTusaums [lnsg aBToMaTU3aLuMM HAaCTPOMKM YCTAHOBAEHHbIX MaKeTOB Bbl MOXeTe

HacTPOMKM npefocTaBUTh dalibl NpenBapuTesibHbix oTBeToB Debconf (cM. noa-

yCTaHOBJIeHHbIX paspes «CosgaHve danna npecuamHra» pasgena 4.3) kak pansbl

naketoB Buaa preseed/*.cfg. OHu ByayT MpYMeHeHbl 49 HACTPOMKM MaKeToB,
yCTaHOBNEHHbIX B dannosoit live-cucrteme.

Ncnonb3oBaHMe XyKoB
ANS HACTPOMKKM coaepxmnMoro obpasa

NuctpymenT live-build mpemmaraer xyku (Hooks), BbimosiHsieMble Ha Pa3HuHBIX
sTamax mpoiecca coopku. Xyku chroot — 370 crieHapuu, KOTOpbIE YCTAHABIUBAIOTCS
Kak aiinpl hooks/live/*.chroot B siepeBe KOH(MUTYPAIIUU U BBITTOJIHSIOTCS C TI0-
MoIIIbIo chroot. B To BpeMs kak chroot — KoMaH/a, KOTOpas TMO3BOJISIET BPEMEHHO
U3MEHUTHh KOPHEBOI KaTaJOT OMEPAIMOHHON CUCTEMbI Ha BHIOPAHHBIN KaTaJoOr, OHA
TaK’Ke MCIOJb3yeTCs /sl Ha3HAueHMsI KaTajora, cojiepskaliero rnoJjiHoe (ajibTepHa-
THUBHOE) lepeBo (haliyioBoi cuctemsl. B cayyae ¢ live-build katasor chroot — MecTo,
B KOTOPOM roToBuTCs (haitmosas live-cucrema. Tak Kak MPUIOKEHUS, 3aITyIIIEHHbIE
C TIOMOIIBIO chroot, He IMEIOT JOCTYTIA 32 TIPEJIEJIbl BBIOPAHHOTO KATAJIOTa, TO JKE CaMOe
CIIpaBeUTBO U Jjist chroot-XyKOB: IPUMEHSITh U MOAUMDUIIMPOBATH MOKHO JIHIITH TO,
4TO IOCTYIHO B OKpyskeHuu chroot. Ml moraraeMcst Ha 3TH XYKH JIJIST BBITIOJTHEHIST
MHO’KECTBa HACTPoeK, crennduunbix 1 Kali (cMm. kali-config/common/hooks/live/
kali-hacks.chroot).

Bunapubie xyku (hooks/live/*.binary) HCIIOJIHSIIOTCS B KOHTEKCTE Mporiecca chop-
KU, B KOHIIE JIAHHOTO TIPOIECCa, HO HE BBI3BIBAIOTCS B X0/1€ COOPKH € IOMOIIBIO chroot.
OHU N03BOJIAIOT MOANDUIINPOBATH cogepxkrMoe coopkr ISO-o6pasa, Ho He hailioByio
live-cucremy, TIOCKOJIBKY K 9TOMY MOMEHTY OHA ViK€ CO3/[aHa. ITa BOSMOKHOCTD HCIIOb-
syercst B Kali 17151 BBITTOJTHEHIST HEKOTOPBIX M3MEHEHU B CTAaHIAPTHO KOH(UTYpAITUN
isolinux, cosmannoii live-build. Hanpumep, BarisiauTe Ha config/common/hooks/1live/
persistence.binary, rjie MbI 0OABJISIEM [TYHKTHI 3arPY30YHOTO MEHIO, TIPEIHAZHAYECHHBIE
JI71ST BKJTIOUEHUST TOCTOSTHHOTO XPaHUJINIIA JAHHBIX.

[lob6aBneHune cannos B ISO-obpa3
nnn B hannosyto live-cucremy

Eie ouH BecbMa pacipocTpaHeHHbIi criocob HaCTPONKKM 00pa3oB 3aK/II0YAETCS B J10-
Gasyienuu (aitnios 6o B aitnosyio live-cucremy, 6o B ISO-06pas.

JlobaBuistTh haiiyibl B GailloByIo cHCTEMY MOKHO, TIOMeIIas UX Ty/a, [e OHU JOJIK-
HBI OBITH — B Kartajiore koHdurypaiuu includes.chroot. Hampumep, ecTb cTaHzapt-
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HbIil (haiin kali-config/common/includes.chroot/usr/1lib/live/config/@0@31-root-
password, KOTOPbII B UTOTe OKa3bIBAETCST PACIIONIOKEHHBIM B (hailnosoii live-cucreme mo
aznpecy /usr/lib/live/config/@0@31-root-password.

Xyku live-boot  Cuenapuu, yctaHosneHHble B /lib/live/config/XXXX-unMsa, BbinonHstoTca
cueHapueM MHMUManm3aumm naketa live-boot. OHM nepeHacTpanBa-
0T MHOTMe acnekTbl CUCTEMbI TaK, YTObbl Te MOAXOAUAN Afs paboThl
B live-pexxume. Ciofia Bbl MoxeTe [06aBUTb COBCTBEHHbIE CLieHapuu
LNs HacTpoWku cBoew live-cuctemsbl Bo Bpems paboTel. B yacTHocTy,
WX UCMONb3YIOT, HaNpUMep, A5 peanun3saLmm cobCcTBeHHbIX MapaMeTpoB
3arpysKku.

Jobasars daitibl B ISO-06pas MoKHO, pasMellast UX B KaTajore KOHQUTYpaIii
includes.binary, B Tex MecTax, rje OHH J0JKHBI ObITh. Hanpumep, ecTh craHgapTHbIMA
aiin kali-config/common/includes.binary/isolinux/splash.png, KOTOpPBIil TIEpe-
onpezensiet GOHOBOE N30OPaKEHIE, UCTIONB3YEMOe 3arpy3urKoM isolinux (0HO XpaHUTCs
B (haiisie /isolinux/splash.png B daiinosoii cucreme ISO-o6pasa).

9.4. [lobaBneHne NOCTOSAHHOIO XpaHUULLA
B live-obpas Kali B hopmaTte 1SO
C nomoubto USB-HakonuTens

OCo6eHHOCTN MOCTOSIHHOIO XpaHUuLLA

B rexyreM pasjiesie Mbl PACCMOTPUM IIATH, HEOOXOAUMBIE J1Jist TOOABJIEHSI TOCTOSTHHOTO
xpanwniia wadopmaruu Ha USB-Hakomuress ¢ 3amicanHbiv Ha Hero Kali. CymHoctsh
(aitnoBoii live-crctembr cocTouT B ee acheMepHOCTH. Bee aHHbIE, COXpAHEHHBIE TPU Pa-
60Te ¢ TAKOU CHCTEMOI, HCUE3A0T TTOCJIE TIEPE3arpy3Kiu, Kak U HAaCTPOHKY cucTeMbl, YTOOBI
u36eKaTh MOI0OHON CUTYAIMN, MOKHO UCIIOJIb30BaTh (DYHKITHIO Live-boot, HA3bIBAEMYIO
TTOCTOSTHHBIM XpaHusmieM napopmarmn (persistence). Ita HyHKINS aKTUBUPYETCS B TOM
cITydae, ecJiv TTapaMeTphl 3arPY3KU COZIepsKaT KIF0UeBOe CIOBO persistence.

Tak kak MoAMMUKAIUS 3aTPy309HOTO MEHIO SIBJISIETCST HelrpocTol 3axaueii, Kali mo
YMOJTYaHUIO IMEET JIBA IMTyHKTA MEHIO, TIO3BOJISIONTIX BKIIOUUTH TOCTOSHHOE XPAHUJIHTIE:
Live USB Persistence (Live-USB-xpanusuiie) u Live USB Encrypted Persistence (3arudpo-
BanHoe live USB-xpanuuiie), Kak 1okasano Ha puc. 9.1.

Korma nannast GyHKINS aKTUBHA, Live-boot TPOCKAHUPYET BCE PA3IEIIbI B TOUCKAX
GaiiyIoBBIX cHUCTEM, TOMEUYEHHbBIX KaK persistence (3TO MOKHO U3MEHUTDH C TOMOII[BIO
rapameTpa 3arpysKku persistence-label=3+Ha4eHue), 1 yCTAHOBIINK CO3/IaCT XPAHUITHUIIE
JUISL KaTaJIOTOB, TIePEUNCIEHHBIX B (hailyie persistence.conf, 0OHAPY/KEHHOM B 3TOM
paszesie (KasK/Iblil KaTaJIor YKasbIBaeTCs B OTAEIbHON cTpoke ). Ocoboe 3HaueHue / union
MO3BOJISIET BKIIFOUHTB [IOJTHOE COXPAHEHHUE BCEX KATAJIOTOB € TOMOIIBIO KACKAIHO-00be/IH-
HEHHOTO MOHTHPOBaHUs (union mount). [Ipu Takom moaxo;ie co3aaeTcs TOTMOTHUTETbHDIT
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ypoBeHb (ailJIoBON CUCTEMBI, B KOTOPOM COXPAHSIIOTCS JIUIIb U3MEeHEeHUsT, BHOCMbIe
B gannble 6a30Bol (aiioBoil cucTeMbl. [JaHHble KaTaJOrOB, He TEPSIOUINECS IIOCIe
nepesarpysKku, XpaHsaTcs B (hailJIoBOI cucTeMe, KOTOpast COAEPKUT COOTBETCTBYIONIUI
(baiin persistence.conf.

KALI

#the quieter you became, the mors you are able bo hear”

Boot mcnu

[Live (amdbd)
Live famdbd fai
Live (for i

11
Graphical i 1
Install with speech synthesis
fNdvanced option

Puc. 9.1. [yHKTbl MEHIO AN51 aKTUBaLMM NOCTOSIHHOMO XpaHWULLa

CozpgaHne He3alwmndppoBaHHOro XpaHunuwia
Ha USB-HakonuTene

Mbi npegiosaraem, uto Bbl nogrorosuan USB-nakonurens ¢ live-cucremoii, cie-
JLyst HHCTPYKI[USIM, KOTOPBIE MOJKHO HallTH B mojpasjene «KomupoBanue obpasa Ha
DVD- unu USB-nakonutesnb» paszgena 2.1, u 4To pa3mMepa HOCUTEJSI JOCTATOYHO
JUIs XpaHenust oopasa (oxos10 3 T'6aiiT) u KaTajioros, KOTOPbIE IHOHALYT B IIOCTOSIHHOE
xpanusuiie. Mbl Takyke paccunThIBaeM Ha TO, 4To Linux pacniosdnaer USB-nakonuresin
Kak /dev/sdb 1 9TOT HOCUTEIb COAEPKUT JIUIID JBa pasjesia, ABJIAIOINXCA YaCThIO
craugaprHoro 1SO-o6pasa (/dev/sdbl u /dev/sdb2). ByabTe OCTOPOKHBI IIPU BbI-
MTOJTHEHWH 3TOH TTPOoIe Ly pbl. Ecsin BBI cily4ailHO TIOBTOPHO pas3fiesinTe He TOT AUCK, TO
MOJKETE IMMOTEPATDH BasKHbIE /TaHHbBIE.

Y0661 106aBUTH Ha IUCK HOBBII pas/ies, HEOOXONMO 3HATH Pa3MeP CKOTIUPOBAHHOTO
00pasa; 9To MO3BOJINT HauaTh HOBbII paszes cpasy 1ocie live-oOpasza. 3aTeM HyKHO BOC-
MOJIb30BATHCS KOMAH/OM parted /7151 co3/1aHs pasziesia. KoMaHibl, TpUBE/ICHHbBIC HUKE,
BoITONHAIOT anau3 [SO-o6pasza ¢ umeneM kali-1linux-2016.1-amd64. iso, IPUCYTCTBUE
KoToporo oxupaercs nHa USB-naxonurese:

# parted /dev/sdb print

Model: SanDisk Cruzer Edge (scsi)
Disk /dev/sdb: 32,0GB
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Sector size (logical/physical): 512B/512B
Partition Table: msdos

Disk Flags:

Number Start End Size Type File system
Flags

1 32,8kB 2852MB 2852MB primary boot, hidden

2 2852MB 2945MB 93,4MB primary

# start=$(du --block-size=1MB kali-linux-2016.1-amd64.iso | awk '{print $1}')
# echo "Size of image is $start MB"

Size of image is 2946 MB

# parted -a optimal /dev/sdb mkpart primary "${start}MB" 100 %

Information: You may need to update /etc/fstab.

# parted /dev/sdb print

Model: SanDisk Cruzer Edge (scsi)

Disk /dev/sdb: 32,0GB

Sector size (logical/physical): 512B/512B
Partition Table: msdos

Disk Flags:

Number Start End Size Type File system Flags
1 32,8kB 2852MB 2852MB primary boot, hidden
2 2852MB 2945MB 93,4MB primary
3 2946MB 32,0GB 29,1GB primary

Korpa HoBbiit pasnen /dev/sdb3 co3man, ordopmaTupyiite ero B hailsioBoli cucre-
Me ext4 1 Ha3HaubTe eMy METKY persistence ¢ TTOMOIIbIO KOMaH/Ib! mkfs . ext4 (1 mapa-
MeTpa - L IJIs Ha3HAueHHUsI METKH ). 3aTeM MOHTUPYITE Pas/ies B KaTaior /mnt u 106aBbTe
Tyza daiia persistence. conf. Kak u ipu opmarupoBatum Jx060ro Jucka, coboaaiire
0CcTOPOXKHOCTB. Ecsin Bbl oTdhopMarupyere He TOT paszies UK He TOT JIUCK, TO MOXKeTe
HOTEPSITH YTO-HUOY /b BASKHOE.

# mkfs.ext4 -L persistence /dev/sdb3

mke2fs 1.43-WIP (15-Mar-2016)

Creating filesystem with 7096832 4k blocks and 1777664 inodes

Filesystem UUID: dede20c4-5239-479a-b115-96561ac857b6

Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,
4096000

Allocating group tables: done

Writing inode tables: done

Creating journal (32768 blocks): done

Writing superblocks and filesystem accounting information: done
# mount /dev/sdb3 /mnt

# echo "/ union" >/mnt/persistence.conf

# 1s -1 /mnt

total 20

drwx------ 2 root root 16384 May 10 13:31 lost+found
-rw-r--r-- 1 root root 8 May 10 13:34 persistence.conf

# umount /mnt
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USB-HaKOMUTEIb TOTOB U MOKET OBITh 3arPY/KEH C MOMOIIBIO TTYHKTA MEHIO 3arPY3KU
Live USB Persistence (Live USB-xpanumuiie).

Co3paHue 3awmndpoBaHHOro XpaHunuila Ha USB-HakonuTene

Live-boot Taxske mojiiepsKMBaeT MOCTOSTHHOE XPAHUJIHIIE JAHHBIX HA 3a1M(POBAHHOM
paszeste. Takoii oAX0/ TO3BOJIAET 3AMUTUTD HHQPOPMAIIHIO ITyTeM CO3/IaHU 3alnd-
poBanHoTO paznena LUKS, va koropom oHa 1 XpaHUTCSI.

Coznanue 3amu@poBaHHOTO XPAHUJIHUIIA HAYNHAETCS C TeX JKe IeHCTBU, KOTOpbIe
MBI BBITIOJTHSLIU paHbiie. OHaKo ceituac BMecTo (hopMaTUpoOBaHus pasjiesia B (paitioBoit
cucreMe ext4d ucrnoJib3yiiTe cryptsetup s nHnnuanusanuu pasaena B Bujge LUKS-
KOHTeliHepa. 3aTeM OTKPOWTE ITOCJIe/HNIT U HACTPOiiTe (PallJIOBYIO cucTeMy ext4 Tak e,
KakK JleJ1ajiv 9TO 1IPU CO3/[aHuN He3alnppoBaHHOTO XPAaHUJINIIA, HO BMECTO pasjiesia
/dev/sdb3 mpuMeHNUTe BUPTYATbHBIN Pas/iesi, CO3/[aHHbIN cryptsetup. ITOT BUPTY-
AJIbHbBII pasesl npeacTaBser coboii paciudpoBaHHoe CoAePKIMOe 3aln(POBAHHOIO
pasjiesia, JOCTYITHOTO B /dev/mapper 10/l UMeHeM, KOTOpOe Bbl eMy Ha3HauMuIu. B Hike-
IPUBEIEHHOM IIPUMEPEe MbI HCIIOJIb3yeM UMs kali_persistence. 1 croBa ybeaurecs,
47O Bbl (hOpMATUPYeTe MPABUIBHBIN TUCK U Pa3/IeL.

# cryptsetup --verbose --verify-passphrase luksFormat /dev/sdb3

WARNING!

This will overwrite data on /dev/sdb3 irrevocably.

Are you sure? (Type uppercase yes): YES
Enter passphrase:
Verify passphrase:
Command successful.
# cryptsetup luksOpen /dev/sdb3 kali_persistence
Enter passphrase for /dev/sdb3:
# mkfs.ext4 -L persistence /dev/mapper/kali_persistence
mke2fs 1.43-WIP (15-Mar-2016)
Creating filesystem with 7096320 4k blocks and 1774192 inodes
Filesystem UUID: 287892c1-00bb-43cb-b513-81cc9e6fa72b
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,
4096000

Allocating group tables: done

Writing inode tables: done

Creating journal (32768 blocks): done

Writing superblocks and filesystem accounting information: done

# mount /dev/mapper/kali_persistence /mnt

# echo "/ union" >/mnt/persistence.conf

# umount /mnt

# cryptsetup luksClose /dev/mapper/kali_persistence
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Ncnonb3oBaHMe HECKOMbKUX MOCTOSAHHbIX XPaHUINULL,

Ecu BbI m0s1b3yeTech Baieii live-cucremoii Kali B pasinuHbiX cUTyalMIX, TO MOXKETe
€O3/1aThb HECKOJIbKO (DallJIoOBBIX CUCTEM C Pa3HBIMM METKaMU U B KOMaH/IHON CTPOKe
3aTpy3KM yKasbIBaTh, KaKyio (ailToByio cCTeMy IPUMEHSTh B KOHKPETHOM ceaHce
pabOoThI — JIJIst 9TOTO CJYKUT TTapaMeTp 3arpy3Ku persistence-label=memka.

[Ipeamnonoxum, BbI — TPohecCHOHANBHBIN TTeHTecTep. PaboTast y KiMeHTa, Bbl UC-
[I0JIb3yeTe MOCTOSTHHOE XPAHUJIUIILE, PACHIOJOKEHHOE Ha 3aMM(POBAaHHOM pasjielie.
ITO HYKHO ISl 3aIUTHI JJAaHHBIX Ha ciaydail, ecan USB-Hakonuresnb yKpajyT uin
B3JIOMatOT. B TO JKe BpeMsl BBl XOTUTE MMETh BO3MOKHOCTD JeMOHCTpupoBaTh Kali
1 Kakne-HuOyIb PEKTaMHBIE MATEPUAIBI, XPAHSIIINECS HA He3aITM(MPOBAHHOM Paszieie
TOTO JKe HOCcuTes. Tak Kak BaM He XOTeJOCh OBl BPYYHYIO PENAKTUPOBATH TTAPAMETPHI
IIPU KaKIOil 3arpysKe, BBl perraeTe coOparh coOcTBeHnsblii live-o6pas ¢ OTAeIbHBIMU
IIyHKTAMU 3arPy304HOT0 MEHIO.

ITepsblii miar sak/odaercs B cbopke cobersernoro live-obpasa B popmare ISO (B co-
OTBETCTBUHU € pasziesioM 9.3, 1 B 4aCTHOCTH 10/ipasesoM «lcronb3oBanue XyKoB /s
HACTPOIKH COMEPKMMOTO 0Opaza» TekyIero paszuena). CaMmoe BakHOE — 3TO MOANGDHI-
upoBath aiisn kali-config/common/hooks/live/persistence-menu.binary, IpuBemns
€ro TIPUMEPHO K TAKOMY Bujly (0OpaThTe BHUMAaHIE Ha TTapaMeTphl persistence-label):

#!/bin/sh

if [ ! -d isolinux ]; then
cd binary
fi

cat >>isolinux/live.cfg <<END

label live-demo

menu label ~Live USB with Demo Data

linux /live/vmlinuz

initrd /live/initrd.img

append boot=1ive username=root hostname=kali persistence-label=demo
persistence

label live-work
menu label ~Live USB with Work Data
linux /live/vmlinuz
initrd /live/initrd.img
append boot=1live username=root hostname=kali persistence-label=work
wp persistence-encryption=1uks persistence

END

Hanee mbi cobupaem ISO-o06pas u konupyem ero Ha USB-HakonuTenb. 3aTem
co3/1aeM W WHHUIHATU3UPYEM J[Ba pasfesa u GailToBbie CHCTEMbI, KOTOPBIE OYAYT
WCITOJIb30BATHCS JIJISI OPTAHU3AIUK TTOCTOSHHBIX XpaHuauit nagopmanuu. [leporit
paszen cospan 6e3 mmdposanus (¢ METKOI demo), Bropoii sammdposan (¢ METKON
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work). Ucxoms u3 npeanososxkenus, uto USB-nakomnuTesb BujieH B cucteMe Kak /dev/
sdb 1 pasmep Hamero ISO-o6pasa cocrasisger 3000 MoOaiiT, HyKHO BBIIIOJHUTD TAKYIO
IIOCJIEe/I0BATEeIbHOCTD JIeHCTBUI:

parted /dev/sdb mkpart primary 3000 MB 55 %

parted /dev/sdb mkpart primary 55 % 100 %

mkfs.ext4 -L demo /dev/sdb3

]

mount /dev/sdb3 /mnt

echo "/ union" >/mnt/persistence.conf

umount /mnt

cryptsetup --verbose --verify-passphrase luksFormat /dev/sdb4

-1
cryptsetup luksOpen /dev/sdb4 kali_persistence

mkfs.ext4 -L work /dev/mapper/kali_persistence

mount /dev/mapper/kali_persistence /mnt

echo "/ union" >/mnt/persistence.conf

umount /mnt

cryptsetup luksClose /dev/mapper/kali_persistence

HHEFHF—HF—HF—HHHFHE—HFHHF

Bot u Bce. Tenepb MOsKHO 3arpyskaTbest ¢ USB-wakonuresis u BIGUPaTh HEOOXO/H-
MblI€ TTYHKTBI U3 HOBOTO 3arPy30YHOTO MEHIO.

YcraHoBka napona B Kali umMeeTcs MognduumnpoBaHHbIl cryptsetup ans peanvsauum

CaMOYHMYTOXXEHMSI HOBOMO CBOMCTBA: MOXHO YCTAHOBWUTb Tak Ha3blBaeMblii NMaposib

LS AOMONIHUTENIbHOW  caMoyHuuToXeHus (nuke password), KoTopblii Npu MCMONIb30BaHMK

6e30NacHOCTM  YHUUTOXWT BCe K/OYM, NPUMeHsieMble Ans paboTbl ¢ 3awnpo-
BaHHbIM Pa3fesioMm.

3T0 MOXET BbITh MOJIE3HBIM, KOTAA Bbl MHOMO NMyTELLECTBYETE U BaM
Hy>XeH BbicTpbIn cnocob obecneynTb HEBO3MOXHOCTb JOCTyNa
K BallMM AaHHbIM. [1py 3arpy3ke npocto BBeAWUTE Maposib CaMo-
YHUUTOXEHMS BMECTO HACTOALLLEro Naposis, U HUKTo (Bkoyas Bac)
He CMOXeT MoJly4YnUTb JOCTYN K AAHHbIM.

Mpexpe 4eM MCnonbL30BaTb 3Ty BO3MOXHOCTb, BECbMa MOJIE3HO
OyneT coenatb pesepBHY KOMUIO Ktoyel WindpoBaHUs 1 coxpa-
HWUTb ee B HaleXKHOM MecTe.

Ecnu BepHyTbCA K NpuBeAeHHOMY B 3TOM pa3fefie npuMmepy, To,
YTO6bI BKJIYMTL MAPOsib CAMOYHUYTOXEHWUS, MOXKHO BOCMOJ1b30-
BaTbCS CliefyloLlet KOMaHLoM:

# cryptsetup luksAddNuke /dev/sdb4
Enter any existing passphrase:
Enter new passphrase for key slot:
Verify passphrase:

Bonee nonpobHy nHbopMaLuuio 06 3Ton GYHKLUM MOXKHO HANTK,
nepenas no ceoinke https://www.kali.org/tutorials/nuke-kali-
linux-luks/.
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9.5. Pe3ome

B 9710ii ri1aBe BbI y3HaM 0 criocobax MOAM(UKAIMU TTAKETOB ¢ UCXOAHBIM KOIOM, KO-
TOPBIE SBJISIOTCS OCHOBHBIMU CTPOUTENBHBIMU OJI0KaMU Beex npucyTerByomux B Kali
npuiioskernii. Kpome Toro, Mbl pacckasasii 0 TOM, Kak HacTpanBaTh, COOMPATh U yCTa-
HaBuBaTh cobcTBenHbIe sizipa Kali. /Tamee Mbr morosopuiiz 06 okpyskernu live-build
" 0 MexaHu3Max cozanus cobersernbix [SO-o06paszos Kali. Kpome Toro, B aToii riase
peub I171a 0 ToArOTOBKe 3arpy30unbix USB-HakonuTesell ¢ o/iep>KKOM MOCTOSTHHbBIX
XPaHUJIHIL THGOPMAIIAHT, KOTOPbIE MOTYT OBITh KaK 3alii(pPOBaHHBIMI, TAK 1 HET.

NTorosble cBeageHns no MOD,VIq)VIKaLI,VIVI NakeToB

Mopuduxanueii nakeros Kali 00b14HO 3aHUMAIOTCS pa3pabOTYMKK U T€, KTO OTBEYaeT 3a
HOJEPKKY ¥ PA3BUTIHE CHCTEMBI, OHAKO BIIOJIHE JOMYCTHMA CUTYAIHs, YTO BaM Oy1eT
HE0CTATOUHO BO3MOKHOCTEH, TIPEJ0CTABIAEMbIX O(PUIIMAILHBIMU COOPKAMU ITAKETOB.
[TosToMy 3HaHME TOTO, Kak coOpaTh MOAU(DUITMIPOBAHHBIN TTAKET, MOKET OBITh OUCHb
[10JIE3HBIM, OCOOEHHO €CJIN Bbl XOTUTE TOAEIUTHCS HOBBIM ITAKETOM ¢ KeM-HUOY/Ib, pas-
BEPHYTH €0 Ha MHOKECTBE MAIlUH UJIK II0C/Ie YCTaHOBKK HOBOTIO IakeTa 6e3 mpobiiemM
OTKATUTb CUCTEMY K MPEJbIAYIIEMY COCTOSHUIO.

Korza BaM HYKHO MOIU(DUIIMPOBATH HEKYIO POTPaAMMY, BeCbMa COOJA3HUTETbHO
CKavaTh UCXOJHBINA KOJI, BHECTU B HETO U3MEHEHUS U MCIIOJIb30BATh ATy MOJAUMUIIN-
poBanHyt0 Bepcuto. OHAKO ecyiv MporpaMMa HY>K/IaeTCsl B YCTAHOBKE, MTOCJIe KOTOPOU
OHa JIOCTYITHA BO Bcell cucteme (TO ecTh ¢ TTOMOIIbIo make install), To Takas ycTaHOBKA
3acopum (daiiyoBylo cucteMy (haiilaMu, HeM3BeCTHBIMU dpkg, UTO IOBOJILHO CKOPO MTPH-
BeZIET K BO3HUKHOBEHUIO IIPOOJIEM, He MOJIEKAITNX BBIABIEHUIO C IOMOIIBIO aHAII3a
3aBUCUMOCTEN TTakeToB. KpoMe TOTO, IpM TaKOM 1OJIX0/ie K MOJAMMUKAIUN TTAKETOB
pe3yJIbTaTOM CJIOXKHEE JACJTUTHCA C APYTUMHU T10JIb30BATEISIMU.

B xoze cosganus MoauMUIIMPOBAHHOIO MaKeTa 001as M0C/Ae[0BATeIbHOCTD Jeii-
CTBUH BCETZIa OCTAETCSI OHOU U TOM JKe: CKauMBaHUe NCXOTHOTO TTaKeTa, U3BJICUEHHE eTO
COZIEPKIMOr0, BHECEHNE U3MeHeHNH 1 3aTeM cOopKa nakera. CyliecTByeT MHOKECTBO
WHCTPYMEHTOB JIJIST PETeHns KaXKJ0W 13 9TUX 3a/1a4.

JLuist TOrO 4TOOBI IPUCTYINTH K Miepecbopke makeros Kali, cHavasa Hy;KHO cKayarth uc-
XOJHBIH ITAKeT, BKJIIOYAIONNI OCHOBHOII (haits hopmara * . dsc (Debian Source Control)
U JIOTIOJTHUTEIbHBIE (DailiIbl, HA KOTOPbIE €CTh CChLIIKA B OCHOBHOM (haliJie.

Ncxopnbie nakersr xpanarcs Ha HTTP-3epkanax. Cambiii apdeKkTuBHbIi c110cob
cKavaTh UX — MCIOJb30BaTh KOMaH/y BUIa apt source ucxodHoe-ums-naxkema. [l ee
YCIIENTHOTO BBITTOJIHEHUST TpebyeTcst 100aBUTh CTPOKY deb-src B daiin /etc/apt/
sources.list 1 OOHOBUTb UHCKCHBIE (baﬁ]lbl KOMaH/I0# apt update.

Kpome Toro, MOKHO HCII0/Ib30BaTh KOMaHy dget (13 makera devscripts) aJis Hero-
Cpe/ICTBEHHOTO ckaunBaHus (haiiya hopmaTta . dsc ¥ COmyTCTBYONMX (haityios. B caydae
C IaKeTaMu, TI0rOTOBJIEHHBIMU crieliuanbHo 11 Kali, meXoMHbIi KO KOTOPBIX XPaHUTCS
B Git-penosutopun, 3arpy3uTh UCXOAHBIN KOJI MOKHO C TTOMOTI[bIO KOMaH/IbI git clone
git://git.kali.org/packages/ucxodHsili-nakem (ecyy TOCJE BHITIOJTHEHUST TAKON
KOMaH bl HIYETO 3aTPY;KEHO He OBLJIO, TO MOMBITATeCh EPEKIIOUNTHCS Ha BETKY kali/
master yepe3 KoMaHy git checkout kali/master).
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ITocsie ckaumBaHMS NCXOTHOTO KO/Ia YCTAHOBUTE TTAKETHI, IEPEYNCIeHHDIEC B 3aBUCH-
MOCTSX COOPKU MCXOAHOIO MAaKeTa, ¢ IIOMOIIbIO KOMaH/Ibl apt build-dep ./. Ee HyKHO
3aMyCTUTH U3 KaTaJoTa MakeTa, B KOTOPOM HAXOAUTCS UCXOTHBIN KO/,

Brecenne uamenennit B MCXOAHBIN TTaKeT 3aKAI0YACTCS B BBITIOJHEHUHN CIEAYIONTAX
JIeCTBUIA.

Q [lepssiit mar cocronT B M3MeHEHWU HOMepa Bepcuu makera. /Jlannoe geiicTue
TpebyeTcs I TOro, 4ToObI CHCTEMA MOTJIA OTJIMYUThH HOBBII MAKET OT UCXOLHOTO.
CoBepiraeTcst OHO € TOMOIIBIO KOMaH/IbI dch --1local udeHmugukamop-B6epcuu NN
myTeM MOAUMDUKALNYT APYTUX CBEAEHUH O TaKeTe ¢ IIOMOMIbIO yTuauThl dch.

Q IlpuMmenenue maTya ¢ HOMOIIBIO KOMAH/BI patch -pl < namy-gaiin mm MogupuKams
cepuu narueii quilt.

O Hacrpoiika mapameTpoB cOOPKH, KOTOPbie OOBIYHO MOKHO HallTH B (haiiie debian/
rules i B Apyrux ¢aitnax n3 karasora debian/.

ITocne MoguduUKaMy UCXOAHOIO IMAKETa MOKHO cOOpaTh OMHAPHBINA MAKET C I10-
MOIITbIO KOMaH/ bl dpkg-buildpackage -us -uc -b, BEI3BIBAEMOU 13 KaTaJaoTa ¢ UCXOHBIM
kogoM. OHa co37acT HeMOAMNCAHHbII OMHAPHBII TAKET, KOTOPBII 3aTeM MOKHO YCTaHO-
BUTb, BOCIIOJIb30BABIINCH KOMAH/I0I dpkg -1 nakem-uma_Bepcuu_arch.deb.

NToroBble cBeaeHus no cbopke sapa Linux

Y HpOABUHYTHIX MOJAB30BATEIEN CUCTEMbI MHOT/IA BOSHUKAET TOTPEOHOCTD B IIEPEKOM-
sy sapa Kali. BosMoKHO, BbI 3aXOTHTE YMEHBIIMTD PasMep CTaHAAPTHOTO sjipa,
KOTOPOE 110 YMOJYAHUIO COAEPKUT GOJIbIIOE KOJIMYECTBO CBOMCTB U ApaliBepOB, WU
J00aBUTD B HETO HeCTaHAaPTHbIE APaiBePhI WK BO3MOKHOCTH, UJIU YCTAHOBUTH ITaTYK
azpa. BaskHO IIOMHUTB: HEIIPaBUJIbHO HACTPOEHHOE SIIPO CIIOCOOHO CIe/IaTh CUCTEMY He-
CTaOWIIBHOM, U BBI IOJIKHBI IOHNMATh, uTo Komanza Kali ne mosker obecrieunts 0OHOBIICHUS
6€e30IaCHOCTH JIJIS S1Iep, KOTOpbie ObLIK cCOOPAaHbI IOJIb30BATEIAMI CAMOCTOSATEIBHO.

B GosbInHCTBE CIyYaes JJis BHECEHUSI U3BMEHEHUH B sI/IPO IIOHAZ00UTCS yCTAaHOBUTD
HEKOTOPBIE MAKETHI C TOMOII[bIO KOMaH/ bl apt install build-essential libncurses5-
dev fakeroot.

Komanjia apt-cache search ~1linux-source BbIBEJIET CITUCOK ITOCJIETHUX BEPCUTL SI/IPa,
cosganHbIX koManoi noaaep:kku Kali. Komanma apt install linux-source-Homep-
Bepcuu ycTaHaBJIMBAET CXKATBIN apXUB € MCXOHBIM KOJIOM SIZIpa B KaTaJyor /usr/src.

Wcexommbie hailiibl 10IKHBI ObITh PACIlaKOBaHbl KOMaH/ION tar -xaf B KaTaJor, oT-
JIMYHBIN OT /usr/src (Hanpumep, B ~kernel).

Korza npuxonT BpeMsi HACTPAUBATh s1/IPO, CTOUT TIOMHUTb CJIE/IYIOIIIEE.

Q Ecuu Bbl He sBJIgeTeCh TPOABUHYTHIM [T0JIb30BaTEIEM, TO CHAUYAJIA CTOUT 3aIT0JTHUTD
KoHpuUryparmonuslii daiin aapa. s aToro sydriie Bcero B3sATb CTAHAAPTHYIO KOH-
uryparnuio gapa, ckonuponas /boot/config-version-string B ~/kernel/linux-
source-version-number/.config. Kak BapuaHT, MOKHO TPUMEHUTHh KOMaH/y make
architecture_defconfig /iy TOCTPOEHUS KOH(I)I/IrypauI/H/I, KOTOpas MOJAXOAUT JIJIsd
HMeIolIeicss apXUTEeKTYPBI.
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Q WucrpymenT /15t KOHDUTYPUPOBAHUS sI/[pa ¢ TEKCTOBBIM UHTepdeiicoM, 3amycKa-
eMbIil KoMaH /101 make menuconfig, cunThiBaeT (haiist . config U MO3BOJISIET HACTPAU-
BaTh /[P0 C IIOMOIILIO OOIINPHOIL crcTeMbl MeHi0. IIpu BeIGOpE d1eMeHTa BHIBOAUTCS
TOKYMEHTAIIUS TI0 HEMY W CIIMCOK BEPOSATHBIX 3HAUEHUN, U TYT K€ MOKHO BBECTHU
JI71s1 HETO HOBOe 3HaUeHMe.

Boimosinenne koman bl make clean 3 KaTasora ¢ MICXO/IHBIM KOJIOM si/[pa ITPUBE/ET
K y/IaJIEHUIO PaHee CKOMITMJIMPOBaHHbBIX (haityioB. Komania make deb-pkg co3iacr 10 st
makeroB Debian. Daiin 1inux-image-version.deb comepkut 06pas siipa v CBsI3aHHBIE
C HUM MOJYJIN.

Jlsist TOro 4ToOBI UCIOIB30BATH HOBOE SIIPO, HYKHO YCTAHOBUTH HEOOXOIMMBIE T1a-
KETBI ¢ TTOMOIIIBIO KOMaHIbI dpkg -1 file.deb. [Ipu aTom Hy’keH makeT "linux-image".
[Taker "linux-headers" cjenyeT yCTAaHOBUTD JIUIIb IIPU HAJTUYUU BHEITHUX MOYJIei
sazpa st COOPKH, YTO IIPOUCXOAUT, KOrJa y Bac €CTh yCTAaHOBJIEHHbIE ITaKeThl "* -dkms"
(TIpoBepUTH HTO MOKHO Ostarofapst komasze dpkg -1 "*-dkms" | grep ~ii). [Ipyrue ma-
KeThI B OOJIBIITMHCTBE CIyYaeB He MPUMEHSIOTCS.

NToroBble cBeaeHUst No cbopke cOBCTBEHHBIX
ISO-06pa30oB Kali

Odunmansrbie ISO-o6passr Kali cobpatsl ¢ momomnibio Habopa ciieHapues live-build,
KOTOPBI TO3BOJIAET OJHOCTHIO ABTOMATU3UPOBATH N HACTPOUTD BCE ACTIEKTHI CO3/IAHS
ISO-06pasos.

s ucnonsszosanus live-build mysxHo, 4To65s1 cucTema ObL1a 0OHOBJIEHA 10 IOCAE] -
Hell BepCcum.

Kondurypanuonnsie gannbie Kali live-build Mmoo sarpysurs us Git-penosuropues
Kali ¢ momoribio koma bt apt install curl git live-build, mocjie KOTOPOU BBITIOJHSI-
eTcsa KoMaH/ia git clone git://git.kali.org/live-build-config.git.

s cospanust 06HOBJIEHHOTO, HO He MoauduiupoBanHoro ISO-o6pasa Kali no-
CTaTOYHO BOCIIOJIb30BATHCA KOMaH/0M . /build.sh --verbose. COopka 3aiiMeT HeMaIO
BPEMEHH, TIOCKOJIBKY B XOJI€ BBIOJIHEHUS HTOI oTeparuu OyyT cCKayaHbl Bce He0OXO0-
miMble makeTsr. [Toce 3aBepienus coopku HOBbIN ISO-00pa3 MOKHO HAIITH B KaTajore
images. Eciii ipu BBITIOTHEHMU JJaHHOM KOMaH/Ibl IIPUMEHUTD ITapaMeTp --variant
Bapuarm, To OysieT cobpaH yKa3aHHBIN BapuaHT o6pasa. PaziuuHble BAPUAHTBI OTIpE/ie-
JISTIOTCST MX KaTaJloraMu KoHdurypaiun config/variant-*. OcHoBHOIT 00pas cospaercs
¢ IIOMOIIBIO BapyaHTa gnome.

Ectb Heckosbko crioco6oB HacTpoiiku [SO-06pasa, KOTOPbIE 3aK/II0YAIOTCSA BO BHE-
CeHUU U3MeHeHUii B KaTauor koHdurypauuu live-build.

O B live-o6paz MoxHO 1006aBIATH TTAKETHl (MM YAAISATH CYIIECTBYIONTHE ), MOAU(DI-
upyst daiiasr package-lists/*.1list.chroot.

O B o6pas MoKHO BKIIOYATH COGCTBEHHBIE TAKETHI, TIOMEITast COOTBETCTBYOIIHE (hailiibl
dopmara .deb B karajor packages.chroot. VIx ycraHoBka MOKeT OBbITh aBTOMaTHU3M-
pOBaHa ¢ UCIOJIb30BaHueM (pailioB preseed/*. cfg.
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O BkuByo daiinoByto cucteMy MOKHO T06ABISTD (HAllIbl, pa3MeIast uxX TaM, e OHU
JIOJIKHBL OBITH — B KaTasiore includes. chroot.

Q B xoze nporiecca cbopku o6pasa ¢ MoMoIbio chroot MoKHO BBINOJIHATE CIIEHAPUH,
ycTaHaBJIMBast UX Kak Qaiiyibl hooks/live/*.chroot. Kpome Toro, ciienapuu jio-
IYCTUMO BBI3BIBATH BO BPEMsI 3aTPY3KHU € UCIIOJIb30BaHUEM co3ianHoro live-o6pasa.
VX Hy>kHO yCTaHOBUTD B /usr/1ib/1live/config/XXXX-umsa, HAIIpUMeEP, OCHOBBIBASICH
Ha Karayiore KoHdurypamuu includes.chroot.

Q Yrobsl y3HATh MOAPOOHOCTU O KOHGUIYPUPOBAHUU U TecTHpoBaHuu live-build,
MOKHO BOCIIOJIb30BaThCsI OTJIMYHBIM PyKoBoacTBoM Debian Live System Manual.

PassepuyTh [SO-06pasz Kali va USB-HakonuTese 10BOJIbHO Jierko. [Ipu aToM Ha
TaKOM HOCHTEJIe MOSKHO HACTPOUTD OCTOSTHHOE XPaHWJINIIE MHGPOPMAIIH (Kak 3armmnd-
POBaHHOE, Tak 1 HeT). XOTs 3TOT MPOIecC MOKET MTOKA3aThCsI HEMHOTO CJIOKHBIM, TIPH
GmKafTIeM PaCCMOTPEHUH OKA3bIBAETCS, UTO HA MMEPEHOCHOM HOCHTEJE COBEPIITEHHO
HECJIOXKHO CO3/1aBaTh 3aNTi(poBaHHBIE 1 He3aNTN(POBAaHHBIE XPAHIJINIIA. JDTO 3HATN-
TEJTHHO PacIpsieT HYHKIMOHAT TTOMOOHDBIX 3aTPY30UHBIX HOCUTEEH.

B caenytomeii rmase M pacemorpuM Kali B opranusanun. ObcyinM yupasieHie
KOH(UTypaIeil 1 mokaskeM crrocoObl paciuputh 1 Hactpouth Kali Linux takum 06-
Pa3oM, YTOOBI €TO MOKHO OBITIO JTIETKO Pa3BEpPHYTDH KaK Ha Mapy, Tak U Ha HECKOTIBKO
TBICSTY KOMITHIOTEPOB.
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K HacrosiieMy MOMEHTY BbI yiKe yoeauauch, uro Kali — upessbiuailHO 1moJjie3nbrit
u HajexkHBIN aucTpubytus Debian, obecnieunBatonuii GyHKIIMN TPOMBILILIEHHOI Ge3-
onacHocTy U mrpoBaHKs, pacliMpeHHoe yIIpaBJieHre HakeTaMu, paboTy Ha MHOXKe-
cTBe TIaTHOPM U apceHas HHCTPYMEHTOB MUPOBOTO KJIACCa JIJIS CIEUATICTOB O
6esonacHocTy (4eM M3BecTeH B Hauboubliell crenenn). YTo MoxKeT ObITh HEMHOIO
HEeOKUJAaHHbBIM, Tak 5To To, Kak Kali macmrabupyercs 3a npegenamu pabodero croJa
JI0 CPEHUX U IHPOKOMACIITAOHBIX Pa3BEPThIBAHUIN U ayKe 10 YPOBHSI IPEIIPUSITHSL.
B nanmnoii riraBe Mbl MOKakeM, HaCKOJIbKO xopomro Kali mosxer macmrabupoBaTtbes 3a
npeetaMu pabovero cTosia, odecreurBast IEHTPAIN30BAHHOE YIIPABJIEHHE U KOHTPOJIb
Ha YPOBHE IPeANPUATH Ha HecKoIbKuX yeranoBkax Kali Linux. Kopoue rosops, 1mo-
CJie TPOYTEHSI ATOU TJIaBbl BBI CMOJKeTe OBICTPO Pa3sBePTHIBATH BHICOKO3AIIUIIIEHHBIE
cucrembl Kali, npeaBapuresibHo HacTPOEHHbIE I BALIMX KOHKPETHBIX IOTPeOHOCTEIH,
U CHHXPOHU3UPOBATH UX Oarofapst (IIOJIyaBTOMATUIECKO) yCTaHOBKEe OOHOBJIEHUTT
nakeros Kali.

ITOT ypoBeHb TpebyeT HECKOAbKUX IIAr0B, BK/IIOYAA NHULUUPOBAHIE 3aTPY3KU
KOMIThIOTEPA 0 ceTu ¢ oMonibio PXE, mpuMeHeHne pacimmpeHHOTO HHCTPYMEHTA
yipasaenus Kondurypanueii (SaltStack), BO3MOKHOCTh pasBeTBAEHUsT U HACTPOIKU
MAKETOB U PAa3BEPThIBAHIE XPAHUJIUINA TTAKETOB. MbI TIOPOOHO PACCMOTPUM KayK/IbIil
IIar, MOoKasKeM, Kak U30ekKaTh «IPA3HON paboThl», a TAK/Ke Pa3sBEPThIBATH, YIIPABJIATH
U II0/IEPKIBATh MHOKECTBO 110J1b30BaTeIbckixX yeranoBok Kali Linux ¢ orHocurebHOM
JIerkocThi0. [TOMIMO BCETO TIPOYETro, MbI TIPEOCTABUM TOJIITY MUHBOHOB, YTOOBI IOMOUb
BaM B YIIPaBJIeHUU Ballell uMrepuei.

10.1. YcraHoska Kali Linux
yepe3 ceTb (PXE Boot)

Kak 6bL10 paccMOTPEHO B MPEABIAYIINX TJaBaX, CTAHAAPTHBIN MPOIECC YCTAaHOBKH
Kali Linux mpoct, cTout ToabKo pasobparbes. Ho eciu Bam HyskHO yeranoButh Kali
Ha HECKOJIBKUX KOMIIBIOTEPAX, TO CTaH/AapTHAs HACTPOIKA MOKET OKa3aThCsl TOBOTHHO
yromureabHoi. K cyactbio, BBl MOKeTe 3amyCcTUTh mporienypy yeranosku Kali, sarpy-
3UB KOMITBIOTED Yepe3 ceTh. ITO MO3BOJISIET OBICTPO U JIeTKO ycTaHaBauBaTh Kali Ha
HECKOJIBKUX MAllTnHAX OJTHOBPEMEHHO.

CravaJsia Hy>KHO 3arpy3UTb Balll 1[eJIeBOM KOMIIBIOTEP 110 CeTU. JTO JIEJIAeTCs € IIOMO-
b0 Preboot eXecution Environment (PXE) — cpejibi ¢ HHTEPdEHCOM «KIHEHT-CepBep»,
npeHasHaYeHHON /7t 3arPy3KH JTI000TO MOAKIIOYEHHOTO K CETH KOMITBIOTEpPA Yepes3
CeTh, JJaYKe ecJIM Ha HeM HET YCTAHOBJIEHHON OMepalinoHHON crucTeMbl. /[ HacTpoiiKu
3arpysku depes cetb ¢ npuMeHenreM PXE TpeGyercs HacTpouTh 10 KpaiiHell Mepe
cepsep TFTP (Trivial File Transfer Protocol — npoctoii iporokou nepegaun ¢aiiios)
u cepsep DHCP/BOOTP (Dynamic Host Configuration Protocol — mporokos auxa-
MIYECKOIi HacTpoiiku yaia; Bootstrap Protocol — sarpysousiii mporokosr). Bam Taxske
MOHA00UTCST BeO-cepBep, I XOTUTE PA3MeCTHTh (hailJl TpeiBapUTEIbHOI HACTPONKY
debconf, KOTOPBIiT GYIET aBTOMATHIECKH MCTIOIB30BATHCS B IIPOIECCE YCTAHOBKH.



10.1. YcraHoBka Kali Linux yepes cetb (PXE Boot) 265

K cuactbio, cepep dnsmasq noanep;xxkuBaet kKak DHCP, Tak u TFTP, noatomy Bam
MOHATOOUTCST JIUTITH OINH CEPBUC, YTOOBI HACTPOUTE Bee Heobxommmoe. Kpome toro,
Beb-cepsep Apache yske ycranosien (H0 He BKIIOYEH) 110 yMOI4aHuIo B cucteme Kali.

OtpenbHble  [ns 6onee cnoXHbix HacTpoek Habop ¢yHKUMA dnsmasg MoxeT oka-
AeMoHbl DHCP  3aTbcs HeCKosbKO OFpaHUYeHHbIM, UK, BEPOSITHO, Bbl 3aX0TUTE BKJIHO-
MTFTP  4nTb BO3MOXHOCTb 3arpy3ku ¢ nomolybto PXE B cBoel ocHoBHOM ceTw,
koTopas yxe mcnonb3lyeT DHCP-geMoH. B obounx cnyyaax npugetcs

HacTpouTb oTAEeNbHO femMoHbl DHCP n TFTP.

B pykoBopcTBe no yctaHoske Debian paccmoTpeHa yctanoBka isc-dhcp-
server u tftpd-hpa ana 3arpysku ¢ nomouysto PXE (https://www.debian.org/
releases/stable/amdé4/ch04s05.html).

[Ipesxie uem ycTaHOBUTD dnsmasg, BbI IOJIKHBI CHAYaJIa HACTPOUTB eTo B haitse /etc/
dnsmasq. conf. Ctanjaprrasi HACTPOMKA COJIEPKUT JIUIITh HECKOJIBKO KJIIOUEBBIX CTPOK:

# Network interface to handle

interface=etho

# DHCP options

# IP range to allocate
dhcp-range=192.168.101.100,192.168.101.200,12h
# Gateway to announce to clients
dhcp-option=option:router,192.168.101.1

# DNS servers to announce to clients
dhcp-option=option:dns-server,8.8.8.8,8.8.4.4
# Boot file to announce to clients
dhcp-boot=pxelinux.0@

# TFTP options

enable-tftp

# Directory hosting files to serve
tftp-root=/tftpboot/

[Tocse HacTpoiikn datina /etc/dnsmasq.conf HY>KHO TIOMECTUTh YCTAHOBOUHBIE
(aiisbl 3arpysku B Katanor /tftpboot/. s aroii nenu Kali Linux npegocrasisier
(haiimoBbIil apXUB, KOTOPBII MOSKHO PAaCiaKOBATh HEITOCPEICTBEHHO B /tftpboot/. [Ipo-
cTo BeiOepuTe Mexay 32-paspsiaubiM (1386) u 64-paspsanbiv (amd64) craHaapTHBIMU
i rpadpudeckumu (gtk) crocobaMy yCTaHOBKH JIJIsE BAIErO 1EJIEBOTO KOMIIbIOTEPA
7 YKQKUTE COOTBETCTBYIOIINIT apXUB:

O http://http.kali.org/dists/kali-rolling/main/installer-amd64/current/images/netboot/gtk/net-
boot.tar.gz;

O http://http.kali.org/dists/kali-rolling/main/installer-amd64/current/images/netboot/netboot.tar.gz;
O http://http.kali.org/dists/kali-rolling/main/installer-i386/current/images/netboot/gtk/net-
boot.tar.gz;

O http://http.kali.org/dists/kali-rolling/main/installer-i386/current/images/netboot/netboot.tar.gz.
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IMTocsie Toro Kak BbIGpain apxuB, co3gaite Karajor /tftpboot/, ckavaiite apxuB
U pacrnakyiTe ero B 9TOM KaTtaJiore:

# mkdir /tftpboot

# cd /tftpboot

# wget http://http.kali.org/dists/kali-rolling/main/installer-amd64/current/
wp images/netboot/netboot.tar.gz

# tar xf netboot.tar.gz

# 1s -1

total 25896

drwxrwxr-x 3 root root 4096 May 6 04:43 debian-installer

Irwxrwxrwx 1 root root 47 May 6 04:43 1dlinux.c32 -> debian-installer/

wp amd64/boot-screens/1ldlinux.c32
-rw-r--r-- 1 root root 26507247 May 6 04:43 netboot.tar.gz

Irwxrwxrwx 1 root root 33 May 6 04:43 pxelinux.@ -> debian-installer/
wmp amd64/pxelinux.0

Irwxrwxrwx 1 root root 35 May 6 04:43 pxelinux.cfg -> debian-installer/
wp amd64/pxelinux.cfg

-rw-rw-r-- 1 root root 71 May 6 04:43 version.info

PacriakoBannble (hailsibl BKIIOUAIOT 3arpy3unK pxel inux, KOTOPBIN NCIIOJIb3YET Te JKe
(baiter konpuTypaluu, 9To U syslinux U isolinux. ITO MO3BOJISET HACTPOUTD (PaTiITBI
3arpysku B debian-installer/amd64/boot-screens/, kak ObLIO ObI IIPU CO3LAHMIU COO-
crBeHHbIxX ISO-06pasos aa Kali Linux.

Hamnpumep, TpenosioKus, 4To BHIOPATN TEKCTOBbINA YCTAHOBIIMK, BBl MOKETE 10-
6GaBUTH MapaMeTPhI 3arPY3KH JJIST IPEIBAPUTEIBHOTO YKa3aHUST 3HAUCHUI SI3bIKA, CTPa-
HBI, PACKJIa/IKN KJIaBUATYPbI, UMEHU XOCTa U UMEHHU JloMeHa. Bbl Takyke MoskeTe 3a/1aTh
yeranosuuky Baemnnit URL u HacTpouTh TaiiMep, 9ToObI 3aTPy3Ka BBHITIOTHSIIACH
ABTOMATUYECKHU, CJIM B TEUEHUE TSATH CEKYHI He Oblla HaxkaTa HU OJIHA KJIaBUIIA.
J1J1s1 3TOTO BBI IOJKHBI CHaYala UBMEeHUTD (haiis debian-installer/amd64/txt.cfg:

label install
menu label ~Install
kernel debian-installer/amd64/1inux
append vga=788 initrd=debian-installer/amd64/initrd.
wp gz --- quiet language=en country=US keymap=us hostname=kali
wp domain= url=http://192.168.101.1/preseed.cfg

3aTeM HYKHO U3MeHNTH (aiia debian-installer/amd64/syslinux.cfg, 4ToObI Ha-
CTPOUTH TaliMep:

# D-I config version 2.0

# search path for the c32 support libraries (libcom32, libutil etc.)
path debian-installer/amd64/boot-screens/

include debian-installer/amd64/boot-screens/menu.cfg

default debian-installer/amd64/boot-screens/vesamenu.c32

prompt ©

timeout 50
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Pacrioiaras cpecTBoM 3arpykath J00yIo MallinHy yepes ceTh ¢ momolbio PXE, Bb
MOJKeTe BOCIIOJIb30BaThCsI BceMU (DYHKITUSIMU, ONMUCAHHBIMU B pasjesie 4.3, 4TO 110-
3BOJISICT BBIIIOJHATD ITOJIHYIO 3aTPY3KYy, IPECUJAUHT M aBTOMATUYECKYIO YCTAHOBKY Ha
HECKOJIBKUX KOMITBIOTEPax 6e3 (U3MIecKoro 3arpysoutoro Hocuresst. He sabbiBaiite
1 0 THOKOCTH TTapaMeTpa 3arpysku preseed/url=http://cepBep/preseed.cfg (uiu
MIPUMEHEHNN TICeBJIOHNMA url), KOTOPBIN TTO3BOJISIET YCTAHOBUTD (hailjl MpecuInHTa
IS CETH.

10.2. Ncnonb3oBaHKe ynpaBnieHns
KOH(Urypaumen

BMmecre ¢ BO3MOKHOCTBIO ObICTPO yeTaHaBauBaTh Kali Ha HECKONBKUX KOMIIBIOTE-
pax cpasy BaM MOHaJOOUTCS TIOMOIIb B YIIPABJIEHUU 3TUMHU MAIlIMHAME TTOCJIE YCTa-
HOBKH. 3/1ech OYYT TOJE3HBI HHCTPYMEHTBI KOHTPOJISA 32 KOH(BUTYpaIlMen st
YIIPaBJIEHUST MAIIUHAMY VJIN JIJIsI TIEPEKJTIOUEHUST KOMITBIOTEPOB B JIIOOOE JKeaeMoe
cocTosinue.

Kali Linux comepKuT MHOKECTBO HOMYJISIPHBIX HHCTPYMEHTOB yITPaBJICHUST KOH(U-
rypatueii, KoTopbie Bbl MOKeTe ucrosib3oBaTh (ansible, chef, puppet, saltstack u T. 11.),
HO B 3TOM pas/iesie Mbl pACCMOTPUM TOJIbKO SaltStack (https://saltstack.com/).

HacTpolika SaltStack

SaltStack — neHTpaM30BaHHbII cepBUC yrpaBieHus KoHurypaiueii: salt master
YIPaBJIET MHOKECTBOM MIUHBOHOB salt minion. Heo6xoauMo ycTaHOBUTH makeThl salt-
master Ha cepBep, JOCTYIMTHBIA BCEM XOCTaM, KOTOPBIMY BbI XOTHTE YIIPABJIATh, 1 salt-
minion Ha THUX XocTax. Kax/1oMy MUHBOHY HYKHO COOBIIUTD, T/l PACTIONOKEH €ro
macrep. ITpocro orpegakTupyiire daiii /etc/salt/minion 1 106aBbTe KIIOYEBOE CIOBO
master B umsa DNS (unu IP-anpec) Salt-macrepa. O6parure sBuumanue, uro Salt uc-
nosb3yeT YAML B kauecTBe hopmara 17151 cBoux (haiiioB KoH(MUTYpAITIH.

minion# vim /etc/salt/minion

minion# grep “master /etc/salt/minion
master: 192.168.122.105

Kazxp1it MUHBbOH UMeeT YHUKAJIbHBIH NIeHTU(hDUKATOD, XpaHsiuiics B ¢aiiie /etc/
salt/minion_id, KOTOPBII IO yMOJTYAHUIO COOTBETCTBYET UMEHH €T0 XOCTA. DTOT UJIECH-
TU(HUKATOP MUHBOHA OYJIET UCIIOJIH30BATHCS B MPABUIAX KOH(MUTYPAIIUHU, U TOTOMY
Ba)KHO YCTAHOBUTH €TO MPABUJIBHO, IIPEXK/e YeM MUHBOH OTKPOET CBOE COoelnHeHue
C MaCTepoM:
minion# echo kali-scratch >/etc/salt/minion_id

minion# systemctl enable salt-minion
minion# systemctl start salt-minion
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Cpasy nociie 3amycka cepBuc salt-minion momnbitaeTcs cBsA3aTbes ¢ Salt-macrepom
1 oOMeHa OTIpeZIeIEHHBIMU KPUTITOTPADUICCKUME KIIOUaM. Y1066 TIPOIOIKUTH
coe/lMHEHWE, HY’KHO Ha CTOPOHE MacTepa MOATBEPANTH KJTIOU, KOTOPBIN TTPEI0CTaBUII
MUHBOH I cBoeil maentudukanuu. Ilocaenyomue coequuenusa OyaAyT yeTaHaBIU-
BaTbCA aBTOMAaTHUYECKHU:

master# systemctl enable salt-master
master# systemctl start salt-master
master# salt-key --list all

Accepted Keys:

Denied Keys:

Unaccepted Keys:

kali-scratch

Rejected Keys:

master# salt-key --accept kali-scratch
The following keys are going to be accepted:
Unaccepted Keys:

kali-scratch

Proceed? [n/Y] y

Key for minion kali-scratch accepted.

BbinonHeHne KoMaHA
Ha MUHbOHAX

Kaxk Toapko coe/luHeHne ¢ MUHbOHaMM YCTaHOBJIEHO, BbI MOJKETE BBITIOJTHATH Ha HUX
KOMaH/bl 13 MacCTepa:

master# salt "*' test.ping
kali-scratch:

True
kali-master:

True

Ita KOMaH/a IPUKA3bIBaeT BCeM MUHbOHAM (* — 11abJIoH JIJist 0603HAYCHUSI BCEX
MWHBOHOB) BBITIOJTHUTH (DYHKITNIO ping M3 MCTIOJHUTEIBHOTO MOy test. JlanHas
(bynxnua Bospparniaer sHayeHue True IIPU yCIEIIHOM BBIIIOJIHEHUM U IIPEICTABIISACT
co6oit mpocToii criocob MPOBEPUTH COCAMHEHUE MEKIY MACTEPOM U PA3JIUTHBIMH
MUHbOHAMU.

Bwr Takke MoskeTe 3a/aTh OINpe/ie/IeHHbIN MUHBOH, YKa3aB ero UAeHTU(HUKATOP
B TIEPBOM MapaMeTpe, I MHOKECTBO MUHBOHOB, HCTIOJIB3YsT 60JIee KOHKPETHBIH MabI0H
(Hampumep, *-scratch nim kali-*). Huske npuBener o6pasell BbIMOJHEHUSI TIPOU3-
BOJILHO KOMaH/Ibl 00010uKH Ha MUHBOHAX Kkali-scratch:

master# salt kali-scratch cmd.shell 'uptime; uname -a'
kali-scratch:
05:25:48 up 44 min, 2 users, load average: 0.00, 0.01, 0.05
Linux kali-scratch 4.5.0-kalil-amd64 #1 SMP Debian 4.5.3-2kalil
wmp (2016-05-09) x86_64 GNU/Linux
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Ccbinka  CyllecTByeT MHOXECTBO UCMOMHUTENbHbBIX MOAYNEN AN BCeX BEPOSAT-
Ha Salt-Mopgynu  Hbix crniyyaeB. Mbl He pacckaXeM 0 HUX B 3TON KHWUIEe, HO MOJIHbIA UX
cnmMcok gocTtyneH no agpecy https://docs.saltstack.com/en/latest/ref/
modules/all/index.html. Bbl Tak>ke MoXeTe Mosly4nTb OMMcaHWe BCex
MCNONHUTENIbHBIX MOAYNEN U UX [LOCTYMHbIX GYHKLMIA Ha OnpefeNeHHOM
MWHbOHEe C MOMOLLb0 KOMaHAbl salt MUHBOH sys.doc. Ee BbinosHeHne
BO3BpaLLaeT 04eHb ASINHHbIV CMUCOK QYHKLMIA, HO Bbl MOXETE ero oT-
bunbTpoBaTh, NepenaB UM GYHKLMM MU MOLYSIS C ero POAUTENIbCKUM
MoayneM B npedukce B Ka4ecTBe napamerpa:

master# salt kali-scratch sys.doc disk.usage
disk.usage:

Return usage information for volumes mounted on this minion

OnuH u3 HauboJIee TOJIE3HBIX MOy el — pkg, KOTOPBII TpeacTaBsieT coboil ab-
CTPAKTHBII MEHe/Kep MaKeTOB, IoJIaraoliuiics B cBoeil paboTe Ha COOTBETCTBYIOIINI
MeHeIZKep I1aKeToB st cucteMbl (apt-get it Debian u ero npousBoHbIX, TAKUX KaK
Kali).

Komanja pkg.refresh_db 00HOBJISET CIIMCOK IaKeTOB (TO €CTh BBIIIOJHSIETCS
KOMaH/1a apt-get update), B TO BpeMs Kak KOMaH/la pkg.upgrade yCTaHABJIWBAET BCe
JOCTyIIHbIe 0OHOBJIEHUsT (BBINOJIHsIETCS apt-get upgrade win apt-get dist-upgrade
B 3aBUCHUMOCTH OT TI0JIy4eHHbIX TapameTpoB). Komanya pkg.list_upgrades rnokaxer
CIMCOK OTJIOKEHHbBIX Olleparnii 0OHOBJIeHUsT (KOTOPbIe OYAYT BBIIOJTHITHCSA KOMaHION
pkg.upgrade dist_upgrade=True).

Monyb service npezncrasiser co6oii abcTpakTHBI MeHemKep cepsuca (B CIy-
yae Kali a10 systemd), KOTOpbII 1103BOJISIET BBHIIOJIHATH BCE CTaHAAPTHbIE Ollepa-
nuu systemctl: service.enable, service.disable, service.start, service.stop,
service.restart u service.reload:

master# salt '*' service.enable ssh
kali-scratch:

True
kali-master:

True
master# salt '*' service.start ssh
kali-master:

True
kali-scratch:

True
master# salt '*' pkg.refresh_db
kali-scratch:

master# salt '*' pkg.upgrade dist_upgrade=True
kali-scratch:
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changes:
base-files:
new
1:2016.2.1
old:
1:2016.2.0
[...]
zaproxy:
new
2.5.0-0kalil
old:
2.4.3-0kali3
comment:
result:
True

Jlnst Gosree TOYHOTO TIPUMEPA MOKHO JIETKO HACTPOUTH CKaHMpOBaHue Nmap ¢ TO-
MoIibio dnmap. Ilocjie ycTaHOBKM ITakeTa Ha BCeX MUHbOHAX CJIe/lyeT 3allyCTUTh cepBep
B [IEPBOM TepMUHAJIE:

server# salt '*' pkg.install dnmap

[...]
server# vim dnmap.txt
server# dnmap_server -f dnmap.txt

[Ipexmnonaras, uro [P-agpec cepsepa 1.2.3.4, Bbl MOXKETE TPUKA3aTh BCEM MUHbOHAM
3aITyCTUTDH MPOIIECC HA CTOPOHE KJINEHTA, KOTOPBIN TOKIIOYAETCS K CEPBEPY:
server# salt '*' cmd.run_bg template=jinja 'dnmap_client -s 1.2.3.4 -a {{
W orains.id }}'
kali-scratch:

Ob6paruTe BHUMaHKE: B IPUMEPE MCIIOJAB3YeTCs cmd. run_bg JIJIsT 3alTyCKa KOMaH-
nbl dnmap_client B (honoBoM pexknme. He skauTe, Moka OH 3aKOHYUTCS, TaK KaK 9TO
JUIATEJIbHBIN mportecc. K coskaieHnIo, OH He 3aBepIaeTcs M0JKHBIM 00pa3oM, KOra
BbI IIpEpPbIBaeTe paboTy cepBepa, 0ITOMY BaM IIPUIETCSI OUMCTUTD €I0 CAMOCTOSATEIBHO:

server# salt '*' cmd.shell 'pkill -f dnmap_client’

State-cbannbl salt n apyrne ocobeHHocTH

XOTst yIaJICHHOE BBITIOJHEHUE KOMAH/] — BaJKHBII SJIEMEHT, 9TO JIUIITb MAJIAst YaCTh TOTO,
uro ymeet SaltStack.
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[Ipn HacTpoliike HOBOW MAITMHBI YACTO MPUXOUTCS 3aITyCKAaTh MHOKECTBO KOMaH]|
U TECTOB JUId 3aanus OoJjiee JeTajbHON KOHMUIYpal[iy CUCTEMbI Iepe]] YCTaHOBKOIL.
ITH onepanuy MOTYT ObITh (hOPMAII30BaHbl B IAGI0HAX KOH(DUIYypaI MHOTOPA30-
BOTO MCITOJTh30BaHUS, Ha3bBaeMbIX (haiimamu state (ctaryc). Onepanun, omucaHHbie
B state-caiinax, BBITOTHSIOTCS ¢ TTOMOIIBIO KOMaH bl state.apply salt.

Y106bl COKOHOMUTH BPEMS, MOKETE PACCUUTHIBATH Ha MHOKECTBO TOTOBBIX K UC-
[I0JIb30BAHMUIO state-aiiios, kKoTopbie ObLIKM co3nanbl coobuiectBoM Kali u kotopsie
MO3KHO Haiitu B «Salt-opmyax»> (https://docs.saltstack.com/en/latest/topics/development/
conventions/formulas.html):

CymectByer MHOKecTBO (yHkunil SaltStack, KoTopble MOKHO HCIIOIB30BATh KOM-
OUHUPOBAHHO:

3allJTAHUPOBAHHOE BHITIOTHEHWE EHCTBUI;

olpe/iesieHue AeiiCTBUI B OTBET Ha COOBITHS, BbI3BAHHbIE MUHBOHAMMY;
cOOp JAHHBIX U3 MUHBOHOB;

KOOPIMHAIIHST MTOCJIe/IOBATENIBHOCTH OIlepaIinii Ha HECKOJIbKUX MIUHbOHAX;

npuMenenue cratycos 1o SSH 6e3 yeranosku cepsuca salt-minion;

O00D0DOO

CHUCTEMBI IPEAOCTABJIEHUA 00J1a4HbIX I/IH(l)paCprKTyp 1 ylpaBJ€HUA UMW U [IP.

Oyukunonanbiocts SaltStack 10BoIBHO 00LIMPHA, U MBI HE MOKEM PACKPBITh 31€Ch
Bce cBoiicTBa. Ho ecTh KHUTH, TTIOCBSIIEHHBIE HCKII0unTeibHO SaltStack, a Taxkke wc-
JepIbIBaloNias OHJIalH-T0KyMeHTalust. Ecin XxoTuTe y3HaTh 00JIblIe O BO3MOKHOCTSX
SaltStack, To ciemyiite 1o 910l ccblike: https://docs.saltstack.com/en/latest/.

Ecumi BBl yripasJisiere GOJIBIITNUM KOJTMYECTBOM KOMITBIOTEPOB, TO BaM OYIET TIOJIE€3HO
y3HaTh Ooubiie 0 SaltStack, Tak Kak OH II03BOJIUT COKOHOMUTH BPEMSI IIPH [OAKIIOYEHUH
HOBBIX MAIlIWH W BBl CMOJKETE TIOJ/IEP;KUBATH COTJIACOBAHHYTO KOH(MDUTYPAITUIO B Ballei
CeTH.

YT00BI IOMOUYB BaM TIOHSTDH CYTh PabOThI €O State-(halimamir, MbI PACCMOTPUM TIPO-
CTOH TIpuMep: Kak akTuBUpoBaTh Xpanuiuine APT n ycraHOBUTH TTakeT, KOTOPBIN BbI
cosnaaure B nojgpasnenax «Cosnanune xpanuiuninia maketoB g APT» u «Coznpanue
naxketoB KoHdurypanun» paszaesa 10.3. Mbl takke pazbepem perucrparmo SSH-kioua
B YUYETHOII 3aIIKMCcu root, YTOObI B CJy4ae BO3SHUKHOBEHH IPOOJIEM Bbl MOIJIU BOWTH
B CUCTEMY yIIAJICHHO.

[To ymomuanmio state-aitnpl XpaHAaTCs B Katajore /srv/salt Ha yCTpONCTBe MacTe-
pa; aTo cTpykTypupoBannbie (aitiasl YAML ¢ pacimupenuem . sls. Kak u qiis 3amycka
KOMaH/JI, MPUMEHEHUE CTaTyCOB 3aBUCUT OT MHOTHX State-MoIyJieit:

O https://docs.saltstack.com/en/latest/topics/tutorials/starting_states.html;
O https://docs.saltstack.com/en/latest/ref/states/all/.

Bam daiin /srv/salt/offsec.sls BbI30BET TPU MOJLYJIS:

offsec_repository:
pkgrepo.managed:
- name: deb http://pkgrepo.offsec.com offsec-internal main
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- file: /etc/apt/sources.list.d/offsec.list
- key_url: salt://offsec-apt-key.asc
- require_in:

- pkg: offsec-defaults

offsec-defaults:
pkg.installed

ssh_key_ for_root:
ssh_auth.present:
- user: root
- name: ssh-rsa AAAAB3NzaClyc2...89C4N rhertzog@kali

Craryc offsec_repository momaraercs Ha state-Momysb pkgrepo. B mpumepe
JUISl PETUCTPAIlMU XPAaHUJININA TAaKEeTOB UCIONb3yeTcss (PYHKIUS managed B 3TOM
state-momyste. C momolnpio nmapamerpa key_url Bbl gaere salt sHath, uto GPG-kirou
(zammmientprii ASCIT), HeoOXOMMMBIIL IJIs1 TPOBEPKH TTOANUCH XPAHUJIUIIA, MOKET
ObITH IoJIy4yeH us daiina /srv/salt/offsec-aptkey.asc Ha salt-macrepe. ITapamerp
require_in rapaHTupyer, 4TO 3TOT cTaTyc Oyaer o6paboTaH 0 UCIOAb30BAHUS
offsec-defaults, Tak Kak MOCJeHUI TpebyeT MPaBUIbHO HACTPOECHHOE XPaHUJIUIILE
NI yCTAaHOBKH TTaKeTa.

Craryc offsec-defaults ycTaHaBJANBAET OJJHOMMEHHBIN MTAKET. ITO TOBOPUT O TOM,
YTO MM KJTI0YA YaCTO SABJISACTCS BAKHBIM 3HAYCHUEM JIJISI CTATYCOB, XOTS €T0 BCET/Ia
MOJKHO MEPEOIPEAETUTH ¢ MTOMOIIBIO TTapaMeTpa name (Kak ObLIO CIEIAHO JIJIst TIpe-
IBIAYTIEro ctaTyca). JIJIs IpoCThIX ciiydaes, MOJOOHBIX TPUBEICHHOMY, 3TO TIOHSATHO
U JTAKOHUYIHO.

IMocnexnuii craryc (ssh_key_for_root) mobGasisier kiatod SSH, ykasaHHbII B apa-
MeTpe name, B /root/.ssh/ authorized_keys (IIpUTOM I1€JIeBOII MTOJTb30BATEb YKA3aH
mapameTpoMm user). O6paTrTe BHUMAHNE: B JAHHOM TIPUMEPE MBI COKPATUIIN KJTIOY JIJIsT
IIPOCTOTBI UTEHUS, HO BbI JIOJIKHBI IIOMECTUTD KJIIOY B [TapaMeTp name 1eJTMKOM.

[anee aToT state-daiisr MOKHO TPUMEHUTD K 33/IaHHOMY MUHBOHY:

server# salt kali-scratch state.apply offsec
kali-scratch:
ID: offsec_repository
Function: pkgrepo.managed
Name: deb http://pkgrepo.offsec.com offsec-internal main
Result: True
Comment: Configured package repo 'deb http://pkgrepo.offsec.com
wp offsec-internal main’
Started: 06:00:15.767794
Duration: 4707.35 ms
Changes:
repo:
deb http://pkgrepo.offsec.com offsec-internal main
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ID: offsec-defaults
Function: pkg.installed
Result: True
Comment: The following packages were installed/updated: offsec-defaults
Started: 06:00:21.325184
Duration: 19246.041 ms
Changes:

old:
ID: ssh_key for_root
Function: ssh_auth.present
Name: ssh-rsa AAAAB3NzaClyc2...89C4N rhertzog@kali
Result: True
Comment: The authorized host key AAAAB3NzaClyc2...89C4N for user root
wp was added
Started: 06:00:40.582539
Duration: 62.103 ms
Changes:
AAAAB3NzaClyc2...89C4N:
New
Summary for kali-scratch
Succeeded: 3 (changed=3)
Failed: ©
Total states run: 3
Total run time: 24.015 s

On TaxsKe MOKeT ObITh HEM3MEHHO CBI3aH ¢ MIHbOHOM, Oy/Iy4l 3alllICAaHHBIM B (haiie
/srv/salt/top.sls, KOTOPBIN UCITOTB3YETCSI KOMaH/ION state.highstate mus npume-
HEHM BCEX COOTBETCTBYIOIINX CTATYCOB 3a OAUH ITOAXO/:

server# cat /srv/salt/top.sls
base:
kali-scratch:

- offsec
server# salt kali-scratch state.highstate
kali-scratch:

ID: offsec_repository
Function: pkgrepo.managed
Name: deb http://pkgrepo.offsec.com offsec-internal main
Result: True
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Comment: Package repo 'deb http://pkgrepo.offsec.com offsec-internal
wp main' already configured
Started: 06:06:20.650053
Duration: 62.805 ms
Changes:
ID: offsec-defaults
Function: pkg.installed
Result: True
Comment: Package offsec-defaults is already installed
Started: 06:06:21.436193
Duration: 385.092 ms
Changes:
ID: ssh_key for_root
Function: ssh_auth.present
Name: ssh-rsa AAAAB3NzaClyc2...89C4N rhertzog@kali
Result: True
Comment: The authorized host key AAAAB3NzaClyc2...89C4N is already
wp present for user root
Started: 06:06:21.821811
Duration: 1.936 ms
Changes:
Summary for kali-scratch
Succeeded: 3
Failed: 0
Total states run: 3
Total run time: 449.833 ms

10.3. PacwupeHue
1 HacTpovika Kali Linux

MHorma BaM TpebyeTcst UBMEHUTb HACTPOMKY ANCTPUOYTHBA, 4TOOBI pab0Ta CHCTEMBI CO-
OTBETCTBOBAJIA BaLIMM HY K aaM. JIydiimii criocob 100UThCs 9TOro — Co31aTh COOCTBEHHOE
XpaHUJIUIIE IAKETOB, BKJII0Yalolee MoguuImpoBaHibie Bepcun naketos Kali, kotopbie
BaM IIPUIILIOCH Pa3BETBUTh, a TAK/KE JAOMOJHUTEIbHbIE TTAKEThI, IPEA0CTABJISIONIIE Ha-
CTpaMBaeMyto KOH(MUTYPALUIO 1 JOIOIHATENbHOE IIPOrpaMMHOe obeciiedenne (He OT
Kali Linux).

Pa3BeTBneHune naketos Kali

IMoxanyiicra, obpaTurech K pasieny 9.1 1ist pasbsiCHEHUIT 9TOU TEMBI.
Bce makeTbr MOKHO Pa3BETBUTH, €CJIN Y BaC €CTh Ha TO BecKasi mpuunna. Ho 3HaiiTe,
YTO Pa3BETBJIEHHE UMEET CBOIO II€HY, TaK KaK BaM IIPUAETCS OOHOBJISITH €r0 KaK/[bIi
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pas, korza Kali ny6iukyer obHoBnenne. Huske rnpecraBieHO HECKOIbKO BO3MOKHBIX
NPUYKH 7151 Pa3BETBICHNUS TaKeTa.

a

Jlobasienne maTya, 4TOGBI UCTIPABUTH ONTMOKY WK BKIIOYUTH HOBYIO (DYHKITHIO.
XoTst B 60JIBIIMHCTBE CJIyYaes JIydllie OTIPaBUTh 9TOT [Ty pa3paboTyrKaM, 4ToObI
omub6Ka Gblyta ucTpaBIeHa uin hyHKIws Obia 106aBIeHa IPSIMO B ICXOIHBIH KOJI.

KoMmuuisiins nakeTa ¢ pasjinyHbIMU napameTpamu (IpU YCIOBHH, YTO €CTh BECKUE
NPUYKHBL, 10 KOTOPhIM KoMana Kali He ckoMmminpoBaia ux u3Ha4aibHO ¢ STUMU
napaMeTpaMu; HHaue cTouao Obl o6paruThes k paspaborunkam Kali ¢ mpock6oii
BKJIIOUHMTH HYKHBIE TAPaMETPhI).

B npoTtuBoBec k ckazaHHOMY BbIIlIe [IePEeYUCIUM HEKOTOPbIe TPUYMHDI, 10 KOTOPHIM

He CTOUT PAa3BETBJISTD ITAKET, a TAKKe BAPUAHTbHI PELICHUS Balleil Ipo0JIeMbl.

a

Namenenne daitna korduryparmuu. CyiecTByeT MHOKECTBO JYUIIINX BAPUAHTOB,
TaKUX KaK MCII0JIb30BaHUE YIIPABJIeHUsI KOHMUTYPAIUei s aBTOMATHYeCKOI ycTa-
HOBKM U3MEHEHHOTO (hailina KOH(PUTYyparun Wi yCTaHOBKA MTaKkeTa KOHMUTypaIuu,
KOTOPBIN TOMECTUT (Haiisa B Katasor KoHGUrypanun (ecam oHa JOCTYITHA) UJTH Tiepe-
HAIPaBUT UCXOAHBIN (ailin koHdurypamun.

O6HoBJIeHUE /10 HOBOIT odulnanbHoil Bepcun. OTsaTh ke, Jydlie paboTaTh ¢ pas-
paborurkaMu Jist OOHOBJIEHUs MakeTa HermocpeacTBeHHo B Debian nwiu Kali.
C MOJIETBIO CKOJIB3ATIETO Pesin3a 0OHOBIEHUS JOCTUTAIOT KOHEUHBIX MOJIb30BaTe el
JOCTATOYHO GBICTPO.

Cpem/I BCEX NJOCTYIIHBIX ITAKETOB €CTh T€, KOTOPbIE ABJIAIOTCA OAHUMHA N3 OCHOBHBIX

anemenTos Kali Linux 1 KoTopbie MOKeT ObITh UHTEPECHO Pa3BETBUTD B PSAJIE CUTYAI[HIA:

a

kali-meta: aToT HcxomHbI akeT co3maeT Bee MetanakeTs! kali-linux-*, u B yactHo-
ctu kali-linux-full, ompenessronnii, Kakye MaKeThl YCTAHOBJIEHBI B CTAHAAPTHOM
ISO-o6pase Kali Linux;

desktop-base: aTOT HCXOMHBIN MTAKET COAEPIKUT PasiudHbIe (ailiIbl, KOTOPbIE UC-
MOJB3YIOTCS TT0 YMOTYAHUIO JIJIT HACTOTBHBIX YCTaHOBOK. PaccMoTpuTe BO3MOK-
HOCTb Pa3BETBJEHU JAHHOTO [TAKETA, €CJIU XOTUTE IEMOHCTPUPOBATH OPEH/I Baleii
OopraHusaIu B (OHOBOM PEKUME 110 YMOJYAHUIO MU U3MEHUTH TeMy pabovero
CTO;

kali-menu: atot naker onpenessier ctpykrypy metto Kali u mpeocrasiisier aiisibt
.desktop /TSI BCex MPUITOKEHIT, KOTOPBIE TOTKHDI OBITH yKasamsl B Menio Kali.

Co3aaHve NakeToB KOHdUrypauum

Termepb, KOT/IA MBI PACCMOTPENH 3aTpy3Ky ¢ omMotsio PXE 1 o6cynuan ympasienne
kouuryparueii ¢ npumenerneM SaltStack, a takyke passeTBiieHue MAKETOB, HACTATIO
BpeMsI HCTIOJIB30BATH BCE ATO Ha TTPAKTUKE U CO3IATh COOCTBEHHDIH TTAKET KOHMDUTY AT
U151 IOJTyaBTOMATUYECKOTO Pa3BepThIBAHUS HACTPauBaeMOll KOH(MUTYpaIUU OJTHOBpe-
MEHHO Ha HECKOJIbKUX MalllnHaX.
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B nanHOM mpuMepe BbI CO3/1a/INTe HACTpanBaeMblH MakeT, KOTOPBI HacTpanBaeT
U 3a/ieficTByeT Bale cOOCTBEHHOE XPAaHUIIUIINE TTakeToB 1 Kiatod moanucu GnuPG,
pacnpegenser Kondurypanuio SaltStack, yecranasiaubaer 1moJib3oBaTebecKuii pon
U TIPEIOCTABIISIET CTaHAAPTHBIE HACTPOUKH PAabOY€ero CToJIA M0 YMOTYAHUIO JIJIST BCEX
Baiux ycranoBok Kali.

ITO MOKET TIOKA3aThCsT CJIOKHON 3a1aueil (0COOEHHO €CJIU BBI MIPOJUCTAINA PYKO-
BojictBO Debian New Maintainer Guide), Ho, K c4acThio iJis1 HAC, TAKET KOH(BUTYpAITUN
00BbIYHO TIpecTaBIsgeT co00il coBpeMeHHbIN (hallJIOBbI apXUB, KOTOPBIH J0BOJIBHO
ITPOCTO TIPEBPATIACTCS B MAKET.

Mpumep naketa Ecnu BaM Nt060MNbITHO B3rNSHYTb HA HACTOSALLMIA MNAKET, KOTOPbIV MO CYTU
sIBNSieTCs nakeToM KoHdurypauum, To paccMotpute naket kali-defaults.
OH He Tak mpocT, Kak obpa3sel, U3 aToro pasfena, Ho obnagaeT BceMu
COOTBETCTBYIOLMMMN XapakTEPUCTUKAMM 1 Jaxe UCMONb3yeT psag pac-
WnpeHHbIX MeTofoB (HanpuMep, dpkg-divert) ana 3ameHsbl dannos,
MpefoCTaBNEHHbIX paHee ApYruMu nakeTaMu.

ITaxer offsec-defaults Gyzer comepxkath B cebe HECKOIBKO (DailIoB:

Q /etc/apt/sources.list.d/offsec.list:3amncek source.list ansg APT, aktusupy-
olasd BHyTpeHHee XPaHUINIIe TaKeTOB KOMITAHWUH,

Q /etc/apt/trusted.gpg.d/offsec.gpg: kiou GnuPG, ucrosb3yeMblii jiJist HOANUCH
BHYTPEHHETO XPAHUJIUIIA TAKETOB KOMITAHUM;

Q /etc/salt/minion.d/offsec.conf: daiin kouduryparmu SaltStack, ykassiBarormui,
e pacnosoxken Salt-macrep;

Q /usr/share/images/offsec/background.png: kadecTBeHHOE (POHOBOE 1/1306pa>1<eH1/1e
c sorotuniom Offensive Security;

Q /usr/share/glib-2.8/schemas/90_offsec-defaults.gschema.override: daii,
[PEeJOCTABIISIONINIT aTbTEPHATUBHBIE HACTPOIKH 110 YMOJTYaHUIO A1t pabouero cToa
GNOME.

Crauana cosmaiite katanor of fsec-defaults-1.0 U MOMECTUTE B HETO BCE TIEPEUNC-
JieHHBIe (haiiyibl. 3aTeM BBITIOJHUTE KOMaHAy dh_make --native (u3 makera dh-make),
4T00BI JO6ABUTH HHCTPYKIMHU TI0 TTakeTrpoBanuto Debian, kotopbie OyayT XpaHUTHCSI
B IIOAKaTasore debian:

$ mkdir offsec-defaults-1.0; cd offsec-defaults-1.0
$ dh_make --native

Type of package: (single, indep, library, python)
[s/i/1/p]? i

Email-Address : buxy@kali.org
License : gpl3

Package Name : offsec-defaults
Maintainer Name : Raphaél Hertzog

Version : 1.0
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Package Type : indep

Date : Thu, 16 Jun 2016 18:04:21 +0200

Are the details correct? [Y/n/q]l y

Currently there is not top level Makefile. This may require additional tuning
Done. Please edit the files in the debian/ subdirectory now.

CHauasia BaM [Ipe/JIaraioT BIOpaTh THII IaKeTa. B JaHHOM IpuMepe Mbl BbIOpasu
TUII indep; OH yKa3bIBAeT HA TO, UTO HTOT UCXO/[HBIN MTAKET CTeHEPUPYET eIMHCTBEHHBIN
JIBOMYHBIIT ITAKeT, KOTOPBII MOKeT ObITh OOIUM JJIs BceX apXuTeKTyp (Architecture:
all). Tum single co3/1aeT OJIMH IBOUYHBIH TTAKET, 3ABUCSIIUN OT 11€J1I€BON apXUTEKTY-
pbl (Architecture: any). B takom ciryuyae tun indep 60siee yMeCTeH, IOCKOJIBKY ITaKeT
COJIEPKUT TOJIBKO TEKCTOBBIE (DAMIIbl M HE BKJIIOYAET JABOMYHBIX [TPOTPAMM, TOITOMY
€r0 MOKHO MCII0JIb30BaTh HA KOMITbIOTEPAX BCEX apXUTEKTyp. Tun library mpumMeHuM
K 001uM 616 IMOTeKaM BBUJLY TOTO, YTO OHM JOJIKHBI CJI€0BATh CTPOIUM IIPaBHIAM
[IAKeTUPOBAHKUA. AHAJIOTUYHO TUII python HYKHO OrpaHUYUTh Moy My Python.

WUMma  BonblnHCTBO MporpaMM, CBA3aHHbIX ¢ 06cnyxmBaHneM nakeTos, byayT
pa3paboTuMka WcKaTb Balle MMS U afipec 3/IEKTPOHHON MOYTbl B MEPeMeHHbIX Cpesbl
mappec DEBFULLNAME n DEBEMAIL nnn EMAIL. [JocTaTo4yHo onpegennTtb
3NEKTPOHHON VX OAWH pa3 W HaBcerpa, U 3To NPefoTBPaTUT UX HEOAHOKPATHbLIN Mo-
noyTbl BTOPHbIN BBOA. Ecnun Bbl 06bIYHO Mcnonb3yeTe obonouky Bash, To 3To

NNLWb BOMPOC AobaBneHns cneayowmx AByX CTpok B ¢ann ~/.bashrc:

export EMAIL="buxy@kali.org"
export DEBFULLNAME="Raphael Hertzog"

Komanma dh_make cosmaer mojkaTtayior debian, cofiepKaluii MHOKECTBO Q)anIOB.
HekoTopbie 13 HUX HeOOXOAMMBI, B YaCTHOCTH rules, control, changelog 1 copyright.
Daiisibl ¢ paciupeHueM .ex — 3To 00pasiibl GailioB, KOTOPbie MOKHO MCII0Jb30BaTh,
U3MEHUB UX COAEePKUMOe U YA JaHHOoe paciiypenne. Korga ornu 6oiblie He HyKHBL,
MBI peKOMeH/LyeM yaaanTh nx. Mail compat HY;KHO XpaHUTh, IIOCKOJIBKY OH Tpebyercst
JLJIS1 IIPaBUJIbHOI paboThl Habopa IporpaMM debhelper (Bce OHM HAYMHAIOTCA ¢ IpedpuKca
dh_), KOTOPBIil IPUMEHSETCs Ha PasHbIX aTallax Ipoiiecca cCOOPKH MaKeTa.

MDaiin copyright moJkeH comepskaTh MHbOpMaLNio 00 aBTOpax JOKYMEHTOB, BXO-
NAIAX B MMaKeT, 1 COOTBETCTBYIONIYIO JUIICH3UIO. Ec/in JTUIleH3Ud 10 YMOJTYaHUIO,
BbI6paHHaH dh_make, BaM He IIOJXOJUT, TO HE0OX0MMO OTpeZlaKTUPOBaTh 3TOT (baf/’m.
Huske nipesicraBiena nuamenennast Bepcus aiisia copyright (aBTOpCKOro mnpasa):

Format: https://www.debian.org/doc/packaging-manuals/copyright-format/1.0/
Upstream-Name: offsec-defaults

Files: *
Copyright: 2016 Offensive Security
License: GPL-3.0+

License: GPL-3.0+
This program is free software: you can redistribute it and/or modify
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it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This package is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. If not, see <https://www.gnu.org/licenses/>.

On Debian systems, the complete text of the GNU General
Public License version 3 can be found in "/usr/share/common-licenses/GPL-3".

Cranzaprabiii aiin changelog 06b14HO He TpeGyeT U3MEHEHUT; J0CTATOYHO 3AMEHUTh
cTpoky Initial release Gosee TOAPOOHBIM OOBICHEHNEM:

offsec-defaults (1.0) unstable; urgency=medium

* Add salt minion's configuration file.
* Add an APT's sources.list entry and an APT's trusted GPG key.
* Override the gsettings schema defining the background picture.

-- Raphaél Hertzog <buxy@kali.org> Thu, 16 Jun 2016 18:04:21 +0200

Buecem namenenust B aiis control. Mbl usMeHUM T10J1e Section Ha misc 1 yaaaum
110Jis1 Homepage, Vcs-Git 1 Ves-Browser. Hakoner, 3amosiHuM 11oJie Description

Source: offsec-defaults

Section: misc

Priority: optional

Maintainer: Raphaél Hertzog <buxy@kali.org>
Build-Depends: debhelper (>= 9)
Standards-Version: 3.9.8

Package: offsec-defaults

Architecture: all

Depends: ${misc:Depends}

Description: Default settings for Offensive Security

This package contains multiple files to configure computers
owned by Offensive Security.

It notably modifies:
- APT's configuration
- salt-minion's configuration
- the default desktop settings

Daiis rules 0OBIYHO COAEPKUT HAOOP MPABILI, HCIIOIB3YEMBIX JIJISI HACTPOUKH, cOOP-
KU ¥ YCTAHOBKH MTPOTPAMMHOTO 0GeCTIedeH st B OTIPEIESIEHHOM MOIKaTaore (Ha3BaHHOM
AHAJIOTUYHO CTeHEPUPOBAHHOMY JIBOMYHOMY T1aKeTy ). Co/iep:KUMOoe 3TOTO MoIKaTaiora
3aTeM apxuBHpyeTcs B makete Debian, kak ecsit 661 9T0 OBLT KOPEHD hail;ToBOM CHCTEMBDL.
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B rakom caryuae daitib GyIyT yCTaHOBJIEHBI B ITojIKaTajiore debian/offsec-defaults/.
Harpumep, 4to6bl 3aBepIINTh YCTAHOBKY ITakeTa /etc/apt/sources.list.d/offsec.list,
ycranoBuTe (aiin B debian/offsec-defaults/etc/apt/sources.list.d/offsec.list.
Daiin rules cay:RUT B KauecTBe (haityia Makefile ¢ HECKOTBKUMU CTAHAAPTHBIMU ITApa-
MeTpaMu (BKJIIOYas clean 1 binary, UCIIOIb3yeMbIMHU /TSI OYMCTKU MCXOIHOTO KaTaIora
1 CO3/IaHMSI IBOMYHOTO ITaKeTa COOTBETCTBEHHO).

Yto Takoe dpaitn  Bo3moxHo, Bbl 3aMeTunmn cooblyeHmne o HepocTakoweM dane Makefile
Makefile? B KkoHUe nporpaMMHoro BeiBoga dh_make 1 ynoMmnHaHum ero cxoncTea
¢ dannom rules. Makefile — 3To cLleHapwuit, UCNOAb3YEMbIV MPOrpPaMMOi
make; OH onucbIBaeT NpaBuia co3gaHus Habopa dbannos Apyr oT Apyra
B AepeBe 3aBucuMocTel. Hanpumep, nporpaMmma MoxeT 6bITb cobpaHa
13 Habopa nucxogHbix dannos. Paiin Makefile onmcbiBaeT 3T npasuna
B cnepytollem dopmare:
target: sourcel source2 ...

commandl
command2

3HaueHMe Takoro NpaBufa 3ak/toyaeTca B CleaytoLeM: eCau OaUH U3
source*-daiinos 6osee nosgHuit, yem dann target (uenesoit, To no-
cnefHUIN fomKeH bblTb creHepnpoBaH € MOMOLLLbio KoMaHa command
n command?.

ObpaTnTe BHUMaHWe: KOMaHAHble CTPOKMW LOJIKHbI HAYMHATLCS C CUM-
BOMa TabynsaLum; TakxKe 3aMeTbTe, YTO KOrLa KOMaH4HasA CTPOKa Hauu-
HaeTca ¢ cumBosia Tupe (—), cboit aToi koMaH[bl He NpepbiBaeT BeCb
npotecc.

XoTst maHHbI (haiis aBJsIeTCs] OCHOBON ITPOIlecca, OH COAEPIKUT JTUITh MUTHUMYM JIJIst
3aIlyCKa CTaHAapTHOTO Habopa KOMaH/[, IPEOCTABJISIEMbIX HHCTPYMEHTOM debhelper.
IT0 OTHOCKUTCA K (haiiiaM, cosgaHHbiM dh_make. [[Jist ycTaHOBKH GOJIBITTHCTBA (hailioB
MBI PEKOMEH/IyeM HAacTPOUTD MoBefieHue KoMaHibl dh_install, co3iaB Takoun q)afm
debian/offsec-defaults.install:

apt/offsec.list etc/apt/sources.list.d/
apt/offsec.gpg etc/apt/trusted.gpg.d/
salt/offsec.conf etc/salt/minion.d/
images/background.png usr/share/images/offsec/

BprI Taxike MokeTe UCTIOIBb30BaTh JAHHBIHN TIPUEM JIJIs1 YCTAHOBKH (haiiia mepeoripe-
neneHns gsettings, Ho debhelper MpefoOCTaBILCT 1JIS1 TOTO CEITUATbHBIA THCTPYMEHT
(dh_installgsettings), Tak uTo yJ00Hee TIPUMEHUTD ero. JIJIs Havaia yKasKuTe CBOU
HacTpoWKuy B (aite debian/offsec-defaults.gsettings-override:

[org.gnome.desktop.background]
picture-options="'zoom'
picture-uri="file:///usr/share/images/offsec/background.png’
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3arem 1epeorpegennre Bbi3oB dh_installgsettings B debian/rules, 4TO0ObI yBe-
JIMYNTH IPUOPUTET JO YPOBHS, HEOOXOAUMOIO /IS EPEOIpeeeHIs OpraHu3aun
(90 cornacHO PyKOBOICTBY ):

#!/usr/bin/make -f

%
dh $@
override_dh_installgsettings:
dh_installgsettings --priority=90

Wrax, nucxoaupiii naker rotoB. OcTaercs JIUIIb CO3/IaTh JIBOMYHBIN MTAKET C TOMOIIHIO
yJKe 3HAKOMOI'O BaM MeTO/1a: 3allyCcTuTe KoMaHy dpkg-buildpackage -us -uc 13 KaTajora
offsec-defaults-1.0

$ dpkg-buildpackage -us -uc
dpkg-buildpackage: info: source package offsec-defaults
dpkg-buildpackage: info: source version 1.0
dpkg-buildpackage: info: source distribution unstable
dpkg-buildpackage: info: source changed by Raphaél Hertzog <buxy@kali.org>
dpkg-buildpackage: info: host architecture amd64
dpkg-source --before-build offsec-defaults-1.0
fakeroot debian/rules clean
dh clean
dh_testdir
dh_auto_clean
dh_clean
dpkg-source -b offsec-defaults-1.0
dpkg-source: info: using source format '3.0 (native)'
dpkg-source: info: building offsec-defaults in offsec-defaults_1.0.tar.xz
dpkg-source: info: building offsec-defaults in offsec-defaults_1.0.dsc
debian/rules build
dh build
dh_testdir
dh_update_autotools_config
dh_auto_configure
dh_auto_build
dh_auto_test
fakeroot debian/rules binary
dh binary
dh_testroot
dh_prep
dh_auto_install
dh_install
dh_installdocs
dh_installchangelogs
debian/rules override_dh_installgsettings
make[1]: Entering directory '/home/rhertzog/kali/kali-book/samples/
wp offsec-defaults-1.0'
dh_installgsettings --priority=90
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make[1]: Leaving directory '/home/rhertzog/kali/kali-book/samples/offsec-
wp defaults-1.0'
dh_perl
dh_link
dh_strip_nondeterminism
dh_compress
dh_fixperms
dh_installdeb
dh_gencontrol
dh_md5sums
dh_builddeb
dpkg-deb: building package 'offsec-defaults' in
wp '../offsec-defaults_1.0 all.deb'.
dpkg-genchanges >../offsec-defaults_1.0_amd64.changes
dpkg-genchanges: info: including full source code in upload
dpkg-source --after-build offsec-defaults-1.0
dpkg-buildpackage: info: full upload; Debian-native package (full source
wp is included)

Co3gaHue xpaHunuuwa naketos ang APT

Ternepsb, nMest cOGCTBEHHbIIT TTAKET, BBl MOJKETE PACHPOCTPAHUTD €T0 YePe3 XPaHHIIUIIE
naketoB APT. Mcriosb3yiiTe MHCTPYMEHT reprepro JIJis CO3JaHUS JKeJIaeMOTO PEro3u-
TOPUS ¥ €r0 HATIOJHEHUST. DTO JOBOJIBHO MOIIHBII HHCTPYMEHT, U, 6€3yCIOBHO, CTOUT
CHayaJla 03HAaKOMUTLCS C PYKOBO/ACTBOM 110 HEMY.

XpaHuJmiie nakeToB 0ObIYHO pa3MenaeTcst Ha cepepe. YToObI OTAENUTD €70 OT JIPY-
TUX CEPBUCOB, 3aITyIIIEHHBIX Ha CepBepe, JIyyllle BCErO CO3/[aTh OTAEAbHOTO IT0JIb30BATEIs
cleluaIbHO JJId 9TOro cepsuca. B rannoii yueTHo 3anucu 11ob30BaTesIsl Bbl CMOXKeTe
pasmerars (hailibl XpaHUInIg, a Takke Kiod GnuPG, KOTopbiil GyIeT CIIyKUTh JJIsT
MOJIITUCH XPAHUJIUIIIA TTAKETOB:

# apt install reprepro gnupg

[...]

# adduser --system --group pkgrepo

Adding system user 'pkgrepo' (UID 136) ...

Adding new group 'pkgrepo' (GID 142) ...

Adding new user 'pkgrepo' (UID 136) with group 'pkgrepo’

Creating home directory '/home/pkgrepo’

# chown pkgrepo $(tty)

# su - -s /bin/bash pkgrepo

$ gpg --gen-key

gpg (GnuPG) 2.1.11; Copyright (C) 2016 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

gpg: directory '/home/pkgrepo/.gnupg' created
gpg: new configuration file '/home/pkgrepo/.gnupg/dirmngr.conf' created
gpg: new configuration file '/home/pkgrepo/.gnupg/gpg.conf' created
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gpg: keybox '/home/pkgrepo/.gnupg/pubring.kbx' created
Note: Use "gpg --full-gen-key" for a full featured key generation dialog.

GnuPG needs to construct a user ID to identify your key.

Real name: Offensive Security Repository Signing Key
Email address: repoadmin@offsec.com
You selected this USER-ID:
"Offensive Security Repository Signing Key <repoadmin@offsec.com>"
Change (N)ame, (E)mail, or (O)kay/(Q)uit? o
We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.
[...]
gpg: /home/pkgrepo/.gnupg/trustdb.gpg: trustdb created
gpg: key BA4EF2DOD marked as ultimately trusted
gpg: directory '/home/pkgrepo/.gnupg/openpgp-revocs.d' created
gpg: revocation certificate stored as '/home/pkgrepo/.gnupg/openpgp-revocs.d/
wp F8FE22F74F1B714E38DA6181B27F74F7B4EF2D@D. rev'
public and secret key created and signed.

gpg: checking the trustdb
gpg: marginals needed: 3 completes needed: 1 trust model: PGP
gpg: depth: @ valid: 1 signed: © trust: ©-, @q, ©n, om, Of, 1lu
pub  rsa2048/B4EF2DOD 2016-06-17 [S]
Key fingerprint = F8FE 22F7 4F1B 714E 38DA 6181 B27F 74F7 BA4EF 2D@D

uid [ultimate] Offensive Security Repository Signing Key

W) <repoadmin@offsec.com>
sub rsa2048/38035F38 2016-06-17 []

O6partuTe BHUMaHKE: KOTIA BaM Oy/IeT IIPeIJ0KEeHO BBECTU MAPOJib, BbI JOJKHBI
BBECTH ITyCTOE 3HAUeHue (U TOJITBEPANTH, YTO HEe XOTUTE 3AIUIIATh CBON KJIIOY ), TIO-
CKOJIbKY 3aMHTEPECOBAHbI B HEMHTEPAKTUBHOM MO/IITICAHUN perto3utopust. Kpome Toro
3aMeTbTe, uTo gpg TpebyeT AOCTYIl K TEPMUHAJY € IIPABOM Ha 3alCh C 1eJIbI0 UMETh
BO3MOYKHOCTD 0e30I1acHO 3arpalrmBaTh apoJyb: UMEHHO ITI09TOMY He0OXO0AUMO ObLIO
M3MEHUTD BJIa/IeJIblla BUPTYAJIBHOTO TepMUHAJIA (KOTOPBII MPUHAJTIEKUT root, Tak Kak
BbI [I€PBOHAYAILHO ObLIH IIOAKIIOUEHbI Ha IIPaBaX JaHHOI'O [10/Ib30BATEI ), IPEXKIE YeM
sanyCKaTbo60ﬂquypkgrepa

Terepb MOXKHO HaUaTh HACTPOUKY XpaHuaniia. /[y reprepro Heo0XOLUMO CO3/1aTh
CITETTUAJIBHBIN KaTaJIoT U BHYTPHU HETO CO3/1aTh (1)31?1]1 conf/distributions, ykasbiBa-
IOIUH, KaKye IUCTPUOYTUBBI IOCTYITHBI B XPaHHUJINIIE [TAKETOB:
$ mkdir -p reprepro/conf
$ cd reprepro
$ cat >conf/distributions <<END
Codename: offsec-internal

AlsoAcceptFor: unstable
Origin: Offensive Security
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Description: Offsec's Internal packages
Architectures: source amd64 i386

Components: main

SignWith: F8FE22F74F1B714E38DA6181B27F74F7B4EF2DOD
END

Ob6s13aTenbHble TI0JIsT — Codename (Ha3BaHUE), B KOTOPOM YKa3bIBAETCST UMST [IUC-
TpubyTHBA; Architectures (apXUTEKTYPBI), OMPEIETSIONIEE, KAKIE APXUTEKTYPBI OYIyT
JOCTYTIHBI B IUCTPUOYTHUBE (M MPUHSITHI HAa CTOPOHE BBO/Ia); Components (KOMITOHEH-
TBI), KOTOPOE YKa3bIBA€T HA PA3IMUHbIE KOMIIOHEHTBI, [OCTYIIHbIE B JUCTPUOYTUBE
(mocseiHIEe — CBOETO Pojia TOPas/ieJeHus TUCTPUOYTHBA, KOTOPBIE MOTYT OBITH
BKJTIOUEHBI OTAeabHO Yepe3 APT-daiin sources. list). [Tosst Origin (mpoucxoskaeHme)
uDescription (onucanue) ABIAAIOTCA YUCTO MH(POPMATUBHBIMU U ITPEUMYIECTBEHHO
KormpytoTcst u3 daiina Release (penus). [lone SignWith mpocuT reprepro nojamnucaTh
XpaHWIHIIeE ¢ moMoIbio Kiaoda GnuPG, uaeHtudukraTop KOTOpOTo ObLT yKasaH (Ipu-
MEHSNTE 371€Ch MOJHYIO IU(MPOBYIO MOAMUCH, YTOOBI YOEIUTHCS B UCIIOJIH30BAHUI
PaBUJILHOTO KJII0Ya M OTCTYTCTBUU COBIIQ/IEHUI B KOPOTKO# hopme naeHTuduraTopa
¢ mo6uiM apyruM Kaodom). HacTpoiika AlsoAcceptFor e o6s3aTesbha, HO AeTaeT
BO3MOKHOI1 00paboTKy (aiinoB opmara .changes, 3HaueHue 110y Distribution
KOTOPBIX YKA3aHO 3/1eCh (6e3 3TOro oHO OyAET MPUHUMATH TOJTBKO KOJOBOE MMST JINC-
TpuGYTHBA B TAHHOM TTOJIE).

C nomotIbio 310l 6a30BON HACTPOIKHU BbHI [TO3BOJIUTE reprepro CreHEPUPOBATE ITy-
CTOU PENO3UTOPUIL:

$ reprepro export
Exporting indices...
$ find .

./db

./db/version

./db/references.db

./db/contents.cache.db

./db/checksums.db

./db/packages.db

./db/release.caches.db

./conf

./conf/distributions

./dists

./dists/offsec-internal
./dists/offsec-internal/Release.gpg
./dists/offsec-internal/Release
./dists/offsec-internal/main
./dists/offsec-internal/main/source
./dists/offsec-internal/main/source/Release
./dists/offsec-internal/main/source/Sources.gz
./dists/offsec-internal/main/binary-amd64
./dists/offsec-internal/main/binary-amd64/Packages
./dists/offsec-internal/main/binary-amd64/Release
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./dists/offsec-internal/main/binary-amd64/Packages.gz
./dists/offsec-internal/main/binary-1i386
./dists/offsec-internal/main/binary-i386/Packages
./dists/offsec-internal/main/binary-i386/Release
./dists/offsec-internal/main/binary-i386/Packages.gz
./dists/offsec-internal/InRelease

Kak Buzute, reprepro codna MeTaJlaHHbIe XPaHUIINIIA B oAKaTaiore dists. OH Tax-
JKe Co3/ial BHYTPEHHIO0 Oa3y JaHHbBIX B MoKaTagore db.

Hacrano BpeMa 1nmoMecTuTb B XpaHuJjulle Ball 11epsblil naker. CHayajga CKOIU-
pyiiTe daiisibl, crenepupoBaHHbie Ipyu cOopKe 1makera offsec-defaults (offsec-
defaults_1.0.dsc, offsec-defaults_1.0.tar.xz, offsec-defaults_1.0_all.deb
n offsec-defaults_1.0_amd64.changes), B KaraTtajor /tmp Ha cepBepe, Ha KOTOPOM
pas3MelleH Perno3uTopuii MaKeToB, U IaliTe yKa3aHue reprepro BKAIOYUTD ITaKeT:

$ reprepro include offsec-internal /tmp/offsec-defaults_1.0_amd64.changes
Exporting indices...

$ find pool

pool

pool/main

pool/main/o

pool/main/o/offsec-defaults
pool/main/o/offsec-defaults/offsec-defaults_1.0.dsc
pool/main/o/offsec-defaults/offsec-defaults_1.0.tar.xz
pool/main/o/offsec-defaults/offsec-defaults_1.0_all.deb

Kak BbI MOKeTe BUIETD, OH 00aBuJI (DallIbl B COOCTBEHHDBII MyJI MAKETOB B MO/ -
KartaJiore pool.

Karasioru dists u pool — 2T0 /iBa KaTajaora, KOTopbie HeOOX0ANMO ciesath (obiie-)
noctymnabiMu uepe3 HTTP, uto6bl 3aBepIinTh HaCTPOIKY Barirero xpanusunina APT.
Onu comepxar B cebe Bce (aiiybl, KOTOpble MOTYT oHago0uThess APT miid ckaum-
BaHUSI.

[Ipenrosnoxum, Bbl XOTUTE Pa3MECTUTD ITAKETbl Ha BUPTYAJbHOM XOCTE C UMEHEM
pkgrepo.offsec.com. [ljis 3TOTO MOKHO CO3/aTh caenytonuii haiin KoHdurypammmn
Apache, coxpanutb ero B /etc/apache2/sites-available/pkgrepo.offsec.com.conf
1 aKTUBUPOBATH €0 C IIOMOIIbIO KOMaH/IbI a2ensite pkgrepo.offsec.com:

<VirtualHost *:80>
ServerName pkgrepo.offsec.com
ServerAdmin repoadmin@offsec.com

ErrorLog /var/log/apache2/pkgrepo.offsec.com-error.log
CustomLog /var/log/apache2/pkgrepo.offsec.com-access.log "%h %1 %u %t
wp \"%r\" %>s %0"

DocumentRoot /home/pkgrepo/reprepro
<Directory "/home/pkgrepo/reprepro">

Options Indexes FollowSymLinks MultiViews
Require all granted
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AllowOverride All
</Directory>
</VirtualHost>

Ha marmuHax, Kotopbie OyIyT UCIOIb30BATh MAKETI U3 3TOTO XPAHUJIUIIA, HYKHO
NOOABUTH CIIEMYIONIYIO 3AMUCE B (hailsr sources.list:

deb http://pkgrepo.offsec.com offsec-internal main

# Enable next line if you want access to source packages too
# deb-src http://pkgrepo.offsec.com offsec-internal main

Tereph Balll MaKkeT pa3MelleH B XPaHUJIHIIE U J0JKEH ObITh JOCTYTEH [/t BAINX
CETEeBbIX XOCTOB.

XO0Tst MPOIIece YCTAHOBKY ObLI [IUTEJHHBIM 1 YyTOMUTEIBHBIM, HA 9TOM BCSI «TPsI3-
Hast paGoTa» OKOHUYeHA. Bbl MOsKeTe 3arpyskaTh KOMIIboTephl Bamieil cet yepes PXE,
ycranaBauBath ¢Boio Bepcuio Kali Linux yzanenno Giaromapst IpeiBapuTeIbHbIM
HACTPOITKaM, epelaBaeMbIM Yepe3 ceTh, HacTpanBath SaltStack mms ympasrenus Ba-
UMY KOHMUTYyparusMu (M KOHTPOJISE MUHBOHOB! ), CO3/1aBaTh pa3BeTBJICHHBIE TAKETHI
1 PACIIPOCTPAHSTE UX Yepe3 COOCTBEHHOE XPAHIIIHIIE MAaKeTOB. Bee 10 obecmeunBaet
LEHTPAIM30BaHHOE YIIPABJIeHME 1 KOHTPOJIb Ha YPOBHE IIPEIIPUATHS € IOMOIIBIO O/THO-
BPEMEHHO HECKOJIbKUX YCTAaHOBOK AucTprbyTuBa. Kopoue roBops, Ternephb Bbl MOKETE
OBICTPO pas3BePTHIBATh BHICOKO3AIIUIIEHHbIe crcTeMbl Kali, mpeaBapuTesbHo HacTpo-
€HHBIE JIJIA BAIIUX KOHKPETHBIX MOTPEGHOCTEN, U CHHXPOHU3UPOBATH UX GJarogapst
(ToJIyaBTOMATHYECKOW ) ycTaHOBKE 00HOBJIeHMI TTakeToB Kali.

10.4. Pe3iome

Kali Linux sierko macmrabupyercs 3a mpejeaamu pabouero crojia A0 CpeHuX 1 In-
poKoMacmTaOHbIX pasBePThIBAHUN U Jaxe 10 YPOBHsS IPeANPUsATUs. B 970l riase
MBI PACCMOTPEJN, KaK IIeHTPaJIN30BaTh yIIpaBIeHe HeCKOIbKUMH yeTaHoBKamu Kali
¢ nomonipio SaltStack, uTo nosBossteT GHICTPO Pa3BEPTHIBATH BHICOKO3AIUIIEHHbBIE CH-
crembl Kali, npegsapureibHO HACTPOEHHBIE /IS BALIMX KOHKPETHBIX HY K. MbI TakKe
MIPOJIEMOHCTPUPOBAIN, KaK MX CHHXPOHU3UPOBATH Ostarofapst (TI0JyaBTOMAaTHUECKOH)
ycraHoBke o6HoBeHui nakeros Kali.

MbI 06CyANIM pa3BETBAEHNE ITAKETOB, O3BOJISIONIEE CO34ABATh COOCTBEHHBIE Ha-
CTpanBaeMbIe NCXO/HbIE MAKETHI, KOTOPBIMU MOKHO JEIUThCS C IPYTUMH.

Kparko paceMOTpUM OCHOBHBIE IIArd, HeOOXOAMMbIE [ co3ganus Salt-macrepos
M MMHBOHOB, KOTOPBIE TIO3BOJISAIOT OCYIIECTBIATh ANCTAaHIIMOHHOE YIIPABJICHNAE 1 Ha-
CTPOMKY yIaJeHHbIX XOCTOB.

Q 3arpysute KoMIbloTep uepes ceTb ¢ momolibio PXE, ¢ HactpoenubiM (haiiioBbIM
cepsepom TFTP, cepsepom DHCP/BOOTP (1 BebO-cepBepoM st TIPEABAPH-
tesbHOIl HacTpoiiku debconf). Cepsep dnsmasq nognepxusaer kak DHCP, rak
u TFTP, a BeO-cepBep apache2 yike ycTaHOBJIEH (HO HE BKJIIOUEH) 110 YMOJIYAHUIO
B cucreme Kali.
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O B pykosozctse 10 ycranoske Debian pacecmorpena HacTpoiika isc-dhcp-server
u tftpd-hpa misa 3arpysunka uepes PXE (https://www.debian.org/releases/stable/amd64/
ch04s05.html).

O Cepsep dnsmasq HacTpauBaeTcs yepe3 daiiy /etc/dnsmasq. conf. CrangaprHas Ha-
CTPOIiKa BKJIIOUAET JIMITh HECKOIBKO KITFOYEBBIX CTPOK:

# Network interface to handle

interface=etho

# DHCP options

# IP range to allocate
dhcp-range=192.168.101.100,192.168.101.200,12h
# Gateway to announce to clients
dhcp-option=option:router,192.168.101.1

# DNS servers to announce to clients
dhcp-option=option:dns-server,8.8.8.8,8.8.4.4
# Boot file to announce to clients
dhcp-boot=pxelinux.0@

# TFTP options

enable-tftp

# Directory hosting files to serve
tftp-root=/tftpboot/

Q Pacnaxyiite 32-paspsunbie (1386), 64-paspsiarbie (amd64 ), cranzapTHbIe nin rpadu-
yeckue (gtk) ycraHoBounbie (aiinbl sarpysku us apxusa Kali B katasor /tftpboot/.
ApXWBBI MOXKHO HAITH 3/1€Ch:
® http://http.kali.org/dists/kali-rolling/main/installer-amd64/current/images/netboot/gtk/
netboot.tar.gz;

® http://http.kali.org/dists/kali-rolling/main/installer-amd64/current/images/netboot/
netboot.tar.gz;

® http://http.kali.org/dists/kali-rolling/main/installer-i386/current/images/netboot/gtk/
netboot.tar.gz;

® http://http.kali.org/dists/kali-rolling/main/installer-i386/current/images/netboot/netboot.tar.gz.

# mkdir /tftpboot

# cd /tftpboot

# wget http://http.kali.org/dists/kali-rolling/main/installer-amd64/
wp current/images/netboot/netboot.tar.gz

# tar xf netboot.tar.gz

Q Ilpu HeobxoanMoCTH BHECHTE M3MeHeH s B (pails txt.cfg 1 npeaBapuTesbHOM
HACTPOUKU MapaMeTPOB UJIM YCTAHOBKU TaiiMepoB (cM. pasjest 4.3). 3aTem Bbl
MOJKeTe UCIIOIb30BaTh MHCTPYMEHTBI yIIpaBJeHNn KOHPUrypaiuei 175 KOHTPOJIsS
3a MalIMHAMY WM TIEPEKIIOUEHNUST YIAJICHHBIX KOMITBIOTEPOB B JT060e jKeaeMoe
COCTOSIHUE.

O SaltStack — 370 MEeHTpaNM3OBAHHBIN cepBUC yrpaBieHus Kouhurypanueii: Salt-

MacTep YIpaBJsieT MHOKECTBOM Salt-MUHBOHOB. Y cTaHOBUTE TTakeT salt-master Ha
JOCTYTIHOM cepBepe 1 salt-minion Ha yIpaBIsSeMbIX KOMITBIOTEPAX.
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O Orpenaxtupyiite daiin konurypannu /etc/salt/minion, KOTOPBII XpaHUTCA
B ¢popmare YAML, u 1o6aBbre Kiiouesoe cioBo master B umsa DNS (uim IP-aapec)
Salt-macrepa.

O YcraHOBUTE YHUKAJTBHBIN MIEHTU(HUKATOP MUHBOHA B /etc/salt/minion_id:

minion# echo kali-scratch >/etc/salt/minion_id
minion# systemctl enable salt-minion
minion# systemctl start salt-minion

Q Iocse aroro npousoiiger oOMen kiaoyamu. Ha cropone Mactepa moATBepAKUTE K04
npentuduKanuy MuaboHa. Ilocrenyomue coegunennsa OyaAyT yCTaHABIUBATbCS
ABTOMATHUYECKU:

master# systemctl enable salt-master
master# systemctl start salt-master
master# salt-key --list all

Accepted Keys:

Denied Keys:

Unaccepted Keys:

kali-scratch

Rejected Keys:

master# salt-key --accept kali-scratch
The following keys are going to be accepted:
Unaccepted Keys:

kali-scratch

Proceed? [n/Y] y

Key for minion kali-scratch accepted.

Q [locrxe nmoakI0OUeHNsI MUHBOHOB BBl MOKET€ BBITIOJIHATh HA HUX KOMaH/Ibl MacTepa.
[Ipumepsnr:

master# salt '*' test.ping

kali-scratch:

True

kali-master:

True

master# salt kali-scratch cmd.shell 'uptime; uname -a‘'
master# salt kali-scratch sys.doc’

master# salt '*' service.enable ssh

[...]

master# salt '*' service.start ssh
[...]

master# salt '*' pkg.refresh_db
[...]

master# salt '*' pkg.upgrade dist_upgrade=True
server# salt '*' cmd.shell 'pkill -f dnmap_client’

Q IlosHBIN CIMCOK UCTTOTHUTEIBHBIX MOAYJIEH MOKHO HAUTH TO azapecy https://
docs.saltstack.com/en/latest/ref/modules/all/index.html.

O IIpumensaiite daiins SaltState (mabaoHbl KOHGUTYpALUK MHOIOPA30BOTO HC-
I0JIb30BAHUST ), YTOOBI ITAHUPOBATH JIEHCTBISI, COOUPATH JaHHbIE, KOOPAMHUPOBATH
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[OCJIEI0BATEILHOCTH OllePAllMil Ha HECKOJIbKUX MUHBOHAX, IIPEAOCTABJIATH 00JIau-
HbIe UHOPACTPYKTYPBI, YIIPABIATh MU U /Ip. CIKOHOMBTE CBOE BPEMSI C TOMOIIIBIO
rOTOBBIX K UCIOJIb30BaHmIO «Salt-opmys» (https://docs.saltstack.com/en/latest/topics/
development/conventions/formulas.html).

O Korpga Bel peliiaere pa3BeTBUTD TAKET, CHAYAJIA OIIPEJIEIUTE, TAK JIU YK 9TO HEOOXO0-
JuMo. PasBeTBiieHne MakeToB UMeeT 3HaUNUTeIbHbIe IIPeUMyIecTBa U HeJJOCTaTKHU.
BHuMaTeIbHO 03HAKOMBTECH ¢ HUMU. HeIIoxXuM BoIGOPOM JIJIsT PA3BETBIEHUSI MOTYT
cTaTh makeTsl kali-meta, desktop-base u kali-menu. ITporiecc pasBeTBiienus makera
JIOBOJIBHO TPY/I0EMKHI1, 1 €ro CJI0KHO OIMcaTh KPaTKo.

Termnepnb, KOT/Ia MbI U3YYHJTH BCE OCHOBBI KACATETHHO YCTAHOBKH, HACTPOIKH U Pa3-
sBeproiBanusg Kali Linux, paccMoTpum ero posib B obaactu nndopMannontoi 6e3omnac-
HOCTH.
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K aToMy MOMEHTY MbI paccMOTpes HeMasio BoamoskHocTell Kali Linux, mostomy Bbl
yIKe TOJKHBI XOPOIIIO TOHUMAaTh 0COOEHHOCTH CUCTEMBI U TO, KaK € €€ TIOMOTITHIO PEIaTh
MHOKECTBO CJIOKHBIX 33/1a4.

OpHako, npesxje 4eM IpUCTynaTh K ucmnosb3oBanuio Kali na mpaktuke, crouTt
pas3obpaThCst ¢ HEKOTOPBIMU TIOHSTHSIMU, CBSI3AaHHBIMU € OI[EHKOI 3alUIIEHHOCTH
MHOOPMATTMOHHBIX cCUCTeM. B 1aHHOIl T71aBe MBI TO3HAKOMHUM Bac ¢ ATUMU TTOHSTHS-
MU U TIPEIOCTABUM CCBLITKYM HA JOTOJHUTEIbHBIE MAaTEePUAJIbl, KOTOPbIE MTPUTO/ISATCS
B TOM CJIy4ae, eCJId BaM IoHanoOuTcsa 3ageiicToBaTh Kali f/1s1 BBIIONHEHNS OLEHKH
3aIUIIEHHOCTH.

JlJist Havasta CTOUT YAEJTUTh BPEMSI CAMOMY MOHSITHIO «0€30MaCHOCTh> MTPUMEHH-
TeJIbHO K WH(MOPMAIMOHHBIM cucTeMaM. [Ipr mombITKax 3amnuTuTh NHGOPMATTHOHHYIO
crcTeMy OOBIYHO 0OpaIIaloT BHUMAHNE Ha TPH €€ OCHOBHBIX aTpuldyTa:

Q xongudenyuarvrnocms (confidentiality): MmoryT jin imia, y KOTOPBIX He J0JKHO ObITh
JIOCTYTIA K CHCTeMe MJIu MHMOPMAIH, TTOJTyInTh eTo?

Q uerocmrnocmy (integrity): MOXKHO JTM HECAHKIIMOHUPOBAHHO MOU(UIIUPOBATH CH-
cTemMy WJIU JIaHHbie?

Q docmynnocms (availability): MOKHO Jin HOpMAJIBHO, YUUTHIBast BPEMST 1 CIIOCO0 J10-
CTYyTIa, TT0JIb30BAThCST CUCTEMON WJIN TAHHBIMU ?

Bce BMecTe 9TH IIOHATHSI COCTABJSIOT Tak HasbiBaeMylo Mozesb CIA (confidentiality,
integrity, availability) 1 Bo MHOrOM SBJISIIOTCS OCHOBHBIMU 9JIEMEHTaMM, KOTOPBIM y/Ie-
JITTOT BHUMaHUeE TIPU 3alIUTE CUCTEM B XOJI€ CTAH/IAPTHBIX TIPOTIECCOB Pa3BEPTHIBAHMUS,
MOJ/IEPKKU MJTU OTIEHKH 3aINUIIIEHHOCT.

Kpome Toro, T10J1e3HO OTMETUTD, 4TO B psjie ciydaes onuu actektol CIA GymayT 3a-
6oruth Bac GoJbIne, ueM gpyrie. Hampumep, y Bac ecTh JIMUHBIN JHEBHUK, KOTOPbIH CO-
JICPSKUT BAIlIK caMble 3aBETHBIE MbIc/. KoHMUIEHTTNATbHOCTH 3TON MH(MOPMAITNN MOKET
OLITH TOPA3/I0 BaKHEE, YEM €€ T[ETOCTHOCTD UITH JOCTYITHOCTD. [[PYyTHUMHU ClTOBaMM, Bac
He JIOJIKHO CUITBHO GECTIOKOUTD, €CJIU KTO-TO YTO-TO HATIMIIET B HETO, He YnTas. TouHO
TakK jKe BaM He HYXKHO, 4T0ObI IHEBHUK ObL abCOTIOTHO Beerna o pykoit. C apyroii
CTOPOHBI, TIPU 3AIUTE CUCTEMbI, KOTOPAst XPaHUT WH(GOPMAITUIO O BBITTMCAHHBIX MEU-
IIUHCKUX PETIETITax, IeJIOCTHOCTD IAHHBIX BBIXOJWUT Ha TIEPBbI T1aH. BaskHo He 1aTh 110-
CTOPOHHUM YNUTATh 3TH 3aIIUCH (TO €CTh ITOJIY4aTh CBE/IEHUS O TOM, KTO KaKHe JIeKapCcTBa
MPUHUMAET ), KaK U 00eCIeYNTD TIOCTOSTHHYIO IOCTYITHOCTD CTiicKa pettentoB. Ho rimaBHee
BCETO — OTCJIEKUBATH, UTOOBI HUKTO HE CMOT U3MEHUTH COJEPKUMOE CUCTEMBI (TO €CTh
TIOBJIMSATD Ha e IIeJTOCTHOCTB ), TIOCKOJIBKY 9TO MOKET TIPUBECTH K OTIACHBIM JIJIST KUSHU
MIOCJIC/ICTBUSAM.

Korza BbI 3aHMMaeTech 6€30MaCHOCTBIO CHCTEMbI 1 0OHapyKUBaeTe podiemy,
BaM HYJKHO MOHTE, Kakne yact CIA niu ux KOMOMHAIIUU UMEIOT OTHOIIIEHHE K JIaH-
HOM mpobeme. TO TOMOTAET TIOHSTD ee GoJiee TOTHO, TO3BOJISIET Pa3OUBATH MHITH-
JIEHTBI 110 KaTeropusiM ¥ MPUHUMATH COOTBETCTBYIONIME Mepbl. [lonnmas cymHuocTtnb
mojiesin CIA, HecToRHO KaaccuGuIMpoBaTh ¢ ee TOMOTIBIO YSA3BUMOCTH Pa3HOTO Mac-
mraba.
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Harnpumep, MOKHO paccMOTpeTh cKkBo3b ipuaMy CIA B3J10M BeO-TIPUIIOKEHUST YePes3
BHenpenne SQL-kona (onmucano HILKeE).

Q Konguodenyuanviocmy: B3j1oM ¢ IoMolibio SQL-MHBEKIN T03BOJISIET HAPYIIUTENIO
U3BJICYD COAEPKUMOE BEO-TTPUIIOKEHIS, OTKPHIBACT MOJHBII IOCTYIT Ha UTCHUE BCEX
JIaHHbBIX, HO He JaeT BO3MOKHOCTH M3MEHATh MH(MOPMAIIMIO WK HapyIluaTh paboTo-
€nocoOHOCTD 6a3bl JAHHDIX.

Q Ilerocmuocmy: B37IOM € TOMONIBIO SQ L-UHDBEKITNY JaeT 37I0yMBIIJIEHHUKY BO3MOK-
HOCTh M3MEHTH HH(HOPMAIIIIO, KOTOPas yiKke nMeetcs B 6ase manubix. OH He MOXKET
YUTATh TAHHBIE TIIH GJIOKIPOBATH TOCTYT K Hase.

Q Aocmynnuocmy: B31OM ¢ TOMOIIBI0 SQL-UHBEKIINH 1TO3BOISIET MHUIIUUPOBATH T -
JKEJIBIH 3a1TPOC, MOTPEOIAIONNI GOJBIINO 06BheM cepBEPHBIX pecypcoB. Heckombko
TAKUX 3aIIPOCOB IIPUBOAAT K 0TKazy cepsuca (DoS-araka). Y 3710yMBbIIIIeHHIKA HET
BO3MOKHOCTU YMTATh WJIN U3MEHSTH JaHHBIE, HO OH MOKET MTOMEIIATh OOBITHBIM
MOJTH30BATETSIM PAOOTATD € BEO-TTPUITOKEHTEM.

Q Mmuoxcecmsenmvle yepo3vl: B3IOM ¢ TIOMOITHI0 SQL-UHBEKIINN €T MOJTHBIN TOCTYTI
K OTIEPAI[MOHHOI CHCTEeMe cepBepa, Ha KOTOPOM BBITIOTHSIETCST BEG-TIPIIIOKEHHE.
O6aiast TakUM JIOCTYIIOM, aTaKyIONMH MOYKET HAPYIINTh KOH(PUICHITMATHHOCTD
CHCTEMBI, TIOJIyYHB JOCTYII K JIFOOBIM HYKHBIM €MY JIAHHBIM, HAPYIITUTH 1[EJIOCTHOCTb
CUCTEMbI, UI3MEHSIS TaHHBIE, U MIPU JKEJAHUHU HapYIIUTh paboToCIOCOOHOCTH BEO-
MPHJIOKEHUST, UTO TIPUBE/IET K HEIOCTYTHOCTH CHCTEMBI [T OOBIYHBIX MOTb30BATEEH.

Konmernmmm monesn CIA 10BOSBHO MTPOCTBI, U HA CAMOM JIeJIe BbI YK€ MHTYUTHBHO
0JIb3yeTech MU, CAMU TOTO He Toz103peBasd. OHAKO BaKHO OCMBICTIEHHO TIPUMEHSITh
MOJIEJTh, TIOCKOJIBKY OHA CTOCOOHA MOMOYb MOHSATH, B KaKyI0 CTOPOHY CTOUT HaIpa-
BUTH YCHJIHUS. DTa KOHIENTyalbHas 6a3a MO3BOJIUT OMPEIETUTh KPUTHIECKU BaKHBIE
KOMITOHEHTBI CHCTEMBI, a TaKsKe 00BEM YCUIUN U PECYPCOB, KOTOPBIE CTOUT BJIOKHUTh
B ycTpaHeHne 06HapyKeHHBIX TPOGIIEM.

Kpome Tor0, MbI paccMOTPUM TOAPOOHEE PUCK U €T0 COCTABJISIIONIIE: Y/2P03Y U Ys36U-
MOCMb. ITU TIOHATUS HE CUIITKOM CJIOXKHBI, HO B HUX JIETKO 3aIyTaThes. bosee retanbHo
MBI pazbepeM UX T033Ke, HO eCJIH CKasaTh 00 9TOM B IBYX CJI0BaX, TO MOKHO OTMETHTh
CcJIeIyTolIIee: IyYIlie BCEro BOCTIPIHUMATD PUCK KaK TO, YTO BBI ITBITAETECh TIPEIOTBPATHTS,
Y2po3y — KaK TOTO, KTO MOXKET 9TO, HeXKeJaTeJbHOe, COBEPIINUTD, U Ys36UMOCMb — KaK
HEUTO, CIIOCOOHOE TIO3BOJIUTD CJIEJIATh TO, YTO BBl XOTHTE MPeAoTBpatuTh. CooTBeT-
CTBYIOIIWE YCUITUS MOKHO MTPUTOKUTH K CHIDKEHUIO YPOBHS YTPO3bI JIA yCTPAHCHWS
VSI3BIMOCTH, TEM CAMBIM YMEHBIITUTH YPOBEHD PHCKA.

Hampumep, mmyTetiecTBys 10 MUPY, BBl MOKETE ITOJIBEPIHYThCSI 3HAYUTENBHOMY -
CKY 3apakKeHUs MAISpPUEi. ITO TTOTOMY, UTO B HEKOTOPBIX MECTHOCTSIX BBICOKA y/2p03a
OBITH YKYIIIEHHBIM MaJISIPUITHBIM KOMapOM | Y Bac, OUTH HABEPHSIKA, HET UMMYHUTETA
Kk Masngpun. K cyacTpio, BBl MOKeTe KOHTPOJIUPOBATH BAIY Ys36UMOCMb C TIOMOIIBIO
MeIUKAMEHTOB U MOIBITAThCS KOHTPOJIMPOBATD 2P03Y, UCTIOIb3YsI PETIEIIEHTHI 1 TIPO-
TUBOMOCKUTHBIE ceTKH. llesieHanpaBieHHO KOHTPOTUPYS U Y2po3y, U YsA36UMOCHb, BB
MOJKeTe TIPEIOTBPATUTD PUCK 3aPAKEHUSI.
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11.1. Kali Linux B oueHke 3alunLWeHHOCTH

Ecui BbI ToTOBUTECH HCOIb30BaTh Kali Linux B 6010, To cHayaa HOGXOMMO YI0CTO-
BEPUTHCS B TOM, YTO y BaC yCTAaHOBJIEHA YKCTast U pabouast cucreMa. PacripocTpaHeHHast
ommmbOKa MHOTUX HAYMHAIONIUX [EHTECTEPOB 3aKJII0YAETCST B UCIOJIb30BAHUH OJIHOTO
u ToTO Ke sK3emmsipa Kali B Xxome anannsa 3amuienHOCTH Pa3HbIX cucteM. Takoil
MOZIXO0/] MOKET IPUBECTH K TIPoGIeMaM 110 JIBYM OCHOBHBIM MIPUYUHAM.

O B xome olleHKM 9acTO MPUXOAUTCS BPYUHYIO YCTAHABINBATH, HACTPAWBATh WJIN
KakuM-J1160 IPYyruM 06pasoM MEHATH CUCTEMY. ITH eINHIIHBIEC U3MEHEHISI MOTYT
nomoub GeicTpee npusectu Kali B pabouee cocTosiHye WM pernTh KOHKPETHYIO
npobieMy, HO MX TSKEJIO KOHTPOJIUPOBATD; OHU YCJIOKHSIOT OJEPKKY CHCTEMBI
1 ee JTATbHEHIITYI0 HACTPOHKY.

QO Kakmag3amayda 1mo orieHke 6€30IaCHOCTH CUCTEMBI YHUKaJIbHA. HOBTOMy HCIT0JIb30Ba-
H1Ee CUCTEMBI, B KOTOpOﬁ OCTaJIMCh, CKAKEM, 3aMETKU, KO/l 1 /IPYTE€ U3MCHECHU I ITIOCJIE
aHa/In3a CUCTEMbI OTHOTO KJIMEHTAQ, Y APYTOT0 KJIINEHTAa MOJKET ITPUBECTU K ITyTaHUIIE
" K TOMY, 4YTO JIaHHbBIEC KJIMEHTOB OKAKYTCA MepeMelTaHHbIMU.

VIMEHHO TI09TOMY HACTOSITETHHO PEKOMEH/YeM HAUYMHATH PadOTy € YUCTON ycTa-
HoBku Kali, a yeusnust Ha MOATOTOBKY TpefBapuUTeIbHO HacTpoeHHOU Bepeun Kali
Linux, KoTopast roTOBa K aBTOMaTHYECKOH YyCTaHOBKe, OBICTPO OKymatoTcest. JIJist Toro
4yT0OBI 063aBECTHCh OJOOHOI Bepcueil cucTeMbl, obparurech K pasaeiam 9.3 u 4.3.
YeM cepbe3Hee BbI IIOA0MIeTe K aBTOMATU3ALUY CBOel paGOThI CErOAHs, TEM MEHbIIe
BpEMEHU TIOTPATUTE 3aBTPA.

¥V kaxaoro cou TpeboBaHus KacareabHo HacTpoliku Kali Linux, HO ecTb psij yHU-
BepCabHBIX PEKOMEH/IAITHIT, Ha KOTOPbIE CTOUT 0OpaTUTh BHUMaHue BeeM. /115 Havasa
paccMOTpPUTE BO3MOKHOCTD NCTIOJIB30BAHU 3aITU(DPOBAHHON YCTAHOBKH, KaK TOKA3aHO
B TIOJIpa3iesie «Y CTaHOBKA Ha MOJHOCTHIO 32 POBaHHYIO (haliJIOBYIO CHCTEMY» Pa3-
nema 4.2. 9To MO3BOJNT 3aIUTUTD BaIlTH IAHHBIE, XPAHSTINECs Ha KOMITbIOTepe, U MOJKeT
OBITH YPE3BBIYAITHO MOJIE3HO, €CJH BAIl HOYTOYK OYIeT YKpaJIeH.

[lns obecriedenns QOIOIHUTENBHOI 6e30IIaCHOCTH BO BPeMs Iy TEIIeCTBIIL IMeeT
CMBICJI PACCMOTPETh HACTPONKY (QYHKITUN CAMOYHUUTOKEHUS (CM. BPE3KY « Y CTAHOBKA
HapOJIs CAMOYHUYTOKEHUS 15T IOTIOJTHUTEIbHO Ge3omacHoCTH» B Iiase 9) mociie ot-
npaBku (3amndpoBaHHOI) KOIMK Kaoua Kojuiere B obuce. TakuM o6pasoM, Bailu
NaHHbie OYIyT 3alUIIEeHbI 10 TeX MOP, TTOKa BbI He BEPHETECH B OUC, T/Ie CMOKETE BOC-
CTaHOBUTH PABGOTOCIIOCOOHOCTH KOMITBIOTEPA C TIOMOTIBIO KJTtoUa eI POBAHUSL.

E1re oina Betib, K KOTOPO# CTOUT OTHECTUCH MTPEIETHHO CEPhE3HO, — ATO KaK1e MMEH-
HO TIAKETBI BBl YCTAHOBUJIHM. [OTOBSICH K BBITTOJHEHUIO OYEPEAHOTO 3a[aHusT, 00paTHTe
BHUMaHUe Ha TO, YTO U3 MHCTPYMEHTOB puroautcs. Hampumep, coOupasich MpuHSATHCS
3a TIOVCK JIBIP B GECTTPOBOIHOMN CETH, BB MOJKETE PACCMOTPETH BEPOSITHOCTD YCTAHOBKHU
Mmetamakera kali-linux-wireless, cogepskaiero Bce cpejcTsa uccaeoBainus H6ecipo-
BOJHBIX ceTeil, gocTynuble B Kali Linux. T0oTOBSACH K UCIIBITAHUAM BeO-IIPUIOKEHNS,
BbI MOJKETE MOJTOTOBUTH BCE MHCTPYMEHTBI, IPeHA3HAYEHHbIE JIJIsT TOJ00HBIX 3a/1ad,
ycranoBuB MetamakeT kali-linux-web. JIy4iie Bcero mcxoanTh 13 MpemoNT0KeH s, 4TO
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BO BpPEMsI TECTUPOBAHUS Y Bac He Oy/eT HOPMAJILHOTO 0cTyIa B MTHTEpHET, M03TOMY
HY>KHO KaK MOKHO JIydIIie TTOJITOTOBUTLCS 3apaHee.

[To Toif ske MpUYMHE BaM, BEPOSITHO, CJEAYET MEePePOBEPUTH CeTEBbIe HACTPONKM
(M. paszenst 5.1 u 7.3). [IBaxk bt mpoBepbTe HacTpoitku DHCP u npocmotpute cep-
BUCHI, KOTOPBIE caymraioT Bail [P-agpec. 9T ycTaHOBKM MOTYT OKa3aTh cepbe3Helnee
BO3JIeiICTBIE HA YCIIENTHOCTH paboThl. Bl He MOJKETE aHAIM3UPOBATh TO, UTO HE BUIKTE,
a U3JTUIITHIE CEPBUCHI CITOCOOHBI BBIIATH BAIly CHCTEMY U MIPUBECTH K €€ OTKIIOYECHUIO
OT CETH ellle JI0 HAYAJA OI[eHKH.

Ecam BBI 3aHUMaeTeCh paccjie/IoBAHEM CETEBBIX BTOPKEHUH, TO OybTe 0COOEHHO
BHUMATEJIBHBI K BAIlllUM CETEBBIM HACTPOHKaM U usberaiite J060TO BO3ACHCTBHUS Ha
CHCTEMBI, KOTOPBIE TTOJBEPTIHCH atake. CrienuansHo HactpoerHas Bepenst Kali ¢ meta-
makeroM kali-linux-forensic 3arpyskaercst B peskume KpUMIHATIMCTHIECKON 9KCIIEPTU3HI
(forensic mode). B HeM crcTeMa He MOHTUPYET IUCKH ABTOMATUIECKHU U HE UCTIOJIB3YET
paszies Toikauku. B pesysibraTe mpy UCIOJIb30BAHUN MHCTPYMEHTOB ITN(DPOBOI KpUMU-
HAJIMCTHKY, ToCcTYTHBIX B Kali, BBI cMOsKeTe COXpaHUTH 1[ET0CTHOCTD aHATM3UPYEMOil
CUCTEMBI.

B sakiioueHne MOKHO CKa3aTh, 4TO IpaBuibHas nojaroroska Kali Linux k pa6ore,
WCITOJIB30BAHME YUCTOM, BILyMUNBO HACTPOEHHOM CUCTEMBI — ATO 3aJI0T BAIIETO yCIIeXa.

11.2. Tvnbl oyeHoK

ITocie TOTO Kak BbI yOEAUIICH B TOM, 4To Baiia cuctema Kali rorosa k pabote, mpuiinio
BpeMsI TOUHO OIPEJEIUTD, KAKOE UMEHHO MCCIe0BaHie Bbl COOMpAaETeCh POBECTH.
B 11€10M MOKHO BBIAEIUTD YEThIPe BUAA IOTO00HBIX HCCAENOBAHNIL: OUCHKA YSA36UMOCTIU,
OUEHKA CUCTNEM HA COOMBEMCMEUE CMAHOAPMAM OE30NACHOCTNU, MPAOUUUOHHOE ECU-
posanue Ha NPOHUKHOBEHUE T OUeHKa Npuoxcenull. VlccaemoBanne CUCTEMBI MOKET
BKJIIOYATD PA3/IMUHBIC 9JIEMEHTHI Kask0r0 BU/Ia, U CTOUT paccKasaTh 0 HUX HoApodHee,
packpbiB ux cBsasb ¢ Kali Linux u pabo4nM OKpysKeHueM.

[Ipesxie yeM MepexoUTh K ONMUCAHUI0 KOHKPETHBIX BUIOB MEPOIIPUSITHI 110 OIlEHKE
6e30MacHOCTH, CHavYaIa pa3bepeMest, YeM YSI3BUMOCTH OTIMIAIOTCST OT 9KCILIONTOB.

Ysazeumocmv MOKHO OTIpeiesTnTh Kak feeKT MHMDOPMAIIMOHHOM CUCTEMBI, TIO3BOJISTFOTITAI
HapYIIUTh ee KOH(MUIEHITMATBHOCTD, 1EJIOCTHOCTD WJIH JAOCTYITHOCTb. CyIIecTBYIOT pas-
JINYHbIE BUJIBI TIOTEHIINAIbHBIX ys3BUMOCTel. Hizke 1ipejicTaBieHbl HEKOTOPbIE U3 HUX.

O Bxumouenue daiinoB (https://en.wikipedia.org/wiki/File_inclusion_vulnerability): ysi3Bu-
MOCTb KO BKJIIOUEHIIO (ailioB B BeO-IIPUIIOKEHUSIX TI03BOJISAET BaM GKIIOUAMDb JIO-
KaJIbHBIE WJIN yIaIeHHbIE (DaiiJIbl B TIPOIIECC BHITIOTHSIEMbIX TIPOTPAMMO BBIYHCIEHNH.
Harnpumep, y BeG-nipuiioskeHnst MoKeT ObITh (hyHKIHs « COOOIIeH e [THSI», KOTOPast
YHTAeT COAEPKUMOE HEKOero (pailiia 1 BKIFOYAET ero B BeO-CTPAHUILY [1Jist IEMOHCTPa-
Uy noJb3oBateasaM. Ecau pu paspaboTke 1mogo0H0N GYHKIMK ObLIN JOMYINEHb!
omMOKH, TO OHA MOKET TI03BOJIUTD 3/I0YMbILILIEHHUKY U3MEHSITh BBIIOJIHIEMBbII UM
3ampoc K caliTy TakuM 00pa3oM, 4TOOBI BEG-TIPUIOKEHNE BMECTO HY;KHOTO (haiiia
MOIKTIOUNIIO K cTpaHuile (ailyr, BBIOpaHHBIN 37I0YMBIIIICHHUKOM.
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O SQL-unbexnus (https://en.wikipedia.org/wiki/SQL_injection): aTaka npuioKeHIs METO-
oM SQL-MHBEKIUK TIpeACcTaBasteT coO0il CUTYaIUIO, KOTIa HapyIIUTe/ b 0OXOAUT
MO/ICUCTEMbI TTPOBEPKU JIAHHBIX, BBOJIUMBIX TT0JIb30BATENSIMU. DTO TTO3BOJISIET EMY
BBOAUTE coOcTBenHbIe SQL-KOMaH/IbI, KOTOPbIE OYAET BBIIOIHATH B3IOMAHHAST CU-
crema. [Togo6HOE MOKET IPUBECTU K IPoOIeMaM B 061acTi 6e30IaCHOCTH.

Q Ilepenoanenns 6ydepa (https://en.wikipedia.org/wiki/Buffer_overflow): 9T0 ysI3BUMOCTb,
MO3BOJIAIOIAA 3JI0YMBIIIIEHHUKY 000HTH MOACKCTEMbBI KOHTPOJISA BBO/IA U 3ATTNCATh
JaHHbIe B 00JIACTD MAMSITH, KOTOPAst COCEACTBYET C MAMSITBIO, BbIIeJIEHHOM JI71sT OTpe-
nesernoro 6ydepa. B paze ciayuaes obmactu namatu psiiom ¢ 6ydhepom MoryT GbITh
Ype3BbIYANHO BaxKHbI 1J1s1 obecriederns: paboToCoCOOHOCTH aTaKyeMOM IIPOrpaM-
Mbl, U TIPABUJIbHAST MAHUITYJISAINS JAHHBIMU B OTUX OOJIACTAX TIO3BOJIAET HOJYIUTh
KOHTPOJIb HAJI BBIIIOJTHEHUEM KOJA.

O Cocrosinue rouku (https://en.wikipedia.org/wiki/Race_condition): 3T0 y93BUMOCTb, OCHO-
BaHHad Ha MCIIOJIb30BAaHUU BPEMEHHBIX 3aBUCUMOCTEH B ITporpaMmax. B HeKoTopbIxX
cayvastx pabounii mpotece MPUIOKEHUS 3aBUCUT OT BBITIOJTHEHUST OMPEAETCHHO
nocjeqoBaTeIbHOCTH AeicTBuil (cobbiTuil). Ee usMeHeHre MOKET IIPUBECTU
K YA3BUMOCTH.

C ZpyTOii CTOPOHBI, IKCNAOUM — HTO TPOTPAMMA, KOTOPAs B CJIydae ee MPUMEHEHUS
MOJKET BOCTIOJIb30BAThCST KOHKPETHOH YSI3BUMOCTBIO, XOTSI M He BCE ySI3BUMOCTH TIPHU-
TOJHBI K UCIOJIb30BaHUIO TaKUM 06pa3oM. [T0CKOIbKY 9KCIIONT JT0JIKEH U3MEHUTh
BBITIOTHSTIONTUIICS TIPOIECC, 3aCTaBJISIS €T0 COBEPIATh HeXKedaTebHbIe AeHCTBUS, TO
CO3MIaHMe 9KCILIOUTOB MOKET OKa3aThCs CIOKHOM 3a71aueii. bosee TOro, B COBpeMEHHBIX
BBIYNCIUTENBHBIX TIIAaT(hOPMaX IMEETCS TEITBIH PSI/ TEXHOJIOTHN POTUBOACHCTBUS 9KC-
TTONTAM, YCIOKHSIOMNX MX Pa3padoTKy. Cpein TaKUX TEXHOTOTUN — TIPe0TBpaIleHne
BeImosiHeHNs AaHHbIX (Data Execution Prevention, DEP) (https://en.wikipedia.org/wiki/
Executable_space_protection#Windows) 1 paHzoMHU3aIins pa3MeIIeHnsT a[peCHOTO TIPO-
crpanctBa (Address Space Layout Randomization, ASLR) (https://en.wikipedia.org/wiki/
Address_space_layout_randomization). OiHaKO ecyiv /7T HEKOE YSI3BUMOCTH HE YaeTCst
0OHAPYKUTH OOIIEOCTYITHBIN 9KCILIONT, TO 9TO €Ille He 3HAUUT, YTO OH HE CYIIECTBYET
WA €TO HeTb3s co3faTh. HampuMep, MHOTHE OPTaHU3AIIUN TIPOJAIOT CITEINAIbHO pas3-
paboTaHHbIe SKCIIIONTBI, KOTOPbIE HUKOT/IA HE CTaHyT OOIIEA0CTYITHBIMMU, TOATOMY BCE
VA3BUMOCTH CJICIyeT PACCMATPUBATD KaK ITOTEHIINAJIBHO ITOIBEP;KCHHBIC OKCILITyaTal[uH.

OueHkKa ya3BMMOCTU CUCTEM

Yaseumocmv — 310 nedext nHGOPMAIMOHHON CUCTEMbI, KOTOPbII MOKET OBbITH KAKUM-TO
06pasoM UCITOJIb30BaH JIJIst HAPYIIEHUs e¢ KOH(DUAEHIIMATbHOCTH, EJOCTHOCTH HIIH JI0-
crynHocT. [Ipu poBeieHnn OTIEHKH YSI3BUMOCTH CUCTEM TJIABHOE — CO3/IaTh IIePeveHb
YSI3BUMOCTEN, 00HAPY/KEHHBIX B yesecom okpycenuu. [IoHATHE «11eJIeBOe OKPYKEHUE>
OY€Hb BaKHO IIPH OLIEHKE 3AIIUIIEHHOCTH CUCTEM. BbI He I0JIKHbI TPOBOAUTD PAGOTHI 3a
IpeJieslaMu 1eJIEBOI CeTH KIIMEHTA UJTH OTKJIOHSITHCS OT 3a/1au uccyeoBanus. Borxon 3a
IIPEEJIbl HCCJIEyeMOTO OKPYsKEHHUST MOKET IIPUBECTU K HAPYIIEHUIO PAGOThI CEPBUCOB
KJIEHTA, K [IOTEPE €ro J0BEPHUS WU CyAeOHOMY MCKY IIPOTHB Bac U Ballero paboToiaTeis.
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WccnenoBanye ysa3BUMOCTE cucTeM GJ1arofaps ero mpocToTe YacTo BhIIIOJIHSIETCs
Ha PeryJsipHoi OCHOBE B JIOCTATOYHO 3PEJIbIX OKPYKEHUSAX B PaMKaX JeMOHCTPaLlUn
YPOBHS UX 3aIUIEHHOCTH WJIM COOTBETCTBUS HEKUM CTaHAapTaM 0e30IHaCHOCTH.
B 6OJIIJH_H/IHCTB6 CJIy4a€eB aBTOMAaTUY€CKNE MHCTPYMEHTDBI HaHOI[O6I/Ie TeX, YTO MOKHO
HaiiTu B KaTeropusix Vulnerability Analysis (Ananus yss3sumocreii) (https://tools.kali.org/
category/vulnerability-analysis) 1 Web Applications (Be6-tipuiosxenust) (https://tools.kali.org/
category/web-applications) na caiite Kali Tools nau B cooTBeTCTBYOMIMX paszieiax MeHIO
Applications (TTpunoskenust) wa pabouem crosie Kali, ncronbsayiorcest st 0OHapyKeHst
live-cucrem B 11eJ1I€BOM OKPY KEHUH, HIEHTHU(DUKAIINY CEPBUCOB, TPOCIYITUBAOIINX He-
K¥e HOPThI, ¥ UX aHanusa. [Jeraercs a1o aist cbopa Kak MOKHO OOJIIIEr0 KOJUYECTBA
nHOOPMAIK O CUCTEME, TAKOW KaK CBEIEHUS O IIPOrPAMMHOM 0OeCIIeYeHUN CEPBEPOB,
Bepcusx, miarGopMax u T. .

3areM cobpaHHy0 MHPOPMAIIUIO IIPOBEPSIOT Ha U3BECTHBIE CUTHATYPHI YSA3BUMOCTEH.
[Mocneanue cocToAT 13 KOMOMHAIUI (PparMEeHTOB JAHHBIX, KOTOPbIE MO3BOJIAIOT PacIio-
3HATDb M3BECTHBIE TIPOOJIEMBI B 061acTH 6€30MaCHOCTH. 3/1ECh UCTIOIB3YETCS KAK MOKHO
6oJIblIe CBeIeHUH, TIOCKOJIbKY YeM 0oJIblie X OyJeT, TeM TOYHee OKayKeTCs MIeHTU M-
kanug ysa3puMocT. CylecTByeT MHOKECTBO [oKasaTe e, IPeACTaBILIONMX HHTEPEC
npu aHaause ysassumocreil cucrem. Cpear HUX MOKHO OTMETUTH CJIE/YIOLIIe.

Q Bepcus onepayuoHHoll cucmemvl: HepeaKo ObIBAET TaK, YTO HEKOE MPUJIOKEHIEe
ys13BUMO B ojiHoil Bepcuu OC, HO He B ipyroil. VIMEHHO 1T09TOMY CKaHep IMOTbITa-
€TCsl ONPEJEJIUTh MAKCUMAJIBHO TOYHO, HA KAaKOW BEPCUU OTIEPAITMOHHON CUCTEMBI
paboTaeT 1eIeBoe MPUIOKEHHE.

a YPOBBH?) namuya: HEpeaKO BbIXOJAAT MATYU JIJIA OTIEPAITMOHHBIX CUCTEM, TIPU YCTAHOBKE
KOTOPDBIX BEPCUA OC ne MECHSETCA, XOTA N3BECTHDBIC YA3BUMOCTHU ITPU 9TOM 1mbo nc-
gesaror, b0 HAYMHAIOT BecTH cebs He TaK, KaK paHbIIIe.

Q Apxumexmypa npoueccopa: eCTb MHOKECTBO TIPUJIOKEHU, TOCTYITHBIX JIJIsT PA3HBIX
apXUTEKTYp Ipolieccopa, Takux kak Intel x86 u Intel x64, s pasinuyHbIX Bep-
cuit ARM, mist UltraSPARC u 1. 1. B HEKOTODBIX CJIydasx ysI3BUMOCTb CYIIECTBYET
TOJIBKO Ha KOHKPETHOI apXUTEKTYPE MPOIIECCOPA, TOATOMY 3HAHUE TIOC/IeTHEN MOJKET
CBITPATh BAYKHYIO POJIb TP (DOPMUPOBAHII TOUHOI CUTHATYPBI YSI3BUMOCTH.

a Bepcuﬂ ueneso2o npozpammiozo obecneuenus: 31o OJIMH 13 OCHOBHbIX HOK&S&Teﬂef/)I,
KOTOprfI HYXHO ITOJIYYUTD JIA I/II[GHTI/I(i)I/IKaLII/II/I YA3BUMOCTH.

[Tocsie cbopa nHbOpPMAIME 3T U MHOTHE JPYTUE TTOKa3aTe I OYyyT UCIOIb30Ba-
HBI /711 (QOPMUPOBAHUSI CUTHATYD ysA3BUMOCTei. Briosite oxuaemo, uto uem GoJiblie
(hparMeHTOB JJaHHBIX COBIAAYT C CUTHATYPOU, TEM yBEPEHHEE MOKHO TOBOPUTH 00
O0OHApYKEHHOU ySI3BUMOCTH. 3aHUMASICh COMIOCTaBJIeHneM cOOpaHHON nHbopMaIun
C CUTHATypaMH, MOKHO ITOJIyYNTDb Pa3Hble Pe3yJIbTaThl.

Q Honoxcumenvnoiil pesyivmam: CUTHATYPa COOTBETCTBYET MPOMUIIIO YA3BUMOCTH,
YSI3BUMOCTD B cucteMe oOHapyskeHa. [1ogyans moo6HbIi pe3yIbTart, HysKHO 3aHSI Th-
€Sl ICTOYHUKOM TIPOOJIEMBI U MCTIPABUTH YSI3BUMOCTD, TAK KaK 9TO UIMEHHO TO, YEM
MOJKET BOCTIOJIb30BATHCS 3JI0YMBINJICHHUK, YTOOBI HABPEUTH BAIIEH OpraHu3aIim
(111 OpraHu3alvy Ballero KJAneHTa).
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Q J0XcHONO0ICUMENbIbLEL PE3YIbMAN: B X0/le aHAIN32a YAAT0Ch 0OHAPYKUTH COBTIA/Ie-
HE ¢ CUTHATYPO#t ystsBuMocTr. OIHAKO TO, YTO HANWAEHO, yA3BUMOCTBIO HE SIBJISIETCS.
[Toxo6HbIe Pe3yIbTaThl 0OBIMHO CYUTAIOT «MH(MOPMAIIMOHHBIM IITyMOM>, OHU YCJI0K-
ns10tT pabory. s Gosiee 4ETKOro pas/ie/ieHus UCTUHHBIX M MHUMBIX YS3BMMOCTeEl
TpebyeTcs Gosee rIyOOKIIT aHAIN3 CUTY AL

Q Ompuyamenvuviii pe3yavmam: MOCJae CKAHNPOBAHUS CUCTEMbI COBTIAJICHUI ¢ 13-
BECTHBIMU CUTHATYPAMU YSI3BUMOCTEH 0OHAPYKUTH HE YIaI0Ch, CJAEIOBATETBHO,
YVSA3BUMOCTHU B CUCTEME HET. DTO U€ATbHBIN CIICHAPU, TOKA3bIBAIOIINI OTCYTCTBHE
M3BECTHBIX YSI3BUMOCTEH B TI€JIEBOH CUCTEME.

Q Josxcnoompuyamenvrwlii pe3yivbmam: COBIAJCHUS C CATHATYPaMU HallTH He yAaJI0Ch,
HO ySI3BUMOCTD B cucteMe uMmeetcs. Ilosydyenne J0KHOMOMOKUTENbHBIX Pe3yJIbTa-
TOB — 9TO ILJIOXO, HO JIOKHOOTPHUIATEIbHbII pe3ysbTaT — elle XysKe. B 1mogo6Hoii
cuTyanuu mpobremMa CyIecTByeT, HO CKaHep ee He HAXOAUT, 1 TI0OITOMY Y BacC HET
1oKazareJeil ee HaJIMyuus.

HecmoskHO TIOHATE, YTO /ISt 06eCeYeHrsT HAJICKHBIX Pe3yIbTaTOB CKAaHUPOBAHUS
CHCTEMBI YPE3BBIYANIHO BaKHA TOYHOCTH CUTHATYD. deM 0oJIblile JaHHBIX YAAETCS CO-
GpaTb, TEM BBITIIE KAYECTBO PE3YIHTATOB ABTOMATHYECKOTO CKAHNPOBAHIIST, OCHOBAHHOTO
Ha cuTHaTypax. VIMeHHO 1T0aToOMy BechbMa IMOIYJITPHO CKAHUPOBAHNE C ITPE/IBAPUTETBHON
ayTeHTU(dUKAIMEN B CUCTEME.

[Tpu TaKOM OIX0/IE CKaHUPYIOIee MPOrPaMMHOE 0OeCTIeUeHre UCTIONb3YET MPE/Io-
CTaBJICHHBIE CIEIUATNICTY JIaHHBIE /I Ay TEHTU(MUKAINH B 1[eJIeBO cucTeMe. DTO T10-
3BOJISIET AaHATTM3UPOBATH MHGMOPMAIINIO, HEIOCTYITHYIO B IPYTHUX ycaoBuax. Hampumep,
npu 06BIYHOM CKAHUPOBAHUN PEATILHO MOJYYUTh JIUIIb CBE/ICHUS O CHCTEME, KOTOPBIE
MOJKHO M3BJI€Yb U3 aHa/JIM3a CEPBUCOB, IOCTYITHbIX U3BHE, 1 3 aHAJIM3a ITPe/I0CTaBJICH-
HOro uMu (pyHKIMOHaa., VTHOT/Ia 1 TaKoe CKaHMPOBaHUE TIO3BOJISIET cOOPATh HEMAJIO
JTAaHHDBIX. Ho stu CBeIcHUA HE NAYT HU B KaKO€ CpaBHEHUE C TEM, YTO MOKHO Y3HATh
0 cHCTeMe, BOW/ISI B Hee U TIIATeIbHO ITPOAHATM3NPOBAB Bee yctaHosaerHoe [10, mpu-
MEHEHHbIE [1aT4Yu, UCIIOJHAIOIMEC IIPOLECChl U T. [I. C60p CTOJIb OOIIMPHBIX JaHHBIX
0 CHICTEeMe TTOJIe3eH JIUIS HaXOXK/IeHUS YSI3BIMOCTEH, KOTOPBIE B TPOTUBHOM CJIy9ae MOTJIN
6b1 OCTaTbCA HeHaﬁHeHHbIMH.

Xopolio MpoBeIeHHOE UCCJIeIOBAHNE YSI3BIMOCTEN AT OTYET O MOTEHIIMATbHBIX
HpO6JI€‘MaX 1 IMOKasaTeJin, KOTOPbl€e MOJKHO HUCIIOJIb30BaTh [JId aHaJdn3a N3MEHEHU
CUTYyaIlH BO BpeMeHN. Taxoe nccsefioBaHNe JOBOJBLHO TIPOCTOE, HO, a’Ke YUUTBIBASI
9TO, MHOTHE OPTaHU3AIIH PETYJISIPHO TIPOBO/ISAT aBTOMATHIECKOE CKAHNPOBAHHE YSI3BH-
MocTeil. Jlenaercst 570 06BIYHO B YaChl MUHUMATBHON HATPY3KH HA CHCTEMBI, TOCKOIBKY
CKaHUPOBaHKE MOKET OTPeOOBATh HEMAJIBIX CETEBBIX M CEPBEPHBIX PECYPCOB M IIOME-
maTh OOBIYHON paboTe OPraHM3aInuN.

Kax yske 6b1710 cKa3aHo, B X0/Ie CKAHMPOBAHISI CHCTEM Ha HATTMINE YSI3BUMOCTEH He-
06X0/IMMO TIPOBEPUTH MHOJKECTBO PA3INYHBIX (hPATMEHTOB JAHHBIX, YTOOBI TIOMYIUTh
TOYHBIE pe3yJibTaThl. Bce aTu MpoBepKy MOTYT cO3/1aTh HArpy3Ky Ha 11eJIeBYIO CUCTEMY
u ceTh. K cokamennio, CI0KHO 3apanee y3HATD, CKOJIBKO PecypcoB OymeT moTpebiieHo,
MTOCKOJIBKY 3TO 3aBUCHUT OT KOJMIECTBA 3aITyIIEHHBIX CEPBUCOB 1 THIIOB ITPOBEPOK, CBSI-



11.2. Tvnbl oueHOK 297

3aHHBIX ¢ TocaeauMi. CKkaHupoBaHue MOTPedIISIET CUCTEMHBIE PECYPCBI, TIO3TOMY TIPU
UCTIOJIb30BAHUU COOTBETCTBYIOIINX HHCTPYMEHTOB BaKHO HPEJCTABISITH cebe, KaKyio
Harpy3Ky OHU MOTYT CO3/ilaBaTh Ha UCCJIe/lyeMble CUCTEMbI U CETH.

MHoronoTtoyHoe bonblNHCTBO CKaHepOB yA3BMMOCTEN MOAAEPXKMUBAOT HACTPOMNKY
CKaHWpOBaHMe  KOJIMYeCTBa MOTOKOB CKAHWMPOBAaHWS, TO €CTb CKOJIbKO NMpoBepok by-
LT BbINOJIHATLCS OLHOBPEMEHHO. YBeNMYeHne Koanm4ecTBa noToKoB
CKaHWPOBAHUS MPUBOAMUT K POCTY HArpy3ku Ha UcCciedyeMyto niaT-
dopMy (komnbioTep), ceTb, LeneBble CUCTEMbI. 3aMaHUYMBO YCKOPUTh
CKaHWpPOBaHWe 3a CYET YBESIMYEHNS KOJIMYECTBA MOTOKOB, HO BaXHO
MOMHUTb O TOM, YTO 3TO MOXET MPUBECTU K 3HAUYUTEIbHOMY POCTY Ha-
rPy3KW Ha CUCTEMBI.

Korza mpoBepka 3aBepiiieHa, OOHAPY/KEHHbIE YSI3BUMOCTH 0OBIYHO CBSI3BIBAIOT CO
CTaH/APTHBIMU ujieHTU(hUKaTOpamMy, TakuMu kKak Homepa CVE (https://cve.mitre.org/),
EDB-ID nnu kosbl kitaccudukaum ysa3BUMOCTEH, TPUHSTHIE Y TOCTABIIMKOB MHCTPY-
MEHTOB CKaHupoBaHust. [lafHas nHbOPMAIHs BMECTE CO CBEIEHUSIMHU 00 OTleHKe YSI3BH-
mocTei 1o Metogke CVSS (https://www.first.org/cvss/) NCTIONB3YeTCS /1715 OTIPeIeIeH s
YPOBHS pHcKa. Bce aTH CBEJIEHUS ¢ YIETOM JIOKHOTIOJNOKUTETBHBIX U JIOKHOOTPHIIA-
TeJIbHBIX COOOIIEHMIT 00 YA3BUMOCTAX JaioT obliiee IpeicTaBjieHne 00 ya3BUMOCTSIX,
KOTOPbIE HYXKHO YUUTHIBATH, AHATU3UPYSI PEYJIbTATHI CKAHUPOBAHUS.

[TockopKy aBTOMATH3UPOBAHHBIE CPEJCTBA MCIIOJIb3YIOT /IJIsI BBIABJIEHUS YSI3BU-
MocTeit 6a3bl JaHHBIX CUTHATYP, TO MaJieiiee OTKJIOHEHNE OT U3BECTHON CUTHATYPHI
CIocOOHO M3MEHUTD PE3yJIbTaT U, COOTBETCTBEHHO, 0O0OCHOBAHHOCTH COOOIIEHUN 00
0OHAPY/KEHHBIX YSI3BUMOCTSIX. JIOJKHOTIOIOKUTEIbHBIE PE3YJIbTaThl YKA3BIBAIOT Ha TO,
Uero HeT, a JIOKHOOTPUIIATEbHbIE, HA0OOPOT, CKPBIBAIOT CYIIECTBYIOIINE TIPOOIEMBIL
[ToaTOMY KauecTBO 1 BOBMOKHOCTH ABTOMATHYECKIX CKAHEPOB YSI3BUMOCTH HAIIPSIMYIO
3aBUCST OT IIPUMEHSIEMbIX UMK (a3 JIAHHBIX CUTHATYP. Kak mpaBuJio, IoCcTaBIMKy 1M0-
nobuoro 1O mpeamaraioT pasHubie Bepcun cBoux mporpamm. Hekoropbie Gecrmatmbie,
cHaOKeHHbBIE Ype3aHHBIMU Ga3aMu, IPeIHAa3HAYECHBI JIJIS IOMAIIHUX TT0JIb30BaTe e,
JIpyrue e I0OBOJIBHO JIOPOTHE, C TIOJHOIIEHHBIMY (GazaMit, 00BIYHO OPHEHTHPOBAHBI Ha
KOPTOPATUBHBIX TT0JIb30BaTECH.

Ente ogtra npobsiema, KOTopast 4acTo BO3HUKAET IPU CKAHMPOBAHWH HA HAJTUYUE Y53~
BHUMOCTEI, 3aKJII0YAETCS B IPUTOAHOCTHU K UCIIOJIb30BAHUIO TIPEIJIOKEHHBIX PENTIHIOB
pucka. Ilociennue onpeesssioT Ha YHUBEPCATBHON OCHOBE, TPUHUMAsT BO BHUMaHIe
MHO’KECTBO PA3TMUHBIX (DAKTOPOB, TAKUX KAK YPOBEHD MPUBUJIETUI, TUTI TTPOTPAMMHOTO
obecrieueH st, BOSMOKHOCTD Peau3al[iil YSI3BUMOCTH JI0 HJIU TIOCJIE 2y TeHTU(DUKAIHIH.
[MTomoOHbIE PEUTHHTH HEJIB3sT TPUMEHSITH CJIETIO, TOCKOJIbKY UX IEHHOCTD 3aBUCUT OT
ocobeHHOCTel recreyeMoil cructeMbl. KaueCTBEHHO OLEHUTh YPOBEHD PHCKA MOXKHO
TOJIBKO TIPH UCTIOJIb30BAHIUU T€X PEUTUHTOB, KOTOPbIE OCHOBAHbI HA AHAJIU3E TOJPOOHOI
UHPOPMAIIH O CUCTEME U 0OHAPYIKEHHBIX B HEHl YS3BUMOCTSIX.

Het exuHoro 061IEIPUHATOTO COTTIAIIEHHSI O PEUTHHIaX PUCKOB, OTHAKO MOKHO T10-
PEKOMEH/IOBATD B3STh 32 OCHOBY OIIEHKU PUCKOB B UccenyeMoii cpezie crangapt NIST
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SP 800-30 (https://csrc.nist.gov/publications/search?requestserieslist=1&requeststatuslist=1,3&
requestdisplayoption=brief&itemsperpage=all&requestsortorder=5#800-30). /lanHbIli cTaHAApPT
orpezieisieT peajibHblil PUCK OOHAPY/KEHHOM YSI3BUMOCTH KaK KOMOUHAUUIO BO3MONCHOCTILL
OCYULECNBIICHIUS Y2PO3bl U YPOBHS 6030ELLCMBUS. HA OPZAHUIAUUIO NPU ee BONIOULCHUL.

BeposTHOCTb OCYLLECTBNEHMS YTPO3bI

B coorsercrun ¢ NIST (National Institute of Standards and Technology — Harwo-
HaJIbHBIN MHCTUTYT CTAaH/IAPTOB M TEXHOJOTUI ) BO3MOKHOCTD OCYTIIECTBJIEHNS YTPO3bI
OCHOBaHa Ha BEPOSITHOCTH TOTO, UTO HCTOUHHK YTPO3BI CITOCOOEH K IKCILIYaTAIINH KOH-
KPETHOH YSI3BUMOCTH C BEPOSITHOCTHIO, KOTOPAst COOTBETCTBYET OTHOMY M3 PEHTHUHTOB:
HU3KOMY, CPe/THEMY NN BEICOKOMY.

O DBwicokuii: MOTEHIIUAIBHBIH POTUBHUK BBICOKOKBATM(UIIMPOBAH U MOTHUBUPOBAH,
MepBbl, IPUHATBIE JIJIs1 3alUThI OT UCIIOJIb30BAHUS YSI3BUMOCTH, HEJIOCTATOYHBL.

Q Cpenuuii: MOTEHIIUAIBHBIHI IPOTUBHUK MOTUBUPOBAH U KBAIU(UIIMPOBAH, HO MEPBI
110 3aIUTE OT IIPUMEHEHMS YA3BUMOCTH MOTYT IIPEISATCTBOBATD €0 yCIIeXy.

Q Husknii: HOTeHHI/Ia]IbHHﬁ IIPOTUBHUK HEKBaJII/I(I)I/IHI/IpOBaH NJIN UCIIBITbIBAET HE-
JO0CTAaTOK MOTHUBallUM, IIpU 9TOM IIPUHATHI MEPbI [AJIA 3alllUThl OT UCITOJIb3OBAHUA
YA3BUMOCTH, KOTOPbIE HaCTUYHO NJIN abCOIOTHO BQ)(I)GKTI/IBHBI.

Bo3pencTeue

YpoBeHb Bo3zeiicTBIA Ha OPraHU3aIMIO IPU OCYIECTBJIECHUH YTPO3bI ONPEICIIIOT,
OlleHUBast pa3Mep yiiepoa, KOTOPbIi MOKET TPUUUHUTH UCTIOJIH30BAHNE AHATIM3UPYEMOI
VSA3BUMOCTH.

Q Bsicokwuil: HCTIOB30BaHUE YSZBUMOCTH CIIOCOOHO TIPUBECTH K 3HAUUTETbHBIM (D~
HAHCOBBIM ITOTEPAM, CEPbE3HO TOBPEANTD MUCCAU WJIN PEIYTAllNU OPraHNU3aInH,
MOJKET 3aKOHUYUTHCST CEPhE3HBIM MaTEPUATBHBIM YIIEPOOM UK YEIOBEUECKUMU
JKEPTBAMU.

O CpenHuii: IpUMeHEHUE YSI3BUMOCTH CIIOCOOHO MPUBECTU K (PUHAHCOBBIM MTOTEPSIM,
IIOBPEAUTH MUCCUM WJIN PEITyTallu¥ KOMIIAaHWU, UJIHU, B CJIy4Yae ¢ YeJOBCYCCKUMU
pecypcaMu KOMIIaHUH, IIPUBECTU K TPaBMaM.

O Huskwii: ucronab3oBaHue yI3BUMOCTH MOXKET TPUBECTH K HEKOTOPBIM (DTHAHCOBBIM
MTOTePSIM UJIM BO3/IeICTBUIO Ha MUCCHIO WJIN PEITyTaInio KOMIIAHNUH.

O6wmn puck

TouyHOE 3HAHNE BO3MOKHOCTH OCYIIECTBJICHNS YTPO3bI M YPOBHS €€ BO3/1eICTBIS HA OP-
TaHU3AIIO TO3BOJISIET OIIEHUTD YPOBEHD PUCKA, KOTOPBIH BBIPasKaeTcs B BUjie PyHKITUN
OT /IByX Hali/IcHHBIX TTOKasaTeJieil. [lokazaTesb ypoBHS prcKa MO3BOJISET C(HhOPMHUPOBATDH
TIJIaH JIEUCTBUH /1715 TeX, KTO OTBeYaeT 32 3alUTY U MO/IEPIKKY AaHAIN3UPYEMON CUCTEMBI.

QO Bsicokuii: umeeTcst cepbeaHast TOTPEOHOCTD B TIPUHITUN JTOTIOJTHUTETBHBIX MEP JIJIST
3AIIUTHI OT YSI3BUMOCTH. B HEKOTOPBIX CIydasX MOKHO MTO3BOJUTH CUCTEME IPO-
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JOJIKATb pa60Ty, OHaKO HYKHO ITOATOTOBUTD I1JIaH IO €€ 3all[UTe, KOTOprﬁ ciaenyer
peasm30BaTb KakK MOKHO CKOpee.

O Cpeanuii: ectb HOTPeOGHOCTD B IPUHATUU JONOJIHUTEIbHBIX MEP IS 3alUTbI OT
yaspuMocTu. Ilnan 1o peanusanuy HeOOXOAUMBIX Mep 110 3alUTe J0JKEH ObITh
BBITIOJIHEH B TIpe/iesiaX pa3yMHOTO TIepHo/ia BPEeMEHU.

0O Huskuil: Birazgeselr cucTeMbl OIIPEAEJUT CaMOCTOATENIbHO, Pealu30BblBaTh JIU 10~
MOJIHUTETBHBIE MEPBI 110 3AIIUTE OT YSI3BUMOCTU JINOO IPUHSITH OOHAPYKEHHDINA PUCK
1 OCTABUTDb CUCTEMY HEM3MEHHOM.

NTorosble Mmeponpuatnsg

[TokasaTesb pricka 0OHAPYKEHHOU YA3ZBUMOCTH (hOPMUPYET MHOKECTBO (haKTOPOB,
MMOITOMY PEUTHHTH, TIOJyYEHHbBIE U3 CUCTEM aBTOMATHUECKOTO CKAHUPOBAHUSI, CJIEIyeT
paccMaTpUBaTh JIUIIb KaK OTIIPABHYIO TOYKY B OIPe/leJIEeHUH PEATbHOTO PUCKA.

ITo pesysbTaTaM OLIEHKH YSI3BUMOCTEH cOCTaB/IsIOT oT4eThl. [To06HbBIE OTUYETHI,
CO3/IaHHbIE CO 3HAHUEM JIeJTa U TPO(eCCHOHATBHO TPOAHATN3UPOBAHHBIE, 3aKIa/[BIBAIOT
6asy ISt APYTUX UCCAETOBAHIIL, TAKUX KaK OIIEHKA CHCTEM Ha COOTBETCTBHE CTaHAAPTAM
6esormacHocT. BakHo M3BJIe4b 13 PE3yJIbTaTOB OIEHKHU YSI3BUMOCTEH BCe BO3MOIKHOE.

Kali coznaer orimunyto miatopMy JIs IPOBEIECHUSI OIIEHKHU YS3BIUMOCTEN, KOTO-
pas He HysKAaeTcs B 0coboii HacTpoiike. B paspenax menio Applications (ITpuioskerust)
MOKHO HAWTU MHOXKECTBO MHCTPYMEHTOB JIJIS aHAJIN3a YA3BUMOCTeil. B yacTHOCTH,
peub wjer o pasgenax Information Gathering (C6op undopmaiun), Vulnerability Analysis
(Ananus yszBumocteit) u Web Application Analysis (AHains BeG-npuIoKeHns ). Y3HaTh
MoPOGHOCTH 06 MCIOTIB30BAHUN TUCTPUOYTHBA JIJIST aHAJIN3a YSI3BIMOCTEH MOKHO Ha
caiire Kali Linux Tools Listing (https://tools.kali.org/tools-listing), ra caiire Kali Linux
Official Documentation (https://docs.kali.org/) 1 03HAKOMUBIIKUCH ¢ OECILIIATHBIM KYPCOM
Metasploit Unleashed (https://www.offensive-security.com/metasploit-unleashedy).

OueHKa cUCTEM Ha COOTBETCTBMUE
CTaHAapTam 6e30MacHOCTH

Crenytomuii Mo CJI0KHOCTU BUJI TPOBEPKU — 3TO OIEHKA CUCTEM Ha COOTBETCTBUE
crangapram 6ezonacHocTu. [Togo6HbIE UCIBITAHKS CUCTEM HAbOJIee YacThl, TaK Kak
OCHOBaHbI Ha aHAJIN3€ TPEOGOBAHMIA, TPETUCHIBAEMbIX FOCY/IAPCTBEHHBIMI U HH/YCTPU-
AJTBHBIMU CTAHAAPTAMU, PACTIPOCTPAHSIONNMUCS HA OPTaHU3AINH.

CyliecTByeT MHOKECTBO CIEIHATU3NPOBAHHBIX CTAHIAPTOB GE30MACHOCTH, OJTHAKO
Yarie BCero BCTPeYaeTesl CTaHaapT 6e30MaCHOCTH JaHHBIX MHYCTPHUHU IITATEKHBIX KapT
(Payment Card Industry Data Security Standard, PCI DSS) (https://www.pcisecurity-
standards.org/documents/Penetration_Testing_Guidance_March_2015.pdf). Ero cosmamn komma-
HUU, BBITYCKAIOTINE TTaTeKHbIE KapThl. EMY IOJKHBI COOTBETCTBOBATH OPTraHU3aINH,
obpabarsiBaroliiie KapTOuHble MIaTexku. Ecii roBOPUTh 0 APYTUX PacpoCTPaHEHHBIX
CTaHIapTax, TO MOKHO 0T™MeTHTh Takke kak Defense Information Systems Agency Security
Technical Implementation Guides (DISA STIG) (https://iase.disa.mil/stigs/Pages/index.aspx),
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Federal Risk and Authorization Management Program (FedRAMP) (https://www.fed-
ramp.gov/about-us/about/), Federal Information Security Management Act (FISMA)
(https://csrc.nist.gov/projects/risk-management) u Jip.

KopropaTuBHBIN KJIMEHT MOKET 3aKa3aTh MOJOOHYIO TPOBEPKY MJIH 00PATUTHCS 38
pesyJbTaTaMy paHee TPOBECHHOTO NCCIEI0BAHNS 110 Pa3HbIM TpuynHaM. HezaBucumo
OT TOTO, SIBJISTIOTCST JIF OHU 005132 TeJIbHBIMU UJIH BBITIOJTHSIOTCS [0 MHUTMATHBE KJINEHTA,
TaKWe UCCJIEIOBAHNS HA3bIBAIOT «OIEHKON CHCTEM HA COOTBETCTBUE CTaHIapTaM Ges-
OTTACHOCTH», WJIU <UCCJIEI0OBAHUSIMU HA COOTBETCTBHUE CTaHAaPTaM GE30MaCHOCTH Y, TN
«IIPOBEPKAMU Ha COOTBETCTBUE CTaHAAPTaM Oe30TIaCHOCTH .

Or1ieHKa CHCTEMBI HA COOTBETCTBHUE CTAHIAPTAM OOBIYHO HAUMHAETCST C aHAJII3a Ys13-
BUMOCTeN. B ciryuae ¢ ripotierypoii mpoBesienus ayiura Ha cootBerctBue ctangapry PCI
(https://www.pcisecuritystandards.org/documents/PCIDSS_QRGv3_2.pdf) olieHKa yA3BUMOCTEH,
€CJIF OHA MTPOBEJIEHA COOTBETCTBYIONUM 0OPa30M, MOKET YIOBIETBOPUTH HECKOJIBKUM
OCHOBHBIM TPeOGOBaHUSIM CTAHAPTA, B TOM dncie: «2. He ncmob30Barh mapoJii u Ipyrie
CUCTEMHBIE TIAPAMETPBI, 33JIaHHbIE IIPOU3BOIUTEIIEM TI0 YMOTUYAHUIO» (MOKHO TIPUMEHUTH
YTUJIUTBI U3 KaTeropuu MeHio Password Attack (Basiom mapouieit)), «11. PerynsgpHo Bbi-
HOJIHSATH TECTUPOBAHUE CUCTEM H ITPOIIECCOB 00ecTieueH st 0e30IacHOCTH (€ ITOMOIIIBIO
MHCTPYMEHTOB U3 Kareropuu Database Assessment (MccienoBanue 6a3 gaHHbIX)) U JIp.
Hexkoropbie TpebOBaHUS HEH3ST TPOBEPHUTD € TIOMOIIBIO OOBIYHBIX CPEACTB CKAHUPO-
Banus Ha ya3BuMoctu. Cpenn HUX: 9. OrpannunTh (GU3NIECKUN TOCTYT K JAHHBIM
nepskareseii kKapr» 1 «12. PazpaboraTh 1 OAEPKUBATD TOJTUTUKY WH(DOPMATTMOHHO
6€e30MaCHOCTH JIJIST BCETO MEPCOHAIA OpraHu3aun». J[Jist MpOBEpKU TaKuX TpeOOBaHUIL
HY>KHBI JIOTTOJIHUTETHHBIC YCUITHS.

Ha mepBbrif B3I MOXKET MTOKA3aThCSA HE BIIOJTHE MOHATHBIM, KaK UCIOIb30BATDH
Kali Linux jijis1 BbITOJHEHUST HEKOTOPBIX TTpoBepok. Oxnako Kali otimuno moaxoxut
TSI PelieHust TTOI00HBIX 3a/1a4, IPUUYEM He TOJIBKO U3-32 0OmMpHOTo Habopa CTaH-
JApTHBIX HHCTPYMEHTOB, HO U MMOTOMY, YTO OH OCHOBaHa Ha Debian, uto orkpbiBaeT
BO3MOKHOCTH YCTAHOBKM MHOKECTBA JIOMOJHUTEIBHBIX MPUJI0KeHni. VckaTh mpo-
rPaMMbI, peaju3ytolire HeoOXOMMMbIH (DYHKITHOHAJ, MOKHO B MEHEI)Kepe TTaKeTOB
€ TIOMOTIIBIO KJTFOUEBBIX CJIOB, B3ATHIX M3 UCIIOIH3yEMOT0 CTaHAapTa MHMOOPMAITTMOHHON
6e3omacuoct. IT0J0OHBINA TOUCK TIOUTH HABEPHSIKA 3aBEPIITUTCST BbIAYell HECKOTBKIX
3aCITY’KUBAIOIUX BHUMAHUS Pe3yabTaToB. B HacTosIee BpeMsa MHOTHE OPTaHU3aIuN
uctonb3yior Kali Linux kak miatdhopmy IMEHHO JIJIsI OIIEHKH CUCTEM Ha COOTBETCTBHUE
crangapraM 6e30IaCHOCTH.

TpaanuUMOHHOE TECTUPOBAHNE Ha NPOHUKHOBEHUE

B nocnemnee BpeM:A CTalo CJIOKHO HOZ[O6paTb IoJAXo[A11ee onpeaesaeHue J1Jid «Tpaan-
IIMOHHOTI'O TECTAa Ha IPOHUKHOBEHNE>». [[eJIO B TOM, 4TO HO,Z[O6HI)I€ TECTbI UCIIOJIb3YIOTCS
B Pa3/IMYHbIX cd)epax A€ATEJIbHOCTH, U, KaK Pe3yJibTaT, BCE OIIMCHIBAIOT UX II0-CBOEMY.
HYTaHI/IL[bI Z[O63.B]I$I6T N TO, YTO «TECTUPOBAHUEM Ha IPOHMKHOBEHME» BCE Yalll€ CTaJIn
Ha3bIBaTbh OIIMCAHHYIO BbIIIE OIICHKY CUCTEM Ha COOTBETCTBUE CTaHlapTaM 6e3011acHOCTH
NI J1axxe O6bI‘~IHy10 OIIEHKY YHSBHMOCTeﬁ. B HOZ[O6HI>IX CJIydasaXx IIpoBEpKa HE BbIXOAUT
3a paMKH HEKMX MUHHWMaJIbHbIX Tpe6OBaHI/II‘/JI.
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B sToM nojpasese Mbl He OyeM KacaTbCs CIOPOB 00 0COOEHHOCTSAX Pa3IUYHbIX
BUJIOB MCIIBITAHUIT CUCTEM. 3/1eCh MbI pacCKakeM 00 MCCIel0BaHIIX, HE OrPaHUYEHHBIX
HEKUMUN «MUHUMAJIbHbIMUN Tpe6OBaHI/IHMI/I>>. BTO nccae/10Bannsd, KOTOpbie 3a/lyMaHbl
Tak, 9TOOBI MOCJE UX MPOBEACHUSA MOKHO OBLITO TTO-HACTOSAIIEMY YIyYIIUTh OOIIYIO
6€e3011aCHOCTh OPraHU3aLMH.

B mpoTHBOIOIOKHOCTS BUAAM HCCIEL0BAHMIT, KOTOPLIE MBI OOCYININ PaHee, Tpa-
JUIIMOHHBIE TECTHI Ha IIPOHUKHOBEHNE He YacTO HAUMHAIOTCS ¢ Olpee/ieHnst 001acTu
MpoBepKu. BMecTo 3TOro /1 HUX yCTaHaBIUBAIOT olpe/iesieHHble 1esin. Hampumep:
«CMOJIETMPOBATH TOCJAEACTBUS KOMIIPOMETAIMN BHYTPEHHETO TTOJNb30BaTENsT> UK
<BBISICHUTD, 4TO CJIYYMIIOCH OB, eciii Obl OpraHu3alKsl IOMaJIa Moz leJeHaIPABICHHYIO
aTaKy, BbIHOJIHHeMyIO BHCIITHUM 3]10yMbI]_HJIeHHI/IKOM>>. K]IIO‘{CBOIL/,I OTJII/I‘{I/ITQJIBHOﬁ
4epToil oK0OHOro aHaIU3a ABJSETCS TO, YTO B XOJle €r0 BBIIIOJHEHUST He TOJIbKO Ha-
XOIAT 1 OIEHUBAIOT YA3BUMOCTH, HO €I1l€ 1N NCIOJIb3YIOT Haﬁ[[eHHbIe HpO6.TIeMbI JJIA
PACKPBITHSI HAUXYAIINX BAPUAHTOB PasBUTHUsI COOBITHIL. B X0/€ TecTUpoBaHMs Ha IIPO-
HUKHOBEHME HE 1TOJIaralOTCA UCKIIOYNUTEJTbHO Ha MHCTPYMEHTbI CKAaHUPOBaHWA CUCTEM Ha
ysi3BUMOCTH. PaboTa TIPoIo/I;KaeTest ¢ MOMOIIBIO NCCIEIOBAaHNS HAXOOK, TPUMEHEHIIS
SKCILIONTOB MJIM MCIBITAHUI /I UCKIIOYEHMs JIOKHOIOIO0KUTENbHBIX PE3YIbTAaTOB,
JIEJIAETCS BCE BO3MOKHOE JiJIs 00HAPYKEHUsI CKPBITBIX YSI3BUMOCTEH UJIK TOIO, YTO MbI
HasbIBaeM JIO)KHOOTPHILATEIbHBIMY Pe3yJibTaTaMiu. [Togo6Hoe 1cc/ieoBaHe 4YacTO BKIIIO-
YaeT 9KCILIyaTaluio OOHAPYKEHHbBIX YSA3BUMOCTEN, OLIEHKY YPOBHS JOCTYIIA, KOTOPbIN
MPEIOCTABMASAIOT SKCIIONTDI, M NCIIOAB30BAHUE HTOTO MOBBIIIEHHOTO YPOBHS HOCTYIA
KaK OTIIPaBHOI TOYKU JIJIsI JOIOJTHUTENbHBIX aTaK Ha LEJIEBYIO CHCTEMY.

3ech Tpebyercss KPUTUIECKUET aHAIN3 [IE€JIEBOTO OKPY/KEHUSI, PYYHOIH TIOMCK ysi3-
BUMOCTEI, KpeaTUBHOCTbD, CIIOCOOHOCTh K HECTaHAaPTHOMY MbILLIeHUIO. Bee aT10 —
MOAXO/IbI K 0OHAPYIKEHUIO JIOTIOJHUTETBHBIX YA3BUMOCTEH, KOTOPbIE TPeGYIOT APYTHX
UHCTPYMEHTOB, CIIOCOOHBIX HANTH YA3BUMOCTH TaM, TJl€ 3aKaHUNBAIOTCS BO3MOKHOCTH
CaMBIX MOIIHBIX aBTOMAaTUYECKHUX CKaHepoB. Hepeako mocie 3aBepiienns 9TOro Iara
BECh IPOLECC HAYMHAIOT CHOBA /ISl TOTO, YTOOBI 0OECIIEYNUTD MOJHOE U Ka4eCTBEHHOE
BbINOJIHEHIE PAOOTHIL.

HecMOTps Ha CIOKHOCTD ¥ MHOTOILTAHOBOCTD TPAAUIMOHHOIO TECTHPOBAHUS Ha
[IPOHUKHOBEHUE, X0 TAKOTO UCCIEJ0BAHKS MOAKHO YIIOPSIA0YNTh, Pa30UB Ha HECKOJIBKO
mraroB. Crout ormeTuth, uto Kali yiporiaer moabop mporpaMmbl [Jist KaKI0TO U3 TAKIX
maros ¢ momonisio Kali Menu.

Q Céop ungpopmayuu: Ha JaHHOM IIare yCUJIKsI IEHTeCTepa HallPaBJIeHbI HA TO, YTOOBI
Y3HATh KaK MOJKHO GOJIbIIE O T[e1eBOM OKpYskeHHU. OOBIYHO €ro e TebHOCTD He-
WHBa3WBHA ¥ BBITJISUT KaK Ps/IOBast aKTUBHOCTD T10Jb30BaTe e, ITH AefcTBrs
COCTABJISIIOT OCHOBY JIJIs1 OCTAJIBHBIX ATAIIOB UCCJIE0BAHUS 1 TAKUM 0OGPA30M JO0JKHBI
npuUBeCTH K cO0PY Kak MOKHO GoJiee TIOJHBIX JIAHHBIX 0 cucteMe. Paszen Information
Gathering (C6op undopmarin) B Menio Kali Linux cogepxut B cebe necaTku uH-
CTPYMEHTOB, HATIPABJIEHHBIX Ha TO, YTOOBI PACKPBITH KaK MOKHO OOJIbIIE CBEIEHMIT
00 uccreyemoii cucreme.

Q Ob6uapyocenue Yysi36umocmedt: STOT AT YACTO HA3BIBAIOT «aKTUBHBIM cOOPOM HH(DOP-
Maruny. CIeruaincT, MbITasgch WACHTH(MUIIMPOBATD TOTEHIIMATbHBIC YSI3BUMOCTH
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B IeJIEBOM OKDYJKEHHH, ellle He aTaKyeT CUCTEMY, HO yiKe BefleT cebsT He Tak, Kak
OOBIYHBIN TTOJB30BaTENb. VIMEHHO 3/16Ch YaCTO UMEET MECTO BBINIEOTHCAHHOE CKa-
HUPOBaHWe CUCTEM Ha ys13BUMocTH. Ha iaHHoM 1are uccesenoBanust Gy/1yT MOJIe3HbI
MIpOrpaMMbl 13 pasesoB Vulnerability Analysis (Arasn3s ysizBumocTeit), Web Application
Analysis (Anasus BeO-puiosKenuii ), Database Assessment (M ccaeosanne 6a3 qaHHbIX )
u Reverse Engineering (O6paTHoe IPOeKTUPOBAHNIE).

Q Ikcnayamauus ya3eumMocmeil: UMest CTIMCOK 0OHAPYKEHHBIX MOTEHIIMATBHBIX Y13
BUMOCTEIA, Ha IAHHOM IIIare NCCIEI0BAHUS CIIEIIMAJIUCT MBITAETCS BOCIIOJIb30BATHCS
UMM JIJIST TOTO, UTOOBI HATH TOUKY OMOPBI B 11eJIeBOI cpeie. B aToM Jiejie mosie3Hbl
WHCTPYMEHTBI, KOTOPbIe MOKHO HAlTH B KaTeropusix Web Application Analysis (Ananms
Be6-1puIIoKeHuii ), Database Assessment (VccienoBanue 6a3 gaHHbIX ), Password Attacks
(Bsmom maposeit) u Exploitation Tools (CpeicTBa skcrryaTauu ysi3BUMOCTER ).

Q [ponukHoseHue u u3gneuerue OaHHbIX: TTOCIIE TOTO KAK UCCJIEIOBATENIO YAATIOChH 3a-
KPEIUTLCS B CUCTEME, HY)KHO ABUTaThCs Jasblie. Kak npaBuiio, Ha 9TOM Hiare UIyT
c11oco6 MOBBICUTH TIPUBUJIETHH JI0 YPOBHSI, COOTBETCTBYIONIETO TOMY, KOTOPbIii
HEOOXOIUM JIJIST JIOCTVKEHUSI TIEIEBBIX CUCTEM, PAaHEEe HEJOCTYITHBIX, U CKPBITHOTO
U3BJICUCHUST W3 HUX CEKPETHOM WHbOpMAIuu. 3/eCh MOKHO 0OPATUTHCST K TAKUM
pasziesiaM MeHIO TIPUJIOKeHIH, Kak Password Attacks ( B3siom raposieit), Exploitation Tools
(Cpencrpa akcruryaTtanuu ysa3Bumocteit ), Sniffing & Spoofing (Cauddunr u crrydusr),
u Post Exploitation (/leficTBuUS 1Mocye sKCIIyaTauu ysI3BUMOCTH ).

Q [Hodzomoska omuemos: MOCTE 3aBEPIIEHUST AKTUBHON (has3bl MCCIEIOBAHUS HYKHO
3aJJ0KyMEHTHPOBATH POU3BEICHHBIE ICHCTBYS M OATOTOBUTH 0TYeT. OOBIUHO 9TOT
IIAr He OTJINYAETCsI TAKOI JKe TEXHUYECKOIT CJI0KHOCTBIO, Kak rpebiayiiue. OnxHako
Garofapst KaYeCTBEHHBIM OTYETaM KJIHEHT CTTOCOOEH MOTYIUTD OMHYIO OTAaqy OT
MPOJIeJAHHON PabOThI, TAK YTO HE CTOUT HEMOONEHUBATH BAKHOCTD JIAHHOTO TIara.
CooTBeTcTBYIONME MHCTPYMEHTBI MOSKHO HAMTH B pasjiesie Reporting Tools (CpenctBa
MO/IFOTOBKYU 0T4YeTOB) MeHIo Applications (IIpunoskennst).

B 6oJbIUHCTBE CIyYaeB TeCThI Ha MPOHUKHOBEHHE GYIYT YCTPOEHBI COBEPIIEHHO
[I0-Pa3HOMY, ITOCKOJIbKY KayK/[as OPraHU3allisd MOXKET TO/IBEePraThCs Pa3HbIM YIPo3aM
U UMETh PasJIMIHble PECYPCh, KOTOpbie Tpebyercst samuiaTh. Kali Linux gaer yHuBep-
CaJIbHYI0 OCHOBY JIJISI PEIIEHU MOA0OHBIX 33/[a4, UMEHHO 3/IeCh MOSKHO BOCTIOJIb30BAThHCS
GoJIBITNM KoJIuecTBOM (hyHKIMH 1m0 Hactpoiike Kali. MHorme opranusaiiuu, KOTopbie
BBIITOJIHAIOT TaKKUe UCCJAE0BAHUS, [TOJ/IEPKUBAIOT HACTPOCHHBIE T10]] CBOM HYKJIbl
Bepcuu AUCTPUOYTUBA JIJIST BHYTPEHHETO TPUMEHEHUST. JTO MO3BOJISIET UM YCKOPUTH
pasBepTbIBaHMe CUCTEM I1epe/] HOBBIM UCCJIE0BAHUEM.

Cpeau 4acTo BCTpeYaronxcs JOMoJHUTeNAbHbIX HacTpoek Kali Linux MoxHO oT-
METHUTD CJIe/yToTINeE.

O IlpeaycranoBka JinlleH3MPOBAaHHBIX KOMMepyecKux Iakeros. Hanpumep, umeercs
TIaKeT, TAKOHM KaK IJIaTHBIM cKaHep ysI3BUMOCTel, KOTOPbIN IJIAaHUPYETCST UCIOJIb-
30BaTh B XOJ/le MHOTHX CEaHCOB TECTUPOBAHUS Ha TIPOHUKHOBeHME. Bo m3bekanue
HEOOXOMMOCTH YCTAHABIMBATD HTOT MAKET Ha KaxKI0i pasepryToit Kormu Kali Mosk-
HO MHTErpupoBath ero B cuctemy (https://docs.kali.org/kali-dojo/02-mastering-live-build).
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Kaxk pesynbTar, JaHHBI IAKET OKAaKEeTCs YCTaHOBJIEHHBIM IIPU KaKIOM PasBepPThI-
Banuu Kali.

QO I[IpeaBapuTenbHO HACTPOEHHAS BUPTYaIbHasl YaCTHAS CETh ¢ 0OPATHBIM COEHEHH-
em (VPN). 910 ouenpb ynobHas GyHKIMS Jis YyCTPOICTB, KOTOPBIE [IPeHAMEPEHHO
OCTaBJISIIOT TIO/IKJIOYEHHBIMU BHYTPU UCCJIeAyeMoii ceTu. Takue ycTpolicTBa 1mo-
3BOJIIOT ITPOBO/INTD «y/IaJICHHbIC BHYTPEHHUEY TPOBEPKU. Y CTPOHCTBO ¢ (PYyHKITHEH
00PaTHOTO COEINHEHUSI CBSI3BIBAETCS ¢ KOMITBIOTEPOM IIEHTECTEPa, CO3/1aBasi TYH-
HeJIb, KOTOPBIH MOKHO MCTI0JIb30BATh JIJISI TOJKIIOUEHNST K BHYTPEHHUM CUCTEMAaM.
Juctpubyrus Kali Linux ISO of Doom — mpumep Kak pas TaKOl CIeUuaIbHOI
HacTpoiiku cuctembl (https://www.offensivesecurity.com/kali-linux/kali-rolling-iso-of-doom/ ).

Q IlpemycranoBieHHbIE HHCTPYMEHTBI M IIPOrPaMMbl cOOCTBEHHOI paspaboTku. MHorue
OpraHU3aIuU UMEIT HaGOPbHI yTUIIAT COOCTBEHHON pa3paboTKu, HEOOXOIUMBIE B XOJIE
CeaHCOB TECTUPOBAHMS HA TPOHUKHOBEHUE, TI09TOMY UX [Tpe/[BapUTE/IbHAS yCTAaHOBKA
pu OPMUPOBAHU CIIETTUATBHOTO 00Pa3a CUCTEMbI TTO3BOJISIET IKOHOMUTE BPEMST.

Q [IpenBaputenbHas HacTpoiika korudurypamun OC, B TOM ricie 0TOOpasKeH s IMeH
xoctoB Ha [P-azpeca, 0boes pabGouero croJsa, HACTPOEK TPOKCU-CEPBEPOB U T. JI.
Muorue nosbzoBaresu Kali mpeamounraior ocobbie HacTpoiiku cucteMbl (https://
www.offensive-security.com/kali-linux/kali-linux-recipes/). EcJizt BbI coGupaeTech peryJisipHo
[ePEyCTAHABINBATH CUCTEMY, TO COXPaHEHUE MOJOOHBIX HACTPOEK MOKET UMETh
CMBICIL.

OLEeHKa NMPUNOXEHUN

BompmmacTBO MEpOTTPUATHIA TT0 OTIEHKE 3aITUIIIEHHOCTH CUCTEM OTJIMYA0TCST I0CTATOY-
Ho Gosbinmu Mactrabamu. OcobeHHOCTHIO JKe UCCIETOBAHUN TIPUIIOKEHUN ABJISCTCS
TOT (haKT, 9TO U3YIEHUIO TOIBEPTAETCS KOHKPETHAst TiporpamMMa. [1o106HbIe TIPOBEPKH
CTAHOBSITCS Bce OoJiee PacipoOCTPAHEHHBIMU M3-3a CJIOKHOCTH JKU3HEHHO BasKHBIX
TIPUJIOKEHUH, UCTIOb3YEeMbIX KOMIIaHUAMHU. MHOTHE U3 TaKUX MTPUJIOKEHUH CO3/1aHbl
COOCTBEHHBIMU CUJTAMU DTUX KOMTAHUH. EC/Iu HyKHO, TO MCCIeI0BaHUe TTPUIOKEHUIT
MOJKET COITYTCTBOBATD JAPYTUM BUIaM ITPOBepoK. Cpein BUIOB TPUIIOKEHUH, KOTOPbIE
MOTYT OBITh TIPOAHATM3UPOBAHBI Ha TIPEIMET GE30MACHOCTH, MOKHO OTMETUTH TaKHE.

O Beb-npuioKeHUs: 9TH MPUIOKEHISI YaCTO ABJISIOTCS IEJISIMU 3JI0YMbBIILIEHHUKOB,
IIOCKOJIbKY, 0OBIYHO 00,1a/1as1 BHAUNTEIbHOM MOBEPXHOCTBIO ATaKMU, OCTYIIHbI 13 VH-
tepHera. CTaHAapTHBIE TECTHI HEPEIKO MO3BOJISTIOT 00HAPYKUTH Ha30BBIE TPOOIEMBI
Beb-npuiioskernii. OaHako 6oJiee JeTajibHOe UCCIeI0BaHue, XOTs U MOJKET 3aHIMaTh
HEMaJIO BpEMEHHU, ITO3BOJISIET HANWTU CKPbBITHIE /leheKThl TporpaMm. J1Jis npoBeienus
MOOOHBIX UCIIBITAHUI MOKHO BOCITOJIB30BAThCA MeTarnmakeToM kali-linux-web,
KOTOPBII COMEPKUT OOJIBIIOE KOJTMYECTBO HOJIE3HbIX HHCTPYMEHTOB.

O HacrosbHble TPUIIOKEHNS, PACIPOCTPAHAEMbIC B BHU/I€ UCTTOJMHIEMbIX (DaliaoB:
cepBepHbIe TTPUJIOKEHN — He eMHCTBEHHAs I1eJib HapymuTesneil. HacTombHbre
MIPUIIOKEHMS TaKsKe MO/IBEP;KEHDI aTakaM. B mpoiieiime robl MHOTHE HACTOJIbHbIE
MTPOTPaMMBI, TaKMe Kak cpezicTBa /uig uteHns PDF-daiinos nan Bugeonpuioxenns,
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UCIOJIb3YIOLIME MHTEePHET-PecyPehl, I0BepPraaiuch MHOXKECTBAM aTak, YTO [IPUBEJIO
K UX coBeplieHcTBoBanuIo. O1HaKko Bee ellje MMeeTCsl MHOXKEeCTBO HACTOIbHBIX IIPU-
JIOXKEHUH, B KOTOPBIX ITPU TPABUIBHOM IOXO0/IC MOKHO HAUTU Maccy ys3BUMOCTEH.

O MoOGuibHble TPUIOKEHUS: C POCTOM TIOIYJISPHOCTH MOOUIBHBIX YCTPOUCTB 9TH
MPUIIOKEHNST CTAHOBSTCS TOCTOSTHHBIMHE ITPEIMETAMHU UCCIE0BAHUT H€30MacHOCTH.
Takue npuIoKeHUsT 0YeHb OBICTPO PA3BUBAIOTCS U MEHSIFOTCS, TOITOMY B JIAHHOI
cepe MeTo0I0THS MCCIeOBAHIH TTOKa He TOCTUTJIA T0OCTATOUYHON 3PeIOCTH, ITO
BEJICT K PETyJISIPHOMY, TPAKTUYECKH eKEHEeJbHOMY, TOSIBICHUIO HOBBIX METO/IUK.
VHCTPYMEHTBI, OTHOCSITIIAECS K U3YUEHIIO MOOUTbHBIX MPUIOKEHII, MOKHO HATH
B paszesie MeHio pusioskernii Kali Linux Reverse Engineering (OGpaTHOE IIPOEKTHPOBAHIE).

WcenepoBanue MPUIOKEHUN MOXKHO TIPOBOJUTH CAMBIMHU Pa3HBIMU CIIOCOOAMHU.
Hampumep, 1ist uieHTU(HUKAITINH TOTEHITUATBHBIX TIPOOIIEM MO0/ T aBTOMATHIECKTE
CPEJICTBA, TPpeiHa3HAUEHHBIE /TSI TECTUPOBAHN KOHKPETHOTO MpHJIoKeHNst. OCHOBBIBA-
SICh Ha 0COOEHHOCTSAX PabOThI IIPUIIOKEHHIA, T0JOOHbIE CPEJICTBA IBITAIOTCS HAWTH B HUX
HEHU3BECTHBIE CTab0CTH, BMECTO TOTO YTOOBI MOJIaraThCst Ha HAOOP 3apaHee 3a/laHHbBIX
curnaryp. IHCTpyMEHTHI 15T aHAIM3a TPOrPAMM J0JIKHBI YUUTHIBATH 0COOEHHOCTH MX
nose/ieHust. Bot, HallpuMep, TOMYJISIPHBIN CKaHEp YS3BUMOCTH BeO-TTpuiioKeHwit Burp
Suite (https://portswigger.net/burp/). B xo7ie ricciiefoBanms TPUIOKEHWST OH HAXOUT TIOJIS
J17is1 BBOJIA JIAHHBIX, TOCJIE YeT0 BBIMIOJIHIET PA3IMyHble aTaku MeTooM SQ L-uibekiuii,
HaOJIo/1ast B 9TO BPeMsT 3a IPUJIOKEHHMEM, YTOOBI BBISIBUTh aTaKi, KOTOPbIE OKa3aJiCh
YCIEIHBIMU.

CymiecTByroT 1 60JIee CIOKHbIE CIIeHaPUN aHAIN3a TPUJIOKeHMIT. Takue mpoBepKu
MOTYT GBITh BBITTOJHEHBI B MHTEPAKTHBHOM peskuMe. [Ipu uX mpoBeieHUHN UCTOTB3YIOT
MOJIEJTH 4ePH020 1 0e020 AUUKOG.

O MHcceaenoBanue MeTO10M YEPHOTO ATIKAKA: MHCTPYMEHT (MU MCCIeIoBaTe b ) B3alMO-
NEfCTBYET C TPUITOKEHNEM, He 061a/1ast CTIeIMATLHBIMU 3HAHUSIME O HEM HJTH 0COOBIM
JIOCTYTIOM K HEMY, PEBBIMIAIONTIM BO3MOKHOCTH 0OBIYHOTO MosIb30BaTesst. Harpumep,
B CJIy4dae ¢ BeO-TPIIOKEHNEM HCCTEI0BATENb MOKET UMETH TOJBKO TOCTYI K (hyHK-
IIUSIM ¥ BOBMOKHOCTSIM, OTKPBITBIM TI0JTb30BATEIIO, HE ABTOPU30BAHHOMY B CHICTEME.
Jliobast mpuMeHsteMast ydeTHast 3aIich OYJIeT TaKOH JKe, KOTOPYIO PSIZIOBOI MOJIh30-
BaTeJIb MOJKET 3aPETUCTPUPOBATH CAMOCTOSATETBHO. JTO He TIO3BOJIUT aTAKYIOIIEMY
aHaJIN3NPOBATh @yHKHHOHaJI, [[OCTyHHbeI TOJIBKO ITPUBUJIETUPOBAHHBIM ITOJIb30Ba~-
TEJIAAM, YYETHDBIC 3aIlIMCH KOTOPbBIX H606XOZII/IMO COo3/1aBaThb aIMUHUCTPATOPY.

Q UccremoBanne MeToI0M GEIOTO SINIUKA: MHCTPYMEHT (MU UCCIEIOBATEND) YaCTO
MIMeeT TTOJTHBIH J0CTYTI K UCXOIHOMY KOIY TPUJIOKEHUST, A/IMIHUCTPATUBHBIN 1OCTYIT
K 1aTdopMme, Ha KOTOPOI OHO BBIIIOHAETCS U T. 1. ITO rapaHTUPYET BLIIOJHEHHE
MTOJTHOTO U TIATEJIbHOTO aHAIN3a BCeX BO3MOKHOCTEN TPUJIOKEHUST He3aBUCUMO OT
TOTO, T7le UMEHHO HaXOUTCS n3ydaeMast GyHKITHOHATbHOCTh. MUHYC TaKoro ncce-
JIOBaHUS 3aKJII0YAETCs] B TOM, YTO OHO He SIBJISIeTCS UMUTAIMel pealbHbIX AeiicTBUI
3JI0YMBIIIJICHHAKA.

KoneuHo, Mesk 1y OeJIbIM 1 YePHBIM €CTh U OTTEHKH ceporo. OOBIYHO TO, KAK MIMEHHO
GyIeT IpoXoAnuTh paboTa ¢ TMPIIIOKEHNEM, OIPEIEISIETCS TebIo ncceoBanust. Ecim
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OHa 3aKJII0YACTCS B OMPEACICHUH TOTO, YTO MOKET IIPOU30UTH C TIPUIIOKEHIEM, KOTOPOE
OKa’KeTCs MTPeIMETOM IleJIeHATIPABIeHHOI BHENTHEl aTaky, TO, BEPOSITHO, JIy4Ille BCETO
[IOJION/IET TECTUPOBAHNE METOJIOM YEPHOTO SIIUKA. ECIIH JKe 1eJib COCTOUT B UIE€HTH-
(ukanuu u ycrpaHeHUH KaK MOKHO GOJBIIETO KOJIMIECTBA MPOOJIeM ¢ GEe30MTaCHOCTHIO
3a CPaBHUTEJILHO KOPOTKOE BPEMSI, TO CCJAE0BAHIE METOIOM GEJIOro sSIIUKa CIOCOOHO
okazarbcest 6osee ahHEKTUBHBIM.,

B apyrux ciaydasx MOKHO TIPUMEHUTH THOPUIHBINA MOAXO, KOT/a UCCIET0BATEh
He 00J1a/IaeT TIOJHBIM JIOCTYIIOM K MCXOHOMY KOy IPUJIOKEHUST ISt TaT(hOPMBI, Ha
KOTOPO¥T OHO BBITIOJTHSIETCS, HO BBIZIAHHAS €MY YUeTHAS 3allCh MTOJITOTOBJICHA a/IMUHU-
CTPATOPOM ¥ OTKPBIBAET OCTYI K MAKCUMAIbHO BO3MOKHOMY KOJUYECTBY (DYHKITUIT
MTPUITIOKEHUSL.

Kali — sro uneanpras ruiatdopma [uIs Beex MoIX0/I0B K UCCIEOBAHIIO TIPUIOKEHHII.
[Tocsie yCTaHOBKH CTaHAAPTHOTO AUCTPUOYTHBA 3/I€Ch MOKHO HAMTH MHOKECTBO CKaHe-
POB, PACCYMTAHHBIX HA KOHKPETHbBIE MTPUIOKeHMs. TYT ecTh U MHCTPYMEHTHI 71T oJtee
MIPOJIBUHYTHIX uccienoBanuii. Cpeiu HUX — PeJAKTOPbI HCXOAHOTO KOJIA U CIleHAPHbIe
OKpYsKeHUS. B fiene vccnemoBaumst MPUIIOKEHUI MOTYT OKa3aThCs TIOJIE3HBIMUA MaTEPU-
aJibl U3 paszaesos Web Application (Be6-npuso:enust) u Reverse Engineering (OG6parHoe
npoexruposanue) (https://tools.kali.org/category/reverse-engineering) caiita Kali Tools.

11.3. ®opManmsaums OLEHKM

ITocsie moarorosku okpyskerns Kali u onpepeenus Tuiia mpoBepKu Bbl IOYTH TOTOBBI
NPUHSATHCS 3a jiesio. OHAKO OCTAJICs ellle OJIMH Tar: (hopMa3anusi UCCaeI0BaHuUS.
Ou kpaiine BajkeH, IIOCKOJIbKY HA 3TOM IlIare OINpPeJesiseTcsl T, Yero UMEHHO OJKUJIAeT
oT Bac kimeHT. Kpome Toro, 371eCh BaM BBIJIAIOT pa3pelieHre Ha TPOBeIEHUE OTIePaTiii,
KOTOpbIE B O6bI‘IHbIX YCI0OBUAX ABJIAIOTCA HE3AKOHHDBIMMU. Mbr paccCMOTpUM BCE 3TO
B O6H_[I/IX gepTax, HO Tepea HaMu OY€Hb HerOCTOIl/)I 1 BaKHBIN 9TAll IIOATOTOBKHU K UC-
CJIEIOBAHUIO CCTEM Ha YSI3BUMOCTD, TaK UTO, BIIOJIHE BOBMOKHO, HA JIAHHOM 3Tarle BaM
CTOUT TIOCOBETOBATHCS C IOPUCTOM Balllell OPraHU3aINH.

Yactpio mporiecca hopMainu3aiiu sSBISeTCS oNpeiesieHue TPABUI aHaIu3a, KOTO-
PBIX BbI OyzieTe MPUAEPKUBATHCSA B X0/e PAbOThI. DTH MpaBUIa KacaloTCs CIELYIONNX
MOMEHTOB.

Q C kakumu cucTeMaMu BbI MOYKETe BBaHMOﬂeﬁCTBOBaTb? Baxxno nmets YBEPEHHOCTb
B TOM, 4YTO BbI cnyqaﬁHo He BMeEIIaeTeCh B pa60Ty CHUCTEM, JKU3HEHHO BaXHbIX IJId
I/ICCJIelIyeMOI';I KOMIIaHMH.

O B kakoe BpeMst CYTOK BBI MOKeTe PaboTaTh, ¢ KAKOU TIEPUOMIHOCTHIO MOKHO ITPO-
BOJIUTH CEAHCHI UCCIIe0BAHIA cucTeMbl? HekoTopbie opraHus3aIiiy mpearnodnTaoT
OTpaHNYNBATDhb YMCJIO TaKHUX CEaHCOB.

Q IIpu obHApYKEHUHU MOTEHIIMANBHOMN YSI3BUMOCTH MOYKETE JIM BbI €€ dKCILIyaTh-
poBarb? Ecsin HeT, TO KaKOB IIPOIleCC MOATBEPKACHUS HATUYUS YSI3BUMOCTH?
B nexkoTopbIX opranusanuax peAloYnTaloT )KeCTKO KOHTPOJIUPOBATh KaKAylo
MOTBITKY 9KCILIYATAI[MH YSI3BUMOCTEH, B PYTHX MCIIOJAB3YIOT MOAX0, bosee nim
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MeHee peaimCTUIHO I/IMI/ITI/IpyIOHlI/Iﬁ HaCTOANIYIO aTaKy. .qume BCEro BbIICHUTDH
5TU MOMEHTBI 3apaHee.

O Ecmm obmapy:xena ceppesnas npobieMa, To Kak HyKHO MOCTYIHTh? Mnorga opra-
HHM3alnu OKNJIAI0T HEMEJICHHOTO OIIOBEIIIeHM A O BbIABJICHUN, B HpOTI/IBHOM Cﬂyqae
06 3TOM 0OBIYHO COOOIAIOT B KOHIIE UCCICLOBAHNAL

O C xeM MOKHO CBS3aThCA B CIydae Kpaiineil HeoOX0MMOCTH MJIU IIPU BO3SHUKHOBEHIH
KakKX-11100 pobireM? ITo BCeraa BaKHO 3HATh.

O Kakos nepedyens uil, KOTOPbIe OYYT 3HATH O TOM, YTO TPOBOIUTCS UCCACTOBAHIE?
Kax undopmanust o6 atom 6y/er noseena 1o Hux? B psizie cayyaes opranusaiimm
XOTSAT TIPOBEPUTH PEAKIINIO X BHYTPEHHUX CITYsK6 Ha TIPOUCIIECTBHE, & TAKIKE CITO-
COOHOCTH ATUX CIIy:KG 06HAPYKUBATH BTOpsKEHMsL. JIyuiie Bcero 3HaTh 06 aTOM 3a-
paHee, MOCKOJIBbKY MPH TAKOM TIOJIXO/IE BB CMOKETE TIPH HEOOXOMMOCTH MPOBECTH
HCCJIe/IOBAHNE CKPBITHO.

O Yero skmeT KOMITAHUS TTOCJIE 3aBEPITEHNsT nccaenosanmst? Kaxk coobmmTh 0 pesyJb-
TaTax? 3apaHee BBISICHUTE, YTO UMEHHO BCe 3aMHTEPECOBAHHbBIE JIUIA OXKUAAIOT OT
mpoBepkn. YeTKoe OTpesieeHre OKUAAEMBIX PE3YIBTATOB — JYUIINH CITocod n3-
GesxaTh HEOJIHO3HAUHBIX CUTYAIUIT TT0CIE 3aBepiieHust paboThL.

XOTst TaHHBII CIIUCOK U He TI0JIOH, OH JIACT BaM 001I[ee ITPE/ICTAaBIEHHUE O TEX BOIPOCAX,
KOTOPbIE HY;KHO PEIuThb 110 Havarna paborsl. OHAKO BaM CJIeyeT MOHUMATh, 4TO Oe3
KaueCTBEHHOTO 0(hOPMJICHUS IOPUANIECKUX (hopMasibHOCTEN TyT He 0boiiTrch. ITocie
TOTO KaK MpoBepka (hopMasn3oBana, He0HGX0ANMO TIOJYIUTH COOTBETCTBYIONINE Pa3pe-
MIeHNST. ITO BAXKHO, TOCKOJIBKY OOJIBIIMHCTBO JCHCTBUH, BBITIOJTHSIEMbBIX B X0/[€ aHAJIN32
6e30MaCHOCTH, MOTYT OKa3aThCsl HeJIeTaJbHbIMK O€3 paspenieHust COOTBETCTBYIONIEro
JIOJIZKHOCTHOTO JINIIa KOMITAHUH.

[Toce Toro Kak Bce BBITIEOTTMCAHHOE COTJIACOBAHO, OCTACTCS ellle OJIUNH BaXKHBII
niar — nposepka. He poBepsdiiTe mepelanHbIM BaM MaTeprajiaM O TpaHuliaxX UCCelo-
BaHWS — BceTAa mposepsiiTe nx. Mcmoab3yliTe HECKOJTBKO NCTOYHNKOB NH(MOPMAITIHT
[UIA MOATBEPIK/AECHUA TOr0, YTO CUCTEMbI, KOTOPbIE€ IIVIAHUPYETCA TTPOaHAJIU3NPOBATD,
HAXO/SATCS B COGCTBEHHOCTH KJIMEHTA U KJIMEHT UMHU yripaBJisieT. Hampumep, yauTbiBast
MOBCEMECTHOE TIPUMEHEHIE O0JTAYHBIX CEPBUCOB, OPTaHU3AIHsI IOIIPOCTY CIIOCOOHA HE
YYECTh, 4TO OHA HE BJIAJICET MPEIOCTABICHHBIMU € cepBrcaMi. Bbl MoskeTe 0OHAPYIKUTD,
YTO BaM TPeGYETCS TOJYIUTh CIIEIHATBHOE PaspeIleHUe OT TOCTABIIKA OO TAYHBIX YCIYT
nepesi HayajaoM paboThI.

Kpowme Toro, Bcerga nposepsiire mpegocrasienbie Bam 6j10ku IP-aapecos. He 1o-
JlaraiiTech Ha MPEANOJIOKEHe OPTAaHU3AINHN O €€ BJIAJIeHUU BCeM OJIOKOM, JaKe eCJin
BaM COOOIIMJIM O TOM, UTO JIJIs HCCIIE0BAHUS TIOXOIUT BECh TIePEaHHbIil BaM Juara-
30H ajJipecoB. Hampumep, Mbl BCTPEUATUCh C OPTaHU3ANMSIMU, KOTOPHIE 3aIPAIABAIN
aHAJIM3 B [UANa30He a/IpecoB 11esiol ceTr kiracca C, B TO BpeMs KaK UM MPUHa/JIeKaIa
JIMTITB HEKast 9acTh ATOTO JAuana3ona. Mayuas Bcio ceTh kiacca C, Mbl (DaKTHUIECKU
aTakoBasy OBI coceniell OPTAHU3AINN IO APECHOMY TTPOCTpaHcTBY. [Toamenio OSINT
Analysis (OSINT-ananus) paszuena Information Gathering (C6op undopmanmmn) CoaepKuT
MHO’KECTBO MHCTPYMEHTOB, KOTOPBIE MOTYT BaM ITOMOYb ITPY MPOBEPKE MATEPUATIOB JIJISk
TIPOBE/IEHUST MCCIIe/JOBAaHU.
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Mrak, pabora Havasack. Kakie ataku pOBOITCS B XO/IE TPOBEPKHU 3aIUITIEHHOCTH UH(OP-
MalmoHHbIX cuctem? Kasknomy tuiy ysissumoctu (https://www.cvedetails.com/vulnerabilities-by-
types.php) COOTBETCTBYET 0COOBIIT CIIOCOD €€ FKCILTyaTallni, B aToM pas/iesie Mbl pacCKaskeM
0 KJlaccax ysa3BUMOCTeH, C KOTOPBIMU BaM IIPUIETCS CTAJTKUBATLCA Yallie BCero.
HeBaskHo, Kakast IMEHHO KaTETOPUsT YSI3BUMOCTEl Bac uHTepecyeT. Uto Gbl 310 Hit GBLIO,
Kali yriporaer nouck cpezcts u axcruioiito. Metto Kali Ha pabouem crosie paszesieHo Ha
KaTeropuu, KOTOPbIe TIOMOTAIOT HAWTH MOAXOjIsIIee cpeicTBO. Kpome Toro, Ha caiite
Kali Tools MmoskHO HaiiTH OOIIMPHBIE TTEPEUHI MHCTPYMEHTOB, ocTynHbiX B Kali, opra-
HU30BAaHHBIX 110 KATETOPUSAM U JI7isT y00CTBa CHaGKEeHHbBIX TeraMu. Kakaast crpaHuiia
CPeJICTBA COMEPKUT MOAPOOHBIE CBEJIEHUS O HEM, 8 TAKIKE TPUMEPBI €T0 UCIIOJIH30BAHMSL,

ATaka Tuna «oTKa3 B 0bcnyxmsaHun» (DoS-aTaka)

Araxn Ha otka3 B obcaykusanun (Denial of Service attack, DoS) ucmons3yior ysa3su-
MOCTH JIJist OJIOKMPOBKH PabOThI CEPBUCOB, OOBIYHO MTPUBO/SA K OCTAHOBKE YSI3BUMOTO
nporecca. Kareropus Stress Testing (Crpecc-tectuposatue) B MeHio npuioxenuit Kali
COJIEPKUT MHOKECTBO MHCTPYMEHTOB, ODUEHTUPOBAHHBIX Ha PellleHUe ATON 3aIaun.

MHor¥e mpu BCTpede ¢ TePMUHOM «aTaKa TUIA 0TKa3 B 00CTyKUBAaHUN» [yMAIOT 00
aTakax, HOTPEOJISIOIINX PECYPChI, KOTOPBIE BBITIOIHSIFOTCS U3 MHOKECTBA HCTOYHUKOB,
OTHOBPEMEHHO HANIPABJIEHHBIX Ha O/IHY T1eJb. OIHAKO TaKas aTaka — 9TO yiKe TaK Ha-
3bIBaeMast pacnpedesiennas aTaka Tuia «otkas B oocayxnusaaun» ( Distributed Denial Of
Service Attack, DDoS). ITogo6HbIe aTaKy PEAKO SBJISIOTCS YaCThI0 TIPO(hECCHOHATBHOTO
WCCTIE/IOBAHMS 3AIUTIICHHOCTH CUCTEM.

Bwmecto atoro ermamuHbIe DOS-aTaky yaire Bcero BEICTYTIAIOT Pe3yIbTaTOM Heyaad-
HOU TIOTTBITKY 9KCILTYaTalluy ySI3BUMOCTU. EC/ii aBTOP 9KCTIONTA BBITY CTHI YaCTUIHO
(byHKITMOHATBHBIN KO/, I0Ka3biBatoIHii Bo3MoskHOCT aTaku (Proof of Concept, PoC),
1 TOT OBLJT KCTIOJTb30BAH KEM-TO Ha TIPAKTHKE, TO 3TO MOKET IPUBECTH K CUTYAIINH, aHa-
sornanoit DoS-arake. Jaxke KaueCTBEHHO HAMMCAHHBIN 9KCILIONT criocobeH paboTaTh
TOJIBKO TIPU COBIAIEHII MHOKECTBA CIEIU(MUUECKUX 06CTOATEIBCTB U IPUBOANUTH
K OTKa3y aTaKyeMOTO CEepPBHUCa B JIPYTUX crydasx. MosKeT MOKa3aThCs, 9TO PEIIeHUEM
POOJIEMBI SIBJISIETCS TIPUMEHEHHUE TOJIBKO KaK CJICAYET MPOBEPEHHBIX IKCILIONTOB MJIH
Harnucanme coOCTBEHHbBIX IKCIIONTOB. OHAKO, KaKk Obl TaM HE ObLIO, HUKAKUX TapaH-
TUI TIPU UCTIOTH30BAHUH IKCIITIONTOB HET, 3TO CTABUT aTAKYIOIIETO B JKECTKUE PAMKH,
MPUBO/IS K HEOMPABJAHHBIM OTPAHUUYEHUSIM, UTO BEIeT K CMATYEHUI0 aHaim3a. Kiou
K peleHuno mpobiaembl — Komipomucce. He 3azmeiictyiite PoC-3KCIIOWTHI U HETIPO-
BEPEHHBII KOJ| TPY MTPOBEACHIH PEaTbHBIX TIPOBEPOK U BCET/A CJEAUTE 3a TE€M, YTOOBI
OPUCT KOMITAHWH MOT ITPUKPBITH BAC OT IPYTUX HEPUSATHOCTEN.

O6braro DoS-ataku He BBITIOTHSIOT HAMEPEHHO. BOJIBIIMHCTBO CPE/ICTB aBTOMATH-
YeCKOro 0OHAPYKEHUsS yI3BUMOCTEH cunTtaroT DoS-ysI3BUMOCTH HUBKOPUCKOBBIMU
13-32 TOTO, YTO XOTST aTaKyTONTUI MOXKET BBIBECTH U3 CTPOSI HEKUI CEPBUC, TIOCASTHUT
HeJb3st OyeT TPUMEHSTh, HAPUMED, JIJIST BBIIOJHEHMST CTOPOHHETO Kojaa. OpHaKo
BaJKHO TIOMHHUTH O TOM, UYTO HE BCE HKCILIONTHI 00IIeA0CTYTHBI U DOS-ysa3BuMocTH
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MOTYT MacKUpoBarh GoJiee TIyOOKHe U CEPbE3HBIE YIPO3bL. IKCILIONT, TO3BOJSIONINI
BBITIOJIHATD TPOU3BOJIbHBIN KOJI, TOJIb3YSICh M3BECTHON DOS-ySa3BUMOCTBIO, MOXKET CY-
IIECTBOBATbH, HO He B Iy6IndHOM rpocTpatcTBe. OTCIo/1a BHITEKAET CIIEAYIONUN BBIBOJL:
ob6paraiite BHnManue Ha DoS-ysA3BUMOCTH 1 PEKOMEHIYHTE KIMEHTAM MX TTaTYUTh
HeCMOTPs Ha TO, YTO UM, KaK IIPaBUJIO, TIPUCBANBAIOT HU3KWH YPOBEHb PUCKA.

HapyLweHune uenocTHoCTM nHgopMaunmn B NamaTm

HapyuieHue 11e10CTHOCTH WHMDOPMAIIUT B TTAMSTH TPOUCXOIUT, KOTIa HeKast 06J1acTh
B IIAMSITH [TPOI[ECCa CITyIaiiHO MOM(DUITPYETCsT N3-3a ONMTHOKY [P Pa3paboTKe TPOrpam-
Mbl. OmubKH, CBA3aHHBIE C TTAMATHIO, OOBIYHO BE/YT K HEMPEACKa3yeMOMY TIOBEAEHUIO
IIPOTPAMM, OJTHAKO BO MHOTHX CJIYYasiX [I03BOJIAIOT MAHUITYIHPOBATH IAMSTBIO [TPOIecca.
ITO JaeT aTakyloleMy BO3MOKHOCTD YIIPABJAATh MOTOKOM BBIITOJHEHUS TPOrPAMMBbL
U cOBepIaTh HEOOXOAUMbIE MY JIeHCTBHUSL.

ITomo6HbIe aTaku 0OBIYHO HA3BIBAIOT aTAKAMU THUIIA «IIeperoHeH e Oydepar, XOTs
3TO CJUIIKOM yIPOIICHHBIH TepMuH. Camble PAcIpOCTPAHEHHBIE TUIBI HAPYIICHUS
I[EeJIOCTHOCTU MH(pOPMAIMKU B TAMATH CUJIBHO PA3JUYAlOTCH, /I UX IKCIIyaTaluu
TpebyIoTest 0cobbIe TTOAXO/ABI U TeXHuYecKue npuembl. Hiske ipeicrasiensr Hanbosee
4acTo BCTpeyaloluecs TUIIBI aTak Ha aMsTh.

Q [epenosnuenue Oydepa B cTeKe: KOra MporpaMma 3aruchbiBaeT B 0ydep, HaxoAInii-
ca B creke, bosiblie nHbopManum, ueM 0ObeM JOCTYITHOTO MPOCTPAHCTBA, JaHHbIE
B COCEIHUX YYACTKAX TTAMSITH MOTYT OBITH TIOBPEIKICHBI, YTO YaCTO BEAET K aBapHil-
HOMY 3aBEpIIEHNIO PAOOTHI TIPOTPAMMBL.

O Ilospexxzaenue namMATU B Kyde: IOC/AeIHSA BbLIEJIIETCs BO BpeMs BbIIIOJIHEHUS IIPO-
IpaMMbI 1 0OBIYHO COAEPAKUT JaHHbIe paboTaolux mpoiieccos. Hapyuienue resoct-
HOCTH JIAaHHBIX B Kyue ITPOUCXO/IUT M3-32 JeCTBUI, HAIIPaBJIEHHBIX Ha IIepe3anich
MIaMATH Yyepes3 yKazaTesd WY CBSI3aHHbIE CITUCKH.

a HGJIO‘H/ICJIGHHOG TIEPETIOJIHEHME TTaMATH: OTOT BU MTEPETIOTHEHNA BOSHUKAECT B TOM
cJiy4dae, Korjga NpuJoKEHHE TIIbITAaETCA CO3/IaTh YMCJJIOBOE 3HAYEHNE, KOTOPOE HEJb3A
IIOMECTUTDb B BbI[[CJICHHbeI JUIA HETO YYaCTOK ITaMATH.

QO Artakana @ynkuuu popmMaTupoBanugd CTPOK: KOI/la IIPOrpaMMa IIPUHUMAET, YTO BBEJ
HOJIb30BaTEb, 1 (hopMaTUpyeT BBOJL 0e3 MPOBEPKU HH(MOPMAIIMN, 3JT0YMbIIIICHHUK
MOJKET y3HaTh HEOOXOAUMBIE eMy ajpeca MaMsTH, JUOO0 JaHHbIEC B TTAMSITH MOTYT
OBITH MEPE3ANUCAHBL. DTO 3ABUCUT OT IPUMEHSIEMBIX CUMBOJIOB (hOPMATHPOBAHISL.

ATakun Ha Beb-NpuUIoXKeHus

3-3a Toro uto COBpeEMEHHDbIE CalThl — 3TO YoKe IaBHO HE CTaTUYHbI€ JOKYMEHTDI, a /11~
HaMMWY€CKU reHeprupyeMbIe JIJIA T10JIb30BaTE/ I CTPAHUILbI, TUIIMYHBIA CAaWT YCTPOEH OY€Hb
CJIOKHO. Y SI3BUMOCTHU Be6-HpI/IJIO>KEHI/II>'I KOPEHATCA B JIAHHOI cJI0JKHOCTU. B Xo0/ie CooT-
BETCTBYIONIUX aTaK IE€JIbIO CIIYKUT 60 CepBepHad 9aCTh MPUJIOKEHMA, OTBETCTBEHHAA
3a CO3/1aHnE CTPAHMUII, b0 camMn CTPaHUIIbI, KOTOPbIE€ BUAUT ITIOCETUTEIIb camra.
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Beb6-araku upe3BbIUaiiHO PacpOCTPAHEHbI, TAK KaK MHOTHME OPraHU3aluy JOCTULIN
YPOBH:I, Ha KOTOPOM HMMEIOT 04€Hb MaJI0 OOIIe0CTYIIHBIX CePBUCOB. [l Ba Hanboree 4acTo
Bcrpevaronuxcs Buja arak (https://www.owasp.org/index.php/Top_10_2013-Top_10) — SQL-
WHBEKINN U MeskcainToBbIi ckpunTuHT (Cross-site Scripting, XSS).

O SQL-unbekiuu. [TogoOHbIE aTaKW HATPABJIEHBI HA MPUJIOKEHUS, TPH pa3paboTKe
KOTOPBIX JOITYIIEHDI OH_[I/I6KI/I B IIO/ICUCTEMAX ITPOBEPKU M OYNCTKHU ITOJIb30BATEJIbCKO-
T0 BBOJIA. DTO BEJIET K BOBMOXKHOCTH U3BJIEKATh MH(POPMAIIUIO U3 6a3 JaHHbBIX TAKUX
NPUJIOXKEHUIT VTN JAsKe TTOJTyYaTh TIOJTHBII KOHTPOJIb HAJ/l CEPBEPAMU.

O MexcaiitoBbri ckpuntuar. Kak u B crydae ¢ SQL-uHbeKIIMAME, aTaki, OCHOBAHHbIE
Ha XSS, BO3MOKHBI H3-32 HEIIPABUIILHOTO 0OPAIIIEHSI € TI0JIb30BATEICKIM BBOJIOM.
ITO MO3BOJISIET B3JIOMIIUKY MaHUITYINPOBATh ITOJIb30BaTENEM WU CAliTOM, 3aXBa-
THIBAsI CECCUM W BBITIOJHSIS B Gpaysepe cOOCTBEHHBIH KOJI.

YacTo BeO-IPUI0KEHN OBIBAIOT CJ0KHBIME, 0018 JAI0IIMK OOIIMPHBIMI BO3MOK-
HOCTSIMU, & TIOPOU U HETIPOCTOM JIJIsT IOHUMAHUST JIOTUKON paboThl. OHU TPEICTABIISIIOT
coboli ya06Hy10 MUIIEHD /IJI 3JI0YMBbIIIIIEHHUKOB. Pasnen menio Web Application Analysis
(AHaJIu3 BeG-TIPUIOKEHNS ) COAEPIKUT MOJIE3HbIe MHCTPYMEHTBI JJIsI IPOBEPKHU YCTOM-
YIBOCTH BeO-TIPUIIOKEHMI K arakam. KpoMme Toro, TyT crout 0OpaTuTh BHUMaHHE Ha
meTtarakeT kali-linux-web.

B3anom naponen

Basiom maposieit — 3To aTaky Ha CUCTEMBI Ay TEHTU(MUKAINY PA3JIUIHBIX CEPBUCOB.
Takue ataku yacto esisIT Ha OHJIAWTHOBBIE U odJiaiiHOBBIE. B cOOTBETCTBUM C 3TON
kaaccuduralmel yctpoeH n paszen Menio Password Attack (Baiom maposeir). B xoze
OHJTAITHOBO¥T aTaKH 3/I0YMBIIIJICHHUK TIBITACTCSI BOUTH B CUCTEMY, TIepeGUpast MHOKECTBO
napouieii. Ilpu nnposesennu oiaiiHOBOI aTaKu IIPOBOAUTC PabOTa € XEITUMPOBAHHBIMU
M 3aiGPOBAHHBIMI TAPOJISIMHE, TIOJIYYEHHBIMU B3JIOMIIMKOM. Ilesb 9T0it paboThl —
PaCKpBITh UCXO/IHbIE TIAPOJIM. 3alKUTa OT O(JIANHOBBIX aTaK COCTOUT B TIOBBIIIIEHUN
CJIO’KHOCTU TIapOoJiel, 4TO YBEJTUYMBAET TPYAOEMKOCTh UX packpbitusd. OqHaKo cyiie-
CTBYIOT METO/IbI, TIO3BOJIAIONIIE TOAOUPATH Jaske OUCHb CJIOKHBIE APOJIH, HallPUMED,
3aKJIIOYAIOIIMEC B UCIOJb30BAHUN BHIUMCICHUI Ha MOII[HBIX BIEOKaPTaX, Oaaroaapst
MPUMEHEHUIO KOTOPBIX y/1aeTCsl 3HAYMTENbHO TTOBBICUTD TTPOU3BOJIUTENBHOCTD TIPO-
rpaMM-B3JIOMIITMKOB. MeTtanakeT kali-1linux-gpu cozepKuT MHOKECTBO MHCTPYMEHTOB,
OPMEHTHPOBAHHBIX Ha OBICTPBII 0AGOP MapoJieil.

Yarie Bcero oHJIaliH-aTaKy HAITPABJIEHbI HA CTAH/[APTHBIE TIAPOJIN, KOTOPBIE IT0 YMOJT4a-
Huio 3aaroT moctaBiuky [10. [TockombKy 9TH TaposH MUPOKO U3BECTHBI, TO ATAKYIONTHIA
B HaJIEXK/I€ Ha YCTIeX MPOBEPUT CTaH/IaPTHbBIE TOYKU BXOJIA B TPUIIOKeHus. Eite oiH BUj
TaKUX aTaK, BCTPEYAIONIUIICS JJOBOJIBHO YaCTO, — HTO aTaKa 110 CIEeINAIbHO TTOJATOTOBJIEH-
HOMY CJIOBapIO. B Xoze ee co34a10T CIIMCOK CI0B, YIUTHIBAIOIIUI 0COOEHHOCTH 1I€IEBOTO
OKPY/KEHUSI, a 3aTeM BBIIOJIHAIOT OHIAHHOBYIO aTaKy, IbITasCh, epedupas CIUCOK,
1oz00paTh MapoJib K PACIPOCTPAHEHHBIM, CTAHAAPTHBIM UM U3BECTHBIM B3JIOMIIUKY
YUETHBIM 3aITHCSIM.
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B xopne TecTupoBanusi 0ueHb BayKHO TIOHUMATh TTOTEHIIUMAJIbHBIE TTOCJEICTBUS aTaK
TaKoro poja. Bo-mepBbix, 00bIYHO OHM OUEHD 3aMETHDI 13-3a IIOBTOPSAIOIUXCS [TOIIBITOK
ayTeHTUdUKAIU. Bo-BTOPBIX, TaKue aTaK! ITOCTIe MHOKECTBA IMTOTTBITOK BOMTH B HEKYIO
YUYETHYIO 3aIIMCh YACTO BEAYT K ee OJIOKMPOBKe. I HaKoHell, CKOPOCTb BBIIIOJIHEHUS [10-
JOOHBIX aTak 00BIYHO HEBBICOKA, UTO BEAET K CJAOKHOCTIM IIPU HEOOXOAMMOCTH Tiepe-
6UpaTh cI0BapH TAPOJIeii GOJBITIX Pa3MEPOB.

ATaku Ha KIMEHTCKME CUCTEMBI

ILestb GOJBITIMHCTBA aTaK — CEPBEPBI, HO BBUJLY TOTO UTO CEPBEPHBIE CEPBHUCHI CTAHOBUTCST
aTaKoBaTh BCE CJOXKHEE, 3MI0YMBINJICHHUKY BBIOUPAIOT GoJiee JieTKue TIeJIH, Halp-
Mep KJIMEHTCKHUE cucTeMbl. [Ipu TakoM 1ozixo/ie aTaKkyIolero MHTepecyoT pa3jinyHbie
MPUJIOKEHUS, YCTAHOBJIEHHBIEC HA KOMITBIOTEPE COTPYAHUKA OPraHU3aInu, KOTOPYIO
OH TIbITaeTcst B3J0MaTh. COOTBETCTBYIONINE WHCTPYMEHTBI, TOMOTAOIINE TPOBOUTH
TaKue aTaku, MOXKHO HallTU B KaTeropuu MeHio Social Engineering Tools (HcTpymMeHTBI
COIMAJIbHOI MHIKEHEPHUH ).

IMono6ubie ataku adexTuBHee Beero mpoBoauanch B Hadaje 2000-X, uX 1easaMu
6butu Flash, Adobe Reader u Java. B aTux ciydasix 3JI0yMbIIIJIEHHUK TIOTBITAETCS 10~
GUTHCS TTOCEIEHNUST JKEPTBOI CIIEIHATBHO OATOTOBIECHHOTO catita. [Tocaenuuii Gyaer
COJIEPIKATH OCOOBII KOJI, KOTOPBIH MOKET BOCIIOJIB30BATHCS YA3BUMOCTSIMU B KJIMEHTCKIX
MPUJIOKEHUSX, UYTO TPUBEAET K BO3MOKHOCTH 3aITyCTUTDh HA TI€JIEBOM CHCTEME HEUTO,
HEOOXOMMOE B3JIOMIIUKY.

ATaky Ha KJIMEHTCKUE CUCTEMbI HEBEPOSITHO CJOXKHO IIPe0TBpaIaTh. 1TyT MHOTOE
3aBUCHUT OT 0OYUYEHUST MOJIB30BATENEH, TOCTOSHHOTO OOHOBJICHUS TIPUIOKEHUH 1 OT
CETEBBIX CPEICTB KOHTPOJIS, TIO3BOJIATIONINX YMEHBIIUTD PUCK.

11.5. Pe3ome

B s710it riaBe Mbl KpaTKO pacckasaiu o posn Kali B obiactu maGopMannonHoii Hes-
OMacHOCTH. Mbl IOTOBOPUJIN O BAKHOCTH MPUMEHEHHS YMCTO yCTAHOBKU CUCTEMBI, 00
UCTIOTb30BAHNN UG POBAHUS IS TOTO, YTOOBI B XO/IE PEATbHBIX MCCASTOBaHIN 06e-
CTIEUYUTH 3AIUTY JAHHBIX KJIMEHTA. 3/1eCh JKe GBI TIOHST BOTIPOC O BAKHOCTH TPAMOT-
HOTO I0PUTYECKOT0 OOPMIIEHUST TIPOBEPOK GE30MACHOCTH. ITO MO3BOJISAET 3aAIUTUTD
MHTEPECHI [IEHTECTEPA U €T0 KINEHTA.

KommnonenTsl Mogeau CIA (confidentiality, integrity, availability — xonduaen-
[UAJTBHOCTb, IEJOCTHOCTD, JIOCTYITHOCTh) — 3TO XapaKTEPUCTUKH, HA KOTOpbIe 006-
pamaioT ocoboe BHUMaHNE, 3aHUMAsICh BOIPOcaMy HH(POPMAIIMOHHON (Ge30acHOCTH.
MeponpusaTus, HanpaBaeHHbIe Ha cobmoaerne npuanunos CIA, ABASIOTCA 4acThIO
CTaHJAPTHBIX MPOIECCOB PA3BEPTHIBAHMS, OJIEP/KKY 1 aHamn3a cucteM. [ToHnManme
ATUX KOHIIETIIIIT TOMOKET BaM ITPU MACHTU(HUKATINT JKU3HEHHO BAsKHBIX KOMITOHEHTOB
CHCTEM U OIEeHKU 00beMa CUJI U PECYPCOB, KOTOPBIE CTOUT BJIOKUTH B UCTIPABJICHUE
0OHAPYKEHHBIX TPOGJIEM.
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MbI paccMOTpesid HECKOJILKO THTIOB YSI3BUMOCTEH MH(POPMATTMOHHBIX CUCTEM, TAKUX
KaK YSI3BUMOCTH K BKJIIOUEHUIO (haiinos, K SQL-UHBEKIINAM, K TIepenoHeHno 6ydepa,
MIO/IBEP’KEHHOCTD CUCTEMBI COCTOSHUIO TOHKH.

To4HOCTD CUTHATYP YSI3BBUMOCTEN KpailHe BaKHA JIJIsI TOTO, YTOOBI TTOJYIUTh MAKCH-
MAJIBHYI0 OT/Ia4y OT aBTOMATUIECKOTO CKAHMPOBAHUS CUCTEM Ha ys13BUMOCTH. deM 60Jb-
1€ IAHHBIX O CHCTEME YIAETCsT COOPATH, TEM BBIIIE [IAHC TIOJTYUUTh a[EKBATHBIE PE3YJTh-
TaThl TAKOTO CKAHUPOBaHU. VIMEHHO I09TOMY OYeHbD HOITYJIAPHO CKAaHUPOBAHKE CUCTEM
C TIpe/IBAPUTEIBHON ayTeHTU(UKAITIECH.

IToCKOJIbKY aBTOMATHUYECKUE CPEICTBA UCTONB3YIOT Oa3bl JAHHBIX CUTHATYP JJIST
BBISIBJICHUS YSI3BUMOCTEH, TO J1t060€, Aaske HeOOIbIoe OTKIOHEHUE OT U3BECTHOW CHUT-
HATYPHI MOXKET U3MEHUTH PE3YIbTAT M, COOTBETCTBEHHO, 3HAUNMOCTH OOHAPYKEHHOT
YS3BUMOCTH.

Mbi pazobpasiu YeThIpe THIIA HCCJIEI0BaHIN MH(MDOPMAITHOHHON O€30TTACHOCTH CUCTEM:
OUEHKA YSI36UMOCTIU CUCTEM, OUEHKA CUCTeM HA COOMeemcmaue cmanoapmam 6e3onac-
HOCTU, MPAOUUUOHHOE MECMUPOBAHUE HA NPOHUKHOBEHUE T UCCIE08ANIUE NPUTLONCEHUL.
JIJIs pasHBIX TUIIOB ITPOBEPOK XapaKTepeH cOOCTBEHHBIN HabOP HHCTPYMEHTOB, OIHAKO
MHOTHE UCCTE/IOBAHUS UCTIONB3YIOT OJTHU U T€ JK€ CPE/ICTBA.

Or1ieHKa ysI3BUMOCTH CUCTEM CPABHUTEIHLHO MTPOCTA B CPABHEHUY C IPYTUMU BUIAMHT
uccaenosanuit. Yacto oHa npezcTasisieT co00i aBTOMaTHYeCKuil c6op CBeAEHMil O mo-
TEHITUATBHBIX YA3BUMOCTSX 11€JIeBOT0 OKPY>KeHns. Mbl BBISICHUIIN, YTO YySA3BUMOCTD —
310 neeKT NHGPOPMAITMOHHON CUCTEMBI, C TIOMOIIBIO KOTOPOTO MOKHO HApYIIUTh e¢
KOHDUIEHITMATBEHOCTD, TIEIOCTHOCTD VI IOCTYITHOCTD. Tak Kak aBTOMaTHYeCKU TTOUCK
ySA3BUMOCTEH OCHOBAH Ha CUTHATYpPaX, 9TOT TUII IIPOBEPKU I0JIAraeTCsl Ha TOYHOCTD 10-
JIOOHBIX CUTHATY]P M CIIOCOOEH JIaBaTh JIOKHOTIONOKUTETIbHBIE U JIOKHOOTPUIIATEbHBIE
pesyJibrarhbl. OCHOBHbBIE HHCTPYMEHTDI JIJIsI TPOBEIEHHS TOI0OHBIX HCCITEIOBAHIIT MOKHO
HalTH B pas/enax Vulnerability Analysis (Ananms ysissumocTn ) 1 Exploitation Tools (Cpenctaa
DKCILIyaTalluK YsI3BUMOCTEl ) MeHIo nputoskennii Kali Linux.

OrieHKa crcTeM Ha COOTBETCTBHE CTaHaapTaM 6e30TacHOCTH OCHOBAHA HA MHILY-
CTPUATBHBIX WU TOCYAPCTBEHHBIX CTAHIAPTAX, KOTOPBIM [IOJIKHA COOTBETCTBOBATD
uccyemayemas opraausaiust. Cpeu Takux crangapToB MoxHo otMetuth PCI DSS, DISA
STIG u FISMA. Onu, B CBOIO 04€pe/ib, CTPOATCI Ha OCHOBE HAaGOPOB HOPMATHUBHBIX
TpeboBanuii. [IpoBepKM CHCTEM Ha COOTBETCTBHE CTaHAAPTaM 0E30TIaCHOCTH OOBIYHO
HAYMHAIOTCS € OTICHKU YSA3BUMOCTEH.

TpanuimmoHHOE TeCTUPOBAHIE HAa TPOHUKHOBEHHE — 3TO TIIATEThHOE NCCICIOBAHIE
3aIUIIEHHOCTH CHCTEMBI, KOTOPOE TIPEAHAZHAYEHO IS YTy UIIeHUs 0OTIero ypoBHs 6e3-
OTIACHOCTU OPTaHM3aIMKM U OCHOBAHO HA U3YYEHUU YCTOMUYNBOCTH CUCTEM K PEATbHBIM
yrposzam. [Togo6HbIe TPOBEPKY BKJIIOYAIOT HECKOJIBKO HIATOB (OTPAsKEHHBIX B CTPYKTYPE
Mento npuioskernii Kali Linux) v 3aBepImaroTest MOMBITKAMU 9KCIUTyaTalliy YsI3BUMO-
cTell ¥ IOy IeHUs TOCTYTIA K HanboJee 3aluIeHHBIM KOMITBIOTEPAM 1 CETSIM T[eJIEBOTO
OKPY>KEHUSI.

UccrenoBaniie MPUIOKEHH, 0OBIYHO TIPOBOJUMOE B COOTBETCTBUH ¢ MOJIEJISIMU
6eJI0T0 W YEPHOTO SITIIKA, HATIPABJIEHO Ha KOHKPETHOE TIPUJIOKEHUE U TTPeLycMa-
TPUBaeT MCIIOJIb30BaHUE CIIEIMATU3UPOBAHHBIX MHCTPYMEHTOB. TU HHCTPYMEHTBI
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MOJKHO HAlTH B TaKUX pasjesax Merio npuioxenuil Kali, kax Web Application Analysis
(Ananus Beb-1puiiokenust), Database Assessment (MccienoBanie 6a3 gaHHbIX ), Reverse
Engineering (O6parHoe mpoekTupoBaHre) u Exploitation Tools (CpecTBa sKCILIyaTaim
YS3BUMOCTEIN ).

MpbI paccMOTpesi HECKOJIBKO THUIIOB aTaK, YCTOMYMBOCTb CUCTEM K KOTOPBIM ITPO-
BepsIeTCs IIPU OLIEHKe WX 3al[UIIEHHOCTH: aTaKa THIIA «OTKa3 B 00CIyKUBAaHIH»>, KOT/a
paboTa MPUJIOKEH I HAPYIIAETCS U OHO OKAa3bIBAETCS HEAOCTYITHBIM; aTaK/ Ha IIAMSITh,
HaIpaBJIEHHbIE HA MAHUITYJISIIMIO TIAMSITHIO TIPOIIECCOB, UTO YaCTO TIO3BOJISIET aTaKYy-
IOI[EMY 3allyCKaTh IIPOM3BOJIbHBIN KOJ; BeO-aTaKy, HallpaBJeHHbIe Ha BEO-CEPBUCHI
U BBIIOJIHSIEMbIE C TIOMOIIBIO PA3JIMYHBIX TEXHOJOrHil Hanogobue SQL-uHbeKImii
u XSS; B3710M IapoJieii, B X0jie KOTOPOI0 4acTO UCIIOIb3YeTCsl TEXHIKA M0A00Pa IapoJist
K CEpBUCY 10 3apaHee c(hOPMUPOBAHHOMY CIIHCKY.
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IMosapasisgem! Hazeemcs, Teneps Bb Gosiee 63Ky ¢ Bamieil cucremoit Kali Linux u ne
06OUTECH UCIIOJIB30BATh €€ JIJIs JTI0OOr0 SKCIIEPUMEHTa, KOTOPbII IPUIET BaM B TOJIOBY.
BbI y2ke 3HAKOMBI € ee cCaMbIMU MHTEPECHBIMU (DYHKITMSMU, HO TAKXKe 3HAETE €€ OTPaHu-
YeHU U Pas/IMdHble CIIOCOOBI UX 0OONTH.

Ecist BoI He IIpUMEHAETE BCE (byHK]_[I/II/I Ha IIPpaKTUKeE, TO COXPaHUTE 9TY KHUTY [1JIA
CIIPABOYHBIX IIEJIEI U OCBEKUTE TAMSITD, KOTJIA PEIIUTECH TTIOPOOOBATH HOBYIO (DYHKIIUIO.
[TomHuuTE, 4TO /17151 PA3BUTHS HOBBIX HABBIKOB HET HUYETO JIyYIlle, YeM MpakThKa (1 Ha-
croitunBocth ). CrapaiiTech CuIbHEE, KAK TIPOAOJIKAIOT MOBTOPSITH TpeHepbl Offensive
Security (https://www.offensive-security.com/offsec/say-try-harder/).

12.1. OTCcheXunBaHue n3MeHeHnmn

C IIOCTOSHHO M3MEHSIOMMUMCS AUCTpuOyTUBOM, TakuM Kak kali-rolling, ormenbmble
pasesbl PyKOBOJCTBA 06513aTeNbHO yeTapeioT. MBI cietaeM BCe BO3MOKHOE, YTOObI
MOJIZIEP’KUBATH €T0 B aKTYaJTbHOM COCTOSHUM (110 KpaiiHell Mepe OHJIaiH-BepCcuio), HO
U151 GOJIBITMHCTBA PA3/IE/IOB MBI TIBITATUCH TIPEIOCTABUTE OBIIIE 06BSICHEHHS, KOTOPbIE
JIOJIKHBI OBITH MOJIE3HBI B TEUEHUE JIIUTETLHOTO BPEMEHU.

Taxum 06pa3om, Bb GyJieTe TOTOBBI TPUHATH U3MEHEHSI U CMOJKETE HAMTH perenne
Ji000i osiBuBIIElicst pobaemMsbr. Jlyuine mornmas Kali Linux u ero cBsisb ¢ Debian,
BbI MOJKeTe 1oJiaraThest Ha coodbiecrsa Kali 1 Debian u ux MHorouncientbie pecypesl
(6ar-Tpexepbl, (HOPYMBI, PACCHUTKY U T. [I.), €CJIU 3aCTPSTHETE.

He 6oiitech peructpuposars omubku (cM. pases 6.3)! Ecaiu BbI Takoil 5Ke, Kak s1, TO
K MOMEHTY BBITIOJTHEHUSI BCEX IATOB, CBSI3AHHBIX C PETUCTPAIlel XOPOIIero ordera 0o
ormmbKe (a 3T0 3aliMeT HEKOTOPOE BPEMsI), BbI ysKe PEITUTE MPOOIEMY UK MO KpaitHeit
Mepe Haiijiere Heroxue HapaboTku. U hakTiyecky 3aperncTpupoBas ommoKy, BbI 110-
MOJKETE IPYTHUM, KTO CTOJIKHYJICS C TAHHOW MPOOIEMOT.

12.2. [leMOHCTpaums HOBONPMOBPETEHHBIX 3HAHWUI

Bl ropauTech cBorMu HoBbiMu HaBbikamu B Kali Linux? XoreJiu Gbl Bbl ObITh YBEPEHHbI-
MU, YTO JIEHCTBUTEIBHO TOMHUTE BayKHBIE BeNn? ECJIN OTBETHUTE «/1a» HA OJIUH 13 HTUX
BOTIPOCOB, TO BaM CJIElyeT PACCMOTPETh BO3MOKHOCTD IOJIAYU 3aIBKU HA [IPOTPAMMY
Certified Professional (ceprudunuposannbiii npodeccuonan) aug Kali Linux.

Ito BceobbeMITIoONas cepTU(hUKAINST, KOTOPAsi TADAHTUPYET, YTO BbI 3HAETE, KaK
YCTaHABIMBATH U UCTOh30BaTh Kali Linux Bo MHOTHX peayIMCTHYHBIX BApUAHTAX MPHU-
MeHeHUsd. JTO MPUATHOE OTIOJHEHNE K BallleMy Pe3ioMe U TakyKe I0Ka3bIBaeT Ballry
TOTOBHOCTbD U/ITH JAJIBIIIE.

12.3. JanbHenwwmmn nyTb

ITa KHUTA HAYYKMJIa BAC MHOTMM BelllaM, KOTOPbIE JI0JIKEH 3HATH JTI060H M0JIb30BaTeb
Kali Linux, Ho HaM IPHUIILJIOCH TIPUHATh HECKOJIBKO HEIPOCTHIX PEIIeHHIt, 4TOObI CO-
KPaTUTh €e; U KPOMe TOTO, OCTAJIOCh MHOTO HEOXBAUEHHBIX TEM.
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CucreMHoe AdAMUHUCTPUPOBaAHUE

Eciu BbI X0THTE y3HATH GOJIBIIE O CUCTEMHOM aIMUHUCTPUPOBAHUU, TO MBI MOKEM
TOJIBKO MMOPEKOMEHIOBATDH BaM O3HAKOMUTBCS C PYKOBOJCTBOM afMuHUCTpaTtopa Debian
(https://debian-handbook.info/get/).

Bur maiizere TaM MHOTO JOIIOJHUTENBHBIX IJIaB, OXBATHIBAIONIIX OOIIIE CEPBUCHI
UniX, KOTOpbIe MbI IIOJTHOCTBIO ITPOITYCTUIIN B JJAHHOI KHUTE. B 3TOM pyKOBO/ICTBE TaK:Ke
JAIOTCS JOMOJHUTEbHbIE COBETHI, B YACTHOCTH O CUCTEME TTaKeTUPOBaHust (KOTopast
TaK;Ke paccMaTpuBaeTcs (oJiee NIMPOKO Ha CaMOM HU3KOM YPOBHE).

Kuura Debian, oueBuzto, 6oJiee riry6oko orpaxkaer cooduiectso Debian 1 1o, kak oHO
Opranu3oBaHo. XOTs 9TH 3HAHUSA HE ABJISIOTCA )KU3HEHHO BAKHBIMHU, OHU MOTYT OBITH
HIeACTBUTENBHO MOJIE3HbI, KOIJIAa BaM IIPUXOANUTCS B3aUMOAENHCTBOBATh € yYaCTHUKAMU
Debian, Hanpumep depes oTyeTsl 00 OMIMOKaX.

TecTnpoBaHWe Ha NPOHMKHOBEHME

Bb1, HaBepHOE, yKe 3aMeTUJIN: 9Ta KHUTA He HAayuynJia BaC TECTUPOBAHMIO HA POHUK-
nosenue. Ho Bce, yTo BBl y3HAIM, TEM He MeHee BaKHO. Telepb Bbl TOTOBBI IIOJHOCTBIO
uCTob30Bath BoamokuocTu Kali Linux, myuriero guctpubyTuBa Jijist TIEHTECTHHTA.
U y Bac ecTh OCHOBHBIE HaBBIKM Linux, HEOOXOAUMBIE /T yUACTUS B TPEHUHTAX OT
Offensive Security.

Ecisiv BBI uyBCTBYeTE, UTO €I11€ HE TOTOBBI K OIIJIAYNBAEMOMY KYPCY, TO MOXKETe HauaTh
¢ GecraTHoro onJaiiH-o0yueHus Metasploit Unleashed. 9o oueHb momyasapHbiii uH-
CTPYMEHT TIEHTECTUHTA, U BBI JIOJKHBI €70 3HATDH TPU HAJIMYUH Y BAC CEPHE3HBIX IIJIAHOB
KacaTesJbHO U3y4YeHUs TeCTUPOBAHNS Ha TIPOHUKHOBEHHME.

CutetyouM JTOTHYHBIM TaroM ObLI0 OBI TPOXOsKIACHIE OHIalH-Kypca « Tectu-
posanue na npounknosenue ¢ Kali Linux» (https://www.offensive-security.com/information-
security-training/), Beaytiero Kk suamernToil cepruduranuu Offensive Security Certified
Professional. ToT oHMAH-KypC MOKHO BBITIOJHSITH B CBOEM TEMIIE, HO CePTU(UKAIUS
Ha caMOM JieJie TIpeJicTaBJiseT coO0ii CI0KHBIN 24-4acoBOil peaibHblil IPAKTUYECKUI
TeCT Ha TPOHUKHOBEHNE, KOTOPBIN MPOXOUT B M30JMpoBaHHOM ceTn VPN.

T'oTOBBI Ji BBI TPUHSITH BHI30B?
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Paspaboruuk Debian na nporskennn 6oee 20 jieT u aBTop ClIPaBOYHUKA aMUHUCTPA-
topa Debian Pacasis Xepuor — rypy Debian 8 komane Kali. Korga He paGoraer ¢ Kali,
OH I'OTOB IOAEJUTHCI CBOMMHK 9KCIIEPTHBIMK 3HaHUSMU 10 Debian uepes KoMItaHUIO
Freexian, koTopyio cam ke ocHoBasl. OH IOMOTaeT IPYTUM JIO/ISIM, CO3/IaBast IEPUBATHBBI,
[0JIb30BATEbCKUE YCTAHOBIIMKY ¥ IIPOrPpaMMHOe obeciiedeHre sl ITaKeTHPOBAHMUSI
Debian, a Takske yiryuinas cyIecTByoIre nakeTsl (IyTeM UCIIPaBIeHnst OIUOO0K U 10-
GaBJIeHUS HOBBIX (DYHKIIMIT) ¥ T. JI.

Martu AxapoHu — clrenuagnucT 110 HHGOPMALUOHHON Ge30macHocT ¢ Hoee yem
JEeCSTHJIETHIM aKTUBHBIM yyacTHeM B TeMaTHdecKoM coobuiectBe. OcHOBaI Takue
npoektsl, kak BackTrack u Kali Linux ¢ OTKpbITbIM HCXOHBIM KOZOM, a Takske Exploit
Database u Offensive Security — Beayuryto komuanuo B chepe nHGOPMAIMOHHOM
6€e3011aCHOCTH, U3BECTHYI0 CBOUMHU OTPACJIEBBIMU cepTUdUKaTaMiu 6€301aCHOCTH
U KypcaMu TOBBIIEeHNST KBaguukramuu. Mexay akcIryatanueil 1 KaTaJaorusanuei,
TeCTUPOBAaHUEM Ha NMPOHMKHOBeHue, passutueM Kali u BosHeil ¢ obopypoBaHuem
AXapoHU yBJIEUEHHO PAaCCKa3bIBAET BCEM, KTO TOTOB €0 CJYHIaTh, O JOCTOMHCTBAX
Kali Linux.

zxum O’Topman — npesuzent cepsrcos Offensive Security st CIITA. Vimeer Goiiee
YeM JIECSTUIIETHU OITbIT TPOBE/IEHUSI TECTOB Ha TPOHUKHOBEHNE B CHJIbHO 3aIUIICHHbIE
cpejibl 10 BceMy Mupy. Kpome Toro, siBiisieTcst BeyluM HHCTPYKTOPOM Kypca « Tectupo-
Batue Ha npoHukHoBenue ¢ Kali Linux» komnanuu Offensive Security.
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BAWWA YHUKAJ/IbHAl KHUTA

XoTuTe n3gatb cBOIO kHM2y? OHA CTAHEeT ngeabHbIM MOGapkoM g/si NapTHepPOB

1 gpy3e#i, OTIMYHbIM MHCTPYMEHTOM Qs POgBIMKeHus Balle2o bpeHga, Mpe3eHToM
g1 NaMATHbIX cobbITUI! Mbl CMOXeM OCyLLecTBUTb BaLLm tobble, gaxke camble
CMeJible U CI0XKHbIe, Ngen 1 MPOEKTbI.

Mbl NMPEAJNATAEM:

WM3[aTb BaLly KHUTY
e UM3aHMeE KHUIV [/151 UCNOAb30BAHNS B MAPKETUHIOBbIX AKTUBHOCTAX
o KHWMM KaK KOPNopaTUBHbIE MOAAPKM
e peknamy B KHurax
o UM3[aHne KOpPNopaTUBHOM brbanoTekn

Moyemy Hago BbIGPATH MMEHHO HAC:

M3garenbctBy «[utep» 6onee 20 neT. HAw ONbIT — 2aPAHTHMS BbICOKO20 KAYECTBA.

MbI npegnazaem:

« ycnyrv no 06paboTke v fopaboTke Ballero TekcTa

e COBpEMEHHbIV An3aiiH oT NpodeccmoHanos

e BbICOKMI YPOBEHb NOAMTPAGUUECKOro NCNONHEHNS

e MpPOAAXY BaLLE KHUTW BO BCEX KHVKHbIX Mara3uHax CTpaHbl

O6ecneynm npogsnxxeHne Bawuen KHU2N:

peknamoi B npodubHbix CMU 1 MecTax npogax
e PELEH3MAMM B BeyLWMX KHMKHbIX N30aHNAX
e WHTEPHET-NOLAEPXKKOW PeKNaMHON KaMNaHUK

Mb1 nmeem cobCTBeHHYI0 ceTb guCTpubyLMm Mo Bceli Poccuu, a Takxe Ha YKpaviHe
1 B benapycun. COTpygHMYaem ¢ KpYnHenwmmm KHWKHbIMU MA2a3MHamu.

M3gatenbcTBo «[1MTep» ABASETCS NOCTOSHHBIM yYACTHUKOM MHOUX KOH(PepeHLmit
M CeMMUHApoB, KOTOPble MPpeqgoCcTasafioT WMPOKYIO0 BOSMOXHOCTb peann3aumm KHue.

MbI 06513aTe/IbHO Mpocaegum, 4Tobbl BALIA KHX2A MOCTOSHHO MMEeNAch B HaMMYMM
B MQ2a31HAX 1 Obl/IA BbIIOXKEHA HA CaMbIX BUGHbIX MECTaXx.

ObecrieynM MHGMBUGYaIbHbIA MOGX0g K KAXKGJOMY KNEHTY, SKCKI03UBHbINA gU3aliH,
106N TUPAX.

Kpome 1020, npegnaaaem Bam BbiryCTUTb 1EKTPOHHYIO KHu2Y. Mbl pasmecTim
ee B KpynHeLumx nHTepHeT-Maza3nHax. KHuea byget ceepctaHa B popmarte ePub
nm PDF — cambliX MonysipHbIX 1 HAgexHbIX popMaTax Ha Ce0gHSALLHMI GeHb.

CBAXKMTECb C HAMM NPAMO ceiyac:

CankT-letepOypr - AnHa TuToBa, (812) 703-73-73, titova@piter.com
MockBa - Cepeeii KnebaHos, (495) 234-38-15, klebanov@piter.com



HHUIA-MOYTOW

3AKA3ATb KHUTU U3JATEJIbCKOTO JOMA «[MUTEP»
MOXXHO J1IObbIM YAObHbIM /11 BAC C[TIOCObOM:

Ha Halem caiite: www.piter.com
no 31eKTpoHHON noyte: books@piter.com
no TenedoHy: (812) 703-73-74

Bbl MO)KETE BbIBPATb 1060V YOBHbIN 119 BAC CNIOCOB OIJIATbI:

—

®

®

®

®

Hano)xeHHbIM NIaTEXOM C OMNIaTON npun noay4eHnmn B 6anKaniem
MOYTOBOM OTAOE/IEHNN.

C nomoLLbto 6GaHKOBCKOM kapTbl. Bo Bpems 3akasa Bbl OyaeTe
nepeHanpas/ieHbl Ha 3aLMLLEHHbI CEpBEp HaLLero onepaTopa, rae CMoXeTe
BBECTM CBOM JaHHble 415 ONAaThl.

INEKTPOHHbIMM JeHbramn. Mbl puHMMaeM K onnate AHOeKC. [leHbru,
Webmoney u Kiwi-koLuenek.

B ntobom GaHke, pacneyataB KBUTaHLMIO, KOTopast hopmMupyeTcs
aBTOMATWYeCKM NOC/e COBEpLLEHNS BAMM 3aKa3a.

Bbl MOXXETE BbIBPATb /1060 YAOBHbIN /19 BAC CNNOCOB JOCTABKU:

MocbinKM 0TpaBAsoTCS Yepe3 «MouTy Poccum». OTpaboTaHHas
cvcTema no3BosfeT HaM OpraHM30BbIBATb JOCTABKY BALLIMX MOKYMOK
MaKCMManbHO bbicTpo. [laty OTH?aBneHMﬂ BaLUeN MOKYMnKkn 1 gaty
JIOCTaBKM Bam cooOLLat no e-mail.

Bbl MOXeTe 0pOpMUTb KypbepcKyto IOCTaBKY CBOEro 3akasa (6onee
noapobHyto MHGOpMALWMIO MOXKHO MOAYUUTb Ha HaLllem cainTe www.piter.com).

MOXHO 0pOpPMUTb JOCTABKY 3aka3a uepes nouTomMarthbl (agpeca nouToMaTos
MOXHO y3HaTb Ha Hallem cainTe www.piter.com).

MNP O®OPMJIEHNU 3AKA3A YKAXUTE:

bamunio, nms, 0T4ecTBo, TenedoH, e-mail;

MOYTOBbIN UHAEKC, PETNOH, PAOH, HACENEHHDIV MYHKT, YINLLY, OM,
KOpnyc, KBApTUPY;

HAa3BaHWEe KHUTK, aBTOP4a, KOJINYECTBO 3dKa3bIBAEMbIX IK3EMMNIAPOB.

BECMNJIATHASl JOCTABKA: * Kypbepom no Mockse 1 CaHkT-letepOypry

npw 3aKase Ha cymmy oT 2000 pyo.

* MOYTOM Poccuun Npu NpefBapuTebHOI onnate
3aKa3a Ha cymmy ot 2000 py6.
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U3JATE/IbCKUIM IOM «MUTEP» npepnaraet
npogeccuoHanbHylo, NONYASPHYIO U JETCKYI0 Pa3BUBAIOLLYIO IUTEPATYPY

3aKa3aTb KHUIMM ONMTOM MOXXHO B HALUUX npeacraBUTENbCTBAX

poCCuUA

CankT-TetepOypr: M. «Bbiboprckas», b. CamncoHnesckunii np., 4. 29a
Ten./dakc: (812) 703-73-83, 703-73-72; e-mail: sales@piter.com

MocKBa: M. «3N1eKTp03aBoACKas», CemeHoBcKas Hab., . 2/1, cTp. 1, 6 3Tax
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